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ToproBble Mapku

Windows siBnsieTcs 3apermctpupoBaHHoi Toproeon mapkor Microsoft Corporation B CLUA n gpyrux ctpaHax.
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ucnonb3oBaTh 6e3 paspeLueHus.

Nudopmaumsa o6 aBTopckux npaBax

[Ons npopykTa Avira Internet Security Suite ncnone3yetcs kof, NpeaoCcTaBneHHbIN CTOPOHHEN opraHu3aumnen. Mel 6narogapum
obnagaTtenev aBTOPCKUX NPaB 3a NPeAOCTaBMEHHbI B HaLle pacnopsikeHne Ko,
MoapobHyto nHdopmaLmio 06 aBTOPCKOM Npase Bbl MOXeTe HanTu B pasaene JILeH3ny TpeTbux MuLl.

JInueHanmoHHoOe cornaileHne ¢ KOHeYHbIM Mosib3oBaTenem
http://www.avira.com/ru/license-agreement

Monutuka KoHdMaeHUNnanbLHOCTU
http://www.avira.com/ru/general-privacy
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1. BBegenune

BeepgeHune

MpoaykT Avira 3awiuuiaeT Bawl KOMMNbOTEP OT BUPYCOB, YepBen, TPOSHOB, BPELOHOCHOIO

1 wnuoHckoro MO un apyrnx onacHocTten. B HacToswwem pyKOBOACTBE OaeTCA KpaTKad

I/IHC*)OpMaLl,I/IFl O BUpycax, BpeaoHOCHOM MO n HexenaTenbHbIX nporpamMmmax.

B pykoBoacTBe onucbiBaloTCst yCTaHOBKa U 0OCNy)XMBaHME NporpamMMbl.

Ha Hawem canTe npennioXeHbl MHOrOMUCINEHHbIE ONUMK U NpUBeAEeHa OOMOMNHUTESbHAsA
nHdopMauus:

http://lwww.avira.ru

Ha cainte Avira MOXHO:

NPOCMOTpPETb MHC*)OpMaLI,I/II-O O Apyrux nporpammax Avira gna nepcoHarbHbIX

KOMMNbHOTEPOB

3arpysuTb HOBeWLlne Bepcun nporpamm Avira ans nepcoHasibHbIX KOMMbOTEPOB

3arpysmnTb HOBeWLLME BEPCUN PYKOBOACTB No paboTe ¢ npogykramu B popmate PDF

3arpy3mnTb foecnnaTHble MHCTPYMEHTbI NogAepPXXKn U BOCCTaHOBIIEHUA

BOCMNOSb30BaTbCA 00LWIMpHOM 6a3on 3HaHMI 1 cTaTbssMKU M3 pa3gena "Hacto
3aaBaemble Bonpock!" Ang yctpaHeHnsa npobnem

nony4ynTb agpeca CJ'Iy)K6bI noaaep>Xkn B CBOeEM pernmoHe.

Bawwm cotpygHukmn komnaHum Avira

1.1 CwumsBonbl 1 cnocobbl BbigeneHus

Ncnonb3yoTes cneayoLlme CUMBOSbI:

Cumeson / OObACHEeHUe
O0bo3HayeHue
v O603Ha4vaeT ycnosue, KOTopoe HeO6X0AMMO ANA BbIMNOSHEHNUS

JencTBus.

O6o03HavaeT aTan 4eNcTBUSA, KOTOPOE Bbl BbIMOSHSETE.
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BeepgeHune

O6o3HayaeT pe3ynbTaT BbINOIHEHHOIO AENCTBUS.

MpeaynpexaeH

ne | O6o3HayaeT npegynpexaeHne o BOSMOXHOCTU KPUTUYECKON
noTepu AaHHbIX.

NMpumeyaHune

O6o3HavaeT npumevaHue, cogepxatlee 0cobo BaxxHyto
MHOPMaLNIO, UM PEKOMEHAALMIO MO UCMNOSb30BAHUIO NPOAYKTA
Avira.

Ncnonb3ytoTes cneayoLume cnocobbl BblaeNeHus:

Cnocob Ob6bscHeHne

BblAeneHus

Kypcue Wmsa vnn nyTb hanna.
OTtobpaxaemble anemMeHTbl MHTepdenca (Hanpumep, 0b6rIaCTU OKOH UNn
coobueHmns 06 owmnbkax).

XupHbin OnemeHTbl UHTepdenca, BblbpaHHbIe LWEeNYKoM MbIWKn, (Hanpuvep,
NYHKTbl MEHIO, pa3aenbl, NOMs ONUUIA UITN KHOMKK).
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2. Uudopmayns o npogykre

B aTon rmaee cogepxutca nHopmMmauus o NnpuodpeTeHnn n NCnonb3oBaHUM NpoayKTa
Avira:

e cM. rnaey: O6bewm ycnyr
e CM. maBy: CuctemHble TpeboBaHus
e CM. rnaBy: JlnueHsnpoBaHme n obHoBNeHne

e CM. rnaBy: MeHemkep NULEH3NN

MpoaykTbl Avira NpeaoCTaBnSAOT LWNMPOKUIA CNEKTP TMOKUX MHCTPYMEHTOB AN HaAEXHOW
3aWmThl BaLlero KoMnboTepa OT BUPYCOB, BPEAOHOCHLIX U HEXeNnaTerbHbIX NporpamMmm u
OT APYrMX ONacHOCTEMN.

» Ob6paTtuTe BHUMaHMUE:

MpeaynpexaeHue

[MoTepsa UeHHbIX AaHHbIX MOXET UMETb cepbe3Hble nocrneacTeus. [laxe camas
nydyiiasi aHTUBMPYCHasa nporpaMmma He MOXET MOSIHOCTbIO 3aLUMTUTL Bac OT
noTepu gaHHbIX. PerynapHo cosgaBanTe pe3epBHble KONUM CBOUX OaHHbIX.

Yka3aHune

[Mporpamma, 3awuwiaowias oT BUPYCOB, BPeOOHOCHbIX, HeXenaTernbHbIX
nporpamMm v Apyrmx onacHOCTEN, CYUTAETCHA HaLEeXHOM N 9PdEKTUBHON,
TOMbKO €Crnn OHa perynsapHo obHoenseTcs. No3aboTbTech 06 akTyansHOCTU
npogykta Avira ¢ NOMOLLbIO aBTOMaTU4Yeckoro obHoBneHus. Hactponite
nporpaMmmy COOTBETCTBYIOLLMM 06pa3om.

2.1 O6bem dyHKUUN

Baw npogykt Avira umeet cnegyowimne gyHKUNN:
e LleHTp ynpaBneHus ana HabnogeHust 3a NporpaMMon, ynpaBreHus et 1 ee KOHTPOons

e LleHTpanuaoBaHHas HacTponka B CTaHAAPTHOM M 3KCMEPTHOM peXMMax C KOHTEKCTHOM
cripaBKou

e System Scanner (ckaHMpoBaHue No TpeboBaHUIo) C ynpaBnsaemMon npocunem n
HacTpanBaeMbIM CKaHMPOBaHMEM MO BCEM U3BECTHbLIM TUMaM BUMPYCOB M BPeAOHOCHbIX
nporpamm

e WHTerpmpoBaHHbI B Windows KOHTPOIb y4eTHbIX 3anuceun nonb3oBaTenen no3sosnseT
BaM BbINOSIHATL 3aga4un, Tpebyowme npas agMuHMUCTpaTopa.
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o Real-Time Protection (On-Access Scan) a4fs NOCTOAHHOIO OTCEXNUBAHUSA NOMbITOK
AocTtyna K hannam

o KomnoHeHT ProActiv onst NOCTOAHHOrO HabniogeHns 3a 4eNCTBUAMU Nporpamm (TONbKO
Ansa 32-paspsgHbiX CUCTEM)

o Mail Protection (POP3-ckaHep, IMAP-ckaHep n SMTP-ckaHep) Ansi NOCTOAHHOWN
NPOBEPKN ANEKTPOHHOW NOYTbI HA HanMyne BUPYCOB U BPEAOHOCHbIX MPOrpamm,
BKITHOYAsi NPOBEPKY BIIOXEHUN

e Avira SearchFree Toolbar, nouckoBasi naHenb, BCTpanBaemasi B Be6-6paysep,
obecneunTt BbICTPbIN 1 YOOBHbIN Nonck B MIHTepHeTe. OHa Takke COAEPXXUT BUAXKETDI
AJ151 OCHOBHbIX (PyHKLMI Npn paboTe B NIHTepHeTe.

o Web Protection gnga kKOHTponsa gaHHbIX 1 annos, nepeaasaemMbix U3 IHTepHeTa yepes
HTTP-npoTokon (HabnoaeHne 3a noptamm 80, 8080, 3128)

o [lpunoxeHune Avira Free Android Security npegHasHayeHo He TONbKO ANs-3alnTbl-OT
-Kpaxu. MNMpunoxeHne npegoctaBnseT PYHKUUKU, C MOMOLLbIO KOTOPOro MOXHO ferko
HaNTK Bawe MOOBMNbHOE YCTPOMCTBO, ECNN Bbl NOTEPSANN €ro NN OHO BbINO yKpaaeHo.
Kpome TOro, npunoxeHue no3sonseTt 6noknposaTb Bxogswme BbixoBbl 1 SMS. Avira
Free Android Security sawuwaet mobunbHble TeNegoHbl N CMapTgOHbI, paboTatome
Ha onepaumoHHon cucteme Android.

o BcCTpoeHHbIN MeHeoXep KapaHTUHaA AN N30MsaUMmM No403pUTENbHbLIX hannos 1 paboTbl
C HUMU

o 3awmTa oT pYTKMTOB ANA o6Hapy>XeHUs CKpbITOro BpeaoHocHoro MO, ycTaHOBMEHHOrO
B CMCTEME BaLlero KomnbloTepa (PyTKUTOB)
(HepocTynHoO B 64-pa3psaaHbix Bepcusax Windows XP)

e [lpsmon goctyn K nogpobHon nHdopmauumn o6 obHapyXeHHbIX BUpycax u
BpegoHocHoM MO vepes HTepHeT

e [lpocToe u BbicTpoe 06HOBEHME NporpamMmbl, 6a3bl BUPYCHbIX CUTHATYP, a Takke
NMOUCKOBOW CUCTEMbBI C MOMOLLIbIO OBHOBNEHUS OAHUM ddarioM U MHKpemeHTHoro VDF-
obHoBneHus c Beb-cepepa B MIHTepHeTe

e YnobHas cuctema ynpasneHust nMueH3nsamm

. BCTpOGHHbIIZ NnNaHNpoBLUUK OANA NNaHnpoBaHUA TakKUX OOAHOKPATHbIX UITA
NOBTOPAKOLLNXCA 3adaud, Kak obHoBEeHne unm CKaHunpoBaHue

e Bbicovanwmin ypoBeHb 0OHapy>XeH1si BUPYCOB U BPEAOHOCHbLIX Mporpamm,
rapaHTUpyembI HOBOW TEXHONOIMMEN CKaHMPOBaHNA (aHTUBUPYCHOE S14p0) C
NPUMEHEHNEM 3BPUCTUKM

« PacnosHaBaHue Bcex NONynsapHbIX TUNOB apXMBOB, BKITOYAs BIIOXEHHbIE, C
NpPUMEHEHNEM CMNCKOB ONacHbIX paclumpeHui hannos (Smart Extension)

« Bbicokas npon3BoaMTENBHOCTL MHOrONOTOYHOM TEXHOMNOMMM (OQHOBPEMEHHOE
CKaHMpOBaHWEe HeCKOMbKNX hannos)
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2.2 CuctemHble TpeboBaHus

2.2.1 CucremHble TpeboBaHms Avira Internet Security Suite

[nsa ncnonb3oBaHua Avira Internet Security Suite Bawa cuctema gomkHa
COOTBETCTBOBATL Creaylolmm TpeboBaHnsM.

OnepaunoHHas cuctema
=  Windows 8, nocnegHui nakeT obHoBneHun (32 unu 64-paspsgHas), nnm
=  Windows 7, nocneaHui naket obHoBneHun (32 nnmn 64-paspsagHas), unm
=  Windows XP, nocnegHun naket obHoBneHunn (32 nnu 64-paspsigHas).

AnnapaTtHoe obecneyeHue

« KowmnbtoTep ¢ npoueccopom Pentium nnu Beile, C TAKTOBOW YacTOTOW Kak MUHUMYM 1
My

e« He meHee 150 M6 cBobGOAHOrO AMCKOBOro NpocTpaHCcTBa (bonbLue, ecriv UCnosib3yeTcs
KapaHTUH 4N BPEMEHHOIO XpaHeHus dannos)

e He meHee 1024 M6 O3Y ana Windows 8, Windows 7
e He meHee 512 M6 O3Y ana Windows XP

Mpoune TpeboBaHuA
e [1Ns ycTaHOBKM NporpamMmmbl: NpaBa agMUHUCTpaTopa
o [nsa Bcex ycraHoBok: Windows Internet Explorer 6.0 nnu sbiwe

e [lpn HeobxoanmocTu: IHTepHeT-coeanHeHune (cM. pasgen lNoarotoeka K ycTaHOBKE)

2.2.2 CuctemHble TpeboBaHums Avira SearchFree Toolbar

CuctemHble TpeboBaHusa ang npaBunbHON paboTel naHenun Avira SearchFree Toolbar

OnepauuoHHas cuctema
=  Windows 8, nocneaHuin naket obHoBneHun (32 unn 64-paspsagHas), unm
=  Windows 7, nocneaHuin naket obHoBneHun (32 nnmn 64-paspsgHas), unm
=  Windows XP, nocnegHuin naket o6HoBneHun (32 nnu 64-paspagHas).

Be6-6pay3ep
=  Windows Internet Explorer 6.0 nnu Bbiwe
= Mozilla Firefox 3.0 unu Bbiwe
= Google Chrome 18.0 unu Bbiwe
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MpumeyaHue.

Ecnu B Baluen cucteme yctaHOBMEHbI APyrne naHenn MHCTPYMEHTOB Moucka,
yaanute ux nepep ycraHoBkon Avira SearchFree Toolbar. B npotuBHom cny4vae
ycTaHoBka naHenu Avira SearchFree Toolbar 6yget HeBO3MOXHA.

2.2.3 lMpaBa agMMHucTpaTopa (HaumHas ¢ Windows Vista)

B Windows XP mHorve nonb3oBatenu paboTtatoT ¢ npaBaMmmn agMnHnctpartopa. OgHako
3TO HexenaTeribHO No coobpaxxeHnsam 6e30MNacHOCTU, TaK Kak 3HAaYNTESTbHO NOBbILLAETCS
BEPOSATHOCTb MHULMPOBAHNSA KOMMNbIOTEPA BUPYCaMM 1 BPEAOHOCHBIMW NporpaMmMamMu.

Moatomy komnaHna Microsoft BBena cucteMy KOHTPOIst y4eTHbIX 3anucen
nosnib3oBaTternien. KOHTporb y4eTHbIX 3anMcen nonb3oBaTtenen BXoauT B criegyowme
onepaumoHHbIE CUCTEMBbI:

e Windows Vista;
e« Windows 7;
e Windows 8.

KoHTpornb y4yeTHbIX 3anucen obecrneymBaeT OonbLUe 3amThl AN nosib3oBaTenen,
BOLLEALINX B CUCTEMY KaK agMUHUCTpaTopbl. Takum obpa3om, nepBoHa4yanbHO
aAMUHUCTPATOP UMEET TONbKO NpmBUnerMn obbl4HOro nonb3oBartend. [lencTeusd, ons
KOTOpbIX HEO6X0AUMbI NpaBa agMUHUCTPATOpa, YEeTKO BblAENSTCS B OnNepaunoHHOM
cucTemMe 3Ha4ykoM MHdopmMauumn. Kpome Toro, nonb3oBaTtenb AOMMKEH ABHO NOATBEPAUTL
xenaemoe gencrteune. TonbKo Nocne nonyyvyeHus NoOATBEPXKAEHMSI NPOM3BOANTCS
NnoBbILLEHME NPUBUMETNMIA N ONepaunoHHasa cMcTema BbINOSHAET 3agaHue
agMuUHUCTpaTopa.

Mporpamma Avira Internet Security Suite TpebyeT npas agMuHucTpaTopa Anst HEKOTOPbIX
AecTBuii. AT AencTBus 06o3HavarTca cneayoLmm cumsornom: . Ecnm aToT cumBon
Takke oTobpakaeTcs Ha KHOMKe, A5 BbINOSTHEHUSA AaHHOro AeNCcTBUs TpebytoTcs npasa
agMunHucTpaTtopa. Ecnu Balwa Tekylasa y4eTHas 3annucb He MMeeT Npas agMUHUCTPaTopa,
TO ANanoroBoe OKHO KOHTPONSA y4eTHbIX 3anucen Windows notpebyeT BBOAa napons
agMunHucTpaTtopa. Ecnu y Bac HeT napons agMMHUCTpaTopa, Bbl HE CMOXETE BbINOMHUTD
3TO AencTBue.

2.2.4 HecoBMeCTMMOCTb C APYIrMMM NPOrpamMmmamum

Avira Internet Security Suite

B HacToswee Bpems Avira Internet Security Suite He moxeT paboTaTb BMecTe co
cnegyrwmmMm NpoayKTaMu:

e« PGP Desktop Home
o PGP Desktop Professional 9.0
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e CyberPatrol

OwnbBoYHbIE AENCTBUS 3TUX NPpOrpaMm MOryT NpMBECTU K HepaboTocnocobHocTh Avira
Mail Protection (POP3-ckaHep) nakeTa Avira Internet Security Suite nnu k
HecTabunbHOCTM cucTtembl. Avira paboTaeT Hag peLleHnemM aTon NpobnemMbl COBMECTHO C
PGP un CyberPatrol. C yueTom 3Tux 06CTOSATENLCTB Mbl HACTOATESNIBHO PEKOMEHAYEM
yOanuTb nepeyuncneHHble NpoayKTel nepen yctaHoBkon Avira Internet Security Suite.

Avira Web Protection

Avira Web Protection HecoBmecTMa co crieayowmnmMmn NpoayKTamu:
o Teleport Pro npounssoactea Tennyson Maxwell, Inc

« CHIPDRIVE® Time Recording npoussogctea SCM Microsystems
« MSN Messenger npoussogctea Microsoft

B cBasun ¢ atum, Avira Web Protection urHopmpyet faHHble, oTnpasnsemble u
nosiydaemble JaHHbIMWU NPOAYKTaMMU.

MpumeyaHne
Avira Mail Protection He cmoxeT paboTaTtb, €Crv Ha KOMMNbIOTEPE YXKe
yCTaHoBMeH no4ytoBbIn cepep (Hanpumep, AVM KEN, Exchange, ...).

2.3 JlvueH3upoBaHue n obHoBNEHME

2.3.1 JlnueH3npoBaHue

UTtobbl ncnonb3oBaTb Balw NpoAaykT Avira, Bam Heobxoanma nuueHauns. Tem caMmbiM Bbl
cornawaeTechb C NULEH3MOHHBIMWU YCITOBUSIMUA.

JInuensus Bbigaetca B dopme koga aktmaumn. Kog aktmBaumm — 310 6yKBEHHO-
LUMdPOBOK KOA, KOTOPbIV Bbl NOAy4nnu npu npmobpeTteHumn npoaykra Avira. Kog
aKTUBaLMM OnpeaensieT TOYHblE NapaMeTpbl Ballen NMUEH3MM — Ha Kakue nporpamMmmbi
npenocTaBnseTCs NUUEH3NS U KaKOB CPOK €€ AENCTBUSI.

Koa akTvBaumm BbiCbINaeTca BaM No 3NEeKTPOHHOW noyTe, ecnu Bbl Npnobpenu BaLu
npoaykt Avira B IHTepHeTe, nnn HaxoauTcs Ha ynakoBKe npoaykTa.

UTobbl NUUEH3MpPOBaTL NPOrpaMmmy, yKaXkuTe KO4 akTuBauum B npoLecce akTmaumm
nporpaMmmbl. AKTUBaLMs NPOAYKTa MOXET BbITb BbINOMHEHA BO BpeMs ycTaHoBKkMU. OaHaKo
Bbl TAKKe MOXeTe aKTMBMPOBATb BaLl NPOAYKT Avira nocrie ero yCTaHOBKN C MOMOLLIbIO
aucneTyepa nuueHsun B MeHo CrnipaBka > YnpaBrieHue fMueH3nsamMu.
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2.3.2 llpopneHve nULEH3UN

Ecnu cpok gencremns Bawlen nNULEH3NM BCKOpe UcTekaeT, Avira npeasiokuT npognnTsb ee
BO BCNIibIBaOLWEM OKHe. [1nsa 3TOro Heo6xoaAMMo NepemnT Mo CCbiflke B OHManH-MarasvH
Avira. OgHako Bbl TaKke MOXeTe NPoANUTb NULEH3NIO Ha Ball NpoayKT Avira ¢ MOMOLLbLIO
aucneTyepa nuueHsun B MeHo CripaBka > YnpaBrieHue fMueH3nsaMu.

Ecnu Bbl 3aperncTprpoBaHbl Ha nopTane nuueH3nn Avira, Bbl Takke MOXeTe NpoanuTb
nuueHsunio B pasgene O630p nNuueH3um nnu xxe Bbibpate aBToOMaTU4ECKOE NPOANEHNE.

2.3.3 O6HoBneHune

B oucnetyepe nuueHsni Takke ecTb BO3MOXHOCTb OOHOBMEHMS BalLero npoaykra ¢ ero
3aMeHou Ha npoaykT ua cepun Avira Desktop: yaaneHue ctapon Bepcun 1 ycTtaHoBKa
HOBOW NporpaMmmbl BPyYHYHO He TpebytoTcs. Npu oOGHOBNEHUN U3 gucneTyepa fIMLEH3NN B
nosie BBoga Heob6xoaAnMMO BBECTU KO aKTUBaLUKN NPOrpaMmbl, Ha KOTOPYHO Bbl XOTUTE
nepentun. lNocne atoro 6yaeT BbINONHEHA aBTOMaTU4eCKas ycTaHOBKAa HOBOW NMporpamMmbil.

UTobbl rapaHTUpoBaThb BbICOKUA YPOBEHb HALEXHOCTM U 6e30nacHOCTM s Bawlero
KoMmnbtoTepa, Avira HaNOMHUT BaM O npeacTosweM 0bHOBIEHUN OO HOBOW BEPCUN.
Haxmute kHonky O6HOBUTBL BO BCMSbIBAOLEM OKHE, YTODObI NepenTn Ha CTpaHuuy
oOHOBMNEHNA ONs Bawero npoaykTa. Bel MoxeTe BbINOSIHUTL OOHOBEHWE BaLLEero
npoaykta nnu npmobpecTtun nNpoaykT Avira ¢ paclumMpeHHbIMu ceorcTBamu. CTpaHuua
o630pa NpoayKToB Avira NOKaxeT, KaKylo BEPCUIO Bbl UCMOMb3yeTe B HACTOsILLLEE BPEMS, U
npegocTaBUT BaM BO3MOXXHOCTb CPaBHUTL ee C ApyruMu nporpammamu Avira. [ns
nosly4eHust AONOSTHUTENBHON NHPOPMaLIMN HAXXMUTE CUMBOST MHPOPMaLMK cnpasa OT
Ha3BaHMsA npoaykTa. Ecnu Bbl HE XOTUTE yCTaHaBNUBaTh HOBbIV MPOAYKT, HAXXMUTE KHOMKY
O6HOBUTb, YTOOLI HEMeASTIEHHO YCTaHOBUTL CaMyto akTyarbHY BEPCUIO BalLero
NPeXHero NpoaykTa ¢ ynyyweHHbIMN PYHKUMSMU. ECnin Bbl XOTUTE NPpMoBpecT NpoaykKT C
pacLMpEHHbIMN CBOMCTBaMM, HaxkmuTe KHonky KynuTtb nog ctonbuom ons
COOTBETCTBYHOLLEro NpoaykTa. Bbl nepengeTte B oHNanH-mara3uH Avira, rge Ball 3akas
OyOeT BbINOSHEH.

Yka3aHue

B 3aBucMmMoOCTM OT Ballero npoaykra u onepaumoHHON CUCTEMbI, 1S
BbIMNONHEHN 0OHOBMEHNA BaM MOryT notpeboBaTbCcsa NpaBa agMUHUCTpaTopa.
lMepep BbINONIHEHMEM OBHOBIIEHUS BOMAUTE B CUCTEMY KakK agMUHUCTpAaTOP.

2.3.4 YnpaBneHwue nnueH3nssmm

MeHexep nuueHsnin Avira Internet Security Suite nossonseT nerko yctaHoBuUTb
nuueH3no Ha ucnonb3oBaHune Avira Internet Security Suite.
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MeHexep nuueH3snn Avira Internet Security Suite

i

Menegwep nuuenznii Avira Internet Security Suite

(L AVIRA  Avira Internet Security Suite

BriGpaHHBIi dain AENAETCA hainoM nMUEHSMK Avira Internet Security Suite,

Bbl MOMETE YCTAHOBWMTE STOT (alin nuueHsMM B Avira Internet Security Suite. Bribepure
npoaykT Avira Internet Security Suite Ana yCTaHOBKKM NMUEH3MM 1M HEHMUTE OK.

BHMMaHKE: YCTaHaENMBaKOTCA TONBKD NOKaNBHbIE NPoAYKTEl Avira Internet Security Suite,
ANA KOTOPBIX B $aing NMUEHSHM CO0EM#MTCA AeRCTEYIOWEA NMUEHSHA,

MALEHzMA OeictewTen...  Llenesoi katanor

E.ﬂwira Internet Security Suite HepefcteuTt...  C:\Program Files (x86)WAviraly

] 1 F
0K ] ’ OTmMeHa

NHdopmarms o npogykTe

Bbl MOXXeTe Npon3BecTn yCTaHOBKY NULEH3MK, BbiOpaB hann nuueHsnmn B pannosom

MeHepKepe nUnn WerikHyB B NMCbMe MO CCbIJTIKe akTuBauun JIMLEH3UN.

Yka3aHue

MeHexep nuueHsnin Avira Internet Security Suite aBTomatnyeckn konmpyeTt
COOTBETCTBYHIOLLYIO JIMLIEH3UIO B COOTBETCTBYHIOLLYIO Nanky. Ecnv nuueHsuns yxe
eCTb, oTobpakaeTca MHpopmaumnsa o ToMm, MOXET Nn dann nNUuUeH3nm ObiTb
3aMeHeH Ha HOBbIN. Y>Xe cylecTByoLWwmIn oann B TOM Criyyae 3aMeHseTcs

HOBbLIM PanIoOM NIMLEH3UN.
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3. YcTaHOBKa M ypaaneHue

B aTom pasgene cobpaHa nHdopmarms, OTHOCALLAACS K YCTaHOBKE NporpamMmmbl Avira
Internet Security Suite.

o [logroTtoBka K ycTaHOBKe

YctaHoBka ¢ CD-gucka npu nogkntodeHnn Kk MIHTepHeTy

YcTtaHoBka ¢ CD-ancka 6e3 nogkrntoveHus K IHTepHeTy

YcTaHoBKa 3arpy>XeHHOro nporpaMmMHoro obecneveHus

YaaneHne HeCOBMECTUMbIX NporpaMm

BbiGop Tvna yctaHOBKM

YcTtaHoBka Avira Internet Security Suite

N3meHeHne KOMNOHEHTOB YCTAaHOBKU

YpnaneHnue Avira Internet Security Suite

3.1 [lloprotoBKa K ycTaHOBKe

v MMepen ycTaHOBKOW NpoBepbTe, COBMI0AEHb! N MUHUMarbHbIE CUCTEMHbIE
TpeboBaHus.

v" 3akpoiite Bce paboTaroLme npunoxeHus.

v Y6eamtecb B TOM, YTO HE YCTaHOBMEHbI APYrMe aHTUBMPYCHbIE PELIEeHMS.
ABTOMaTMYECKME (PYHKLMKN 3aLmnTbl pasnnyHbiX cuctem 6e3onacHoCTn MoryT
MeLwlaTb Apyr Apyry (aBTomaTtnyeckme napameTpbl CM. B pasgene YaaneHve
HEeCOBMECTMMbIX NPOrpamMmm).

v' Ecnu B Ballei cucteMe YCTaHOBMEHbI Apyrie naHeny MHCTPYMEHTOB MOWUCKa,
yaanuTte nx nepeg ycraHoskon Avira SearchFree Toolbar. B npotusHoM criyvae
ycTaHoBka naHenu Avira SearchFree Toolbar 6ygeTt HEBO3MOXHa.

v' YcTaHoBuTe noaknoveHne K IHTepHeTy.

o [MogkntoyeHne HeobxoaMMo ANs cneayroLMx 3TarnoB YCTaHOBKU.

= 3arpyska akTyanbHbIX NporpaMMHbIX painoB 1 aapa CKaHMPOBaHKS, a Takxke
nocnegHux annoB BUPYCHbIX CUTHATYP C NOMOLLbIO MPOrpaMmbl YCTaHOBKM (Npw
yCTaHOBKe Yepesd VIHTepHeT).

= AKTMBaUMS Nporpammbl.
= Peructpauusa nonb3oBaTens.

= [1pun HeoBxogMMOCTH BbINOSHEHNE OBHOBIIEHMS MO 3aBEPLLUEHNN YCTAHOBKM.

v [MoaroToBbTe KOO akTMBaUMM Unu doaiin nuueHsun ans nporpammel Avira Internet
Security Suite, ecnv Bbl XOTUTE aKTUBMPOBATL €€.

v' [Ins aktueBauum unu perucTpauum nporpamma Avira Internet Security Suite
coeguHsieTca ¢ cepsepamm Avira yeped HTTP-npoTtokon n nopt 80 (Be6-
KOMMYHMKaLMSA), a Takke Yepes 3amngpoBaHHbin npotokon SSL v nopT 443. Ecnn
Bbl cnonb3yeTte bpaHamayap, ybeamutecb B TOM, YTO OH He BIOKUpPYET yKaszaHHble
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NnopTbl M BXOAALMM/Mcxogawmm Tpaduk.

3.2 YcraHoBka c CD-gncka npm nogknroueHnn K MHTepHeTy

P BcraBbTe CD-guck Avira Internet Security Suite B anckoog.

MNpu akTnBaummn asTo3anycka Bbibepute OTKPLITL NanKy A1 NpocMoTpa annos.
NN

Mepengute k guckosony CD-OnCKOB, WENKHUTE NpaBoOn KHOMKOW Ha3BaHWe gucka
(AVIRA) 1 BblbepuTe OTKpbITL 45151 NpocMOTpa hannos.

[Baxgbl LenkHuTe hann autorun.exe.
B meHio CD-auncka BbibepuTte yCTaHOBKY OHManH-BEPCUMN.

Mporpamma npoBeaeT NONCK HECOBMECTUMbIX NporpaMm (nogpobHee cM. pasgen
YnaneHue HeCOBMECTUMbIX Mporpamm).

HaxmuTte kHonky [lanee B okHe [Jobpo roxanosams.

BbibepuTte HyHbIN A3bIK 1 HaxxmnTe [lanee. C cepsepa Avira byayT 3arpyXeHbl Bce
dannbl, Heobxoanmble AN YCTAHOBKM.

Mepengute k pasgeny Bouibop Tvna ycTtaHoBKM.

3.3 YcraHoBka c CD-gucka 6e3 nogkntoueHns K UHTepHeTy

¥ BcraBbTe CD-aunck Avira Internet Security Suite B guckoog.

Mpwn akTMBauumn aBTo3anycka Boibepnte OTKPbITL NanKy 415 NpocMoTpa dannos.
nInn

Mepengute k anckosogy CD-OMCKOB, LLENKHUTE NpaBoOW KHOMKOW Ha3BaHWe ucKa
(AVIRA) u BblbepuTe OTKpbITL 45151 NpOCMOTpa (hansos.

[Baxgbl WwenkHuTe hann autorun.exe.

B meHto CD-auncka BbibepuTte yCTaHOBKY aBTOHOMHOWN Bepcumn (63 NOAKNIYEHUS K
ceTtn).

[Mporpamma npoBegeT NOUCK HECOBMECTUMbIX NporpamMm (nogpobHee cM. pasgen
YpaaneHne HeCcoBMECTUMbIX NporpamMmm).

BbinonHuTCA pacnakoBka ycTaHOBOYHOro hanna. 3anyctutcsa npoueaypa
YCTaHOBKM.

MepenanTe k pasgeny Beibop Tvna yctaHoBKuN.

3.4 YcTaHOBKa NporpammHoro obecneuveHus, 3arpy>KeHHOro c canta
Avira

P MepenanTe Ha cant www.avira.com/download.

Bbibepute HyXHbIM NPOAYKT N HaxxMnTe CKavaTtb.
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CoxpaHuTe 3arpyxeHHbl bann B CBOen cucteme.
[Baxabl LenkHUTe yCTaHOBOYHbIM hann avira_internet_security _suite_ru.exe.
Ecnun oTKpoeTcst OKHO KOHTPONSA YYeTHbIX 3anucen, HaxmuTe «a».

lMporpamma npoBegeT NOMCK HECOBMECTUMbIX Nporpamm (nogpobHee cMm. pasgen
YpaaneHne HeCoBMECTUMbIX MporpamMmm).

BbinonHuTCAa pacnakoBka yctaHoOBOYHOro danna. 3anyctutcsa npoueaypa
YCTaHOBKM.

MpoaomkeHne cM. B pasgene Bruibop Tuna ycTaHoBKMN.

3.5 YpaneHwne HeCOBMECTUMbIX MPOrpamm

Mporpamma Avira Internet Security Suite BLINONIHUT NOMCK BO3MOXHbIX HECOBMECTUMbIX
nporpamMmm. [Npu oBHapyxeHnn Taknx nporpamm dyaet cpopmMmpoBaH CrmMCoK.
PekomeHayeTca yganuTb 3TU NporpamMmmbl, YTOObl HE HapyLwaTb CTabunbHOCTb paboThbl
KoMnbloTEpA.

P BbiGepute 13 cnmncka nporpaMmbl, nognexative aBToMaTU4eckoMy yaareHuio ¢
KoMMbloTepa, 1 HaxmuTte [anee.

YpaaneHne HeKOTOPbIX KOMMNOHEHTOB HEOBX0AMMO NoATBEPXAAaTb BPYUHYIO.
BbibepuTe Takme nporpammbl u Haxmute [anee.

YaaneHne ogHom Ui HECKONbKNX U3 Bbl6paHHbIX nporpamMmm MoxeTt I'IOTpe6OBaTb
nepesarpy3km KoMmrnbroTepa. Mocne nepesarpys3km Ha4yHeTcd npouecc yCTaHOBKW.

3.6 Bbibop TMNa ycTaHOBKM
Bbl MoxeTe BbiOpaTb TUM YCTAHOBKM B MacTepe yCcTaHOBKW. MacTep yCTaHOBKM

npegHa3Ha4deH ansa T1oro, YTOObI NO3TAMNHO U OOCTYMNHO NpoBeCTN Bac 4epes BCHO
npoLeaypy.
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E Avira Internet Security Suite @

-

THN YCTaHOBKH

K. AVIRA

BLIDEDMTE TN YCTAHOBKM,

@) BRICTPaA YCTEHOBKE (DEKOMEHAYETCA) " BeibopoyHan
ByayT yCTaHOBNEHGI E BrIfepMUTE KOMOOHEHTEI MPOrpaMMel,
CTaHOapTHEIE = ' KOTOPBIE Bbl XOTHTE YCTAHOBMTE.

. KOMMOHEHTR. - FeroMEHA YETCA ANA NPOABMHYTEIX

NonbL30BaTENEM,

A xoYy YNIYYLWKTE CBOKD 3ELLMTY, MCNonb3yA Avira ProActiv 1 Protection Cloud
Mpougcc paboTe! Avira C BaWMMA GaHHEIMA ONMCEH 30eck: ProActiv u Protection Cloud

D A NpyHMMaHD YonoBWMA NMUEHSWOHHOrD COrNaWeHMA ANA KOHEYHOro NoNL305aTENA M
NOAMTHRM KOHOWMIEHUMENEHDCTI,

Cxoxue Tembl:

Pasgen BbinonHeHne 6bICTPO YCTaHOBKM

Pasgen BbinonHeHne BbIBOPOYHOM YCTaHOBKM

3.6.1 BbinonHeHWe 6bICTPO YCTAaHOBKM

EbICmpaFI ycmaHo8Ka ABNnAeTCd peKomeH,u,yeM0|7| npou,e,qyp0|7| YCTaHOBKMU.

OHa ycTaHaBnuBaeT BCe CTaHOAapPTHbIE KOMMOHEHTLI NakeTa Avira Internet Security
Suite. Npun 3TOM MCNONBL3YHOTCA pEKOMEHAOBAHHbIE KOMMNaHWen Avira napameTpsbl
ypoBHsi 6e3onacHoCTH.

B kauecTBe nyTM yCTaHOBKM BbIGUpaeTCs OAUH U3 CrieayroLmx nyTeun:

= C:\Program Files\Avira (ans 32-paspsgHbix Bepcunt Windows) nnm
= C:\Program Files (x86)\Avira (anga 64-paspsagHbix Bepcuin Windows).

B aTon nanke pasmeltatotca Bce dpannbl, oTHocsAWwumecs K Avira Internet Security Suite.

BbiGpaB aTOT TUN yCTaHOBKM, BaM NoTpebyeTcst BCEro NuLLb HaxaTb kHonky [lanee, u
yCTaHOBKa OyaeT NOMHOCTbIO BbINOMNHEHA.

OTOT TMN YCTaHOBKKU pa3paboTaH cneumansHO A48 TeX NoNb3oBaTenen, Kotopble
YyBCTBYIOT cebs He B CBOEWN Taperke Npu HAaCTPOMKE NMporpamMmMHbIX CPEACTB.
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3.6.2 BbinonHeHue BbIGOPOUYHON YCTAaHOBKM

YCcTaHOBKa 1 yhanexHne

Bbi6opoyHasi ycmaHoeka Nno3BonsieT 3agatb COGCTBEHHYHO KOHDUIypaLMIO NPU yCTaHOBKE
naketa. OHa pekoMeHayeTCs TONbKO NPOABMHYTLIM NOSb30BATENSAM, XOPOLLIO 3HAKOMbIM C
BOMpOCaMM annapaTHOro 1 NporpammMHoro obecrneveHunsi, a Takke MHPOPMaLMOHHON

©e3onacHoCTMW.

e EcCTb BO3MOXHOCTb YCTaHOBUTb OTAEJ1bHbIE NMPOrpaMMHble KOMMOHEHTDI.

« MoxHo BbIbpaTh nanky, B KOTopyto OyaeT nponsseaeHa ycTaHOBKa.

o Bbl cMOXeTe ycTaHOBUTbL, HEOOXOAMMO NN co3aaBaTh APMbIK Ha paboyeM cTone

u/vnu HOBYIO rpynny nporpamm B MeHio Myck.

o B accucreHTe HacTpoek MOXHO YyCTaHOBUTb COOCTBEHHbIE NapaMeTpbl A nakeTa
Avira Internet Security Suite. Kpome T0ro, MoxHo BblbpaTb KOMOPTHLIN 419 Bac

YPOBEHb ©e3onacHocTu.

e B KOHUE MOXHO OTMEHUTb 6blCTp0€ CKaHnpoBaHune CUCTEMbI, 0ObI4YHO BbINOMHAEMOE

aBTOMaTM4E€CKM Nocrie yCTaHOBKN.

3.7 YcraHoBka Avira Internet Security Suite

Tun ycTanoBKH

BIDEDMTE TN YCTAHOBKM,

@) BLICTPaA YCTaHOBKE (DEKOMEHAVETCA) BribopoyHan
ByayT YCTaHOBNEHBI E BrIfEepMTE KOMOIOHEHTEI MpOrpaMMel,
CTaHOapTHEIE = KOTOPEIE Bbl XOTMTE YCTAHOBMTE,
KOMAOHEHTE. PeroMeHA YETCA ANA NPOABMHYTEIX

NonbL30BaTENEA,

| A ¥ouy yNyUWKTE CBOKD 3EILWMTY, MONonb3yA Avira ProActiv 11 Protection Cloud
Mpouecc pahoTel Avira C BalMMK AGHHEIMA ONWCEH 30eck: ProActiv 1 Protection Cloud

A NpyHMMaKD YONoBWMA NMUEHZWOHHOND COrNaWEHMA ANA KOHEYHOro NONL30E3TENA M
OQANTHEK KOHDMOEHUMENEHOCTH,

ODanee = OTMeHa

E Avira Internet Security Suite @

K. AVIRA

-

-

Ecnu Bbl He XenaeTte npMHMMaTh yyactus B Avira Community, cHumuTte conaxok A

XOuy yny4ylwuTb CBOH 3awmTy, ucnonb3ya Avira ProActiv n Protection Cloud,

YCTaHOBJIEHHbIE MO YMOJT4YaHUIO.
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Ecnu Bbl noaTBepamTe cBoe cornacue Ha ydactue B Avira Community, Avira
Internet Security Suite 6yaeTt oTnpaBnATb AaHHbIE O NOAO3PUTENBHBLIX NPOrpamMmmMax
B nccneposartenbckuin ueHTp Avira Malware Research Center. 3Tu gaHHble
NCMOnNb3YyTCS TONBbKO ANS paCLUMPEHHOWN OHITaH-NPOBEPKU U ANSA yry4dLleHNs
TEXHOOrMM pacno3HaBaHus.

Mo cceinkam ProActiv u Protection Cloud MOXHO nonyyYntb NOApPOGHYHO
NHOpMaUUIO O pacLUMPEHHOW OHMaMH- N 06fayYHON NPOBEPKE.

nO,D,TBepﬂ,I/ITe, YTO Bbl NPUHMUMAETE JlnueH3noHHoe cornaweHne ¢ KOHeYHbIM
nonb3oBarenem. Ytobsbl npo4vnTaTb JInueH3noHHOe cornaweHne ¢ KOHe4YHbIM
nonb3oBaTesieM, HaXKMUTE Ha COOTBETCTBYIOLLYHO CCbIJIKY.

3.7.1 Bbibop NyTV yCTaHOBKM

BbibopoyHas ycTaHoBKa NO3BONSiET BbIOpaTh Nanky, B KOTOpyto OyaeT yCTaHOBMNEH NakeT
Avira Internet Security Suite.

-

E Fuwira Internet Security Suite @

MyTh ycTaHoBKH R, AV ‘ R A

Mporpamma ycradosuT Avira Internet Security Suite B cneg yrow yro nanky.

Haomure “anse”, ecnv XOTHTE YCTAHOBMTE MPOrPEMMY B YKE3aHHYKD nanky. Ana ewidopa
APYToi NankM WoNone3YATE kKHonky "063op™,

Manka AnA yCTaHoBKK

C:\Program FilesVaviraantivir Desktop | Ofizop. ..

| < Hazan |

P Haxmute O630p 1 Nnepengute K MECTOMNONOXEHWIO, B KOTOPOE Bbl XOTUTE
yctaHoBuTb Avira Internet Security Suite.

Bbibop nanku gnga yctaHoBku naketa Avira Internet Security Suite nponssoguTcs B
okHe lNyTb ycTaHOBKM.

Haxvmute OQanee.
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3.7.2 YctaHoBka naHenu Avira SearchFree Toolbar

B KoHUe npouenypbl HACTPOWKKN ByaeT NpeanoXeHo ycTaHoBUTL NaHenb Avira SearchFree
Toolbar.

MNanenb Avira SearchFree Toolbar umeeT gBe OCHOBHbIE COCTaBNSAOLLME: OKHO NOUCKA
Avira SearchFree n naHenb NHCTPYMEHTOB.

OkHo nouncka Avira SearchFree BbINoONHAET Nouck B IHTepHeTe ¢ NoObiM KONTMYECTBOM
cnoB. [NonckoBbI ABMKOK OTOBpa3nT BCe coBnaaeHusi B okHe Bpaysepa, copTnpysa nx no
ypoBHI0 6e3onacHocTh. Taknm obpasom nonb3oBatenu Avira moryT 6e3onacHo
nyTewecTsoBaTtb No VIHTepHeTYy.

Ha naHenu MHCTpYMEHTOB pa3MeLLaeTcs Tpu BUuaKeTa, CBA3aHHbIX C Hanboree BaXXHbIMK
NHTepHeT-byHKUnAMU. OQHMM WENYKOM Bbl MOXETE NOMYYnUTb NPSMON LOCTYN K CBOEN
cTpaHuue Ha Facebook nnn K anekTpoHHOM noYTe, a Takke ybeanTtbcs B 6e30nacHoCcTu
paboTbl B IHTepHeTe (Tonbko ans Firefox u Internet Explorer).

rE Avira Antivirus @

Join millions of Avira users...

...who already use Avira SearchFree R_, Av I R A

Install the Avira SearchFree Toolbar powered by (I}

& I—m @ |aviacom (GE v O 0Biocked ) v | G w

* Browsa the web and search safely

+ Shows safe and risky sites with safety annotations and site safety details
+ Protect your privacy by blocking browser tracking

+ Installs on all major browsers

Set and keep Ask as my default search provider

Set and keep Ask.com with Avira SearchFree as my browser homepage and the
browser new tabs page.

| accept the terms of the End User License Agreement and Privacy Policy

Distributed by APN, LLC [ st | | Don'tinstall |

Ecnun BbI He xenaeTe yctaHaBnumBaTb naHernb Avira SearchFree Toolbar, cHumuTe
dnaxkn YctaHoBUTb Ask B KayecTBe NOMCKOBOW CUCTEMbI MO YMOJTHAHUIO U
YcTaHoBUTL rnaBHyto ctpaHuuy Avira SearchFree (avira.search.ask.com) B
‘KayecTBe-AOMaLLUHEeN CTPaHULbI-U-O0TOOpaxaTb ee-Ha-HOBbIX:BKIlagKax.

Ecnu Bbl OTKaXkeTecb OT 3TOM BO3MOXHOCTHU, OyaeT npepBaHa TONbKO HAaCTponKa
Avira SearchFree Toolbar. YcTtaHoBka naketa Avira Internet Security Suite B aTom
cnyyae OygeT 3aBepLueHa.
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3.7.3 Bbl60p KOMNOHEHTOB YCTaHOBKM

Mpw BLIOOPOYHONM YCTAHOBKE UM MPU N3MEHEHUWN KOMMOHEHTOB YCTAHOBKM MOTYT ObITb
BblbOpaHbl, 4oGaBNeHbl UNW yaaneHbl crieaytolme YyCTaHOBOYHbIE MOZYIN.

-

E Fuwira Internet Security Suite @

YcraHoBKa KOMNOHEHT OB @ AV| RA

JnA nobaBneHA N YASNEHMA KOMNOHEHTOE, BeIDEpMTE HEoDXOAMMEIE MOSMLIM,
HeakTHEHEIE NoNA of03HE4EKT KOMIOHEHTEI, YCTAHOBKE KOTopex BYAET NpOMSEENEHE B
niobomM cnyqae,

OnucaHue
=2 7§ Avira Internet Security Suit &
. L = Tak Bl Bpy4HYyD NpoBEpUTE

""" Real-Time Protection chalinsl M Mank Ha BMpYChl 1
----- Mail Protection BpenoHocHoe M0.

..... ApaHamaysp Windows
----- Rootkits Protection
----- Profctiv

m

----- Protection Cloud &
TpebyeTca MecTa Ha gucke C: 188756 kByte (HEZEBMCMMO OT KOMMOHEHTOE)
HdocTynHo MecTa Ha C: 106326772 kByte
I < Hazag H Lanee = ] I OTMeHa I

YcTaHoBUTE UM CHUMKUTE (OraXkki B CNIYCKe AManoroBoro okHa « KOMMNoHeHTbI
YCTaHOBKUY.

e Auviralnternet Security Suite
OTOT MOAyNb COOEPXKUT BCE KOMMOHEHTHI, HeOOX0aANMbIE ANsl YCMELUHOW YCTaHOBKM
BaLuero npoaykra Avira Internet Security Suite.

= Real-Time Protection
Mporpamma Avira Real-Time Protection pabotaeT B jpoHoBOM pexunme. OHa
KOHTpONMpyeT AOCTYN K hannam 1 no BO3MOXHOCTU BOCCTaHaBNMBAET UX NPU TaKnX
onepaumsax, Kak OTKpbITUe, 3aKpbiTve 1 konupoBaHue. Korga nonb3oBaternb
NpoOn3BOAMT onepauunio ¢ aniom (3arpysky JOKYMeHTa, UCNOSHEHME,
KonupoBaHue), nporpamma Avira Internet Security Suite aBTomaTnyeckm nposepsiet
aToT pann. OgHako cann He npoBepsieTcs moaynem Avira Real-Time Protection
npu nepeMMeHoBaHnu.

= Mail Protection
Mail Protection — 970 cBA3yloLee 3BEHO MeXy BallMM KOMMbIOTEPOM U MOYTOBLIM
cepBepoM, C KOTOPOro Ball NOYTOBLIW KIMWEHT 3arpyxaeT nucbma. Mail Protection
urpaeT porb Tak Ha3blBAeMOro NpoKcu-cepeepa Mexay NoYTOBbIM KITMEHTOM U
no4ToBbIM cepBepoM. Bce BxogsaLwme nucbma HanpasnsTCca Yepes 9TOT NPOKCH-
cepsep, NPOBEPSAITCA HA HaANM4YMe BUPYCOB U HexenaTenbHbIX NporpaMmm, a 3aTtem
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nepechbInarTcsa Ha Bally noyTy. B 3aBMCMMOCTM OT KOHGUrypaumm nporpamma nnéo
aBTOMaTmn4yeckn obpabartbiBaeT BpeAOHOCHbIE NUCbMa, NMBOo 3anpalumBaeT Bac O
HeobXxo4MMbIX OENCTBUAX.

= Windows Firewall (HaumHasa ¢ Windows 7)
OTOT KOMMOHEHT NO3BONSET ynpaenaTb 6paHamayapom Windows Firewall yepes
nHTepdenc Avira Internet Security Suite.

= Rookits Protection
Moaynb Avira Rookits Protection nposepseT, cooepXuTtcsa nn Ha Ballem
komnbtoTepe MO, KoTopoe nocne NPOHNKHOBEHUSI B CUCTEMY HE MOXET ObiTb
obHapyxeHO 0b6bl4YHbIMM MeTOAaMK pacno3HaBaHus BpegoHocHoro [10.

=  ProActiv
KomnoHeHT ProActiv KOHTponvpyeT OeNCTBUSA MPUNOXEHUA N yBeaOMSSeT
nonb3oBaTens 0 NoA03pUTENIbHOM NOBEAEHUN. Takon NOBeAEHYECKUN aHanu3
NO3BONSIET 3aALNTUTD Balll KOMMbIOTEP OT HEM3BECTHbIX BPEAOHOCHbIX NPOrpamMM.
KomnoHeHT ProActiv BcTpoeH B nakeT Avira Real-Time Protection.

= Protection Cloud
KomnoHeHT Protection Cloud cnyxut ona guHamMmyeckoro obHapy>xeHusi noka
HEen3BeCTHbIX BPeJOHOCHbIX NporpaMmm ¢ nomoLbio MHTepHeTa. Npu aToM hannsl
3arpyatoTca Ha yaaneHHbl cepBep U CPaBHMBAKTCS Kak C U3BECTHbIMU chansiamu,
Tak u Cc ApyrMMn pannamu, 3arpy>kaeMbiMn 1 aHannsnpyemMbiMn B peanbHOM
BpemMeHu (6e3 nepepbIBOB 1 3aepxek). Takum obpasom, 6asa AaHHbIX NOCTOSHHO
obHoBNsAETCSA, YTO elle Bonee NoBbILWAET ypoBEHb 6E€30NaCHOCTH.
Ecnu Bbl Boibpanu komnoHeHT Cloud Protection, HO xoTuTe Kaxabii pas Bpy4dHYHO
noaTeepxaaTb OTNpPaBKy (pansioB Ha aHanua, yctaHosute dnaxok NMoareepxaaTtb
BPY4YHY OTNpPaBKy Noao3puTenbHbIX (pannoB B LieHTp Avira.

= Web Protection
Mpn paboTe B IHTepHeTe Baw Gpay3ep nony4vyaeT AaHHble ¢ BeO-cepBEPOB.
MepenaHHble Beb-cepBepom gaHHble (HTML-cbannbl, CKpUnTbl U KapTUHKK, donaLy,
BNOEO- U ayanonoToKku 1 T. A4.) 0bbIMHO nonagatoT cpasy B kaw bpaysepa ons
oToGpaxkeHus B 6paysepe, Aenas HEBO3MOXHOM NPOBEPKY B MOMEHT JOCTyna no
TexHosormm Avira Real-Time Protection. Tak BupyCbl 1 BpeAOHOCHbIE NPOrpaMmmbl
MOryT nonacTb B Bawy cuctemy. Web Protection — aTo Tak HasbiBaeMblt HT TP-
MPOKCK, KOTOPbIN KOHTPONMPYET NOPTbI, UCNONb3yemble Ans nepeaaydn aaHHbix (80,
8080, 3128), n npoBepsieT nepefaBaeMble AaHHbIE HA HanM4Yne BUPYCOB U
BPeOOHOCHbIX NporpaMmm. B 3aBMCUMOCTU OT KOHUrypauumn nporpamma nnbo
aBTOMaTM4eckn obpabartbiBaeT BpeAOHOCHbIE ddannbl, NMOO 3anpalumBaeT
nonb3oBaTtensa 0 HeoOXoAUMbIX AEUCTBUSAX.

= PacwupeHue o60n04Kku
Moaynb «PaclumpeHne obonovkm» cosgaet 3anuch NMpoBepuTtb BbliOpaHHbIe
c¢hannbl ¢ nomowbro Avira B KOHTEKCTHOM MeHto [NpoBogHuka Windows (koTopoe
OTKpbIBaAeTCA NpaBbIM LLEMYKOM MbiLn). OTO No3BonseT Bam 6e3 Tpyaa
CKaHupoBaTb hansibl 1 Nanku.

CXxo0Xue TeMbl:
N3meHeHne KOMNOHEHTOB YCTaHOBKM
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Ecnu Bbl pelumnun npuHATbL y4actTme B coobuiectBe Avira, Bbl MOXeTe BblbpaTb
noaTeepxaeHue otnpaskn danna B Avira Malware Research Center Bpy4dHyto B nto6oe
BpeMSI.

-

E Fuwira Internet Security Suite @

Avira Coobuecreo

Protection Cloud RJ AV' R A

[(floaTEem+aaTE BpYHHYIO OTNPEBKY NoA0SPMTENEHEX dalnos B Avira

HawMuTe crofa, 4Tobbl NoNYYMTE AON0NHMTENEHYHD WHOODMELIARD

I < Hazan H Oanee = ] I OTmeHa I

P Yto6bl Avira Internet Security Suite 3anpawmvBan noaTeepXxaeHne Kaxapii pas,
BkrtounTe onumto Confirm manually when sending suspicious files to Avira.

3.7.4 Co3paHue apnbikos ans Avira Internet Security Suite

Apnblk Ha paboyem cTone u rpynna nporpaMmm B MeHto «[yck» no3BonsioT bbicTpee n
npoule nony4vatb 4octyn Kk nakeTy Avira Internet Security Suite.
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E Avira Internet Security Suite @

CosnaTte ApneIK [ rpynny Ha pab. ctone
(X, AVIRA

BrifepuTe 4ONONHMTENEHEIE 330844, KOTOPEIE DOMHHE! ObITE BEINOMNHEHE! B0 BPEMA
yCTaHoBkM Avira Internet Security Suite, 1 HaskMuTe “lanee”,

[¥]iCoznanve Apneika Ha pabodem cTone

Co30aTh COYNMNY MNPOrPaMM B MeHD <MyaTiporpamMmel =

[ < Hazan ][ Hanee = ] [ OTMeHa ]

P UT0ObI CO3aaTh ApnbIK Ha paboyem cTone wu/unu rpynny nporpamm B MeHto Myck ans
Avira Internet Security Suite, He cHUManTe ycTaHOBIEHHbIE (PNaXxKu.

3.7.5 AktuBaums Avira Internet Security Suite

[ns aktmBaumm naketa Avira Internet Security Suite ecTb Heckonbko cnoco6oB.
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E Avira Internet Security Suite

AOobpo NoManoBaTh B aCCHCTEHT NHLLEHSMI!

3TOT SCCMCTEHT NOMOXET BaM C NMUeHZKMpoEaHKeM Balukx npoaykTos Avira.
MoMHMTE, Y4To Bam noTpelyeTca ANA 3TOM0 GKTHMBHOE MHTEpHET-COEAMHEHME,

BoibepiTe neficTEME?

@ AKTHEWDOESTb NPOAYKT!
BEeAMTE KO SKTHEALM MK NDMODDETMTE KOO SKTUBALMM.

Kon aKTHBaLwM: - - - -
MpuMed 3555-5555A-EDSIW-TRCDSLPUZY
) TeCTUMPOBaTE NPOAYKT
BCE QYHKLAW MNpoaYKTE.

¥ MEHA YHE ECTh AENCTEYHOWMA halin NMUEHZMM,

I HacTpalikia Npokod I

l < Haszan “ lanee = ] I OTHMEHE

Ha#MUTe 30eCk ANA 38KE33 TECTOBOM NHMUEH3WK, NOSBONAIOWER Bam NpoTECTHPOBEATE

==

(KX.AVIRA

-,

YCcTaHOBKa 1 yhanexHne

Ecnu Y BacC yXXe eCTb KO4 aKTuBauun, BBegUTe €ro B COOTBETCTBYHOLLIME MOJIA.

» Ecnu Bam eule npeacrtounT I'IpI/IO6peCTI/I KO4 akKTuBauun, HaAXXMUTE Ha CCbIJTIKY

«lMonyynTb akTUBaLMOHHLIN KOAY.

Bbl 6yneTe nepeHanpasneHbl Ha canT Avira, rge cMmoxeTe npuobpecTu Kopg

aKTnsauun.

» Ecnu Bbl NpoCTO xernaeTe onpoboBaTtb NporpaMmy, Belbepute BapuaHT
TecTupoBaTb NPOAYKT 1 BBeAUTE CBOW AaHHblE B HEOOXOAUMbIE PErMCTPALIMOHHBIE

nonA.

TecToBas nuuUeH3nsa gencTBuTenbHa B TedeHne 31 gHs.

P Ecnu Bbl paHee yxxe akTMBMPOBanu NpoaykT Avira n XoTUTe ero nepeycTtaHoBUTb,
BblbepuTe BapuaHT Y MeHS yXe eCTb AerMcTByrowmn cdann nmueHsun.

OTKpoeTcsa okHO 0630pa, B KOTOPOM HYXXHO ByaeT HanTu ceown chann hbedv.key.

3.7.6 Hactporka napameTpoB NpoKcu-cepBepa

YcTaHoBKka napamMeTpoB MNMPOKCKU-CepBepPa peKkoMeHOyeTCA TOJIbKO NMPOABUHYTbIM
nosib3oBaTenAam, XopoLo 3HakOMbIM C BOnpocamMmu annapaTtHoro n nporpaMmMHOro

obecneyveHus, a Takke MHPOpPMaLMOHHOM 6e3onacHOCTH.

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013)

30



R’ AVI RA YcTaHoBKa v yfaneHume

-
E Hacrpoiikn npokcn @

Mpokcu-cepeep

He MoNonb30BaTh NPOKOM-CEPEED
@ T INMMEHMTE CUCTEMHBIE HACTDoMKK Windows:

Wmonb30BaTe NPOKCM-CEPEED

[ O ] | OTHMEHA |

P Ecnu He npegnonaraetcs nogknioveHne nporpammbl Avira Internet Security Suite k
WHTepHeTy Yyepes npokcu-cepeep, akTuempynte napameTp He ucnonb3oBatb
NpoKcu-cepeep.

¥ Ecnu HyxHO, 4TOGbI Nporpamma Avira Internet Security Suite nogkntoyanach k
VHTepHeTy Takum ke obpasoM, Kak U Apyrne yCTaHOBIIEHHbIE MPUNOXEHWS,
OCTaBbTe BapuaHT no ymonyaHnio — MpumeHaTb HacTponkn Windows.

3apaTb cucteMHble HacTporkn Windows ans ncnonb3oBaHUsS NPOKCU-cepBepa
MOXHO 3gecb: NaHenb ynpaBneHus > Cetb u UHTepHeT > MNoakniovyeHus >
Hactpowku cetu. B Internet Explorer B MeHio IONONMHUTENBHO TakKe MOXHO
BbINOSTHNTb HACTPOKWKy aocTyna B VIHTepHeT.

MpumeyaHwue.

Mpn ncnonb3oBaHMM NPOKCU-CepBepa, TpebytoLero ayTeHTUdukauuu,
MONIHOCTLIO BBEAMTE HeobXxoaMMble AaHHbIe nog BapnaHTtom Ucnonb3oBaTtb
3TOT NpoKcu-cepBep. BapuaHT NpumeHaTb HacTponkn Windows nogxoaunt
TONbKO OS5 NPOKCU-CepBepPOB 6e3 ayTeHTUdMKaLUmK.

P [1ns HacTpowkn ocoboro npokcu-cepeepa Ans nporpammbl Avira Internet Security
Suite BbIbepuTe BapuaHT Ucnonb3oBaTb 3TOT NPOKCU-CEPBEP N BBEANTE HYXKHYHO
NHopMaLunIo.

Anpec

YKkaxnte nmsa komnototepa unu IP-agpec npokcu-cepBepa, KOTopbliii Bbl XOTeNM Obl
ncnonb3oBaTh A58 NoAKNoYeHns K Beb-cepaepy.

Mpumepsl
Anpec: proxy.domain.com
Appec: 192.168.1.100

MopT

YKkaxuTte Homep nopTta NpoKcu-cepBepa, KOTOPbIN Bbl XO0Tenu 6bl MCNOMNb30BaTh AN
nogkntoveHns K Beb-cepsepy.

Mpumepsl

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 31



R’ AVI RA YcTaHoBKa v yfaneHume

MopT: 8080
MopT: 3128

JloruH

BeBeauTe nms nonb3oBaTtens AnNs BXxoda Ha NPOKCU-CEPBEP.

Maponb

BBeante cooTBETCTBYIOLLMI NAPOSb A4S BXO4A Ha Npokcun-cepeep. MNaponb
COXpaHsieTcsl B 3akoaupoBaHHoOM Buae. [1na 6e3onacHoCTu BBOAUMbIE B 3TO None
3HaKM 3aMeHsITCA 3Be3g04kamu ().

Haxmute kHonky OK.

3.7.7 HacTtporika ypoBHs aBpucTnueckoro obHapyxeHuns (AHeAD)

MakeT Avira Internet Security Suite coaep>XuT o4eHb MOLLHOE CPeaCTBO 3alUnTbl —
TexHonoruto Avira AHeAD (Advanced Heuristic Analysis and Detection — pacClIMpeHHbIN

9BPUCTUYECKUI aHann3 n obHapyxeHue). ATa TEXHONOMMS MPUMEHSIET METOAMKM
pacno3HaBaHus Mogenewn Ans obHapy>XeHus1 HeM3BECTHbIX (HOBbIX) BPE4OHOCHbIX
nporpaMM Ha OCHOBE aHanu3a cTapblX.

rE ACCMCTEHT HACTpOEK El =] @ﬁ
HacTpouTe AHeAD
(X AVIRA

AKTWBEALMA W HACTpoidka AHeAD Heuristik,

C nomowbko sepucTuk AHeAD (Advanced Heuristic Analysis and Detection) Baw Avira Internet
Security Suite pacnozHaeT M HOBLIE, BLE HEMZBECTHRIE BUPYCEl MU BpeaoHocHoe M0,

[¥]BrntoumnTe sepucTiky AHeAD
MCTEHOEMTE YPOBEHE PECNOZHEABAHWA, C KOTOPEIM Aom#Ha paboTaTe sepucTuka AHeAD, |
¥poBEHb PACNO3HAEEHNA BMMAET HE TOYHOCTh PACNO3HABAHNA BMPYCOS 1M BPeA0HOCHOM |
a, i

() HW3kMiA ypoBeHs obBHapy#eHua
¥opowee ofHapyeHKE C O4EHE HMZKIM YDOBHEM NOdkH. CPabaThIBaHMA,

@) CpenHWi ypoBeHs obHapyeHus
Bonee xopolwee 0BHaPYHEHWE C HUSKMM YDOBHEM NOMWH, CPabaThIBaHMA,
PeKoMEHAYEMEA HACTPONKE,

") BolcokKiA yposeHb obHapyHeHus
Camoe xopowes obHapy#eHue © Donee BEICOKMM YPOBHEM NowH, CpabaTeiBaHuMiA.

< Hazaan l Janee = l[ CTMeHE l

» Buibepute ypoBeHb obHapyxeHusi B okHe Hactponka AHeAD u HaxmuTe Janee.

BbiGpaHHbIN ypoBeHb 0OHapyXeHnsa yaeT ncnonb3oBaH aAns KoHQUrypawmm
TexHonormm AHead moaynsa System Scanner (npsamas nposepka) n mogyns Real-
Time Protection (npoBepka B pearnibHOM BpEMEHM).
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3.7.8 Bbibop paclumpeHHbIX KaTeropuii onacHoCTH

Bupycbl n BpeJOHOCHbIE NporpaMmbl — He €AUHCTBEHHbIE YrpOo3bl 1151 CUCTEMbI BaLlero
KoMnbloTepa. Hamu cocTaBneH Lenbin CMCOK 3N1IEMEHTOB pUCKa, KOTOPbIN OTCOPTUPOBaH
B BMAE PaCLUMPEHHbIX KaTeropuim onacHoCTW.

EACCHHEHT HACTpOEK E =] @

BuibepiTe paOuMpeHHLIE KATEr DM DNatHOCT 84 RA“IHAI

BrifepMTe DACWMPEHHEIE KETEMODMKM ONAcHOCTEN, KOTOPkIE
Tarse AomkHEl BT YYTEHE! NpOrparMMaii.

Avira Internet Security Suite pacnosHaeT He ToNbKo BMPYChl W BpeaoHocHoe MO, 3ToT
NPOAYKT MOMET SELWMTHTE M 0T APYrMX yrpos. BelbepuTe ogHy MNM HECKONEKD
KATErOpKMIA ONACHOCTKH M3 NPWEENEHHEX HITHKE

[]Backdoor-nparpamme [
[]Wrpe
[ |HeoBkmMHEI naKoswmk
DBMaHHaA NporpamMMa
[ Nprnoskeria
[ IHAYEHNE M0 YMONSSHINO l [¥|MporpamMma os80HE HA NNETHEIE HOMEP
[ |Nporpammel, Hapywatowme YacTHyo chepy
[|Nporpammel-wyTHM
PernamHoe flunnoHckoe MO
PetnamHEIe nporpatisl -

[ BeitpaTe Bre

m

[ < Hazan I Hdanee = l[ OTMeHa

P Pap kaTteropuin onacHoCTU yxKe BbiOpaH 3apaHee Nno yMonyaHuio.

Mo Heo6XoaAMMOCTM MOXHO aKTUBMPOBATL U ApYrne KaTeropuv B AManoroBoM OKHe
BbiGepuTe paclumpeHHble KaTeropum onacHoOCTM.

Ecnu Bbl nepegymaeTe, MOXHO BEPHYTb PEKOMEHAYEMbIE 3HAYEHWSI C MOMOLLIbHO
KHOMKN 3Ha4YeHUs MO YMOMYaHUIO.

Mpopomknte yctaHOBKY KHornkon [anee.

3.7.9 3anyck CKaHMpPOBaHWS NOC/E YCTAaHOBKMW

[lnsi NpoBepKM TEKYLLEr0 COCTOSIHUS 6e30MacHOCTM KOMMNboTepa Nocre HaCTPONKM
KOHpMrypaumm n nepes nepesarpyskor KoMnbloTepa MOXHO BbINOMHUTL BbiCTpoe
ckaHupoBaHue cuctembl. Moaynb System Scanner npoBepsieT paGoTatoLume NnporpaMmsi
1 BOnbLUYI0 YacTb BaXXHbIX CUCTEMHbIX (alifioB Ha HanMyne BUPYCOB M BPe4OHOCHbIX
nporpamMmm.
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rﬁ ACCMCTEHT HACTpOEK El =] @ﬁ
MNposepKa OACTEME
(X AVIRA

BrifiepiiTe, XOTHTE N Bl NPOBECTH NPOBEQKY CUCTEMEI.

PeroMEHAYETCA 38NYCTHTE BEICTPOS CKAHMPOBEHWE CUCTEMEI HE BUDYCEI M APYToe
BpeaoHocHoe M0, CKaHeD MPOBEQMT 3anyLWEHHEIE NPOrPEMMEI M HEKOTOPEIE
CMCTEMHBIE alinel. CKaHMPOBaEHWE 3aMET BCEr HECKOMBKD CEKYHL .

;E_bII'IIII.I'IHMTb Ebll__l'FIEIE CKaHWMpOB4HWME CUCTEMBI NoCNe '{,l'L‘I'ﬂHDBI‘CI-dE

< Hazaa l Jdanee = ]’ OTMeHa

» Ecnu Bbl XOTUTE BbINOMHUTL ObICTPOE CKaHNMPOBAHUE CUCTEMbI, OCTaBbTE Ha MecTe
¢donaxok bbicTpoe ckaHMpoBaHWE CUCTEMbI.

Haxmvmute Oanee.
3aBepLumTe HACTPOKMKY KOHUrypaumm kHornkon FotoBo.

Ecnun donaxok BbicTpoe CKaHUMPOBaHME CUCTEMbI He ObiNn CHAT, OTKPOETCS OKHO
Luke Filewalker.

Mogynb System Scanner BbINONHAET BLICTPOE CKAHMPOBAHUE CUCTEMBI.

3.8 WM3meHeHne KOMMNOHEHTOB YCTaHOBKM

Ecnu HyxHO 006aBUTbL UK yganuTb MOAYNM yXKe YCTAaHOBMEHHOIO NPOrpaMMHOro
obecne4veHns, MOXHO caenaTb 3To 6e3 nonHoro yaaneHus Avira Internet Security Suite.
Hy>XHble LencTBMA OnNuUcaHbl 34€ecCh:

e M3MeHeHne KOMMNOHEHTOB ycTaHOBKM B cncteme Windows 8
e /3meHeHue komnoHeHTOB ycTaHOBKM B cucteme Windows 7

e /3mMeHeHune komnoHeHTOB ycTaHoBKM B cucteme Windows XP

3.8.1 VI3meHeHne KOMNOHEHTOB yCTaHOBKM B cnucteme Windows 8
EcTb Bo3MOXHOCTb 406aBNSATL UMK yAansATb OTAerbHbIe NPOrpaMMHble KOMMOHEHTI

ycTaHoBreHHoro npoaykta Avira Internet Security Suite (cm. pasgen Beibop KOMNOHEHTOB
YCTaHOBKW).
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@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI ol

MaHens ynpasneHns -

ki e S Yaanesve nan M3MeHeHne Nporpammel

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan
MpocmMoTp yCTaHoBNEHHEIX

4 "BoccTaHoBuTE",
oBHOBNEHWA
Hy BKAMKIUEHWE MAK OTKAKIHEHNE
i . ¥nopagounte ¥  Yaanute § MameHuTs EEERE 7 |
komneoxenToe Windows PAA A ==
>
ran Wzpatens ¥cTaHoer

Ecnu Bbl XoTUTE 0o6aBUTbL UK yaanuTb MOLYNN NOCMe YCTaHOBKKU, Bbl MOXeTe
BOCMOJ1b30BaTbCA PyHKUMEN YaaneHue nporpamm Ha MaHenu ynpasneHua Windows
ANa usMmeHeHus/yaaneHUa nporpamMmmbl.

P LLlenkHUTE NpaBo KHOMKOW MbILLM MO 3KpaHy.
MosiBuTca cumeon Bece npunoxeHus.

Haxmute cumBon u Hanaute B pasgene lNpunoxeHuss — Cucmema Windows nyHKT
MaHenb ynpaBneHus.

[Baxgbl wenkHuTe cumson MaHenu ynpaBneHus.

Bbibepute Mporpammbl — Yaanutb nporpammy.

LenkHuTe MporpamMmmbl U KOMMOHEHTbI — YAanuTb nporpammy.
Bbibepute B cnncke Avira Internet Security Suite n Haxmmute U3MeHUTD.

B onanorosom okHe [1o06po noxanoBaTtb Bbibepute NyHKT A3MeHUTb. Bbl

npongeTte Yepes npoueaypy N3MeHeHMs1 KOMNOHEHTOB YCTaHOBKM!.

Cxoxue Tembl:
BbI6op KOMNOHEHTOB YCTAHOBKM

3.8.2 VI3meHeHne KOMNOHEHTOB yCcTaHOBKM B cncteme Windows 7

EcTb BO3MOXHOCTb 406aBNSATbL UNKW yAanATb OTAENbHbIE MPOrpaMMHbIE KOMMOHEHTbI
ycTaHoBreHHoro npoaykta Avira Internet Security Suite (cm. pasgen Beibop KoMNoOHEHTOB
YCTaHOBKW).

@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI ol

MaHens ynpasneHns -

ki e S Yaanesve nan M3MeHeHne Nporpammel

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan
MpocmMoTp yCTaHoBNEHHEIX

& "BoccTaHoBMTE",
oBHOBNEHWA
Hy BKAMKIUEHWE MAK OTKAKIHEHNE
i - Ynopagounte *  Yganute f§ Mamenuts 12 - 7]
komnoHeHTos Windows ==
&
ran Wzpatens ¥cTaHoer
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Ecnu Bbl XoTUTE f06aBUTbL UNK yaanuTb MOLYNN NOCMe YCTaHOBKWU, Bbl MOXeTe
BOCMOJ1b30BaTbCA PYHKUMEN YCTaHOBKa U yaaneHue nporpamm Ha lNaHenu
ynpasneHua Windows ansg uameHeHus/yaaneHmsa nporpaMmmbl.

¥ Otkponte nyHkT MaHenb ynpaBneHus B MeHio Windows lMyck.
ABaxabl WenKHNUTE Mbilbio MporpamMMbl U KOMMOHEHTDI.
Bbibepute B cnncke Avira Internet Security Suite n HaxxmuTe U3MeHUTD.

B onanorosom okHe [1o06po noxanoBaTtb Bbibepnte NyHKT A3MeHUTb. Bbl
npongeTe Yyepes npouenypy N3aMeHeHN KOMMNOHEHTOB YCTaHOBKMW.

Cxoxue TeMbl:
BbI6op KOMMNOHEHTOB YCTAHOBKMU

3.8.3 N3meHeHne KOMNOHeHTOB ycTaHOBKM B cncteme Windows XP

EcTb BO3MOXHOCTb 406aBNATbL MNu yaoandaTb oTaesibHble NporpaMmMHbI€ KOMIMOHEHTDI

ycTaHoBreHHoro npoaykta Avira Internet Security Suite (cm. pasgen Beibop KoMNoOHEHTOB
YCTaHOBKW).

Ecnu Bbl xoTuTEe go6aBnTb MNKU yaanuTb MOOYN NOCre YCTaHOBKU, Bbl MOXETE
BOCNOMb30BaTbCs (PYHKUMEN YCTaHOBKa U yaaneHue nporpamm Ha lNMaHenun
ynpasneHua Windows ana usmeHeHusi/yaaneHmsa nporpaMmmbl.

¥ Otkponite nyHKT MaHenb ynpaBneHus B meHto Windows Myck > HacTpowku.
[Baxapl WenkHUTe KOMNOHEHT YCTaHOBKa U yaarneHue nporpamMmm.
Bbibepute B cniucke Avira Internet Security Suite n HaxxmuTe U3MeHUTB.

B ouanorosom okHe [1o6po noxanoBaTtb Bbibepute NyHKT A3MeHUTb. Bbl
npongeTe Yyepes npouenypy N3MeHEeHNss KOMMNOHEHTOB YCTAHOBKMW.

Cxoxue Tembl:
BbI6op KOMNOHEHTOB YCTAHOBKM

3.9 Ypanenwue

Ecnu korga-Hnbyab BO3HUKHET HEO6XOANMMOCTL B yaaneHun naketa Avira Internet Security
Suite, BOT Kak 3TO MOXXHO caenaTthb:

e YpaneHnue Avira Internet Security Suite B cucteme Windows 8

e YpaneHue Avira Internet Security Suite B cucteme Windows 7

o Ypanenue Avira Internet Security Suite B cucteme Windows XP

3.9.1 YpaneHwue Avira Internet Security Suite B cucteme Windows 8

[ns yoaneHns naketa Avira Internet Security Suite ¢ komnbloTepa BOCNonbL3ynTech
dyHKumen MporpamMmbl U KOMNOHEHTHI Ha [NaHenu ynpasneHus Windows.
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@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI 0

MaHens ynpasneHns -

AOMALLHAR CTPaHLE YaaneHve WiM MiMeHeHWe nporpamMmbl

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan

MpocmoTp yCTaHOBAEHHBIX
B DY "BoccTaHoBMTE",

oBHOBNEHWA

’E‘i BrnroueHWE MW oTENHIYEHNE
I : ¥ * N ¥aanwute | Mamenute == ~ @
komneHeHTos Windows e e A 4=

=
ran Wzpatens ¥cTaHoer

P LLlenkHWUTE NpaBoi KHOMKOW MbILLIX MO 3KpaHy.
MosiBuTca cumeon Bce npunoxeHus.

Haxmute cumBon un Hanaute B pasgene lNpunoxeHuss — Cucmema Windows nyHKT
MaHenb ynpaBneHus.

Asaxapl wenkHuTe cumon MNaHenu ynpasneHus.

Bbibepute Mporpammbl — Yaanutb nporpammy.

LUenkHnTte MporpaMmmMmbl U KOMMOHEHTbI — YAanuTb nporpamMmmy.

Buibepute Avira Internet Security Suite 13 cnvcka n HaxxmuTe KHOMNKy YaanuTb.

Ha 3anpoc 06 yganeHuu npunoxeHust U BCEX ero KOMNOHEHTOB HaxkmnTe Oa ons
NOATBEPXKOEHMS.

Ha 3anpoc 06 aktnBaumn 6paHamayapa Windows (nepea yoaneHnem Avira
FireWall) HaxkmuTe [la — 37O NO3BONUT XOTHA Bbl YaCTUYHO 3aLMUTUTL CUCTEMY.

YaanawTca BCe KOMMOHEHTHI nporpamMmmbl.
Haxmute 3aBepI.IJVITb On4a 3aBeplieHna yaaneHud.

Ecnn otobpasntcst okHo ¢ NpeanoXeHnemM nepesarpysntb KOMMNbOTEP, HaxMuTe [a
ANS NoaATBEPXAEHUS.

Tenepb naket Avira Internet Security Suite yaaneH. Bce nankn, dannel 1 3anmcu
peecTpa 3Tou nporpamMbl ByayT yaaneHsl nocne nepesarpysku KOMNboTepa.

NMpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoguT B nporpammy yaaneHusi, eé
Heob6Xxo4MMO yaansTb OTAENbHO.

3.9.2 YpaneHwue Avira Internet Security Suite B cucteme Windows 7

Onsa yoaneHns naketa Avira Internet Security Suite ¢ komnbloTEpa BOCNONb3yNTECH
dyHKumen MNMporpamMmbl U KOMNOHEHTbI Ha [NaHenu ynpasneHus Windows.
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MaHens ynpasneHns -

AOMALLHAR CTPaHLE YaaneHve WiM MiMeHeHWe nporpamMmbl

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan

MpocmoTp yCTaHOBAEHHBIX
B DY "BoccTaHoBMTE",

oBHOBNEHWA

’E‘i BrnroueHWE MW oTENHIYEHNE
I : ¥ * N ¥aanwute | Mamenute == ~ @
komneHeHTos Windows e e A 4=

=
ran Wzpatens ¥cTaHoer

P Ortkpowite nyHKT MaHenb ynpaBneHusi B meHto Windows lMyck.
LWenkHnTte MporpaMmmMmbl U KOMMOHEHTDI.
BoibepuTte Avira Internet Security Suite n3 cnucka un HaxmuTe KHonky YaanuTb.

Ha 3arnpoc 06 yaaneHun rnpunoxeHna n BCex ero KOMNOHEHTOB HaXXMUTE Oa ons
noarBepXxXgeHun4.

Ha 3anpoc 06 aktnBaummn 6paHamayapa Windows (nepea yaaneHuem Avira
FireWall) HaxkmuTe [la — 37O NO3BONUT XOTHA Bbl YaCTUYHO 3aALUTUTL CUCTEMY.

YnansioTcs Bce KOMMNOHEHTbI MporpaMMbl.
Haxmute 3aBeplunMTb ON151 3aBEPLUEHUS YaaNeHus.

Ecnn otobpasntcst okHo ¢ NpeanoXeHnemM nepesarpysntb KOMNbIOTEP, HaxMuTe [a
ANs NoaTBEPXAEHUS.

Tenepb naket Avira Internet Security Suite yaaneH. Bce nankn, dannsl n 3anmcu
peecTpa aTou nporpammbl OyayT yaaneHbl nocne nepesarpysku KOMnboTepa.

MpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoguT B nporpammy yaaneHusi, eé
HeobXxoauMO yaanaTb OTAENBHO.

3.9.3 YpaneHwue Avira Internet Security Suite B cucteme Windows XP
Onsa yoaneHus naketa Avira Internet Security Suite ¢ komnbloTEpa BOCNONb3yNTECH
doyHKUMen YcTaHOBKa U yaaneHue nporpamm Ha Nanenun ynpasneHuns Windows.
P Ortkpowite nyHKT MaHenb ynpaBneHusi B MmeHto Windows Myck > HacTpouku.
[Baxapl WenKHMTe KOMMNOHEHT YCTaHOBKAa MU yaaneHue nporpamMmm.
Bbibepute Avira Internet Security Suite n3 cnucka n HaxxmMuMTe KHOMKY YaanuTb.

Ha 3anpoc 06 yaaneHumn npunoXeHus 1 BCexX ero KOMMNOHEHTOB HaxxMmuTe [a ans
NOATBEPXOEHUS.

YaanawTca BCe KOMMOHEHTHI nporpamMmebl.

Haxmunte 3aBepUJVITb On4a 3aBeplieHna yaaneHud.
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Ecnu oTobpasunTcs OKHO C NpeanoXeHnem nepesarpy3ntb KOMNboTep, HaxmnTe Oa
ANs NoaTBEPXKAEHUS.

Tenepb naket Avira Internet Security Suite yaaneH. Bce nanku, dhannbl 1 3anmcu
peecTpa 3Ton nporpamMmmbl ByayT yaaneHbl Nocne nepesarpyskn KoMnboTepa.

MpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoauT B nporpammy yaaneHus, eé
Heob6xo4MMOo yaansTb OTAENbHO.

3.9.4 YpaneHue naHenu Avira SearchFree Toolbar

Ecnu korga-Hnbyab BO3HUKHET HEOHBXOANMMOCTL B yaaneHun naHenu Avira SearchFree
Toolbar, BOT Kak 9TO MOXHO caenaTb:

YpnaneHne naHenu Avira SearchFree Toolbar B cucteme Windows 8
YpnaneHne naHenu Avira SearchFree Toolbar B cucteme Windows 7
YpnaneHne naHenu Avira SearchFree Toolbar B cucteme Windows XP
Ypanenue naHenu Avira SearchFree Toolbar yepes 6paysep

Ypanenue naHenu Avira SearchFree Toolbar yepes gucnetyep AoNOSTHEHUI

Ynanenue naHenum Avira SearchFree Toolbar B cucreme Windows 8

WHcTpykums no yaanenuto naHenun Avira SearchFree Toolbar.

¥ 3akpowte bpaysep.
LLlenkHnTe npaBon KHONKOW MbILLM B OAHOM M3 HWXXHUX YITOB 3KpaHa.
MosiBuTCA cMmBon Bce npunoxeHus.

Haxmute cumBon u 3arnsHute B pasaen lNpunoxeHus — Cucmema Windows B
nouckax MNMaHenun ynpaBneHus.

[Baxgbl wenkHuTe cumon MaHenu ynpaBneHus.
Bbibepute Mporpammbl — Yaanutb nporpammy.
LenkHuTe MporpamMmmMmbl U KOMMOHEHTbI — YAanuTb nporpammy.

Beibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanute.

MosiBMTCA BONPOC, AENCTBUTENBHO NN Bbl XOTUTE yAanuTb NporpaMmy.
MoareepauTte kHonkon Aa.

Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nankn, cdannbl 1 3annucu peectpa 3TMx nporpaMmm 6yayT yaaneHsl
rnocrne nepesarpysku kKOMnbloTepa.
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Yaanenue naHenu Avira SearchFree Toolbar B cucreme Windows 7

Onsa ynaneHus naHenun Avira SearchFree Toolbar:
P 3akpoiTe cBoi Gpaysep.
Otkponte nyHKT MaHenb ynpaBneHus B meHto Windows lMyck.
[Baxapl WenkHMTe Mbiwbto NMporpamMmmbl 1 KOMMNOHEHTLI.

Bbibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanuto.

[MosiBMTCA BONPOC, AENCTBUTENBHO N Bbl XOTUTE yaanuTb NporpaMmmy.
Moareepaute kHonkown Aa.

Tenepb naHenb Avira SearchFree Toolbar BmecTte ¢ naketom Web Protection
yaaneHa. Bce nanku, cbannsl n 3anucm peectpa 3aTux nporpamm 6yayT yaaneHsl
nocrie nepesarpyskv KoMmnbloTepa.

Ypanenue naHenu Avira SearchFree Toolbar B cucreme Windows XP

WHCcTpyKkums no yaaneHuto naHenn Avira SearchFree Toolbar
P BakpoinTe cBou Gpaysep.
Otkponte nyHKT MaHenb ynpaBneHus B meHto Windows lMyck > HacTtpounku.
[Baxabl WenkKHUTe KOMNOHEHT YCTaHOBKa M yaAaneHue nporpamMm.

Bbibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanuth.

MosiBMTCA BONPOC, AENCTBUTENBHO N Bbl XOTUTE yAanuTb NporpaMmmy.
MoareepauTte kHonkon Aa.

Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nanku, cdannbl n 3anucm peectpa aTux nporpamm 6yayT yaaneHsi
nocre nepesarpysku KomnbtoTepa.

Ypnanenune naHenm Avira SearchFree Toolbar uepes 6paysep

Takke Bbl MOXeTe yaanuTb naHernb Avira SearchFree Toolbar npsmo B cBoem 6pay3sepe.
[laHHas BO3MOXXHOCTb NOAAEPKMBAETCA TONbKO Ans 6pay3epos Firefox u Internet
Explorer:

» OTtkpoinTe cBow Gpaysep.
B naHenn novcka oTkponte MmeHio Onuumm.
Bbibepute nyHkT Uninstall toobar from browser.
Ha 3anpoc 06 yganeHuun npogykta HaxmuTe [la Anst noaATBEPXAEHUS.
Mocne atoro Bam GyaeT npeanoXxeHo 3akpbiTb bpaysep.

3akpownTe 6paysep u HaxmuTe NoBTOPUTL.
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Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nankun, cbannbl 1 3anucu peectpa aTux nporpamm dyayT yaaneHol
nocne nepesarpysku KoMmnbtotTepa.

MpumeyaHwue.

Onsa ynanexnus naHenu Avira SearchFree Toolbar oHa gomkHa 6bITb
aKTUBUPOBaHa B AMcrneTyepe AONOSTHEHUN.

YpnaneHue naHenm Avira SearchFree Toolbar uepes gucneruep gononHeHmn

MocKkonbKy NaHesnb MHCTPYMEHTOB YCTaHABNMBAETCH Kak JOMNONTHEHME, €€ MOXHO YAanNUTb
C NOMOLLbIO AUCTIETYEPOB AOMNONHEHMN.

Firefox

P lMepengnte B MeHto Tools > Add-ons > Extensions (MIHCTpymMeHTbI > [lononHeHus
> PacwupeHusi). B aToM OkHE MOXHO ynpaBnaTb AONOSHEHMEM Avira: BKNOYaTb,
OTKNIOYAaTb UK yaanaTb NaHenb.

Internet Explorer

P HaxmuTe Ha YnpaBneHue gonosiHeHMsaAMU > MaHenu ynpaBneHus u
pacwmpeHus. 30ecb MOXHO BKITHOUNTb, OTKMIOYUTL UMK yAanuTb naHenb Avira
SearchFree Toolbar.

Google Chrome

P MeHto Options > Extensions ([MapameTpbl > PaclumpeHust) No3BONsieT C NErkocTbio
ynpaBnsiTb NAHENbH: BKMOYATh, OTKMYATL U yaansaTh eé.
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4. O630p Avira Internet Security Suite

rnaebl COAEPXKUTCS 0630p PYHKLNIN N OCOBEHHOCTM MCMNOMNBb30BaHWUS NporpamMmmel Avira.
e Cwm. masy NHTepdpeinc n paboTa c nporpammon
e CM. rnaBy Avira SearchFree Toolbar

o CM. maBy 370 genaetcs Tak

4.1 Wutepdeiic n pabota c nporpammon

Bbl MOXeTe ynpaBnsaTb nporpaMmmon Avira ¢ NOMOLLbIO TPEX 3NIEMEHTOB UHTepdenca
nporpaMmbi:

e LleHTp ynpaeneHus: KoHTpornb v ynpasneHue nporpammon Avira
e Hactpownka: Hactponka nporpammbl Avira

e 3Ha4ok B Tpee CUCTEMHBbIV TPeN NaHenu 3agad: OTKpbITUE LeHTpa yrnpaBrieHns un
ApYyrnx yHKLMI

4.1.1 Control Center

LleHTp ynpaBneHnsa crny>xuT Ans KOHTPOrisi 3a COCTOsIHMEM 3almThl Bawen cuctems! n gng
ynpaBneHus n paboTbl C KOMMIOHEHTAMM 3aLWUTbl U PYHKUNAMM Balen nporpammbl Avira.
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E Avira Internet Security Suite EI =] @

@ain Bug Cepewc OBHoeneHne (Cnpaska

(X, AVIRA Avira Internet Security Suite

V Baw KOMNbIOTEp 3alUMLLEH
Bre cny#fel paboTaoT NpaBMnEHD

b Be30nacHOCTE KOMNBIOTEpa WHTepHeT-bezonacHoCTE
@ web Protection
1 MaiPro Real-Time Protection FireWall “ £
= D Mposeputs arcremy o) Web Protection “ &
h Mocn, Nnposepka: He BeinonHeHo
) Mail Protection “ 0

= L5 3anyok obHosneHus £ 0
S Mocn. obHoBneHME: 10/9/2013
Agh

E 4 . Safe Browsing I |
B naHvposimg Balwa npofHan MHLEHSHA 11/8/2013
=| OT4eTbl
EI 2 Kyrwe MrpoBoit pesim F
£ CobriTka ]

OkHO LUEeHTpa yrnpaBJieHNA OeJInTCcA Ha TpU 4aCTu: MeHHo, obnacTb HaBuUrauum n OkHO
COCTOsIHMe:

e MeHo: B MeHI0 LieHTpa ynpaBreHusi Bbl MOXETE OTKPbITb 06LLMe DYHKLUMU NporpaMmbi
M NONy4YMTb MHOPMALIMIO O MporpamMme.

« HaBuraumoHHoe none: B HaBMrauMoHHOM Mone MOXHO BbICTPO NepeknYaTbCH
MeXxay oTaeNbHbIMW BKNaakaMu LeHTpa ynpaeneHns. OTaenbHble BKNaakyM cogepxaTt
MHopmaumio 1 OOCTYN K PYHKLUUAM NPOrpamMMHbIX KOMMOHEHTOB, OHM PaCMOOXeHb! B
CTpoke MeHto no obnactam 3agad. MNpumep: Obnactb 3agad 6E3ONACHOCTb
KOMIBKOTEPA - Bknagka Real-Time Protection.

o CocrosiHue: Ha HayanbHoM akpaHe CocTosiHue MOXHO yBUAETb, AOCTATOYHO NN
3almLLeH KOMNbIOTEP, KakMe MOAYIM akTUBHbI, Korga co3fasanach nocregHsas
pe3epBHas Konusa 1 NnpoBoaunack NnpoBepka cuctemsl. B okHe CocTosiHMe HaxoasaTcs
KHOMKM A119 BbINONHEHUS OYHKUNA Uu AENCTBUIA, HanpuMep BKITIoYeHEe Nnu
oTknoyeHne Real-Time Protection.

3anyck v 3aBeplueHue paboTbl LieHTpa ynpaeneHus

Y Bac eCTb HECKONbLKO BO3MOXHOCTEN 3anycka ueHTpa ynpasJiieHua:

e [IBOWMHbIM LLENYKOM MO SPSbIKy Ha paboyem cTone

Avira Internet Security Suite - PykoBogcTtBo nonb3osatens (Cratyc: 29 Nov. 2013) 43



R’ AV I RA O630p Avira Internet Security Suite

o C nomouwbto ctpoku B MeHto Myck > Program Files.
e Yepes Tray Icon Bawen nporpammsbl Avira.

3aBepLumnTb paboTy LeHTpa ynpaBfeHnst MOXHO C MOMOLLIbIO KOMaHAbl MEHIO 3aBepPLUUTb
B MeHo daun, coyeTaHneM knasuwl Alt+F4 nnu Wwenykom Mblln N0 KPECTUKY B NPaBOM
BEPXHEM Yrry OKHa LieHTpa yrnpaBfeHus.

Pa6oTa c LeHTpOM ynpaBneHus

HaBuraums B LeHTpe ynpaBneHus:
» HaxmuTe Ha obnacTb 3agay NoA BKNagkow Ha HaBUraLMOHHOW NaHernu.

=+ O6nacTb 3agay oTo6pa3nTCcs ¢ AONONHUTENBHBIMU BO3MOXHOCTSIMU HAaCTPOWKM
N PYHKUMSIMU B OKHE.

P [Npn HEOOXOAMMOCTM HaXXMUTE Ha Apyryto o6nacTb 3aaay Ans oTobpaXKeHUst 3Toro
pasgena B OKHe.

Yka3saHue

YnpasneHune knasnaTypon B MEHKO MOXHO BKITHOMUTb C MOMOLLLIO KNaBuLln
[Alt]. KnaBuwewn Enter MOXHO Bbl6paTb BblAENEHHbIN MYHKT MEHHO.

[nsa oTKpbITUSA, 3aKPbITUA N HaBUraummn B NMyHKTax MEHI0 LeHTpa ynpasrneHus
MOXHO UCMONb30oBaTh coveTaHus knasuw: [Alt] + nogyepkHyTasa 6ykBa B MEHIO
UM KOMaH4e MeHK. YaepXxusante Haxaton knasuwy [Alt], ecnu Bbl N3 MeH0
XOTUTE BbI3BATb MYHKT MEHIO UMW NOLMEHIO.

Tak Bbl MOXeTe obpaboTaTb AaHHbIE UM OOBLEKTLI, OTODpaXKaemble B OCHOBHOM OKHE:
} Bbloenute gaHHble U 06bEeKTbI, KOTOPble XOTUTE obpaboTaThb.

YT0ObI BbIAENNTL HECKOSLKO 3NIEMEHTOB, yaepxusaunte knasuwy Ctrl unm Shift
(BbIBOP HECKOMNBKUX PaCcnoONIOXKEHHbIX APYr No4 APYroM 351IEMEHTOB) NokKa
BblbupaeTe aneMeHThI.

P HaxmuTe KHOMKy B BEPXHEW YAaCTM OCHOBHOIO OKHa, YTOObI 06paboTaTb OOBLEKT.
O630p ueHTpa ynpaBneHus

o CocTosiHue: Ha Ha4yanbHOM 3kpaHe CocTosiHMe NpeacTaBneHbl BCe BKNAAKN, C
MOMOLLIbIO KOTOPbIX Bbl MOXETE KOHTPONMPOBaTb PyHKLMM Nporpammebl (CM.
CoctosiHue).

= OkHo CocTosiHMe rnokasblBaeT, Kakme MOoOyInn akKTUBHbI, NpeaocTaBnAeT
I/lHC*)OpMaLl,I/IPO O nocrieaHnx npoBeaeHHbIX OOHOBIEHUSX.

e BE3OMACHOCTb KOMIMBbKOTEPA: 3aecb coaepaTcs KOMMOHEHTbI, C MOMOLLbIO
KOTOPbIX Bbl MOXETe NPOBEpPUTbL (halnbl Ha BalLeM KOMMNbIOTEPEe Ha Hann4mMe BUPYCOB U
BPEOOHOCHbIX NPOrpamMm.

= Bo Bknagke System Scanner MOXHO BbINOMHWUTL NPSIMON MOWCK, T.€. HacTpamBaTb
MOWCK Mo COBCTBEHHOMY >KenaHMIo 1 3anyckaTb ero (cM. System Scanner).
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MpenycTtaHoBNeHHbIE NPOUN NO3BOMSIOT NPOM3BOANTL MPOBEPKY C
ONTMMarnbHbIMWU CTaHAAPTHBIMW HAacTpokamu. Bo3amMoXXHO Takke NoacTpouTb
napameTpbl NPOBEPKM MO BaluM MHANBMAYANbHbIE 3a4a4un C NOMOLLbIO
BbibopoyHOM NpoBepKKn (HACTpPOrika COXPaHSETCH) UK C MOMOLLbIO CO34aHUs
Nonb30BaTENbCKOro Npoduns.

= Bknapgka Real-Time Protection otobpaxaeT nHdopmauuio 0 NpoBepPEHHbIX hannax,
a Takke gpyrue ctatucTMyeckue JaHHble, KOTopble B Ntoboe BpeMst MoryT 6biTb
06HyneHbl 1 NO3BONSAET OTKPbITE dhann oTveTa. NogpobHasa nHpopmauus o
nocrnegHeM obHapy>XeHHOM BMPYCE UNKN HeXenaTenbHOW NporpamMmmMe Bbi3biBaeTCs
"OQHUM LWen4ykom".

e UWHTEPHET-BEE30OINACHOCTD: 3pecbh Bbl HanaeTe KOMMNOHEHTbI, KOTOPbIE MO3BOSNAT
3alMTUTb Bally CUCTEMY OT BMPYCOB, BPEAOHOCHbLIX MPOrpamMm 1 ceTEBLIX aTak.

= B pasgene FireWall MOXXHO n3MeHATb OCHOBHbIE HAcCTponkn 6paHamayapa FireWall.
OT1obpaxaeTcsa Takke CKOPOCTb Nepefayn JaHHbIX N BCe aKTUBHbIE NPUITOXEHNS,
ncnonb3youmne ceteBble coeanHeHuns (cm. FireWall).

= Bknagka Web Protection otobpaxaeT nHgopmauuio o nposepeHHbix URL,
obHapy>XeHHbIX BMpycax, a Takke gpyrme CTaTUCTUYECKNE LaHHbIE, KOTOpbIE B
no6born MOMEHT MOXHO OBHYNNTL, NpeaocTaBnsaeT BO3MOXHOCTb Bbl3oBa dhanna
otyeTa. NogpobHasa nHpopmaumsa o nocnegHeM obHapyXeHHOM BMpYyCe Unn
HexernartesibHOM NporpamMmMe Bbi3blBaeTcAa "O4HUM LLEeNYKoM".

= Bknagka Mail Protection nokasblBaeT NnpoBepeHHbIe NMCbMa, UX CBOMCTBA U
AaHHble cTaTUCTUKK. Nncbema MoXHO yaanate n3 bydepa moaynsa Mail Protection.
(cm. Mail Protection).

o MOBUJIbHAA SALUNTA: C nomolybio kaTeropum Avira Free Android Security Bbl
MOXeTe paboTaTb B CETM Ha CBOUX yCTponcTBax Ha 6ase Android.

= Avira Free Android Security no3BonsieT ynpasnsTbe BCEMU YCTPONCTBaAMU,
paboTaroLwmmm Ha onepaunoHHon cucteme Android.

o YIIPABJIEHUE: 3pecb npeacTtaBneHbl MHCTPYMEHTbI, KOTOPbIE MO3BOMAT BaMm
N305MpoBaTh NOAO3PUTESNBHbBIE NN 3apaXKeHHble BUpycamu doannbl, ynpasnisaTb UMK, a
TakKke NaHMpoBaTh perynspHble 3agadn.

= Bknagka KapaHTuUH cogepxuTt anemeHTbl MeHeaxepa kapaHTMHa. [naBHOE MeCTo
Ans annoB Ha KapaHTUHE UM NoA03pUTENbHLIX PannoB, KoTopble Bbl xoTuTe
NOMECTUTb Ha KapaHTUH (cM. KapaHTuH). Kpome 3Toro BeibpaHHbI hainn MoXXHO
OTNPaBUTb NO 3NIEKTPOHHOW NOYTE B LEHTP UCCeaoBaHNSA BUPYCOB KOMMNaHuu Avira.

= Bo Bknaake MnaHMpoBLKMK MOXHO CO34aBaTh BbINOMHSAEMbIE B ONpeaeneHHoe
BpeMsi 3agayum no npoBepke U OGHOBMNEHMUIO UNN Pe3ePBHOMY KOMUPOBAHMIO, a Takke
cornacoBbiBaThb UNK yaanaTh cylecTeyowme 3agayv (cMm. MNnaHMpoBLLKK).

= Bknagka Reports no3sonseTt Bam Nony4vTb MHGOPMaLMIO O pesynbTaTtax
BbINOSHEHHbIX AeUCTBUIN (CM. OT4YeThI).

= Bknagka Events nony4aeTt Bam nony4mTb MHpopMauuio 0 cobbITUAX, CO34aHHbIX
Moaynamu nporpammbl (cM. CobbITns).
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4.1.2 Hactpowka

B HacTpomkax MOXHO ycTaHaBnuBaTb NapamMeTpbl Ana nporpamMmmel Avira. [ocne
yCTaHOBKW nporpamma Avira nmeeT CTaHOapTHbIE€ HACTPOMKK, NO3BOMSOLLME ONTUMAaNbHO
3aWUTUTL Ball KOMMbOTEP. TeM He MeHee, Balla cucTeMa 1 KOMMbTEP MOTyT
npeabaBnaTbL ocobble TpeboBaHus K nporpamme Avira, n3-3a 4ero Bam notpebyetca
nHOnBMAYyanbHas HacTPOMKa KOMMOHEHTOB 3aLLMTbl NPOrpaMmsbl.

iE Awira Internet Security Suite EI =] @

(X, AVIRA Avira Internet Security Suite

bezonacHoCcTb KOMNbHOTEPA > 0ObHoBNEHNE

: i ABToMaTMYeCKDE 0BHOBNEHME
m : BE30MACHOCTE KOMMBIOTEPE |

[ System Scanner gce 00 aHei 02 yacos 00 MUHYT 20 (e, 15 MAHYT)

= Mounck
Mpit 0BHEDYHEHMI
ApxHE MoBTOPHO 3E3NYCTHTE 3aAaHWE MO MCTEYEHAM BPEMEHH
WckniodeHua
SEPUCTHKA
OTyeTr
Real-Time Protection
5
= Beb-cepeep
HacTpolikm npakon

AononHUTeNEHD 3aNyoKaTe 3aaaqy NpM NoakmoHeH K MHTepHeTY

) HTepHeT-BesonacHocTb

m Ofwee

Onucanue

SHEYEHWA MO YMOTHEHMD O1mena “ OpuHATE

[lnanoroBoe OKHO HaCTPOEK MMEET crieytoLLyto CTPYKTYpY: kHonku OK unu MpuHATL
MO3BOMSAOT COXPaAHUTL M3MEHEHUSI B HACTPOKKax, kKHonka OTMeHa OTMEeHsIeT HacTPOWKK,
Ha)kxaB KHOMKY 3Ha4YeHusi MO YMOJIYaHUIO, Bbl BEPHETE CTaHAAPTHbIE HACTPONKK. B
CTPOKE MEHIO CrieBa Bbl MOXeTe BblOpaTb pasnuyHble pasgeribl HaCTPOEK.

OTKpbITUE MEHI0 HaCTpoeK

Bbl MmoxeTe 3anycTuTb 610K HaCTPOEK HECKOSbKMMK cnocobamu:

e UYepes naHenb ynpasneHna Windows.

o Yepes yeHtpa 6e3onacHocTn Windows - HaunHasa ¢ Windows XP SP 2.
e Yepes 3Ha4vok B Tpee Bawlen nporpammel Avira.

e B ueHTpe ynpaBneHusa B NyHKTe MeH [JornonHuTensHo > HacTpounku.

e B ueHTpe ynpasneHus ¢ NOMoLLbIO KHOMKN HacTpouku.
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Yka3aHue

Ecnu Bbl OTKpbIBaeTE HACTPOMKKN C MOMOLLbIO KHOMKM HacTponkm B LeHTpe
ynpasneHus, Bbl NonageTe B pa3gen HaCTPOMKN BKNaaKun, KoTopas akTUBHa B
LeHTpe ynpaBneHus.

Pa6oTa c HacTpoiikammu

HaBuraunsa B okHe HacTpoek noxoxa Ha paboty ¢ Windows Explorer:

b LllenkHnTe No CTPOKe B AepeBe KaTanoros AMsi oTobpaxeHus 3Toro pasagena
HaCTpOeK B AManoroBOM OKHe.

P LenkHnTe No 3HaKy Noc Nepes CTPOKOW Anst Toro, YTobbl OTKPLINCA pasgen
HacTpoek 1 noapasaensl oTobpasunuch B BUAE AepeBa KaTanoros.

P [1ns Toro, 4ToObl CKPbITL NOAPAa3aenbl, LWENKHUTE No 3Haky MUHYC nepes
COOTBETCTBYHLLEN BKIIaAKOM HACTPOEK.

Yka3aHune

[nsa akTMBauumm unu geaktmeaumm onumMin B HACTPOMKaX U HaXKaTUsa KHOMOK
MOXXHO ucnonb3oBaTtb KOMOMHaumm knaeuw: [Alt] + nogyepkHyTasa 6ykea B
Ha3BaHMM ONUUKN UM 0603HAYEHNE KHOMKM.

Ecnu Bbl X0TUTE NoaTBEPANTL CAENAHHbIE HACTPOWKM:
P Haxmute kHonky OK.
=+ OKHO HacTpoek ByaeT 3aKkpbITO, HACTPONKN ByAYyT COXPaHEHbI.
- N -
Haxxmute kHonky MpuHATL.

=+ HaCTpOﬁKM COXpaHAKTCA. OkHO HaCTpOIZKM OCTaeTCd OTKPbITbIM.

Ecnu Bbl XoTUTE 3aKpblTb OKHO HaCTpOIZKM bes COXpaHeHusA N3MEHEHWNI:

P HaxmuTe kHomky OTMeHa.

=+ OKHO HaCTpOIZKI/I 6yp,eT 3aKpbITO, UIAMEHEHUA HACTPOEK He 6y,D,yT COXpaHeHbI.

Ecnu Bbl XOTUTE YCTAHOBUTb BCE HACTPOWMKMN MO YMONMYaHWIO:
P HaXmuTe KHOMKy 3Ha4YeHUSA NO YMOJTYaHUIO.

=+ Bce HaCTpOIZKVI NpUMYT 3HA4YeHNUA NO YMOJIHaHUIO. N3meHeHunsa B cnnucke u
CO34aHHble NoJib3oBaTeSIEM CTPOKU B 3TOM Clly4dae He COXPaHAKTCA.

0630p oNuMi MEHIO HACTPOMKK

MpeaycMoTpeHbl creayroLLme OnUUn MEHH HaCTPOWKM:
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e System Scanner: Hactponka npssMoro nomcka

=  Onuumn noucka

= [lenictBrne npu obHapyxeHum

= Onuun NpoBEPKN apX1BOB

= cknoyeHunsa n3 npsiMoro novcka
= 3OBpUCTMKA NPSIMOro NOMCKa

= HacTpouka pyHKUNN OTHETOB

o Real-Time Protection: Hactponka mogyna Real-Time Protection

=  Onuumn noucka

= [encTtsue npu obHapyxeHun

= JlononHuTenbHbIE OEUCTBUS

= /AcKkntoYeHnst NOCTOSAHHOW 3aLuThI
= OBpPUCTMKA NOCTOAHHOW 3aLUUTbI

= HacTponka pyHKUMN OTHETOB

o OOGHoBneHune: KoHdurypaums HacTpoek 0GHOBMNEHNS
= 3arpyska c Beb-cepBepa
« Web Protection: Hactponka mogyna Web Protection

=  Onuwmn noucka, akTusauusa u geaktmeauma moayns Web Protection
= [lenictBrne npun oBHapyXeHum

= 3anpelieHHbI goctyn: HexxenatensHble Tunbl hannos n MIME, Be6-unbTpbl Ans
n3BecTHbIX HexxenaTtenbHbix URL (BpeaoHOCHbIe nporpamMmmbl, OULLMHE U T. 4.)

= WcknoueHnus n3 noncka cnyx6om Web Protection: URL, Tunbl dannos, MIME-Tunbl
= OBpucTuka cnyxbbl Web Protection
= HacTponka pyHKUMN OTYETOB
« Mail Protection: Hactporka mogynsa Mail Protection
= Onumn noncka: AkTuBaums kKoHTpona npotokonos POP3, yanos IMAP, ncxogawmx
nucem (SMTP)
= [lencrtBue npu obHapyxeHun
= [ononHutenbHble 4ENCTBUS
= OBpucTuKa npoBepkn moaynem Mail Protection

= OyHkuma AntiBot: PaspelweHHbin cepep SMTP, paspelueHHbIn oTrnpasuTens
ANEeKTPOHHOW MoYTbl

=  WcknioyeHnsa na nposepkn mogynem Mail Protection

= Hactpoiika 6ydepa namsatu, ouncTka bydepa

= HacTpovika CTpoku npumMeyaHusi B OTNpaBrieHHbIX MMCbMax
= HacTponka pyHKUMN OTYETOB

e OoOuee:

= PaclmpeHHble kaTeropum yrpo3 ans NpsiMon NpoOBEPKM U MOCTOSAHHOW 3aLMThbl
= PacwupeHHas 3awmTta: aktneaumus ProActiv n Cloud Protection
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= OUnbTp NPUNOXEeHWUI: BNokMpoBaTh UK paspellaTb NPUIOXKEHMS
= 3awmTa naporemM AoCTyna K LEHTPY yNpaBneHUss 1 HacTponkam

= besonacHocTb: 6riokMpoBka oyHKUMI aBTo3anycka, hannos Windows hosts, 3awmta
npoaykra

=  WMI: Aktnuemuposate WMI-nogaepxky

= Hactpoika npotokona cobbiTui

= HacTpouka pyHKUNN OTYETOB

= HacTpouka ncnosibdyemblix nanok
= HacTtporika akycTM4YecKnx curHanoB npu obHapy>xeHun supyca

4.1.3 Tray lcon

O630p Avira Internet Security Suite

Mocne YCTaHOBKU Bbl yBUOUTE 3HAYOK NporpamMmbl Avira Ha naHenu 3agay CUCTEMHOIo

Tpes:
MukTorpamma | OnucaHme
.| Avira Real-Time Protection
paboTaeT
B3 Avira Real-Time Protection

JeaKkTnBmpoBaH

3Ha4ok B Tpee oTobpaxkaeT cocTosiHme cnyx6 Real-Time Protection .

Uepes KOHTEKCTHOE MEHIO 3Hayka B Tpee JOCTYMHbl OCHOBHbIE (OYHKLUM NpOrpamMmmbl

Avira.

» ,D,J'IFI Bbl30Ba KOHTEKCTHOrO MEH0 HeobxoanMmo LLEeNIKHYTb I'IpaBOIZ KHOMKOW MbILUKX MO
3HA4Ky B Tpee.

HYH KTbl KOHTEKCTHOro MeHIo

o AxtuBMpoBaTb Real-Time Protection: aktnBmpyeT unm geaktmsupyet mogynb Avira
Real-Time Protection.

« AxtuBupoBaTtb Mail Protection: aktnsmpyet unm geaktusupyet moaysnb Avira Mail

Protection.

o AxtuBmpoBaTb Web Protection: aktusupyeTt unu geaktnsmpyet moaynb Avira Web

Protection.

= AxkTtuBMpoBaTb 6paHamayap Windows: akTMBMpyeT unn geaktmsmpyet
6paHamayap Windows (3Ta doyHKLUMS AOCTYMNHA TONbKo, HadunHasa ¢ Windows 8).

o 3anycTtutb Avira Internet Security Suite: OTkpbiBaeT LleHTp yrnpasneHus.

« HacTtpouka Avira Internet Security Suite : oTkpbiBaeT Hactpouky.
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e Mowu coobweHusn: OTKpbIBaeT CNMCOK C NOCNegHUMU COOOLLEeHNAMM NO BaLlewn
nporpamme Avira.

e Mowu HacTponku KommyHukauum: OTKkpbiBaeT LieHTp coobLeHnn o npoaykrte
o 3anyctutb o6HoBneHue: 3anyckaet OGHoOBMEeHMe.
o CnpaBka: OTKpbIBaeT CrpaBOYHYIO OHJTaNH-CUCTEMY.

e AviraInternet Security Suite: OTKpbIBaeT guanoroBoe okHO ¢ UHcpopmaumeun o
Balwlen nporpamme Avira: MHcpopmaumusa o NnpoayKTe, HOMEpP BepCuu, NIMLIEH3UA.

e Avira B UHTepHeTe: OTKpbiBaeT Be6-nopTan Avira B UHTepHeTe. [Insa aTtoro
Heo6xoAuMO uMmeTb AocTyn K MHTepHeTy.

4.2 Avira SearchFree Toolbar

Avira SearchFree Toolbar cogepXut gBa oCHOBHbIX KOMNOHeHTa: Avira SearchFree u yxe
N3BECTHYIO NaHeslb MHCTPYMEHTOB.

Hosoe npunoxeHune Avira SearchFree Toolbar yctaHaBnnBaeTcs B BUAe AOMOSNHEHUS.
Mpn nepBom oTKpbITUKM Gpay3epa (B Internet Explorer u Firefox) Bam Heobxoanmo byaet
OTBETUTb, pa3peLlaeTe N Bbl UIBMEHEHME CBOEro bpaysepa nporpammon Avira
SearchFree Toolbar. Ytobbl BbINONHUTL ycTaHoBKY Avira SearchFree Toolbar, Bam
HeobxoaMMo aaTb cornacue.

Avira SearchFree - 370 HoBas nonckoBas MallnHa oT Avira, oHa cogepXxuT norotun Avira,
KOTOPbIN NPU akTUBaLMKN NepeHanpasnseT Ha canT Avira, a Takke KaHanbl N306paxxeHnin n
Beb-kaHanbl. OHa obecneunBaeT 6e3onacHbIN NOUCK Ans nonb3oBaTtenen Avira.

Mporpamma Toolbar BcTpamBaeTcsa B Be6-6pay3ep, OHa COCTOUT 13 NMOUCKOBOrO Noss,
norotuna Avira, BeayLlero Ha canT Avira, ABYX MHOMKALUWW COCTOSAHUSA, TPEX BUKETOB U
mMeHto Options.

o [lonckoBaga naHenb
Mcnonb3ynte NOUCKOBYHO NaHenb, YTobbl 6bICTPO 1 6ecnnaTtHO OCyLLEeCTBNATL MOUCK B
MHTepHeTe ¢ NOMOLLIbIO NOMCKOBOMW MaLmnHbl Avira SearchFree.

e VHankaumsa coctosaHus
MHaukaTopbl coCToSAHUA coobLwatoT o coctossHum moaynsa Web Protection n Tekyliee
COCTOsIHME OOHOBMNEHUs Ballen nporpamMmmbl Avira 1 NOMOratoT Bam y3HaTb, Kakue
AeNCTBUS HeoBxoanMOo NpeanpUHATL ANS 3auUTbl Balero KoMnbloTepa.

e BupxeTtnbl
Avira npegoctaBnseT Bam NpsiMon JOCTYN K BaXHbIM PyHKUNAM B VIHTepHeTe,
Hanpumep, coobuleHnsa B Facebook nnu anektpoHHas noyta. Bel MOXeTe Takke
yCTaHOBUTb 6€30MacHOCTL CBOEN CUCTEMBI C nomoLlbio Buaxeta Web Protection
(Tonbko Firefox u Internet Explorer).

e Onuun
C nomoLybto MeHto Options Bbl NonyvaeTe AOCTYN K ONUUAM NaHENN MHCTPYMEHTOB,
MOXeTe yaansaTb NPorpecc nomcka, Bbi3biBaTb CPABOYHYO MHAPOPMALUIO MO NaHenm
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WHCTPYMEHTOB 1 yaanaTb NaHenb MHCTpYMeHToB Avira SearchFree HenocpeaCcTBEHHO

O630p Avira Internet Security Suite

yepes Beb-6pay3ep (Tonbko Firefox n Internet Explorer).

4.2.1 Ncnonb3oBaHue

Avira SearchFree

C nomoLbio nomckoBor naHenu Avira SearchFree Bbl MOXeTe OCYLLECTBIIATb NOUCK B
NHTepHeTe No 04HOMY UMM HECKOSBbKMUM CroBaM.

BBeguTte crnoBo B NOMCKOBOE MOSe N HAXXMUTE KHOMKY Enter, unn Haxxmute Ha Search.
MonckoBasa mawmHa Avira SearchFree ocywecTBuT ans Bac novck B IHTepHeTe n
noKaxxeT pe3ynbTaTbl B OKHe Bpay3epa.

Ecnu Bbl xoTuTe HacTpouTb Avira SearchFree B Internet Explorer, Firefox 1 Chrome B
COOTBETCTBUM CO CBOUMMW NpeanodTeHnsiMu, oTkponte Options.

NHankauunsa coctoaHusA

Web Protection

[ns onpeneneHus ctatyca 6esonacHocTy Bawero komnbioTepa Bbl MoxeTe

NCMONb30BaTb 3HAYKN U COODLLIEHUS:

CumBon

NHavkaumnsa cocTosaHus

OnucaHue

Web Protection

Ecnu Bbl HaBeaeTe ykasaTenb MbllM Hag
CMMBOJIOM, TO yBMAMUTE criegytouiee coobLueHune:
Avira Web Protection is active. Your browsing is
protected.

OTO O3Ha4vaeT, YTo apyrue AEencTBus He HYXHbI.

Web Protection

Ecnn Bbl HaBegeTe ykasaTtenb MbIlN Hag,
CMMBOJIOM, TO yBUAUTE CrneayoLlee coobLleHne:
Avira Web Protection is off. Click to find out how
to turn it on.

—+ Bbl 6yaete nepeHanpaeneHbl Ha
CcTaTblo Hawemn 6asbl 3HaHUN.
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-

No Web Protection

Ecnu Bbl HaBeaeTe ykasaTerb MblluM Hag
CMMBOJIOM, TO YBMAUTE crieayolee coobLleHune:

e You do not have Avira Web Protection installed. Click to find

out how to protect your browsing.

OTO 03Ha4vaerT, YTO Bbl yoanunm aHtnesmnpyc
Avira unm YCTaHOBUITIN €ro HenpaBuJibHO.

e Web Protection is included for free with Avira Antivirus. Click

to find out how to install it.

OT0 03HayvaerT, 4YTo Bbl He ycTaHoBunn Web
Protection unn yoanunu aty nporpammy.

=+ B oboux cnyvaax Bel 6ygete
nepeHanpasneHbl Ha Beb-canT Avira,
roe Bbl cMoxeTe 3arpy3nTb nporpammy
Avira.

Error

Ecnun Bbl HaBegeTe yKa3aTteslb Mbilln Ha

CMMBOJIOM, TO YBMAUTE Creayolee coobLLeHne:

Avira reported an error. Click to contact Support
for help.

P HaxmuTe Ha cepbli CUMBOI UIK TEKCT,
4yTOObI NEPEenTN Ha CTPaHWULY NOAAEPKKM
Avira.

BupxeTbl

Avira SearchFree Toolbar nmeet 3 BugxeTa ¢ BaXHeNLWNMU PYHKLUMAMU ANs pabdoTbl B
NHTepHeTe: Facebook, anektpoHHasa noyta n Browser Security.

Facebook

OTa yHKUMS NO3BOMSAET BaM nony4vatb coobLieHns HenocpencTBeHHO n3 Facebook n
Bcerga 6bITb B Kypce cobbITUN.

ONeKTpoHHas noyTa

Ecnn Bbl HaxxmeTe Ha cnumBon SJ'IeKTpOHHOI‘/’I NnoYTbl, NOSIBATCA BbiNagatowwuim CNncok, B
KOTOPOM Bbl MOXeTe Bbl6paTb Hanbonee 4yacTbiX agpecartosB.

Browser Security
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OT0T BULXKeT 6bIn paspaboTaH Avira, 4Tobbl caenaTtb AOCTYMNHbIMU BCE OMNUNUKN, CBA3aHHbIE
¢ 6e3onacHocTbo B MIHTEepHeTe. B HacTosiwee BpeMsi OH goctyneH ans Firefox n Internet
Explorer. MNpeanaratotca pasnuyHbie onumm, KOTopble B 3aBUCMMOCTU OT Bpay3epa mMoryT
MMEeTb pa3sHble Ha3BaHUS:

o Pop-up Blocker

Ecnu BkniodeHa aTa onums, TO BCe BCNblBalOLMe OKHa BrIOKMPYHOTCS, KOraa Bbl
paboTtaeTte B IHTepHeTe.

« Block Cookies
Ecnu BkntodeHa ata onum4, 1o dhannbl Cookies B bpaysepe He COXpaHATCS.
« Private Browsing (Firefox) / InPrivate Browsing (Internet Explorer)

Ecnu BkntodeHa ata onums, To Bbl HE OCTaBUTE cnefoB cBoen paboThl B VIHTepHeTe. OTa
onumsa He npeacTtasneHa ans Internet Explorer 7 n 8.

o Clear Recent History (Firefox) / Delete Browsing History (Internet Explorer)

OTa onuusa No3BonseT yaanutb BCe NpeabiayLune AencTeus B VIHTEpHeTe.
Website Safety Advisor

Website Safety Advisor npeanaraet Bam pasgeneHune Ha cTyneHn 6e30nacHOCTMU.

Bbl cMOXeTe oueHnTb, NpeacTaBndeT fn canT, Ha KOTOPOM Bbl B J@HHbIA MOMEHT
HaxoguTechb, 60MbLIOM NN ManeHbKU pUCK Ans Bawen 6e30nacHOCTM.

OTOT BMAXET NpeaocTaBnsieT 4OMOMHUTENbHYH MHAOPMALMIO O canTe, HanpumMep KTo
aBnseTca obnagaTenem JOMeHa, NnoYemMy CanuT OTHECEH MMEHHO B 3Ty ONpeaeneHHyo
KaTeropuio.

CyLiecTByeT TpU KaTEropmm: HagexHbi, C HEO6OMbLUIMM PUCKOM, OMACHbIN.

OTu KaTeropum otobpaxatotca B npunoxeHun Toolbar n B Balwmx pesynbTatax noucka B
BUAe 3Ha4yka Avira B Tpee C pasfnnyHbIM1U CUMBOSIaMW:

Cumson MHankaumsa coctosHms OnwucaHwne
{ : q’}] Safe 3eneHasa ranoyka ang HageXxHbIx Be6-canTos.
{ . ] Low risk YKenTbI BocKNMLaTeNbHbIA 3HAK A9 CanToB,

npeacTaBnAWmMX HE6OMbLLOWN PUCK.

{CZ, Q] High risk KpacHbI 3Havok "cton" Ans Be6-canTos,
npeacTasnsaoWwmnx 60MbLLYIO ONacHOCTb AN
BaLLen 6e3onacHoOCTW.

YR.©) Unknown Cepblit 3HaK Bonpoca Anst Be6-caiTos,
OMacHOCTb KOTOPbIX HE MOXET BbiThb
onpegenexa.
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Verifying OTOT CMMBOJST NOSABIISIETCA BO BPEMS NPOBEPKN
COCTOSIHUS.

)
&

Browser Tracking Blocker

C nomoLbio 6noKnpoBLLMKa crexeHus gnsa 6paysepa MOXHO OCTaHOBUTb
npecnegoBaHns, KoTopble cobupaloT 0 Bac MHpopMaumio, Koraa Bbl paboTaeTe B
NHTepHeTe.

BuoxeT nossonseT BbibpaTth, Kakve npecnegoBaHus HEO6XoANMMO BrIOKMPOBATh, a Kakme
paspeLUmnTb.

npe,D,I'IpVIFITVIFI OendTcAa Ha TPpU KaTeropumn.

e Social Networks
e Ad Networks
e Other companies

4.2.2 Onuumn

MHcTpymeHT Avira SearchFree Toolbar coBmectum c Internet Explorer, Firefox n Google
Chrome, ero MOXXHO HacTpouTb B BeD-Opay3epe Ha Balle YCMOTPEHUE:

o Internet Explorer, onuun HacTponku
e Firefox, onuun HacTpPOMKK

o Chrome, onunmn HacTPOWKn
Internet Explorer

B 6pay3sepe Internet Explorer B meHto Options gocTynHbl cnegyowme onuum ansa Avira
SearchFree Toolbar:

Toolbar options

Search
Avira search engine

B meHto Avira search engine MoxHo BbIbpaTh, Kakve NoOMCKOBbIE MaLLMHbI ByayT
ncnonb3oBaTbes Ans noucka. JocTynHbl nonckoBble MawunHbl n3 CLUA, Bpasunuu,
"epmanumn, Mcnannn, EBponbl, PpaHumm, Utanun, Huagepnangos, Poccun un
BenukobputaHun.

Open searches in

B meHto onuumn Open searches in MOXHO BbibpaTb, rae byaet otobpaxaTbcs
pes3ynbTaT NOMCKOBOro 3anpoca: B TeKyLLeM OKHe, B HOBOM OKHE MNN B HOBOW
BKNagke.
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Display recent searches

Ecnu BkntodeHa onuusa Display recent searches, Bbl MOXeTe npocMmaTpusaTh
npegplaywne pesynbTaThl MOMCKa Nog NosieM BBoAA NaHENN noucka.

Auto clear recent search history when | close the browser

Aktnsmpynte onumto Auto clear recent search history when | close the browser,
€CInn Bbl HE XOTUTE COXPaHATb NPOLIeCC Noucka, Toraa npu 3akpbiTum Be6-6paysepa
OH OypneT yaaneH.

More options
Select toolbar language

B meHto Select toolbar language Bbl MOXeTe BbibpaTh s3bIK, HA KOTOpOM ByaeT
oTobpaxaTbcsa Avira SearchFree Toolbar. [JocTynHbl cnegyowmne A3biKn: aHrMACKUR,
HeMeLUKnn, dpaHLy3CKUIN, UTanbsHCKUA, NMOPTYranbCKUA N rOSINaHgCKUN.

Yka3aHue

lMpepBapuTenbHO YCTaHOBMEHHBIV sA3blk NaHenn Avira SearchFree Toolbar
coBrnagaeT C 3blKOM Balleun nporpamMmmebl, ecnv oH goctyneH. Ecnu Toolbar
HeJOCTyneH Ha BalweM s3blke, TO MO yMON4aHuio byaeT ycTaHOBIEH
AHIMUNCKUNA.

Show button text labels

Otkntounte onuuto Show button text labels, ecnun Bbl XOTUTE CKPbITb TEKCT PSIAOM CO
3Ha4koM Avira SearchFree Toolbar.

Clear history

Aktusupymnte onuuto Clear history, ecnu Bbl He XOTUTE COXPaHATb pesynbTaT(bl) yxKe
BbINOSIHEHHOTO NoOUCKa, a XoTuTe cpasy ero (Mx) yaanuTb.

Help

Haxmute Ha Help, 4ToObl OTKpbITL CanT C YacTo 3agaBaembiMu Bornpocamu (FAQ) no
npunoxenuto Toolbar.

Uninstall

Bbl MOXeTe yaanutb Avira SearchFree Toolbar HenpcpeacTeseHHo B Internet Explorer:
YpaneHnue yepes Be6-6paysep.

About

Haxmunte Ha About, 4ToObl NOCMOTpPETL, Kakasa Bepcus Avira SearchFree Toolbar y
BaC yCTaHOBIEHa.
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Firefox

B 6paysepe Firefox B MeHto Options gocTtynHbl criegytowme onunn ona Avira SearchFree
Toolbar:

Toolbar options

Search
Select Avira search engine

B meHto Avira search engine MoXxHoO BblbpaTb, Kakme NoMCKOBbIE MaLLMHbI ByayT
ncnonb3oBaTbes Ans noucka. [JocTynHbl nonckosble MawwunHbl 3 CLUA, Bpasunuu,
"epmaHun, cnanuu, Esponbl, ®paHuuun, Utanum, Hngepnangos, Poccum n
Benukobputanuu.

Display recent searches

Ecnu BkntodeHa onuusa Display recent searches, Bbl MOXeTe npocMmaTpusaThb
npeabloyLine pesynbTathl NOMCKa NoA NOMeM BBOAA NAHENN NMOUCKa, HaXxaB Ha
CTperkKy Ha naHenu noucka. Boibepute oguH U3 TEPMUHOB, €CINN XOTUTE YBUAETb
pes3ynbTaT eLle pas.

Auto clear recent search history when | close the browser

Aktnsmpynte onumto Auto clear recent search history when | close the browser,
€CINnn Bbl HE XOTUTE COXPaHATb NPOLIEeCC Noucka, Toraa npu 3akpbiTum Beb-6paysepa
OH OygeT yaaneH.

Display Avira search results when | type keywords or invalid URLs into the
browser address bar

Ecnu aTa onuusa BkNtoYeHa, TO KaXabl pas, koraa Bbl BBOAUTE KINOYEBLIE CIIOBA UMK
HegencTBuTenbHble URL-agpeca B agpecHyto cTpoky Beb-6paysepa, To 3anyckaeTtcs
NMOMCKOBBLIN 3anpoc, oTobpaxkaeTcsa pesynbTarT.

More options
Select toolbar language

B meHto Select toolbar language Bbl MoXxeTe BbibpaTh s3bIK, HA KOTOPOM byaeT
oTobpaxaTbcsa Avira SearchFree Toolbar. [JocTynHbl cnegyowmne A3biKn: aHrMACKUN,
HEMeLKUN, paHLy3CKUN, NTanbsSHCKUW, NOPTYranbCKUM 1 ronsiaHacKuin.

YKa3aHue

MpenBapuTenbHO YyCTaHOBMEHHbIV sA3blk NaHenu Avira SearchFree Toolbar
coBnagaeT C A3bIKOM BaLlen nporpamMmsbl, ecriv oH goctyneH. Ecnn Toolbar
HeLOCTyMNneH Ha BaweM sA3blke, TO MO yMOn4aHuo 6yaeT ycTaHOBMNEH
AHIMUNCKUNA.
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Show button text labels

Otkntounte onuuto Show button text labels, ecnu Bbl XOTUTE CKPbITb TEKCT PSIAOM CO
3Ha4koM Avira SearchFree Toolbar.

Clear history

Aktnsmnpymnte onumto Clear history, ecnv Bbl HE XOTUTE COXpaHATbL pesynbTaT(bl) yKe
BbIMOJSTHEHHOMO MOMCKAa, a XOTUTE cpasy ero (Mx) yaanuTb.

Help

Haxmute Ha Help, 4ToObl OTKpLITL CalT € YacTo 3agaBaembiMu Bonpocamu (FAQ) no
npunoxenuto Toolbar.

Uninstall

Bbl MOXeTe yaoanutb Avira SearchFree Toolbar HenpcpeacTseHHo B Internet Explorer:
YpaneHue yepes Beb-6paysep.

About

Haxmunte Ha About, 4ToObl NoCcMOTpeTb, Kakad Bepcus Avira SearchFree Toolbar y
BaC yCTaHOBMEHa.

Chrome

B 6paysepe Google Chrome Bbl HangeTe BCe ONUUU HACTPOEK C KPacHbIM 30HTUKOM Avira.
Cnegytowme onumm goctynHel onga Avira SearchFree Toolbar:

Help

Haxmute Ha Help, 4ToObl OTKpLITL CanT C YacTo 3agaBaembiMu Bonpocamu (FAQ) no
npunoxexnuto Toolbar.

Uninstall instructions

30ecb Bbl HANMAETE CCbINKM Ha MHCTPYKUKUKM no yaaneHuto Avira SeachFree Toolbar.

About

Haxmunte Ha About, 4ToObl NOCMOTpPETL, Kakasa Bepcus Avira SearchFree Toolbar y
BaC yCTaHOBIEHa.

Show/ Hide the Avira SearchFree Toolbar

OTOT NYHKT MEHIO BKNtOYaAET n BbikntovaeT Avira SeachFree Toolbar, Haxogsawmncs B
BEpPXHEN YacTu OKHa.
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4.2.3 YpaneHue naHenu Avira SearchFree Toolbar B cucteme Windows 7

Onsa ynaneHus naHenun Avira SearchFree Toolbar:
¥ 3akpowTe cBown Bpaysep.
Otkpounte nyHKT MaHenb ynpaBneHus B meHto Windows lyck.
[Baxapl WenkHMTe Mbiwbto NMporpamMmmbl 1 KOMMNOHEHTLI.

Bbibepute B cnucke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanuto.

MosiBMTCA BONPOC, AENCTBUTENBHO NN Bbl XOTUTE yAanuTb NporpaMmmy.
Moareepaute kHonkon Aa.

Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nanku, cbannsl n 3anucm peectpa 3aTux nporpamm 6yayT yaaneHsbl
nocrie nepesarpyskv KoMmnbloTepa.

4.3 DOT10 AenaeTcs TaK

B pasgenax "OT1o genaetca Tak" npeacrtaBneHa kpartkasi MHdopmaums 06 aktmsaumm
NNUEH3UU 1 NPorpamMMbl, O BaXKHENLWINX OYHKUMAX nporpaMmmbl Avira. KpaTkue 3amMeTku
cnyxar gns Toro, Ytobbl NpegocTaBmMTb BaM 0630p pyHKUMI nporpammbl Avira. OgHako
OHWN HEe 3aMeHST NOAPOOHbLIX pa3bACHEHUIN B OTAENbHbIX rNaBax AaHHOrO PyKOBOACTBA.

4.3.1 AKTUBaUUSA NULLEH3UN
Mopsapok akTMBauuM NLeH3uM npoaykTa Avira:

AKTUBMPYNTE NNUEH3NIO Ha NpoaykT Avira ¢ nomoLbio panna nuueHsum .KEY. ®ann
NNLEH3UN MOXHO NOMYy4YnTb OT Avira No afIeKTPOHHOM noyTte. B channe nuueHsnm
COOEPXUTCA NULIEH3NA NSl BCEX NPOAYKTOB, 3aKa3aHHbIX BaMy B OQHOM npouecce
3akasa.
Ecnu BbI eLle He ycTaHoBUAM NpoayKT Avira:

P CoxpaHuTe arin nuueH3nn B nanke Ha riokanbHOM AMCKe KOMMbloTepa.

P YcrtaHoBuTe npoaykT Avira.

P [Mpu ycTaHOBKE yKaXkuTe MyTb K COXpaHEHHOMY chainy NnLeH3uu.

Ecnu Bbl yxxe ycTaHoBunun npoaykt Avira:

P [Baxabl WenkHUTe dann nuueH3umn B painoBoM MeHeokepe Unm anekTpoHHOM
NMCbMe akTMBaUUnM U crnegynTe NHCTPYKUMAM Ha 3KpaHe ynpaBrneHUs SIMLEH3NAMMU.

- N -

B ueHTpe ynpasneHus nporpammbl Avira BbibepuTte anemeHT meHio CnpaBka >
YnpaBrneHue nUUeH3nsaMu
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MpumeyaHune

B Windows Vista otobpaxkaeTcsa amManoroBoe OKHO KOHTPOSIS YY4ETHbIX 3anncen.
Bongute B cuctemy kak agMMHUCTpATop, €cnn aTo Heobxoammo. LLenkHute
Hanee.

P Bbigenute cdann nuueH3nm 1 Wwenkinte OTKpbIThb.
=+ OTobpaxaeTcs coobLieHue.

» LlenkHnte OK ans noatesepXxaeHus.
=+ JlMLUeH3nsa akTMBMpOBaHa.

P MNpn HeoBxoOAMMOCTM NepesarpyanTe cUCTEMY.

4.3.2 AKTMBMpPOBATb NPOAYKT

[nsa aktmBaumm npoaykTta Avira y Bac UMeoTCs crnegyoLline onummn:
e AKTMBaLMA C NOMOLLbIO AENCTBYIOLWEN NOSTHOLLEHHON NULIEH3UN

[ns akTMBaumm NONHOLEHHOM NULEH3MEN BaM HEODX04MM OENCTBYHOLLMIA
aKTMBAUMOHHBIN KITHOY, KOTOPbIW COAEPXKUT OaHHbIE O BaLLEN NULIEH3UN.
AKTUBALMOHHBIN KINHOY Bbl MOXETE MOSTYYUTb Y HAc NO SNEKTPOHHOW NoyTe unm
NpOYeCTb Ha ynakoBKe NpoayKTa.

e AKTMBaAUMS C NOMOLLIbIO TECTOBOW NMULIEH3NN

Mporpamma Avira akTMBMpYyeTCS CO34aHHOM aBTOMAaTUYECKN TECTOBOW NULLEH3NEN,
KOTopas No3BofsieT BaM B TeYeHUe onpeaeneHHoro BpeMeHn onpobosaTtb yHKL MM
Avira B nonHom obbeme.

Yka3saHue

[nsa akTMBaumm npoaykTa unm 3akasa TeCTOBOW NMLEH3MM BaMm NoTpebyeTcs
aKTMBHOE MIHTEpHET-coeanHEHME.

Ecnu He co3paeTcsa coeanHeHme ¢ cepsepamum Avira, TO NpoBeEpPbTE HACTPOMKN
OpaHgmayapa: npu akTMBaumm NpoayKTa UCMNonb3yeTcs CoOeanHEHNE Yyepes
HTTP-npoTokon u nopt 80 (Be6-KOMMYHMKaLMS), a Takke 3amdpoBaHHbIN
npoTokon SSL n nopt 443. Y6eautech B TOM, 4YTO Bawl bpaHamayap He
BnokupyeT BxoasLwue n ucxogdwime aaHHole. CHavyana npoBepbTe, MOXeTe nn
Bbl Bbi3BaTb BEO-CTpaHuMLUy 4Yepes Ball bpayaep.

AkTuBauusa nporpamMmmbl Avira:

Ecnu Bbl ewe He yctaHoBunu Avira:
» YcraHoBuTe nporpammy Avira.

=+ Bo BpemMA yCTaHOBKN BaMm r|0Tpe6yeTc;| Bbl6paTb cnocob akTMBauum
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= AKTMBauuAa npoaykra = AKTUBaLNA C MOMOLLbIO OENCTBYOLLEN NOSTHOLEHHON
NULIEH3NN

= TecTtupoBaHue npoaykrta = AKTMBaLMS C MOMOLLbI TECTOBOW NNLEH3NN
P [1na akTMBaLUUM NONMHOLIEHHOWM NULIEH3VEN BBEOUTE aKTUBALIMOHHbIN KoY.
P MoatesepamnTe BbIOOP crnocoba akTnBauMm HaxxaTtueM kHonku Oanee.

P YkaxuTe BalM AaHHble AN perucTpauum 1 noaTeepauTe UxX HaxaTtuem KHOMKK
Oanee.

=+ B cnepylowem ananoroBoM okHe oTobpaxaloTcs AaHHble Ballen NULEH3NN.
Baw npogykt Avira akTMBMpOBaH.

P lMpopomkute ycTaHOBKY.

Ecnu BbI yxxe yctaHoBunu Avira:
¥ B ueHTpe ynpaBneHusi Bbibepute NyHKT MeHio CnpaBka > MeHegxep nNUUeH3NM.

=+ OTKpOEeTCs aCCUCTEHT NMLEH3NNI, rOe Bbl MOXETe BblOpaTb Cnocob akTuBauumm.
AKTMBUPYNTE NPOAYKT, Cneaysa NpMBe4EHHON BbilLE CXEME.

4.3.3 BbINONHUTb aBTOMATM3MPOBAHHOE 0OHOBNEHME
C nomoubio nnaHnpoBLUmMKa Avira co3gaeTtcs 3agada, ¢ MOMOLLbIO KOTOPON
aBTOMaTM4eckn obHoBNsETCA Balwla nporpamma Avira:

P B LeHTpe ynpaBneHus Bblbepute BKNaaky YnpasneHue > NnaHUpOBLUUK.

P HaxmuTe nukTorpammy + Co3aaTb HOBYIO 3afjavy, UCNONb3ysl MacTep.
=+ [loaButcsa ananorosoe okHO Mms n onncaHune 3agayuum.

» BBeaute nms 1 onucaHue 3afadn.

P Haxmute Oanee.
=+ [loaBuTca ananorosoe okHO Tun 3agaum.

P BuiGepute 3agaya o6HOBREHUs 13 crincka.

P Haxmute Oanee.
=+ [losaBuTca guanoroBoe okHO Bpemsa 3apgauw.

» Bbibepute Bpemsi npoBeaeHnst 06HOBNEHUS:

= HemegneHHo

= EXxepgHeBHO

= ExeHepenbHoO
= WHTepBan

= OpgHoKpaTHO

= JlornH
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Yka3saHue
Mbl pekomeHayem perynsipHO NpoBoAUTb OB6HOBMEHMS. PekomeHayeMbin
NMHTepBan mexay obHoBreHnaAMMU: 2 yaca.

B 3aBucumocTn oT Bblbopa 3aganTe Bpems.

Mpn HeobxoanMocCTn BbibepuTe AONONHUTENbHBLIE ONUUK (B 3aBUCMMOCTM OT TMNa
3agayn):

MoBTOpPUTL 3agauy, faxe ecriv BbINOMHEHUs1 3aKOHYEHO

BbinonHsATCA 3a4a4n, CPOK BbINOMHEHNSI KOTOPLIX YKe MPOLUEeN, HO OHWM HE MOIMK
ObITb 3anyLLeHbl B HA3HAa4YeHHOe BpeMsi, Hanpumep ecrv KoMnbtoTep Obin
BbIKIIOYEH.

HdononHuTenbHO 3anyckaTb 3agady Npu yctaHoBneHun MHTepHeT-coeanHeHUsA
MomMUMO BbINONHEHUS 3a4a4 C YCTAHOBINEHHOW YaCcTOTOM OCYLLECTBNSETCA
AOMNONHUTENbBHBIN 3anyck 3agay Npu KakaoM yCTaHOBNEHHOM VHTepHeT-
coeanHEeHNN.

Haxmute Oanee.
=+ [losiBuTcs gnanorosoe okHO BbIGop pexnma otobGpaxeHus.
BbibepuTte pexum otobpaxkeHust 3agadu:

HeBUAMUMBIN: HET OKHa 3aga4n
MWUHUMYM: TOJIbKO Nporpecc BbIMOJIHEHUA
MaKCUMYM: BCE OKHO 3agayun

HaxmuTte kHornky 3aBeplUnTb.

—~+ HoBoe 3agaHve 6yaeT OTMEeYEHO ranoykoi kak akTMBMPOBaHHOE Ha CTapTOBOW
CTpaHuLe pasaena YnpasneHue > MNnaHUpoBLUKK.

[eakTnBupyinTe 3agadn, KOTopble He AO0MMKHbI BbINMOMHSATLCS.

Wcnonb3ys cneayolume CMMBOIbI, Bbl MOXeTe 06paboTaTth 3agaHus:

-

MpocmoTpeTb cBOMCTBA 3a4aHns

MN3meHeHne 3agaun

»
YpnaneHue 3agaum

>
3anyctuTb 3agadvy

a
OcTaHoBUTbL 3agavy

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 61



R’ AV I RA O630p Avira Internet Security Suite

4.3.4 3anyctntb 06HOBNEHWE BPYUHYHO

Y Bac ecTb HECKOJIbKO BO3MOXXHOCTEN 3anycTuTb 0OHOBMNEHNE BPy4HYt0: MNpu BbINONIHEHWM

0GHOBMNEHUS BPYYHYHO Npon3BoAnNTCS 0OBHOBNEHUE daina BUPYCHbIX CUrHATYpP U
MOMCKOBOIO ABUXKA.

Tak 3anyckaeTtcs 06HOBMEHMe nporpaMmmbl Avira Bpy4YHYH:

P LLlenkHWUTe NnpaBoW KHOMKOW MbILLM MO 3Ha4YKy Avira B Tpee Ha NaHenu 3agad u
Bblbepute Hayatb oGHOBREHMKE.

- NN -

» BbibepuTte B LeHTpe ynpaBneHus Bknagky Crartyc, 3atem HaxmuTe B MocnegHee
o6HoBneHue cchinky Hauatb o6HOBMEHMe.

- NN -

B ueHTpe ynpasneHus B meHio O6HOBReHue BbibepuTe komaHay MeHo HavyaTtb
obHoBeHue.

= [losiBuTca gnanorosoe okHo Mogenb o6HOBNEeHuUS.

YKkasaHue

Mbl pekomeHayeM perynsipHO NpoBOAUTL aBTOMaTMYecke 0H6HOBNEHUS.
PekomeHayembln nHTepBan mexay oOHOBReHnAMU: 2 vaca.

Yka3aHue

Bbl MOXeTe BbINONHUTL OO6HOBMEHME BpYyYHYtO Yepes LleHTp 6e3onacHocTu
Windows.

4.3.5 Vicnonb3oBaHue Npodunna CKaHMPOBaAHMA 4719 CKAHMPOBAHMA Ha Hannuune
BMPYCOB 1 BpegoHocHoro 10

Mpodunb ckaHMpoBaHMUS — 3TO Habop AMCKOB U NanokK, KoTopble HE0BX0AMMO
CcKaHMpoBaTb.

CyLLEecTBYeT HECKOSbKO CMNOCOBOB CKaHNPOBAHUSA Yepes NPodUIib CKaHUPOBaHWS:

Mcnonb3oBaHue npeaycTaHOBNEHHOro Npodunsa cCKaHUpPoOBaHUS

Ecnu npeaycraHoBneHHble Npodunmn cooTBETCTBYIOT BalLMM TpeboBaHUSAM.

ApanTtauusa u ucnonb3oBaHue ﬂpO(t)Vlﬂﬂ CKaHunpoBaHuA (Bbl60p0‘-lHaS| npOBepKa)

Mpw He06XOAMMOCTU CKaHNMPOBAHUS C MNONb30BaTENBLCKUM NPOUNEM.
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Co3paHue n ucnonb3oBaHue HOBOro Npodunia ckaHMpoBaHUA
Ecnu Bbl X0TUTE co3aaTb COBCTBEHHbIN NPOGUITb CKAHUPOBAHNS.
B 3aBucMMOCTM OT onepaunoHHOM cucTeMbl AN 3anycka Npodounga CKaHMpPOBaHUS
AOCTYMNHbI pasfnnyHble 3HAYKN.
« B Windows XP:

L OTOT 3HAYOK 3aMyCKaeT CKaHNMPOBAHWE C MOMOLLbIO NPOUIIS CKAHNPOBAHNA.
¢ B Windows Vista:

B Microsoft Windows Vista 4epes LieHTp ynpaBneHnsa gOoCTynHbI TOSbKO
orpaHu4eHHble nNpaBa, Hanpumep, AN AocTyna K nankam u gannam.

OnpepeneHHble AeNCTBUSA U AOCTYN K dparnam AocTynHbl Yepes LleHTp ynpasneHus

NPy HaNMyMM pacLUnpeHHbIX Npas agMUHUCTpaTopa. ATU pacLUMpPEHHHbIE NpaBa
agMUHUCTpaTopa Heobxo4MMO NPeAoCTaBATbL B Ha4ane KaXaoro CKaHMpoBaHUS
yepes NPodub CKAHNPOBAHUA.

. P OTOT 3HAYOK 3anyckaeT orpaHN4YeHHOe CKaHMPOBaHME C NMOMOLLbIO Npoduns
CKaHupoBaHus. [1poBepanTCA TOMBbKO Te Nankn u dansibl, 4OCTYMN K KOTOPbIM
paspeLleH onepaumMoHHON CUCTEMOWN.

. ‘q‘STOT 3HaA4OK 3anyckaeT CKaHMpOBaHME C pacLUMPEHHbIMW NpaBamm
agMuHucTpartopa. [Nocne noaTeepxaeHns 6yayT NnpoBepeHbl BCe nanku 1 dannbl
BblIGpaHHOro Npocuns CKaHNPOBaHUS.

nOpﬂ,D,OK CKaHnpoBaHuA Ha BUPYCbl 1 Bp€OAOHOCHOE MO ¢ nomowbo I'IpOCbI/IJ'IFI
CKaHMUpOBaHUA:

P lNeperianTte B LEHTP ynpasneHus u Boldbepute pasnen 6E3OMNACHOCTb
KOMIMBKOTEPA > System Scanner.

=+ OTobpaxatTcs npeayCcTaHOBNEHHbIE NPOMUIIM CKAHUPOBaHUS.
P Bbibepute oguH 13 NpeaycTaHOBMEHHbIX MPOdUNE CKaHMPOBaHUS.

-Nnn-

HacTporite npocdunb ckaHnpoBaHus BblbopoyHas npoBepka.

-Nnn-

CospganTte HOBbIM NPOMUb CKAHNPOBAHUS

P LenkHute 3Hadok (Windows XP: L , Windows Vista: 'q‘).
» MosiBuTcs okHo Luke Filewalker n 3anyctutcsi ckaHMpoBaHWe CUCTEMbI.

=+ [lo okoHYaHUu CKaHnpoBaHuA 0To6pa>|<a+0Tc9| pe3ynbTaThbl.

Ecnun Bbl xoTute HaCTpPOUTb I'IpOCbI/IJ'Ib CKaHMpoOBaHUA:
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» B npocdumne ckaHMpoBaHus BbIOOpoYHas NnpoBepKa pasBepHUTE JepeBo KaTanoros
HaCTONbKO, YTOObI ObIN BUOHLI BCE ANCKU U Nankun, KOTopble He06xoaNMo
CKaHUpOBaTb.

= LUlenkHuTte 3Ha4vok +. OToGpasnTCs crieayoLnii YypoBeHb KaTarnoros.
= LUlenkHuTe 3Ha4ok -. Cneayrowwmin ypoBeHb KaTanoros OyaeT CKpbIT.

P BblaenuTe y3nbl 1 Nankv Anst CKaHMPOBaHWS, yCTaHaBNMBasi COOTBETCTBYOLLNE
dnaxkun Ha TpebyeMoM ypOBHE KaTasoros:

Bo3MOXHbI cnegywuime BapmaHThbl Bbl60pa KaTasoros:

= Karanor c nogkatanoramu (4epHbi oraxok)

= TonbKko OTAenbHbIe NoAKaTanorn BHyTpy kaTanora (cepbii riaXxok, y nogkatanoros
YepHble axkn)

= bes kaTtanoros (6e3 dnaxkos)

Ecnu Bbl XoTUTE co3aaTh HOBbIM NPOdUSb CKAHUPOBAHUA:

+ o
P LllenkHnTe 3HAYOK Co3aaTtb HOBbIM NpodUnb.

=+ Cpean nmetomxca npocpunen nosensetca HoBbin npodpuns.

» [Mpyn HEOGXOAUMOCTU NEPEUMEHYITE NPOdUNb CKAHNPOBAHUS, LLENKHYB 3HAYOK

P OTmeTbTe y3nbl 1 Nanku, KOTopble HE0HBXOANMO NPOBEPUTL, NOCTaBUB (hraXxoK B
COOTBETCTBYIOLLEM MOfe.

Bo3MOXHbI cnegywuime BapumaHThbl Bbl60pa KaTasrioroB:

= Katanor c nogkatanoramu (4epHbIn driaxok)

=  TonbKo OTAenbHbIe NoAKaTanorM BHyTpy kaTanora (cepbivi riaXkok, y nogkatanoros
YepHble axkn)

= bes kaTtanoros (6e3 dnaxkos)

4.3.6 Mpamon nowck: MNownck Bnpycos v BpegoHocHoro MO ¢ nomoLybto
Drag&Drop

Mownck Bupycos n BpegoHocHoro MO ¢ nomowbto Drag&Drop:
v" OTkpoiTe LleHTp ynpasneHus nporpammel Avira.
P Bbligenute chann unum Kkatanor, KoTopbli He06Xo0ANMO NPOBEPUTD.

¥ epeTsaHUTe NeBOW KHOMKOW MbILWKW BblAENEHHbIN hanin unu BblaeneHHbI kaTanor
Ha LleHTpe ynpaBneHus.

=+ [losiButca okHo Luke Filewalker n 3anyctutcs npsiMon nowck.

~+ [lo okoH4YaHMKN NpoBepkM ByayT nokasaHbl pe3ynbTaThl.
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4.3.7 Tpsimon nomck: NMonck BMpycoB 1 Bpe[OHOCHbIX MPOrpamm C MOMOLLLbIO
KOHTEKCTHOIO MeHHo

MckaTb C NOMOLLbIO KOHTEKCTHOIO MEHHO BMPYCbl N BpeJOHOCHOEe Mo:

P LLlenkHUTE NnpaBoW KHOMKOW MbIlK (Hanpumep, B npoBoaHunke Windows, Ha paboyem
cTone unu B oTKpbiToM KaTanore Windows) no ganny unm katanory, KOTopbii Bbl
XOTUTE MPOBEPUTD.

=+ [loaBnTcA KOHTEKCTHOE MeHto nposoaHuka Windows.

P B KOHTEKCTHOM MeHo BblbepuTe MpoBepuUTh BbiOpaHHble (hainbl ¢ NOMOLLbIO
Avira.

=+ [losiButcs okHo Luke Filewalker n 3anyctutcst npsiMmon nowck.

~+ [lo okOH4YaHMWN NpoBepKM ByayT NokasaHbl pe3ynbTaThl.

4.3.8 lMpsimon nomnck: ABTOMaTUUYECKNI MONCK BUPYCOB M BpegoHocHoro 10

Yka3aHue

[Mocne ycTaHOBKM B NiiaHMPOBLLMKE YCTaHaBnmBaeTcs 3agada Complete
system scan: Yepes3 pekoMeHayeMbIE€ MPOMEXYTKN BPEMEHN aBTOMATUYECKM
NPOBOANTCA NOSIHAA NPOBEPKA CUCTEMBI.

Bbl co3gaeTe 3agavy, C NOMOLLbIO KOTOPOW Bbl 3ajaeTe aBTOMaTUYECKMUIA NOUCK BUPYCOB M
BpenoHocHoro l0O:

P B ueHTpe ynpaBneHus HaxxmuTe Bo BKragke Administration > Scheduler.

» HaxmuTe nukTorpammy * nsert new job.
=+ [losiButcs gnanorosoe okHo Name and description of the job.
P BBeauTe MMs 1 onucaHue 3agayn.
¥ Haxmute Next.
=+ [losiBuTcs gnanorosoe okHO Type of job.
P BbiGepute cTpoky Scan job.
¥ Haxmute Next.
=+ [losButca guanorosoe okHo Selection of the profile.
» Bbibepute npodusb AN NPOBEPKMU.
¥ Haxmute Next.
=+ [losiButcs gnanorosoe okHO Time of the job.
» Bbibepute Bpemsi NpoBeaeHUs TPOBEPKM:

= Immediately
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= Daily

= Weekly
= Interval
= Single
= Login

» B 3aBucUMOCTM OT BblGOpa 3aaariTe Bpemsi.

P [Npn HeoOGXx0AMMOCTHM BbIOEpUTE CrieayHoLLyHo OOMNOMHUTENbHY ONUUIO (4OCTYMNHA B
3aBMCUMOCTM OT 3agaun): Repeat job if time has expired

~+  BbINOMHATCA 3afa4u, CPOK BbIMOMHEHMS KOTOPbIX YKe NPOLUES, HO OHU He
Mornm 6bITb 3anyLLeHbl B Ha3Ha4YeHHOe BpeMsi, HanpuMep ecnv KoMnbloTep Obin
BbIKMIOYEH.

P Haxmute Next.
=+ [losiButca gnanorosoe okHO Selection of the display mode.
¥ BbibepuTte pexum oTobpaxeHus 3agayu:

» invisible: HeT okHa 3apgayn
= minimized: TONbKO NPOrpecc BbINOSIHEHMS
= maximized: Bce OKHO 3aJa4u

P Buibepute onumto Shut down computer if job is done, ecnu Bbl xoTuTe
aBTOMAaTMYECKM OTKIMIOYNTE KOMMBIOTEP, KaK TONbKO 3adada OyaeT BbiNofHeHa u
3aBepLueHa.

Onuusa goctynHa B MUHMMN3MPOBAHHOM U MaKCUMW3NPOBAHHOM pPeXume
oTobpaxeHus.

P Haxmute kHonky Finish.

—+ HoBoe ycTaHOBneHHoe 3agaHne OyaeT OTMEYEHO raniovkon kak akTMBMPOBaHHOE
Ha cTapToBOW CTpaHuue pasgena Administration > Scheduler.

» ﬂeaKTMBMpyﬁTe 3agayun, KoTopble HE OO0JTXHbI BbINOJTHATBLCA.

Wcnonb3ys cneayolumMe CMMBOIbI, Bbl MOXeTe 06paboTaTh 3agaHus:

u npOCMOTpeTb CBOWCTBA Ka)Xaoro 3agaHus

N3meHeHne 3agayn
x

YpnaneHue 3agaumn
>

3anyctuTb 3agadvy

a
OcTaHoBUTbL 3agavy
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4.3.9 UeneHanpaBneHHoe CKaHMPOBaHME PYyTKMTOB U aKTMBHOIO BPeOHOCHOr0
Nno

[nsa ckaHMpoBaHUS aKTUBHbLIX PYTKUTOB UCMONb3YNTE NpeayCTaHOBNEHHbIN NPOodUnb
ckaHnpoBaHug MNMouck "pyTkMToB" U akTUBHOro BpegoHocHoro [O.

nOpﬂ,D,OK cncremMaTn4eckoro CKaHmpoBaHMA Ha Harindme akTUBHbIX PYTKUTOB:

¥ B ueHTpe ynpaBneHus Bblbepute pasgen besonacHocmb KoMrbiomepa > System
Scanner.

=+ [losiBATCS npenycraHoBI1€HHbIE I'IpOCbVIJ'IM CKaHMpoOBaHWA.

P BuibepuTe npeaycTaHOBEHHbIM NPodunb ckaHmpoBaHus Mouck "pyTKMTOB™ 1
aKTMBHOro BpegoHocHoro Mo.

» |_|pl/l HeobxoaAMMOCTHM BblaennTe apyrue y3nbl U nankun gnd CKaHnpoBaHUA,
yCTaHOBMB (*)J'Ia)KOK Ha ypOBHE MNarku.

P LlenkHute 3Hadok (Windows XP: L , Windows Vista: 'q‘).
=+ [losiButca okHO Luke Filewalker n 3anyctuTcsi CkaHMpoBaHWe CUCTEMBI.

~+ [lo OKOHYaHMWN CKaHNPOBaHUS oTobpakatoTcs pesynbTaThl.

4.3.10 PearnposaTb Ha HaWAEHHbIE BUPYCbl N BpegoHocHoe 10

[N oToenbHbIX KOMMOHEHTOB 3aLUMTbI NporpamMmbl Avira B HACTponKax MOXHO HacTpoUTb
HdencTBna npu o6HapyXeHUn, 310 3HaAYUT, Kak ByaeT pearnpoatb Avira npu
oBHapyxeHun BUpyca Unn BpeaoHOCHOW NporpaMmmbl.

[ns komnoHeHTa ProActiv Real-Time Protection He cywecTByeT HacTpanBaembIX Onunii
aencteus: obHapyxeHne Bcerga otobpaxaeTtcsa B okHe Real-Time Protection:
noao3putenbHoe NoBeAeHUe NMPUNoXKeHUA.

Onuwun gencteua gns System Scanner:

e WHTepakTUBHbLIN

B nHTEepakTMBHOM pexume obHapyXeHHble System Scanner 06bekTbl MOKa3biBakOTCA
B ANAnNoroBOM OKHe. OTa HaCTPOWKa BKIOYEHA NO YMONYaHMIO.

Mpn npoBepke System Scanner No 3aBepLUeHM NPOBEPKM BblaaeTcs
npeaynpexaeHne co CNMCKOM 0BHapy>eHHbIX dhannos. C NOMOLLbI0 KOHTEKCTHOMO
MEHI0 Bbl MOXeTe BblOpaTb AeNCTBUE AN1s N0A03PUTENBHBLIX MY NMHOULMPOBAHHbIX
annos. Bbl MOXeTe NpuMeHUTb BbIDpaHHOE AencTBmne KO BceM hannam unm
3aBepwunTb paboTy ckaHepa System Scanner.

e ABTOMaTUYECKUMN

B aBTOMaTmnyeckom pexunme npu obHapyxeHun Bupyca nnm BpeaoHOCHOM
nporpaMmmbl aBTOMaTUYECKM BbINOSTHAETCA OEeNCTBME, KOTOPOe Bbl MpeaBapuUTeribHO
BblGpanu.
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Onuwun gencteua gns moayns Real-Time Protection:
e WHTepakTUBHbLIN

B nHTEepakTtuBHOM pexume BnokmpyeTca A0CTYN K AaHHbIM 1 NOKa3blBaeTCH
yBeZloMNneHne Ha paboyem ctorne. B yBegomneHun Ha paboyem cTone Bbl MOXeTe
yaanuTb HangeHHoe BpenoHocHoe 10 nnu nepegatb BpegoHocHoe 10O ¢ nomoLbio
kHonkn MoapobHo ckaHepy System Scanner ansa gononHUTeNnbHon o6paboTku
Bupyca. System Scanner coobliaeT 06 obHapyxeHUn B OKHe, B KOTOPOM BaMm B
KOHTEKCTHOM MEHI0 AOCTYMNHbI pasnuyHble onuumn Ans obpaboTkn COOTBETCTBYIOLLErO
danna (cm. OBbHapyxeHue > System Scanner).

« ABTOMaTUuYeECKUn

B aBTOMaTnyeckom pexvme npm obHapy>XeHnn Bupyca unm BpegoHOCHON
nporpaMmbl aBTOMaTUYECKN BbINOMHAETCS AeNCTBME, KOTopoe Bbl Bbibpanu B aTon
obnacTtu.

Onuun pencteua ans Mail Protection, Web Protection:

e WHTEepakTUBHbLIN

B nHTEpakTMBHOM pexume npu oBHapyXeHnun BUpyca unm BpegoHOCHOW NporpaMmmbl
oTobpaxaeTcsa AManoroBoe OKHO, Npegnaratoliee Ha Bbloop HECKOSbKO AENCTBUN
Hag MHPMUMPOBAHHBbIMM OO bEKTaMKN. DTa HAaCTPOMKa akTMBMPOBaHA MO YMOSYaHMIO.

e ABTOMaTHM4YeCcKUMn

B aBTOMaTMuyeCcKkom pexmme npu obHapyxeHun supyca unm BpeaoHOCHOM
nporpaMmbl aBTOMaTUYECKN BbINOMHAETCS AENCTBME, KOTOPOE Bbl NpeaBapuUTENbHO
BbIGpanu.

MHTepaKTUBHbLIN peXum

P B MHTEpaKkTUBHOM pexmnme npu obHapYyXeHUM BUPYCOB UITM BPEAOHOCHbLIX Mporpamm
B yBEJOMJSIEHMM Bbl MOXeTe BbibpaTh [lencTtBUE ¢ UHPULMPOBAHHbLIMU
o6GbeKkTamu 1 noaTBEPAUTL CBOWN BbIOOP HaxaTnem kHonku MoarBepaunTb.

Bbl MOXeTe BbIGpaTb OAHO U3 cneayoLwmnx AeNCTBUN:

Yka3aHune

Mpeanaraemble AENCTBUSA 3aBUCAT OT ONEPALMOHHON CUCTEMbI, OT 3aLLUMTHbIX
komnoHeHToB (Avira System Scanner, Avira Real-Time Protection, Avira Malil
Protection, Avira Web Protection), koTopble coobatoT 06 oGHapyXeHHbIX
BMpYyCax U BPeOOHOCHbIX NporpaMmmax.

Henctena mogyns System Scanner un Real-Time Protection (6e3 o6HapyxeHuit ProActiv):

e Jleuntb

®ann 6ygeT BbifeyeH.
OTy onumo MOXHO BblbpaTb, ecnn nedyeHne danna BO3MOXHO.
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o [lepeunmeHoBaTb

dann nepenmeHoBbiBaeTcs B *.VIR. [Npamon goctyn K aTomy danny (Hanpumep, ¢
MOMOLLIbIO ABOMHOIO LENYKa) CTAaHOBUTCA HEBO3MOXEH. Parnbl MOryT ObiTb NO3Xe
BblfleYeHbl 1 NepemMMeHoBaHbl 06paTHO.

o KapaHTuH

dann ynakoBbIBaeTCs B crieumarnbHbin popmMart (*.qua) n nepemeLtaeTcd B narky
kapaHTuUHa INFECTED Ha BalueMm >XeCTKOM AucKe, YTObbl NCKIYUTL NPSAMOW
poctyn. ®annbl 3 aToM Nanky MoryT BbITb NO34HEE BblfleYeHbl UK, B Criyyae
HeobXxo4MMOCTK, OTNpPaBneHbl KomnaHum Avira.

e Ypanutb

dann yganseTca. OTOT NpoLecc 3Ha4YMTeNbHO BbICTpee, Yem nepenucaTb U
yAanuThb.

Mpn oBHapyXeHnM YCTaHOBOYHOIO BUpYCa yaanseTca 3arpy304HbIN CEKTOP.
3anncbiBaeTCst HOBLIN 3arpy304HbI CEKTOP.

e [ponyctutb

[pyrne gencreusi He BbIiNONHATCA. IHUUMpoBaHHbIM doan 6yaeT akTUBEH B
BalLIen cucTeme.

e [lepenucatb n yganutb

dann neperincobiBaeTcd, 3aMeHAeTCA CTaHAaPTHbLIM LAaBIOHOM U yaoanAaeTcA. OH He
MOXET ObITb BOCCTAHOBJIEH.

MpeaynpexaeHue
OnacHocTb noTepu NHpopmMaunmn n HaHeCceHNa Bpeaa onepaumoHHon cucteme!
Wcnonb3yinTte onuumio NMponycTUTb B UCKNIOYNTENBHbLIX Cyvasix.

« Bcerpa urHopupoBatb

Hencteus npn obHapyxeHun supyca moaynem Real-Time Protection: gpyrue
AeNCTBUS He BbINONHATCA. [locTyn K panny paspeluaetcs. [ipyron AoCTyn K 3TOMy
danny 6ygeT paspeLueH, 0 Hem He ByaeT coobuiatbes A0 nepesanycka CUCTEMbI
1M oo obHoBNeHNa hanna BUPYCHbIX CUTHATYP.

« KonupoBaTb B KapaHTUH
Henctene npn obHapyxeHun Rootkits: nporpamma konnpyeTcs B KapaHTUH.

« BoccTaHoBneHue 3arpy3o4Horo cektopa | 3arpyska nporpamMmmbi
BOCCTaHOBJIEHUA

[encTeus npu 0GHapYKeHUN MHDPULIMPOBAHHbIX 3arpy304HbIX CEKTOPOB: AOCTYMNEH
PEMOHT MHULUMPOBAHHbIX AMCKOB. ECnu BoccTaHOBNEHUE C NMOMOLLbIO NPOrpamMMmbi
Avira HEBO3MOXHO, MOXHO 3arpy3vTb crneLunanbsHyo Nnporpammy Ans obHapyxeHus 1
yOaneHusi BUPYyCoB 3arpy304HOro cektopa.
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Yka3aHue
Mcnonbayemble eNCTBUA HE MOTYT BbITb MPUMEHEHBI K paboTatoLmm
npotieccam.

Hencteus mogynsa Real-Time Protection npu o6HapyxeHun komnoHeHTa ProActiv
(coobLueHre 0 Nogo3pUTENbHBIX AENCTBUAX NPUNOXKEHUS):

 BbICOKOHageXHbIN NOCTAaBLLUK

BbinonHeHne nporpammel npogorixaetcs. Nporpamma gobaBnseTcsa B CAUCOK
paspeLLeHHbIX MPUNOXEHUN 1 BornbLue He NpoBepsieTcst KOMNoHeHTOM ProActiv. Mpu
pobaBneHnn B CMMCOK paspeLleHHbIX NporpaMM ycTaHaBNMBaeTCsa TUM KOHTPONS
Codepxumoe. OTO 03Ha4aeT, YTO NporpaMmma He ByaeT NPoOBEPATLCSA KOMMIOHEHTOM
ProActiv Tonbko npy HEN3MEHHOM COAEPXKMUMOM (CM. DUNLTP NPUIOKEHNSA:
NckntoYeHHble NpUnoXeHns).

« EauHOXAbLI 6NokMpoBaTh NporpamMmmy

lMporpamma 6riokupyeTcs, T.e. BbINOSTHEHUE NPUNoXeHns 3asepluaetcad. KoOMNoHeHT
ProActiv npogosmkaeT KOHTpONMpoBaTh 4ENCTBUSA NPOrpamMMmbl.

« Bcerpa 6nokupoBartb 3Ty nporpammy

Mporpamma 6rioknpyeTcs, T.e. BbINOSTHEHNE NPUNoXeHnsa 3aBepLuaeTtcs. MNporpamma
nobaBnseTca B CNUCOK BNoKnpyemblx NpUnoXxeHun n 6onblue He byaeT
BbINOSTHATBLCA (CM. PUNbLTP NpUNoXeHnin: BnokMpyemblie NpunoxeHns).

« [ponyctutb

BbinonHeHue nporpammel npogosmkaetcs. KomnoHeHT ProActiv npogorkaeT
KOHTPONMpOBaTb AENCTBUS NPOrpamMMbl.

Hencteus moagyna Mail Protection: Bxogsawume nncema
o [lomMmecTUTb Ha KapaHTUH

Mncbmo co Bcemu NpunoxeHmsamu nomellaeTca Ha KapaHtuH. MHduumpoBaHHoe
NMCbMO ygansaeTtcs. Teno nucbma v NpPUnoXeHUs K HeMy, eCrnin OHU eCTb,
3ameHsaTca CTaHaapTHLIM TEKCTOBLIM LLIABSIOHOM.

e Ypanutb NUCbMO

MH(*)I/ILI,I/IpOBaHHOG NMMCbMO yaanAaeTcC4. Teno nucbma 1 BO3MOXHbIE NpUNoXXeHns
3aMeHAKTCA CTaH,EI,apTHbIM TEKCTOBbIM LLAONOHOM.

e Ypanutb npunoxeHune

MHC*)MLI,I/IpOBaHHoe npunoXxeHme 3amMmeHAaAeTCcA CtTaHaapTHbIM TEKCTOBbLIM LLabIoHOM.
Ecnu noBpexageH TeKCT NNcbMa, TO OHO yaandeTcAa N 3aMeHAETCA TEKCTOBbIM
wabnoHoM. MNrucbmMo gocTaBnseTcs agpecary.

« [MomectTuTtb npunoXxeHume Ha KapaHTUH

NHduumpoBaHHOE NpunoXeHne NoOMeLLaeTcsl Ha KapaHTWH, a 3aTeM yaansiercs
(3ameHsieTcs cTaHAApPTHLIM TEKCTOBLIM LWabnoHom). TekCT nucbMa A4oCTaBnseTca
agpecaty. VIHb1umMpoBaHHOE NPUNoXeHNe MoXeT ObITb NO3Ke [OCTaBEHO
agpecarty us MeHemkepa kapaHTUHa.
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e [ponyctutb
NHduumpoBaHHOEe NUCbMO AOCTaBnseTCs agpecary.

MpeaynpexaeHue

Takvm obpasom B BaLLy CUCTEMY MOTYT NPOHUKHYTb BUPYCbl U BPEOOHOCHbIE
nporpammbl. Belbupante onumio MponycTUTb B UCKITOUYNTENBHBIX ClyYasX.
Beikntounte npeasaputensHbii npocMmoTp B Microsoft Outlook, HY B koem
cny4yae He 3arnyckanTte NpUnoXeHuUs ABOVHbBIM LestyKkom!

Hencteua moayns Mail Protection: Mcxogsauwme nucema

e [lomecTUTb NUCLMO Ha KapaHTUH (He OTNPaBNATbL)

MucbMOo co BCeEMM BNOXEHUAMM NoMellaeTcst Ha KapaHTuH 1 He oTnpaBnsaeTcs.
Konus nncema octaetcs B narnke ¢ ucxogsawmmm nucbMamu. B noytoson nporpammve
OyneT BblgaHo coobuieHne 06 owmnbke. Mpu kKaxxgon nocneayrowen oTnpasBke C
BalLIEro agpeca 3To NMCbMo ByaeT NPoBEPSATLCSA Ha BUPYCI.

« bBrnokupoBaTtb no4Ty (He oTNPaBNATbL)

Mucbma He ByayT OTNpaBNATLCH, OCTaBasiChb B Nanke ¢ Mcxogsiuemn
KoppecnoHaeHuuen. B noytoson nporpamme 6yaeT BblgaHo coobuleHne o6 owmbke.
Mpwn kaxxgon nocnegytowen oTnpaske ¢ Balwlero agpeca 3To NMcbMo GyaeT
NpoBEpPATLCSA Ha BUPYCHI.

o [ponyctutb
NHdrumnpoBaHHoe NucbMo 6yaeT oTnpaBreHo.

MpeaynpexaeHue
Tak BupycCbl 1 Bpe4OHOCHbIE NporpaMmmMbl MOTYT MOMacTb B KOMNbIOTEP
nosiyyatens nucbma.

Hencteua moayns Web Protection:

o 3anpetutb gocTyn

3anpolleHHas Beb-cepBepoM CTpaHuLa Unv nepefaHHble AaHHble U pansnbl He
OyayT nepeHanpaBneHbl Bawemy bpaysepy. B okHe Beb-Opay3epa otobpaxkaeTca
nHpopmMaumsa ob oTkase B JOCTyne.

o KapaHTuH

3anpolueHHasa Beb-cepBepoM CTpaHuLa v nepeaaHHble gaHHble U dannbl byayT
nomeLLeHbl Ha kKapaHTuH. ®ann MoxeT ObiTb BOCCTAHOBIIEH U3 MEHeXepa
KapaHTWHa, eCrin B 3TOM BO3HUKHET HEOOXOOMMOCTb, UM €r0 MOXHO OTNPaBUTb
pa3paboTyuKy - B LEHTP UCCreaoBaHUsS BUPYCOB KOMMaHmm Avira.

o [ponyctutb

3anpolueHHasi Beb-cepBepoM CTpaHuLa Unu nepegaHHble AaHHble U ansbl
otnpasnatTca mogynem Web Protection Bawemy Be6-6pay3sepy.
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MpeaynpexaeHue
Takum o6pas3om B BaLly CUCTEMY MOTYT MPOHUKHYTb BUPYCbl U BPEAOHOCHbIE
nporpaMmmsl. Beibuparnte onuuto MponycTUTb B UCKNIOYNTENBHbIX CITyYasix.

Yka3aHune
Mol pekomeHayem nomelatb Ha KapaHTUH No4o3puUTenbHble oannbl, KOTopble
HEBO3MOXXHO BbINeYnTb.

Yka3aHue

OTtnpaBbTe Ham 4ns NpoBepkM annbl, OTMEYEHHbIE 3BPUCTUKON.
3arpyaute ux Ha Haw cauT: http://www.avira.ru/sample-upload

dannbl, 06HapyXeHHble 3BPUCTUKON, OTMeYeHbl 0603Ha4YeHnem HEUR/ nnu
HEURISTIC/ nepeg umeHem cdarina, Hanp.: HEUR/testdatei.*.

4.3.11 KapaHTuH: ObpalieHue ¢ bannamm (*.qua) Ha KapaHTUHe

O6palueHure ¢ gannamm, NOMELLEHHbIMU Ha KapaHTUH:
P B LeHTpe ynpaBneHus Haxxmute BblibepuTe BO BKNaake YrpaeneHue > KapaHTUH.
P lNpoBepbTe TMN annos, YTOOLI Bbl MO 0O6paTHO 3arpy3nTb Ha Ball KOMMNbIOTEP UX
opurmHansl.

Ecnn Bam Heobxoamma 6onee nogpobHasa nHpopmaums:

P Bbligenute cdann u Haxmnte .

=+ [losiBuTcs gnanorosoe okHo CBOUCTBA C AOMOMHUTENBHOM MHbOpMaLmen o
danne.

Ecnu Bbl XOTUTE NpPOBECTN NOBTOPHYHO NPOBEPKY dhanna:

lMpoBepka channa Heobxogmma, ecnun darn BUPYCHbIX CUrHaTyp nporpaMmmbl Avira 6bin
OBGHOBINEH U CyLLLECTBYET NOAO3PEHME O JIOXXHOM cpabaTbiBaHuu. [1pn NOBTOPHON
NpoBepKe Bbl MOXETEe NOATBEPAUTL JIOXHOE cpabaTbiBaHMe N BOCCTaHOBUTL doans.

P Bbligenute cdann u Haxmmute P .

=+ [lpu HacTpourke NPSAMOro rnovcka dpans npoBepsieTCA Ha BUPYCbl N BPEeJOHOCHbIE
nporpaMmmbl.

~+ [locne npoBepku nosiBUTCSA Avanor CtaTucTuka npoBepKU, KOTOPbIi
nokasblBaeT CTaTUCTMKY O COCTOSIHMK chbaina nepes NOBTOPHOW NPOBEPKO U
nocre Hee.
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Ecnu Bbl XoTUTE yaanutb hann:

» Bbigenute canin n HaxmuTe

» MNoaTtBepauTe kHonkon Oa.

[ns 3arpysku panna Ha aHanu3 Ha Beb-cepBep B LIEHTP UCCeaoBaHNin BUPYCOB
KomnaHuu Avira:

¥ OTmeTbTe halin, KOTOPbIN Bbl XOTUTE 3arpy3unTb.

P Haxmure -

=+ OTKpoeTcs ananor Beiepy3ka ¢hatina ¢ popMynapomM st BalnMX KOHTAKTHbIX
AaHHbIX.

» BBeauTte nonHble gaHHbIe.

» BbiGepute Tun MogosputenbHbin chann, NMopgospeHue Ha unu JloxxHoe
cpabaTbiBaHue.

P Buibepute cpopmat otBeta: HTML, Text, HTML & Text.
P HaxmuTe kHonky OK.

=+ dann 3arpyxaeTcq B 3aapXMBMpoBaHHOM Buae Ha Beb-cepBep B LIEHTP
nccnegoBaHnin BUPYCoB KomnaHum Avira.

Yka3aHune

B cneayowmnx cnyyasax pekomeHayeTcs aHanus LeHTtpa Avira Malware
Research Center:

dBpUCTUYECKOE coBnaaeHue (noao3putenbHbIA ¢phann): BO BpeMs
npoBepkn nporpamma Avira pacrnosHarna ann Kak nogo3puUTenbHbIN U
nomMecTura ero B kKapaHTuH: B ANafioroBOM OKHe Unu B dpanne otyeta o
npoBepke bbinia pekoMeHgoBaHa npoeepka danna ueHTpom Avira Malware
Research Center.

Mopo3putenbHbIn ¢hann: Bol onpegenvnu dann kak nogo3puTeribHbIn U
NO3TOMY MOMECTUNN €ero Ha KapaHTUH, O4HaKO NpoBepKa hansna Ha BUPYChI
roBoput 06 obpaTtHoOM.

NMopo3peHue Ha JloxxHoe cpabaTbiBaHMe: Bam kaxeTcs, 4To npu
obHapy>xeHun BUpyca MMeeT MeCTO fIOXXHOe cpabaTbiBaHWe: Balla nporpamMmma
Avira coobuaeTt 06 obHapyXeHUn BUpyca C BbICOKON BEPOATHOCTLIO TOrO, YTO
dhann He NoBpeXxaeH BpeaOHOCHOW NporpamMmMon.

Yka3aHue
Bbl MOXeTe oTnpaBuTb He3aapXmMBMPOBaHHLIN dhann pasmepom go 20 M6 mnnm
3aapxmBMpoBaHHbIA dhann pasmepom o 8 M6.
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Yka3saHue
Bbl MOXeTe 3arpy3uTb TONbKO OANH dhans.

Ons KonnpoBaHWA obbekTa 13 KapaHThHa B /:l,pyr0|7| KaTtanor:

Ly
P Bbloenute o6beKT kKapaHTUHA U HaXXMUTe

=+ OtkpoeTcsa gnanor Search folder, B kKOTOpOM MOXHO BblBpaTb HYXXHYIO Narky.

» BbiGepuTe nanky, B KOTOPYH HEOOXOAMMO CKONMPOBaTb OOBEKT KapaHTUHA U
noaTeepanTe Bblbop HaxaTemOK.

~+ BblaeneHHbl 06bEKT KapaHTMHA COXpaHsieTCs B yka3aHHOM KaTarore.

Yka3aHune

O6beKT kapaHTUHa He ByaeT MAETHUYHLIM BOCCTaHOBNEHHOMY dhanny. O6bekT
KapaHTMHa 3aWwngpoBaH N He MOXET ObITb BbIMNOMHEH UMW CYUTAH B
nepsoHa4anibHOM doopmare.

OKCNopT CBOMNCTB 00beKTa KapaHTUHA B TEKCTOBbLIN dhann:

¥ Bblgenute 00beKT KapaHTUHA U HaXXMUTe
=+ OTKpoeTCsl TEKCTOBbIM ¢hain ¢ AaHHbIMUK O BbIOpaHHOM 00beKTe KapaHTUHA.
P CoxpaHuTe TEKCTOBbIV doawn.

dannbl B KapaHTMHE MOXHO BOCCTaHOBUTL (CM. rnaBy: KapaHTuH: BocctaHoBneHve
dannoB B KapaHTUHE).

4.3.12 BocctaHoBneHue haliioB B KapaHTUHE

B 3aBMCMMOCTK OT onepaumoHHOM CUCTEMBI 49 BOCCTAHOBNEHNA (hanna JOCTYMNHbI
PasnuYHbIE 3HAYKN:

e B Windows XP:

. O C nomoLLpbto 3TOro 3HaYKa BbINOMHSAETCS BOCCTAHOBINEHNE (hairnos B
nepBoOHaYanbHylo nanky.

. C C nomoLLbto 3TOro 3Hadka gpannbl BOCCTaHaBNMBAOTCA B yKa3aHHYIo nariky.

e B Windows Vista:

B Microsoft Windows Vista yepes LleHTp ynpaBneHns AoCTymnHbl TONbKO
orpaHvyeHHble rnpasa, HanpuMmep, Ana ocTyna K nankam v gannam.
OnpepgeneHHble AeNCTBMSA U AOCTYN K dharnam AocTynHbl yepes LleHTp ynpasneHus
NPy HaNMyMn pacLUNpeHHbIX NpaB agMUHUCTpaTopa. ATU pacLUMPEHHHbIE NpaBa
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agMuHUCTpaTopa HeobxoaMMo NpefoCTaBNSATb B HaYane Kaxaoro CKkaHMpoBaHUS
yepes Npodurb CKaHMPOBaHUS.

L ]
. € C nomoLLpbto 3TOro 3Hayka channbl BOCCTaHABNMBAOTCA B yKa3aHHYHO nanky.

. C"C MOMOLLbIO 3TOrO 3HaYKa BbINOSHSAETCSH BOCCTAHOBMEHMEe hairos B
nepBoHavarnbHyto nanky. Ecnu gns goctyna K aToi nanke Heo6xoanmbl
pacLUMpeHHble NpaBa agMUHUCTpaTopa, oTobpaxkaeTcss COOTBETCTBYHOLLMIA 3anpoc.

BoccraHoBneHue painos U3 KapaHTUHa:

MpeaynpexaeHue

OnacHocTb noTepu nHpopMaunn n HaHeCceHnsa Bpeaa onepaumoHHon cucteme!
Ncnonbayite dyHKLMIO BoccTaHOBUTL BbIOpaHHbLIN OOBHEKT TOMLKO B
UCKMIOYUTENBHBIX crnyyasX. BocctaHaBnuBanTe TOMNbKO Te dpannbl, KOTOpble
MOryT ObITb BblSIeYEHbI MPU NOBTOPHOM MPOBEPKE.

v" daiin npoBepeH NOBTOPHO U BbINEYeH.
P B ueHTpe ynpaeneHus Boibepute pasgen YITPABJ/IEHUE > KapaHTUH.

MpumeyaHue
OreKTPOHHbIE NMUCbMa U BIIOXKEHUSA BOCCTAHABNMBAIOTCS TOSIbKO C MOMOLLbHO

dyHKLMN C , ecnn hann nmeeT paclumpeHne *.eml.

Mopapok BocctaHoBNeHUA ¢aiina B €ro NpeXKHIo Nanky:

» Bbligenute cdann u wenkHute 3Hadvok (Windows XP: O , Windows Vista: C").

OTa hyHKUMA HEeQOCTYNHA A4S 3NEKTPOHHbIX NMUCEM.

MpumeyaHue
ONEeKTPOHHbIE NMUCbMa U BIIOXKEHUS BOCCTAHABNMBAIOTCS TOSIbKO C MOMOLLbHO

yHKLMN C , ecnn (hann nmeeT paclumpeHme *.eml.

=+ OTobpaxkaeTcsa BONPOC, XOTUTE NN Bbl BOCCTAHOBUTL doansn.
» LlenkHuTe Aa.

=+ Gann 6ygeT BOCCTAHOBIEH B Marnky, U3 KOTOPOW OH Oblfl NOMELLEH Ha KapaHTUH.

Mopsgok BoccTaHOBNEHUSA dpanna B ornpeaerieHHyo nanky:

CI‘ .

¥ Bbloenute cdanin u LWenkHuTe
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=+ OTobpaxaeTcsa BONPOC, XOTUTE NN Bbl BOCCTAHOBUTL doannn.
¥ LlenkHuTe Aa.

=+ OTtob6paxaeTtcsa ctaHgapTHoe okHo Windows CoxpaHumb Kak onsi Bblbopa
nanku.

P BuibepuTte nanky, B KOTOPYO HEOOXOAMMO BOCCTAHOBUTL doain, NoATBeEpANTE
BbIOOP.

~ daiin 6yaeT BOCCTAHOBIEH B YKa3aHHYH Marnky.

4.3.13 KapaHTuH: [TomecTnTb NO[03pMnTENbHBIN (hain Ha KApaHTUH

Bbl MOXeTe noMmecTuTb I'IOﬂ,OSpVITGJ'IbeIVI (*)aVIﬂ Ha KapaHTUH BPY4YHYHO:

» B ueHTpe ynpaBneHus HaxxmuTe Bbibepute BoO BKNnaake YnpaeneHue > KapaHTUH.

P Haxmute
=+ [losiBUTCS cTaHAapTHOE OKHO Bblbopa dhannios Windows.

P Buibepute HeobxoaumbI doann n NnoaTeepanTe cBol Bbioop OTKPbITD.
=+ ®dann nepemMecTuTCs B Narnky KapaHTuHa.

dannbl B KapaHTUHE MOXHO NpoBepUTb Nporpammon Avira System Scanner (cm. rnaBy:
KapaHTnH: ObpalueHne ¢ pannamm (*.qua), NOMELLEHHbIMU Ha KapaHTUH).

4.3.14 Mpodunb noncka: JobaBnTb Um yaganntb Tn darina n3 npoduns nomcka
Onpegenute, kakue Tunbl annos HeobxoanmMo 406aBUTL B MPOBEPKY UMM UCKITIOYUTL U3
NPOBEPKN (BO3MOXHO NpK BbIOOPE BPYYHYIO U CAMOONpPeaensatoLWwmMxcs Nnpodunsax noucka):

v' Bbl HAxoOWTeCh B LIEHTPe ynpaBrieHns Ha Bknaake besonacHocms KOMbromepa >
System Scanner.

P LLlenkHUTE NpaBoW KHOMKOW MbILLM MO NPOCUII0 NOUCKA, KOTOPLIN Bbl XOTUTE
obpaboTtaTb.

=+ [losIBUTCHA KOHTEKCTHOE MEHIO.
» Buibepute cTpoky ®unbTp danna.

P Pa3BepHUTE KOHTEKCTHOE MEHIO, HaXKaB Ha MarieHbKUA TPeYronbHMK Ha NpaBoM
CTOPOHE KOHTEKCTHOIO MEHH0.

=+ [logaeatcsa nyHkTbl Mo ymonyaHuto, NpoBeputb Bce channbl n HactpanBaetca
nonb3oBaTerieMm.

» BbiGepute cTpoky HacTpanBaeTcs nonb3oBaTenem.

~+ [losiBuTcs Ananorosoe okHo PaclumpeHus co cnuckom Bcex TUNoB ¢painos,
KoTopble ByayT NpoBepsTLCS Yepes Npodusib Noucka.

Ecnu Bbl XOTUTE UCKNIOYNTL TUMN PanIioB U3 NPOBEPKU:
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P BuiGepute TUN hannos 1 HaxMuTe YaanuTb.

Ecnu Bbl XoTUTE go6aBnTb TMN (hannos B NPOBEPKY:
P OTmeTbTe TMN halnos.
P Haxmute [lo6aBUTbL 1 BBEAMTE pacluMpeHne Tuna gannos.

MakcnmanbHas anvHa paclumpeHmns He MOXeT npesblwaTb 10 CMMBOSOB, He
CTaBbTe TOYKY Nepes pacwmpeHvem. [lonyctumbl cneumansHble cumeonbl (* 1 ?).

4.3.15 Mpodurnb noncka: CosgaHue spnbika ans npoduns noncka

C nomoLLbHo Apsibika NPSIMOM MOMCK MOXHO 3anycKkaTb HENOCPEeACTBEHHO C paboyero
CTOMa, He OTKPbIBasA LEHTP ynpasrneHust nporpammbl Avira.
CospaTtb Aprnbik K BeibpaHHOMY npodunto Ha paboyem cTone:

v" Bbl HAxoOMTeCh B LIeHTPe ynpaBneHusl Ha BKNnaake be3onacHocmbs KoMsomepa >
System Scanner.

} Bbibepute npoduib noucka, Ans KOTOPOro Bbl XOTUTE CO3AaTb APIbIK.

P HaxmuTe nukTorpammy

~+ [losiBUTCS ApnbIk Ha paboyem cTorne.

4.3.16 CobbITns: PunbTpoBaHue cobbiTU

B ueHTtpe ynpaenenus B YIIPABJIEHVE > CobbiTUA NokasbiBaoTCA BCE COOLITUS,
CO3aHHble KOMMOHEHTaMK nporpaMmmsbl Avira (Mo aHanorum ¢ MHAMKaumMen codbiTui
Baluen onepaumoHHom cuctemsl Windows). Humke npeacraBneHbl KOMAOHEHTHI
nporpaMmmbi:

« Web Protection

e Real-Time Protection
« Mail Protection

o Helper Service

e Scheduler

e System Scanner

e Moaynb o6HOBNEHUS
e ProActiv

OtobpaxatoTcsa cnegyowme Tunbl cObbITUN:
e Information

o Warning

e Error
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o Detection

dunbTpauunsa otobpaxkaembix cOObITUN:
P B ueHTpe ynpaBneHus Bbibepute BkNaaky YnpasneHue > CobbITUA.

P OTmeTbTe (hNakkom NporpaMMHbIe KOMMNOHEHTbI, YTOBbl 0TOGpa3nTb CobbITUS
aKTMBHbIX KOMMOHEHTOB.

- NN -

CHumute (b]'la)KOK C nporpaMmMHbIX KOMMOHEHTOB, 4YTOObI CKpbITb cobbiTna
AOeakTnBMpoBaHHbIX KOMMNOHEHTOB.

P OTMeTbTe naxkkoMm TUMbl COOLITUI, YTOObLI 0TOOPA3NTL UX.
- N -

CHuMUTE (hbnaxkok ¢ TMNOB COBLITUI, KOTOPbIE HEOBXOAMMO CKPbIThb.

4.3.17 Mail Protection: NckntounTb agpeca 13 npoBepKM

Bbl MOXeTe cocTaBuTb CNMCOK aapecoB (OTNpaBuUTeNb), KOTOpble HEOBXOAMMO UCKIIOYNTL
13 nposepkn moaynem Mail Protection (6ensin cnncok):

¥ B ueHTpe ynpaBneHus Bblbepute Bknagky MHTEPHET-BE30MNACHOCTb > Mail
Protection.

=+ B cnucke Bbl yBUANTE BXOASALLME NUCbMA.
P OTmeTbTe NUCbMa, KOTOpble Bbl XOTUTE MUCKMOUNTL 13 npoBepku Mail Protection.

P HaxmuTe Ha Heob6XoaUMBI CUMBOI, YTOObI UCKMIOYUTL NMUCLMO U3 NpoBepku Mail
Protection:

£ BbloeneHHbIV 3NeKTPOHHBIM agpec B AanbHenwem He byaeT npoBepsTbCs Ha
Hanu4ve BMPYCOB U BPELOHOCHbIX NPOrpamMm.

=+ BblaeneHHbln agpec B 3NeKTPOHHOM MMCbME BHOCUTCA B CMIMCOK UCKITIOYEHUI U
B JanbHeuweM He ByaeT NpoBepsATLCSA Ha HanMyne BUPYCOB U BPEAOHOCHbIX
nporpamMmm.

MpeaynpexaeHue
MoaTomy mckntoyanTe na nposepkn Mail Protection Tonbko HagexHble agpeca.

Yka3aHue
B koHdurypaumm Mail Protection > Obuiee > VicknoyeHuns Bbl MOXeTe BHECTU
AOMNoSHUTENbHbIE agpeca B CMMCOK UCKIMIYEHUN unn yaganuts oTTyada agpeca.
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5. O6HapyxeHme

5.1 O630p

Mpu oBHapyXeHnn BUPYCcOB NPOAYKT Avira aBTOMaTU4E€CKN MOXET BbINOMHATb
onpeaeneHHble AENCTBUS UMM pearnpoBaTbh NHTEPAKTMBHO. B MHTEpakTUBHOM pexnme
npv oGHapy>XeHNn BUpyca OTKPOETCHA Ananor, B KOTOPOM Bbl MOXeTe BblOpaTb, Kakoe
AeNCcTBME NPUMEHNTD K BUPYCY (YAanuTb, NPONYCTUTb W T.4.), U MHALMMPOBATb 3TO
aencteune. B aBTomaTnyeckom pexmme CyLlecTByeT BO3MOXHOCTb NPy 0BHapYyXeHUM
BMpYyCa BbIBOAUTb yBegoMIeHne. B yBegomneHumn otobpaxaeTcs AencTBue, KoTopoe
aBTOMAaTU4YECKN BbINIO NPUMEHEHO K OOBHEKTY.

3TOW rnaB.bl Bbl HAaNAeTe NogpobHy nHopMauuio 06 yBegomneHusx 06 obHapyxeHum
noJo3puTeNbHbIX 0O BLEKTOB, YNOPSAOYEHHYHO N0 MOAYIISM.

CM

CM

CM.

CM.

CM.

CM.

CM.

CM.

CM.

5.2

Mocne 3aBepLlieHna NpoBepkn moaynem System Scanner BblgaeTcs npeaynpexneHne co

. maey System Scanner: IHTepakTUBHbIN peXxnm

. may System Scanner: OTnpaska ¢pannos B Protection Cloud
rnasy Real-Time Scanner

rnaesy Real-Time Scanner lNogo3sputensHoe noseneHne
rnasy Mail Protection: Bxogsawwue nucema

rnaBy Mail Protection: Mcxogsawme nucbma

rnaBy OTnpagka no4tsl: CepBep

rnaBy OTnpaska noytsl: OTNpaBuTesNb

rnasy Web Protection

MHTepaKTUBHbIN peXXxnm

CMMUCKOM NH(PMLUMPOBaHHbIX (hannos, ecnu ans obHapyXeHust BUpycoB Obin BbibpaH
PeXUM UHMepakmueHbIl (CM. BKIaaKy HacTpoek System Scanner > Nouck > [lencrteus
npu obHapyxeHun).

C NOMOLLIbIO KOHTEKCTHOIO MEHIO Bbl MOXETE BblOpaTh AENCTBME AN KAXKO0ro

obHapyxeHHoro hanna. Bel MmoxeTe npMMeHnTb BblIbpaHHOEe OeNCTBME KO BCceM hbannam

unu 3aBepLumnTb paboTty ckaHepa System Scanner.

MpumevaHne
Mpwn BKNOYEHHOM MPOTOKONMPOBaHUM MoAaynb System Scanner 3anucbiBaeT
Kaxkgoe obHapyXeHue Bupyca B hans otyeta.
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5.2.1 lMNpepynpexpeHwe

Luke Filewalker £

E Buin obHapyxeH BUPYC WM BPENOHDCHAA NpOrpaMMa.

E Cnpaeka

Bribepute genctemre(s), koTopoe(bie) HeoDxo0AMMD BEINONHWTE,

DBHapyeHA

ORbexT | CRHapy#EHME OelcTENE

notepad_64bit. patched. .. | DOS RewriteBoota MoMECTWTE B KapaHTHH

I_ MHEI:IIIIDMEILMH O BUDYCaX

’ MPMMEHWUTE CEHYEC l ’ OTHMEHWMTE ]

5.2.2 O6Hapy>keHus, onbKn, npegynpexxaeHuns

B Bknagkax O6HapyxeHue, Owmnb6ku n NMpeaynpexaeHnUsa nokasbiBatoTCs COOOLLEHMS,
nogpobHasa nHpopmaumsa n onuum AeNCTBUM Ansg obHapyXeHHbIX BUPYCOB:

o OOGHapyxeHue:

= O6bekm: ma nHdpmnumpoBaHHoro canna
=  O6HapyxeHue: ima oBHapy>XeHHOro BMpyca unu BpeoHOCHOM NporpaMmmbl

= [lelicmeue: BoibpaHHOe oencTBmne, KOTopoe ByaeT NPUMEHATLCA K
MHULMpPOBaHHOMY hainny
B KOHTEKCTHOM MeHI0 AN BbIOpaHHOro 4EeNCTBUS MOXHO BblibpaTh AOMNOMHUTENbHbIE
BapuaHTbl 06paboTkm BpeaoHocHoro MO.

e Ownbku: CoobLieHns 06 owmnbkax, KOTOpble BO3HMKIM BO BPEMS NPOBEPKU

« MpeaynpexpaeHus: MpeaynpexaeHns kacatenbHO 0GHAPYKEHHbIX BUPYCOB

MpumevaHne
B cTpoke-noackaske ons obbekta oTobpaxaeTcs cnegyrowan nHpopmauus:
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UMA MHPMLMPOBAHHOIO dhansia 1 NosHbIN NyTb K HEMY, UMSA BUpYyca, enCcTBue,
BbINOSTHAEMOE NPU HaXaTun KHonku NMpuMeHnTbL cenyac.

Yka3saHue

B kauecTBe BbINOMHAEMOro 4enNCTBUS NO YMOSYaHUIo oTobpaxaeTcs
cTaHgapTHoe gencteue mogynsa System Scanner. CTaHgapTHoe gencreme
System Scanner ¢ MHpUUMPOBaHHBLIM (hafIoM COCTOUT B MOMELLEHUMN €r0 B
KapaHTUH.

5.2.3 KOHTEKCTHOE MEHIO AENCTBUM

MpumeyaHne

Ecnun obHapyxeHHbIN 06beKT Bbln onpeneneH CMCTEMON 3BPUCTUYECKOTO
noucka (HEUR/), 6bin cosgaH HeobblyHbIM nakosLwmkom (PCK/) nnu asnsaetcsa
dannom co ckpbiTbiM pacwmpeHnem (HEUR-DBLEXT/), To B MHTEpPaKTMBHOM
pexxMme OOCTYNHbI TONbKO onuuu Nomectutb B KapaHTuH U [NponyctuTs. B
aBTOMaTU4YeCcKoM pexnme obHapyXeHHbIN MHPULMPOBAHHLIN UK
BPEeAOHOCHbIN 06bEKT aBTOMaTMyeckn nomelaetca B KapaHtuH.

OTO orpaHuMyeHune npenaTcTByeT TOMY, YTOBbLI OOHapyKeHHbIe dhanrbl,
KOTOpble, BO3MOXHO, BbINIM OLLUMOOYHO OTHECEHBLI K BPE4OHOCHbBIM NporpamMmmam,
cpasy Xe yoansnucb U3 Bawlero komnbtoTepa. ®ann Mmoxet ObiTb B ntoboe
BpeMS BOCCTAHOBSEH C NMOMOLLBIO MeHepKepa KapaHTuHa.

JleunTb

Ecnu ata onuusa BkntodeHa, System Scanner nbiTaeTcs BbIeYUTb MHPULMPOBAHHbBIN
doann.

Yka3aHue
Onuuio JNleuntb MOXHO BbIGpaTb TONLKO, ECNY NeYeHne garna BO3MOXHO.

KapaHTuH

Mpwn BkNtoveHHOM onuumn System Scanner nepemelyaeT dpann B kKapaHTuH. ®ann
MOXeT ObITb BOCCTAHOBIEH MEHEPKEPOM KapaHTUHA, €CNu OH UMeeT
MHGOPMATUBHYIO LLEHHOCTb, UITM €M0 MOXXHO OTNPAaBUTb B LIEHTP UCCneaoBaHus
BUpYycoB komnaHum Avira. B 3aBuCMMOCTM OT TUNa panna B MeHepkepe KapaHTuHa
€CTb BO3MOXXHOCTb BblOOpa pasHbIX 4ENCTBUN.

Ypanutb

Ecnu onuusa BknoyeHa, ann ygandetcsa. 9Ta npoueaypa 3HauymMTenbHo bbicTpee,
YyeMm "nepenucaTb N yaanuTb".
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MNMepenucatb 1 yaanutb

Ecnu ata onuusa BkntoveHa, System Scanner 3ameHsieT bann ctaHgapTHbIM
wabnoHom, a 3atem yganseTt ero. OH He MOXeT OblTb BOCCTAHOBIIEH.

NMepenmeHoBaTb

Ecnu ata onuusa BkntoveHa, System Scanner nepenmeHoBbiBaeT dann. MNMpamon
AO0CTyn K aToMy doanny (HanpumMep, ¢ NOMOLLIbIO ABOWHOIO Lenyka) CTaHOBUTCSA
HeBO3MOXeH. Pann MoXeT BbITb NO34HEE BbINIEYEH N NepeuMeHoBaH 0b6paTHO.

Mponyctutb

Ecnu ata onuusa BkntodeHa, hann He noaBepraeTcs USMEHEHUAM.

Bcerga nrHopupoBaTtb

Hencteus npn obHapyxeHun supyca mogynem Real-Time Protection: gpyrune
AencTBus He BbinosHATCA. [locTyn K hanny paspewaetca. [pyron OCTYN K 3TOMY
Ganny 6ygeT paspeLleH, 0 Hem He ByaeT coobuaTbCs 40 nepesanycka CUCTEMbI UN
A0 0OHOBMEHNA (hansia BUPYCHbIX CUTHATYp.

MpeaynpexaeHue

Mpwn BbIGOPE onuun NUrHopuposaTh unu Beeraa nrHopupoBaTb
cooTBeTCTBYyHOLWME hannbl byayT HaxoanTbCA B CUCTEME B aKTUBHOM
COCTOSAHMM! DTO MOXET NPUUYNHUTL CYLLIECTBEHHbIN Bpen BalleMy KomnbioTepy!

5.2.4 OcobeHHOCTM npu 0bHapy>KeHUU MHDULMPOBAHHbIX 3arPy30UHbIX
cekTopoB, Rootkits n akTneHoro BpegoHocHoro MO

Mpw 0GHapyXeHUN MHPULUMPOBAHHbIX 3arpy304HbIX CEKTOPOB BO3MOXHO MCMpaBeHne
3arpy304HbIX CEKTOPOB:

722 Kb | 1,44 Mb | 2,88 Mb | 360 KB | 1,2 MBb ucnpasneHue 3arpy304HbIX CEKTOPOB

Q1Y onuum AOCTYMHbI ANS AUCKOBOAOB ANS ANCKET.

3arpy3uTtb BoccTaHoBrneHusa CD

BbibpaB 3Ty onuuio, Bbl nonagete Ha Be6-canT komnaHum Avira, rae MOXHO 3arpy3nTb
cneunarnbHbI UHCTPYMEHT Ansi OOHapYXXeHNsa 1 yaaneHus BUPYCoB U3 3arpy304HbIX
CEKTOPOB.

Ecnu 3T gencTBusi Hy>kHO NPUMEHUTL K paboTatoLwmm npoueccam, To 3TU NPoLecChl
6yayT 3aBepLUeHbl 40 BbINOMHEHNUS AEUCTBUS.
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5.2.5 KHOMNKW 1 cCbIIKMK

KHonka/ccbinka | OnucaHue

MpumeHuTb | BbiGpaHHbIE AENCTBUSA NPUMEHSIOTCS AN BCEX
cenvac MHPMLUMPOBAHHbLIX (bannos.

MpepBaTb System Scanner 3akpbiBaeTcs 6e3 BbINOSHEHNS
OOMONHUTENbHbIX AencTBun. IHpuumpoBaHHble annbl
OCTaloTCs B CUCTEME.

E cpaea OTa KHOMKa UK CCbifika OTKpbIBAET CTPaHWLY CNpaBOYHOM
OHITaNH-CUCTEMBI.

MpeaynpexaeHune

Boibupante gencrtsue lNpepsamps TONBKO B UCKMIOYMTENBHbIX Criydasx. B
crny4yae npepbiBaHUA MHOULUMPOBAHHbIE (dansibl OCTAHYTCHA B aKTUBHOM
COCTOSIHMM B Ballen cucteme! 1o MOXET NPUYMHUTL CYLLECTBEHHbIV Bpea
BaLleMy KkomnbioTepy!

5.2.6 OcobeHHOCTM npu 0O6Hapy>XeHWM Npu oTkNroueHHOM mogyne Web
Protection

Ecnu BbI oTknoumnu mogyne Web Protection, Real-Time Protection coobiaet 06
obHapy>xeHHOM, akTMBHOM BpeAoHOCHOM 10 ¢ NOMOLLbIO BCNIbIBAKOLLErO OKHA B
npouecce NpoBepKM cuctembl. Bol MOXeTe co3aaTtb TOUKY BOCCTAHOBIEHWS CUCTEMbI
nepep ncrnpasreHeM.

v" OYHKLMSA BOCCTAHOBIEHNS CUCTEMbI OMMKHA BbITh BKIOYEHa B BaLLIEN
onepaumoHHon cucteme Windows.

¥ LlenkHuTte no kHonke OTOOpaxaTb NOAPOOHOCTM BO BCMIIbIBAOLLEM OKOLLIKE.
=+ OTKpoeTCcs OKHO MOem rnposepka cucmemnl.

P Bknrounte onumio Co3gaTb TOUKY BOCCTaHOBNEHUA CUCTEMbI Nepea
ucnpasneHuem.

» HaxmuTte MpUMeHUTDb.

=+ bBblna cozgaHa Touka BOCCTaHOBMEHNSA CUCTEMbI. Tenepb Npy HEOBXOANMOCTH
MOXHO MHULMMPOBATL B onepaunoHHon cucteme Windows BOCCTaHOBMEHNE
CUCTEMBI.
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5.3 Ornpaska ¢annos B Protection Cloud

Mpu KaXxgon 6bICTPON NPOBepKe CUCTEMbI CO34aeTCsl CMMCOK MECT XpaHeHus annos,
noaBepXXeHHbIX yrpo3e BO3AEeNCTBUS BPeLOHOCHbIX Nporpamm. B aTom cnivcke, B
YaCTHOCTU, HAXOAATCS TeKyLuue nNpoLecchbl, NPorpamMmmbl 3anycka u crnyxebHble
nporpaMmmbl. HenssecTHble NporpaMmHble doannbl 3arpyarTcsa And NpoOBEPKUN B CUCTEMY
Protection Cloud.

Ecnu B npouecce BbIGOPOYHOM YCTAHOBKM UM HACTPOMKN pacluMpPeHHON 3aliUTbl Bbl
Bblbpanu onumio MoAaTBepXKAaTh BPYUHYo, ecnu Avira oTnpaBnsaloTcA
nopo3spuTtenbHble ansbl, Bbl MOXETE NMPOBEPUTL CMMCOK NOA03PUTESNBHBIX (Pannos
BblOpaTb CaMOCTOATENBHO hasibl, KOTOpbIE HY>KHO 3arpy3uTb B Protection Cloud. Mo
YMOJSTHaHMIO AN 3arpy3kn NoMeyatoTcs Bce Nofo3puTeribHble hansbl.

MpumeyaHue

Ecnu Bbl akTMBMpOBanNu pacwmMpeHHoe NPpOTOKONMPOBAHNE NPU HACTPOKKe
moayns System Scanner, B cbanne otdyeta otobpasutca (Cloud)-cyddumke ans
naeHTudmkauyum Protection Cloud.

5.3.1 Otobparkaemas nHdopmaLus

Cnncok nogo3putenbHbIX hannoB, KOTOpble HYXXHO 3arpy3nTtb B Protection Cloud.

=  Omnpasumsb?: Bbl MOXeTe BblIOpaTh, Kakne gansnbl HyXXHO 3arpy3nTb B Protection
Cloud.
= Qaun: ims nogo3puteneHOro ganna.

= [lymb: TyTb NOOO3pUTENBHOIO hanna.

Bcerpa oTtpoaBnatb hannbl aBTOMaTUYECKN

[Moka aTa onuuMs akTMBHA, NOCIE KaXKaon ObICTPOW NPOBEepPKU NOA03PUTENbHbIE
dannbl aBToMaTnyeckun, 6e3 noaTBepPKAeHUs BPYYHYHO, OTNPaBNSATCA Ha NPOBEPKY B
Protection Cloud.

5.3.2 KHOMKW U CCbITKK

KHonka / Ccbinka Onucanue

OtnpaBuTtb OTmeueHHble dannel otnpaensatoTcs B Avira Protection Cloud.

OTmeHa System Scanner 3akpbiBaeTcs 6€3 BbINOSTHEHUS AOMNOSTHUTENBHbIX
nencteun. MHpuumpoBaHHbIe hanrbl OCTaBNATCA B BaLlen
cucTeme.
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CnpaBKa OTKprBaeTCﬂ 3Ta CTpaHuua CI'IpaBO‘-IHOI7I OHNanH-CUCTEMBI.

Yo Takoe OTkpbiBaeTcs Be6-cant ¢ nHgpopmaumen o Cloud Protection.
Protection Cloud?

CooTBecTBYyHOLME TEMbI:

HacTtpowka paclumpeHHon 3anThl
BbibopoyHas ycTaHoBKa
HacTtpovika ot4yeTa

Bug oTtueToB

5.4 Real-Time Protection

Mpn o6bHapyxeHun Bupyca mogynem Real-Time Protection 3anpewaetca goctyn kK panny
N nokasblBaeTcs yBedoMeHne, ecnun ansa obHapyXeHns BUpPYCOB BblOpaH pexmm
UHMepakmueHbIlt (CM. BKNnagky Hactpoek Real-Time Protection > MNouck > [Jencteus npu

obHapyxeHuu).

YBepgomneHue

B yBegomneHun otobpaxaeTcs cneaytoLas MHopMaLuus:

o [aTta v Bpemsi 0GHapyeHus

e [lyTb M NMSA MHPULMPOBAHHOIO NN NOLO3PUTENBHOIO hanna

e Kmsa BpegoHoOCHOM nporpammel

Yka3saHue

Bbibop pexnma 3anycka no ymonyanuto ana Real-Time Protection (06bl4HbIN
3anyck) n beicTpas perucTpaumnsa cyeta nonb3oBaTens Npu 3anycke
KOMMblOTEpPA, B YAaCTHOCTW, MPUBOASAT K TOMY, YTO NPOrpaMmbl, aBTOMaTUYECKN
3anyckaemble npu 3arpy3ke CUCTEMbl HE NPOBEPSIKOTCS, TakK Kak OHU
3anyckaroTcs ewe 4o nonHom 3arpy3kn mogynsa Real-Time Protection.

B MHTepaKkTMBHOM pexume OOCTYMHbI CreayroLLmMe onuun:

Ypanutb

CooTBeTcTBYOWMI (hann nepegaeTcs Ha KOMMOHEHT System Scanner n ygansietcs
KOMNoHeHTOM System Scanner. [lononHuTenbHOe coobLleHne He NoKasbiBaeTCs.
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NMoapobHocTn

CooTBeTCTBYOLWNIA (hann nepegaeTcs KOMMNOHEHTY System Scanner. System
Scanner coobuiaeTt 06 06HapyXeHUM B OKHE, B KOTOPOM OOCTYMHbI pasfnyHble onumm
Ansa o6paboTkM COOTBETCTBYIOLLErO dhanna.

Yka3aHune
CobnoganTe ykasaHusa no obpaboTtke BupycoB B ObHapyxeHne > System
Scanner.

Yka3aHue
Mo ymon4yaHuto B coobLieHnn System Scanner BblIbpaHO AeNCTBUE KapaHMUH.
C NOMOLLbIO KOHTEKCTHOrO MEHI0 MOXHO BblOMpaTh Apyrve 4enCcTBuUS.

3aKpbITb

CoobueHune 3akpbiBaeTcs. ObpaboTka BMPYCOB nNpekpallaeTcs.

5.5 Tlopgo3putenbHoe nosegeHue

Mpwn akTnBaumnmn komnoHeHTa ProActiv B Mogyne Real-Time Scanner ocyuiectenseTcsa
KOHTPOSb 3a AENCTBUAMM MPUNOXKEHUI N NPOBPKa Ha Hannine nogo3puTenbHOro,
TUNN4HOro ans BpegoHocHoro MO nosegeHus. Npu BO3HMKHOBEHMN TUNWYHOIO AN
BpenoHocHoro MO noeeaeHns BoigaeTca npegynpexaeHune. Bol MoxeTe cpearmpoBaTb Ha
obHapyxxeHue pasnuyHbIMK cnocobamu.
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5.5.1 MpepynpexpaeHne mopyns Real-Time Scanner: O6Hapy>«eHo
Nofo3puUTeNbHOE MOBEAEHME MPUIOXKEHNS

Real-Time Protection: OBrapy#eH obbekT. EE

DOHAPYXEHD NOAOZPHUTENEHOE MOBENEHHME
NpnNcxEeHA!

Kakue gefcTEMA HeoBxoAMMO BRINONHWTE?

MpeaynpesaeHie: Kamaoe OEACTEME MOMET OKAZEIBATE BAMAHWME HA
CTEBMNEHOCTE DEIEI:ITI:I ITOro NpMNoHEHHMA

CRHapy#eHA

OfbexT CRHapy#eHre

C:\gicar.com

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

EauHo# Akl BNoKKMpOBaTE NpOrpaMMy v]

5.5.2 Vims n nyTb 06Hapy>XeHHOM Nofo3puUTeNIbHON NPOrpaMmbl

B cpeaHeM okHe coobuieHns oTobpakaeTcst UMSt U MyTb NPUMNOXEHUS], BbIMOMHSAIOLLErO
NnoAo3puTenbHbIE AEUCTBUS.

5.5.3 Bo3morkHoCTU BbibOpa

BbiCOKOHageXHbIM NOCTaBLUK

Ecnu aTta onums BknoveHa, BbINONHEHE NporpamMMbl npogomkaeTtca. [Nporpamma
nobaBnsaeTca B CNMCOK paspeLleHHbIX NpUnoXeHui n 6onblue He NpoBepsieTcs
KomnoHeHToM ProActiv. MNpu gobaBneHnn B CNUCOK paspeLLeHHbIX Nporpamm
yCTaHaBnmBaeTcs TUN KoHTponst Codepxxumoe. ATO O3HAYaAET, YTO Nporpamma He
OyaeTt npoBepATbCA KOMMNOHEHTOM ProActiv TONbKO NpyM HEM3MEHHOM COAEPXKMMOM
(cM. duUnbTp NpPUNOXeHUN: PaspeLleHHble NPUNOXeEHNS).
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EnvHoxAabl 6nokupoBaTb NporpaMmmy

Ecnu aTta onumsa BknodeHa, nporpamma 6noknpyeTcs, T.e. BbINOSIHEHNE NPOrpaMmmbl
3aBepaetcd. KomnoHeHT ProActiv npogosmkaeT KOHTponnpoBaTb AENCTBUS
nporpaMmmbl.

Bcerga 6nokupoBaTtb 3Ty nporpammy

Ecnu aTta onuwnsa BknodeHa, nporpamma 6noknpyeTcs, T.e. BbINOSIHEHNE NPOrpaMmmbl
3aBepLuaeTtcs. [Nporpamma gobaBnaeTcsa B CNMCOK BNOKMPYEMbIX NPUOXEHUI U
fonbLue He ByaeT BbINOAHATLCA (CM. PUNbLTP NPUOXKEHUN: Brokupyemble
NPUNOXeHNS).

Mponyctutb

Ecnu ata onuusa BkntoveHa, BbIMOMHEHUEe NporpaMmbl npogosrmkaeTcs. KoMMoOHeHT
ProActiv npogormkaeTt KOHTpoNnpoBaTb AENCTBUA NPOrpamMmbl.

5.5.4 KHOMNKWM n cCbiikn

KHonka / Ccbinka OnucaHue

Wndopmalws o empycax | [ 10 9TOW CChISIKE Bbl NonagaeTe npu
yCTaHOBMeHHOM VHTepHeT-coeguHeHUn Ha BeO-
CTpaHuUy, coaepallyto noagpodHy nHdopmauuio
0 BUPYCE WU BPpeAOHOCHOM nporpamMmme.

K cpese OTa KHOMKa UNu ccbifika OTKpbIBaeT
COOTBETCTBYHLLYIO CTpaHULy cnpaBo4vHom online-
CUCTEMBI.

5.6 Bxopswme nucbma

Mpn obHapyxeHun Bupyca mogynem Mail Protection Bbl nony4aete npegynpexaneHue,
ecnu anga obHapyXeHus BUpYcoB BblGpaH pexum uHmepaxkmugeHbIl (CM. BKIaaKy
HacTpoek Mail Protection > Nouck > [Jencteus rnpu obHapyxeHun). B uHTEpakTMBHOM
pexume Bbl MOXeTe BblbpaTb B OKHEe Auanora, 4to genatb C MHPUUMPOBAHHBIM NMMCbMOM
NI NPUNOXEHNEM.

Pa3smelleHHoe Hke yBeAOMIeHNe Bbl NonyyYnTe npy obHapy>KeHUn BUpYca BO BXOASLLEM
nMcbme.
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5.6.1 lNpepynpexpeHwe

Mail Protection: OBHapyseH obbekT. EX
Ha Bawes KoMnbioTepe boin obHapy®eH BUPYC M
BpPEAOHOMHAA NporpaMMal

Katkme gefcTeMA HeobxogMMo BEINONHWTE © SNEKTPOHHEIM
MHMCEMOM?

OBHapyHeEHA

ObbexT | CRHapy#eHKMe
Email from ats@fakedomain.avira [Fri, 26. Aug 2012] | Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

5.6.2 O6Hapy>keHus, ownbKn, NnpegynpexxageHuns

Bo Bknagkax ObHapyxeHusa, Owmnobkm n NMpeagynpexaeHns NokasbiBaOTCA COOOLLEHNSA N
noapobHasa nHgopmaumst 0 NOA03PUTENBHBLIX UM NHPULMPOBAHHBIX MMCbMaX:

o OOGHapyxeHus: O6bekT: COOTBETCTBYHOLLEE MUCbMO C yKa3aHMEM OTMNPaBUTENS U
BPEMEHN OTNpPaBKMN NMcbMa

OGHapyxeHue: Mimsi o6Hapy>XeHHOro B1Upyca Mnm BpeaoHOCHOW Nporpammbl

e Owwnbka: CoobeHuns o6 owmbkax, KOTOpblEe BO3HUKNN BO BpeMS NPOBEPKM MOAYSEM
Mail Protection

« MpeaynpexaeHusn: MNpegynpexaeHnsi, oTHOCSALLMECS K NOBPEXAEHHbIM 06beKkTam
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5.6.3 Bo3morkHocTu BbibOpa

NMpumeyaHue

Ecnun oBHapyxeHHbIN 06beKT Obin onpeaeneH CUCTEMON 3BPUCTUYECKOTO
novcka (HEUR/), 6bin co3gaH Heobbl4HbIM nakosLmkom (PCK/) unu asnsetcs
dannom co ckpbITbiM pacwmpennem (HEUR-DBLEXT/), TO B UHTEpPaAKTUBHOM
pexvmMe AO0CTYMHbI TOMNbKO onuun MNomecTuTs B KapaHTuH 1 MNponyctuTs. B
aBTOMATUYECKOM pexnme 0BHapyXeHHbIN MHPULMPOBAHHBIN UK
BPEeAOHOCHbIN O6BbEKT aBTOMaTnyeckn nomeltaetca B KapaHtuH.

OTO orpaHMyeHne npenaTcTByeT TOMY, YTOObI OBHapYyKeHHbIE dhansbl,
KOTOpble, BO3MOXHO, ObInn OLIMBOYHO OTHECEHDLI K BPEAOHOCHbLIM NporpaMmmMam,
cpasy Xe ygananucb M3 Bawlero komnbtotepa. ®ann moxet 6bITb B nitoboe
BPEMS BOCCTAHOBIEH C NMOMOLLbIO MEHepKepa KapaHTuHa.

NMomecTUTb Ha KapaHTUH

Ecnun aTta onuma Bkno4eHa, NMCbMO CO BCEMMU NPUNoXXeHnaAMn noMeLlaeTca B
KapaHTI/IH. OHO MOXeT BbITb NO3Xe 4OCTaBMEHO yepes MeHe/:pKep KapaHTnHa.
|/|HCbI/ILI,I/IpOBaHHOG NMMCbMO yaanAaAeTc4. Teno nucbma n NPUIOXXeHnA K HeMy, eClin OHA
€CTb, 3aMEeHATCA CTaH,EI,apTHbIM TEKCTOBbLIM LLAGIOHOM.

Ypanutb nncbmo

Ecnu aTta onums BkNtoyeHa, MHOULMPOBaHHOE NMCbMO Npu 0GHapyxeHun Bupyca /
BPeOOHOCHOW Nporpammbl yaansieTcsi. Teno nucbma v BO3MOXHbIE MPUNOXEHUS
3ameHsaTcs CTaHOapTHBIM TEKCTOBBLIM LLIAGNOHOM.

Ypanutb npunoxeHue

Ecnu ata onumsa BknoyeHa, MHPULMPOBAHHOE NPUITOXKEHNE 3aMEHSIETCS TEKCTOBLIM
lwabnoHom. Ecnun noBpexaeH TEKCT NUCbMa, TO OHO yaanseTcs U 3aMeHsIeTCs
TEeKCTOBbLIM LabnoHom. MucbMo gocTaBnsieTcs agpecarTy.

NMomecTuTb npunoXxeHume Ha KapaHTUH

Ecnu BbibpaHa aTa onuus, MHPULMPOBAHHOE BNoXeHne nomewaetcs B KapaHTuH, a
3aTeM ygansieTcs (3aMeHsaeTcsa TeKCTOBbLIM WabnoHom). TeKCT nMcbMa AOCTaBnseTCA
agpecaty. HruupoBaHHOEe npunoxeHne MoXeT OblTb NO3Xe A0CTaBMeHO agpecaTty
n3 MeHexepa KapaHTuHa.

Mponyctutb

Ecnu aTa onuua BkntoveHa, MHPULMPOBaHHOE NMUCLMO AOCTaBIsSeTCHa agpecary,
HECMOTpPsi Ha OBHapyXXeHne B HEM BUpYyCa U BPe4OHOCHOW NporpamMmei.

MpeanynpexaeHne
Takum obpa3om B BaLly CUCTEMY MOTYT NPOHUKHYTb BUPYCbl U BPEAOHOCHbIE
nporpammbl. Beibupante onumio MponycTUTb B UCKITOUYUTENBHBLIX CyYasX.
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BbikntounTe npeaBaputensHblii npocmoTp B Microsoft Outlook, H1 B koem

crny4yae He 3arnyckanTte NpUnoXeHus ABOMHbBIM LeSTYKom!

5.6.4 KHOMKW U CCbITKK

KHonka/ccbinka

Onucanne

WMHdopMaLwsa o BMDYCaX

Mo aTon cchifike Bbl NnonagaeTe - Npu
YyCTaHOBIEHHOM MIHTEpHET-COeaNHEHUM - Ha BED-
CTpaHuLy, cogepxallyto nogpobHyto
MHOpPMaUUIo O BUpYyCe U BpeLOHOCHON
nporpamMmme.

ﬂ Cnpaexa

OTa KHOMKa UK CCbifika OTKPbIBAET CTpaHuLy
CNpaBOYHOM OHSTANH-CUCTEMBI.

5.7 Wcxopsawme nncbma

ObHapy>xeHne

Mpn obHapyxeHun Bupyca moaynem Mail Protection Bbl nony4aete npegynpexaneHue,

ecnu ansa obHapyXeHus BUPYCOB BblOpaH pexum uHmepakmueHbil (CM. BKIaaKy

HacTpoek Mail Protection > Nouck > [Jencteus npu obHapyxeHun). B uHTepakTMBHOM
pexume Bbl MOXeTe BblbpaTb B OKHe Auanora, 4to genatb ¢ MHPUUMPOBAHHBIM NMMCbMOM

Unn npunoXxeHmnem.
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5.7.1 lMNpepynpexpeHwe

Mail Protection: OBHapyseH obbekT. EX
Ha Bawes KoMnbioTepe boin obHapy®eH BUPYC M
BpPEAOHOMHAA NporpaMMal

Katkme gefcTeMA HeobxogMMo BEINONHWTE © SNEKTPOHHEIM
MHMCEMOM?

OBHapyHeEHA

ObbexT | CRHapy#eHKMe
Email from ats@fakedomain.avira [Fri, 26. Aug 2012] | Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

5.7.2 O6Hapy>eHus, onbKkn, npegynpexaeHuns

Bo Bknagkax ObHapyxeHusa, Owmnobkm n NMpeagynpexaeHns NokasbiBaOTCA COOOLLEHNSA N
noapobHasa nHgopmaums 0 NOA03PUTENBHBLIX UM MHPULMPOBAHHbBIX MMCbMaX:

o OOGHapyxeHus: O6bekT: COOTBETCTBYHOLLEE MUCbMO C yKa3aHMEM OTMNPaBUTENS U
BPEMEHW OTNpPaBKM NMcbMa

OGHapyxeHue: Mimsi o6Hapy>XeHHOro B1Upyca Mnm BpeaoHOCHOW Nporpammbl

e Owwnbka: CoobeHuns o6 owmbkax, KOTOpble BO3HUKNN BO BPpEMSI NPOBEPKM MOAYIEM
Mail Protection

« MpeaynpexaeHusn: MNpegynpexaeHnsi, oTHOCSALLMECS K NOBPEXAEHHbIM 06beKkTam
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5.7.3 Bo3moykHocCTU BbibOpa

NMomecTUTb NUCbMO Ha KapaHTUH (He OTNpPaBnATb)

Ecnun aTta onuma BknoYeHa, Konmsa nMcbMa Co BCEMU BITIOXKEHUAMU MOMELLAETCA B
KapaHTuH, a nucbMo He oTnpaensieTcs. Konns nucbMa octaetcs B nanke ¢
ncxogawmmMmn nncbMamun. B noytoeon nporpamme 6yaeT BbigaHo coobuieHne o6
owmnbke. MNpun Kaxxgon nocneaytoLlen oTnpaBke C Ballero agpeca 31o nMcbmo byget
NpoBEPATLCHA Ha BUPYCHI.

BnokupoBaTtb No4Ty (He OTNpPaBnATbL)

Mucbma He ByayT OTNPaBnsATLCS, OCTaBasCh B Nanke ¢ Mcxoasiwen
KoppecnoHaeHumen. B noutoBon nporpamme 6yaeT BblaaHo coobuieHne o6 owwmbke.
Mpu Kaxxaon nocrefyoLwen oTnpasBke ¢ Ballero agpeca aTo nucbmo oyaet
NPOBEPSTLCS Ha BUPYCHI.

Mponyctutb

Ecnu onumsa BkntoyeHa, MHpMLUMPOBaHHOE NMCbMO ByaeT OTNpaBreHo Aaxe B cny4ae
oBHapyXeHUs1 B HEM BUPYCOB U BPEAOHOCHLIX NMPOrpamMm.

MpeaynpexaeHune
Tak BMpyCbl 1 BpeOHOCHbIE NPOrpamMmmMbl MOTYT NONacTb B KOMMbIOTEP
nosiyyatens nucbma.

5.7.4 KHOMKWM 1 CCbITKAN

KHonka/ccbinka OnucaHune

MHDODMELMA 0 BUDYCaxX Mo aTou cchirike Bbl NonagaeTe - Npu
yCTaHOBJIEHHOM MHTepHeT-COG,D,I/IHeHI/II/I
- Ha Beb-CcTpaHuLy, cogepallyto
noapoObHy MHGOpPMaLMIO O BUPYCE UNK
Bpe4OHOCHOW nporpamMmme.

ﬁ Cnpaexa OTa KHOMKa UIn CCbifika OTKpbIBaeT
CTpaHu1Lly CnpaBOYHOW OHMAWH-
CUCTEMBI.
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5.8 OrTnpasurtens

Ecnu BbI ncnonbsyete pyHkumio AntiBot mogyna Mail Protection, moayns Mail Protection
GnokupyeT nucbMa, oTnpaBnaemMble C HeaBTOpPM3MpoBaHHbIX cepepoB SMTP. Mpoeepka
BbIMNOJSTHAETCS C MOMOLLbIO CNUCKA pa3peLLEeHHbIX OTnpaBuUTenemn, COCTaBNEHHOro
nonb3oBaTenieM B HacTpomnkax Mail Protection > Nouck > AntiBot. O 3abnoknpoBaHHOM
nnceme coobLaeTcs B AUarioroBoM OKHe.

5.8.1 lNMpepynpexpeHwe

P )

HeaonycTuman paccelnka. @

Mporpasma NuTaeTca oTnpasuTe Email ot
HENOMYCTHUMOMO OTNP3BMTens.

OTnpaBKa 3Toro NKMcbMa belna 3EEJ'IIIIKI-'1|:IDEFEHE.

B Cnpaeka

1MA MporpamMmel: HEMIBECTHEIN NPOLECT
OTnpaeneHo wepes: fakedomain.avira
O atz@10,40.80. 145

3TO MMCEMO MOXET YKA3bIBATh Ha HewssecTHoe 10,
YCTAHOENEHHOE Ha Balem KoMneroTEpe.

Ecnm Bel caMM oTNpasKunKM 3To MMCBMO, NPOBEPETE CNMCOK
pa3pelleHHBIX 3APECoE M, 2CNW NoTpelyeToR, BHECUTE
COOTEETCTEYVHOLWLME MIMEHEHIA,

5.8.2 Vcnonb3yemas nporpamma, ncnonb3yembin cepsep SMTP n agpec
OoTNpaBuTens NUcbmMa

B cpegHem okHe coobuieHns oTobpaxkaeTca cneaytowias nHpopmaums:
e HasaHue nporpammebl, KOTOpas UCNOMb30Banach A5 OTNPaBkK NMCbMa
o HaseaHue cepsepa SMTP, kOoTOpbI MCNOMb30BaNcAa Afsi OTNpaBku NMcbma

e Anpec aneKTPOHHOW NoYTbl OTNPaBUTENS

Ecnu Bbl oTNpasunmn NMCbMO C NOMOLLLIO CBOEW MOYTOBOW NPOrpamMmmbl, CPaBHUTE CMNCOK
paspeLUeHHbIX oTnpasuTenen B HacTponkax B Mail Protection > Nonck > AntiBot ¢
agpecamu oTnpasuTerien, KOTopble Bbl UCMOSb3yeTe B YY4ETHbIX 3arnncaxX CBOEN NOYTOBOM
nporpaMmmbl. Ecnu cnncok paspeLleHHbIX OTipaBUTeNen B HACTPOMKax HEMOJSIOH, BHeCUTe
AONoSHUTENbHbIE agpeca oTnpaBuUTeNen B CnMcok. 3abnoknposaHHoe NUCbMO byaeT
HaxoAMTbCS B Narke NCXoAALWMX NMceM Ballen NoYTOBOW nporpaMmmbl. [1ng oTnpasku
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3abnoKMPOBAHHOIO NMCbMa CHOBa HaYHWUTE NMpoLEecC OTNPaBKU Nocre AOMOSTHEHUS Cnucka
B HACTpOMKaXx.

5.9 Cepsep

Ecnu Bbl ncnonbsyete pyHkumio AntiBot mogyna Mail Protection, mogyne Mail Protection
GnokupyeT nucbMa, oTnpaBnaemMble C HeaBTOpPM3MpoBaHHbIX cepepoB SMTP. NMpoeepka
BbIMOSHAETCS C MOMOLLLIO CMMCKa pa3peLleHHbIX cepepoB SMTP, cogepkallerocs B
HacTpownkax Mail Protection > Nownck > AntiBot. O 3abnoknpoBaHHOM nucbme coobulaeTcs
B ANanNoroBOM OKHE.

5.9.1 lMNpepynpexpeHwe

P "

HeaonycTuman paccelnka, @

MporpadMa NETaeToA OTNpaBUTL Email Ha
HELOMYCTHMLEINA Cepaep.

OTI'IFIEIBKEI aTOro NMceMa Beina 3EEJ'II:IK.I-'1|:IEIEFEHE.

B Cnpaeka

MMA nporpamMel; Mailsend.exe
OrnpaenerHo wepes: fakedomain.avira

(JTNpaBKa 3TOr0 MMCBME MOMET YKA3bIBEETE Ha NPUCYTCTEWE B
Ballel ciCTeMe HEMIBECTHOMD BPE00HOCHOMD O0bEKTA.

Ecni 3To NWCbMo 0TNREENANK Bbl, NPOEEPETE B HECTPORKEX
CMMCOK. PE3PELLEHHBIX NOYTOBEIX CEPEEDOE.

5.9.2 Vcnonb3yemas nporpamma, ncnonb3yembin cepsep SMTP

B cpegHem okHe coobuieHunst oTobpaxkaeTca crieayrowas nHpopmaums:
o HasBaHue nporpammbl, KOTOpasi UCNONb3oBanach Ans oTnpaekn NUcCbMa

o HasBaHue cepsepa SMTP, koTOpbIN NCNonNb3oBanca A4ns oTNpaBkun NMCbMa

Ecnu Bbl 0OTNpaBunmn NMCbMO C NOMOLLLIO CBOEW MOYTOBOW NPOrpamMmMbl, CPaBHUTE CMUCOK
paspeLleHHbIX cepBepoB B HacTporkax B Mail Protection > Nouck > AntiBot ¢ agpecamu
cepsepoB SMTP, KoTopble Bbl UCNOSb3yeTe ANs OTNpaBku nucem. Micnonbsyemblie
cepBepbl SMTP MOXHO NOCMOTPETb B MOYTOBOW NPOrpamMme B UCMOSb3yEMbIX YY4ETHbIX
3anucax aNeKTPOHHOM NMoYThl. Ecnu cnncok paspeLleHHbIX cepBepoB B HACTPOMKax
HEenoJsioH, BHECUTE LOMNOMHUTENbHbIE agpeca Ucnosnb3yemMblx Bamu cepsepos SMTP B
cnncok. 3abnokMpoBaHHOE NUCbMO ByaeT HaxoAUTLCA B Nanke UCXOOALWMX NMcemM Ballen
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NMoYTOBOW Nporpammbl. [Ins oTnpaBku 3a0M0OKMPOBAHHOIO NCbMa CHOBa Ha4YHMUTE NpoLiecc
OTnpaBKM Nocrie AoMNofIHEHUs CNUCcKa B HACTPOMKaXx.

5.10 Web Protection

Mpn obHapyxeHun Bupyca mogynem Web Protection Bbl nonyynte, ecnv ans noucka
BUPYCOB BblbpaH uHmepakmueHsbit (cMm. pasgen \Web Protection > Nouck > [Jenctsus npu
obHapyxeHun). B MHTepaKTUBHOM pexume Bbl MOXeTe BblbpaTb B JUANIOrOBOM OKHE, YTO
AenaTb C AaHHbIMK, NONy4YeHHbIMK OT BEO-cepBepa.

Mpepynpexxpenne

Web Protection: OBHapyseH obbekT. EX

bBbin 0bHapY®EEH BUDYC MMM BPEN0HOCHAaA NporpaMMal

Kakue gefcTEMA HeobxoaMMo BEINONHWUTE?

OBHapyHeEHA

ObbexT CRHapy#eHKMe

http: ffwww. eicar orgfdownload jeicar.com Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

O6Hapy)«eHums, ownbku, npegynpexxpeHus

Bo Bknagkax ObHapyxeHusa, Owmnbkm n NpeagynpexaeHns NokasbiBaOTCA COOOLLEHNSA K
nogpobHasa nHpopmMaumsa kacaTenbHO OOGHapPYXEHHbIX BUPYCOB:

o OO6bHapyxeHue: URL, a Takke uMsi o0GHapyXeHHOro Bupyca unm Bpe4oHOCHOM
nporpaMmmbl
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e Owwmbka: CoobLieHns o6 owmbkax, KOTopble BO3HUKIN BO BPEMS NPOBEPKN MOAYNEM
Web Protection

« MpeaynpexpeHus: MNpeaynpexaeHns kacatenbHo 06HapPYKEHHbIX BUPYCOB

Bo3Mo)XHbIe feCcTBuA

Yka3aHune

Ecnun obHapyXeHHbI 06bekT 6bin onpeaeneH CMCTEMON 3BPUCTUHECKOTO
noucka (HEURY/), 6bin co3gaH Heobbl4HbIM nakoBwmnkom (PCK/) nnn asnsaetcs
drarnom co ckpbITbiM pacwmpeHnem (HEUR-DBLEXT/), To B MHTEpakTMBHOM
pexunme QOCTYMNHbl TONbKO onumn MNomecTnTs B KapaHTuH 1 [NponycTuTs.

OTO orpaHMyeHune NpenaTcTBYeT TOMY, YTOObI OBHapyXeHHbIe dhannbl,
KOTOpble, BO3MOXHO, BbISIM OLLUMOOYHO OTHECEHLI K BPEAOHOCHBIM NporpaMmmam,
cpasy Xxe ygananucb M3 Bawlero komnetotepa. ®ann moxet 6bITb B fitoboe
BpeMsi BOCCTAHOBJIEH C NOMOLLBIO MeHeKepa KapaHTuUHa.

3anpeTuTb AocTyn

3anpolieHHasa Beb-cepBepoM CTpaHuLUa UNu NepeaaHHble JaHHble U dannbl He ByayT
nepeHanpaeneHbl Bawemy 6pay3epy. B okHe Beb6-6pay3epa oTobpaxkaeTtcs
nHdopmauusa o6 otkase B goctyne. Web Protection 3aHocut cBegeHus 06
obHapy>xeHHOM 00bekTe B halnn oTyeTa, ecrnum BkItoyeHa PyHKUUSA OTYETOB.

M3onupoBaTtb (MOMECTUTb Ha KapaHTUH)

3anpolueHHas BeG-cepBepoM CTpaHuLa Unu nepedaHHble gaHHble U hannbl npu
oBHapyXeHUn BMpYyca Unm BpeAoHOCHON NporpaMMbl MoMellanTcs B kapaHTuH. dainn
MOXeT OblTb BOCCTAHOBMEH N3 MeHeaXepa KapaHTUHa, eCni B 3TOM BO3HUKHET

Heob6Xo4MMOCTb, UM €r0 MOXXHO OTNPaBUTb Pas3paboTunKy - B LLEHTP UccnegoBaHNS
BUPYCOB KOMMaHun Avira.

Mponyctutb

3anpoweHHas Beb-cepBepoM CTpaHULa Unu nepefaHHble AaHHbie U dhannbl
otnpasnstoTca mogynem Web Protection Bawemy Be6-6payaepy.

MpeaynpexaeHue
Taknum ob6pa3om B BaLly CUCTEMY MOTYT NPOHUKHYTb BUPYCbl U BPEAOHOCHbIE
nporpammbl. Beibupante onumio MponycTUTb B UCKITOUYNTENBHBIX CyYasX.
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KHONKM 1 cCbINKn

KHonka/ccblinka

Onucanne

WMHDODMELIAR 0 BMDYCEX

Mo 3ToW ccbinke Bbl NonagaeTe - Npu
yCTaHOBMEeHHOM IHTepHEeT-coeAMHEHN - Ha Be6-
CTpaHuLy, coaepallyo NogpobHyo MHdopMauuto
0 BUpYCE U BpeaoHOCHOW nporpaMme.

B Cnpasxa

OTa KHOMKa UK CCbifika OTKPbIBaAeT CTpaHuLy
CNpaBOYHOM OHSTANH-CUCTEMBI.
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6. System Scanner

6.1 System Scanner

C nomoLLblo KOMNOHeHTa System Scanner MOXXHO BbINOSMHATL LiefieHanpaBreHHbIN NONCK
BUPYCOB N BPEOOHOCHbIX NporpaMmm (npamon noumck). CyLuectByeT HECKOSbKO crnocobos
npoBeaeHNsi NPOBEPKM Ha BUPYChI:

MpAMON NOUCK C NOMOLLBLIO KOHTEKCTHOIO MEHHo

IMpsaAMOK NOMCK C NOMOLLIbKO KOHTEKCTHOIO MEHIO (NpaBasl KrasuLla MbILLKKW - MYHKT
MpoBepuTb BbIOpaHHbIe annbl ¢ noMoLlbio Avira) pekoMeHayeTcs, Hanpuvep, B
TOM cnyyae, korga TpebyeTtcsa NnpoBepuTb OTAESbHbIE ddansbl U NankyM B NPOBOAHUKE
Windows. Ewe ogHO npenmMyLLecTBO 3aknioyaeTcs B TOM, YTO A1 NPAMOro noucka c
NMOMOLLLbKO KOHTEKCTHOIO MeHIo He TpebyeTcs 3anyck LleHTpa ynpasrneHus.

Mpsimon nouck ¢ nomouwbio Drag&Drop

Mpu nepeTarmBaHnn dharna unu narnku B OKHO nporpammel LIeHTp ynpasreHus
KOMNoHeHT System Scanner nposepsieT dann nnu kaTanor, a Takke Bce
CyLLlecTBYyOLMe nogkaTanorn. dta npoueaypa pekoMeHayeTcs, eCcnu Bbl XOTUTe
NpoBEPUTb OTAENbHbIE dhannbl U Nanku, KOTOpble, HAaNPMMEpP, HAaXOAATCA Ha BalleM
paboyem cTone.

Mpsamon nouck Yyepes npodunu

OTa npoueaypa pekoMeHayeTCs, eCnn Bbl XOTUTE peryrnsipHoO NpoBepsThb
onpeaesieHHble nanku u guckn (Hanpumep, Baw paboynin cton nnu AMckun, Ha KoTopble
Bbl PErYNSIPHO CoXpaHsieTe HoBble (bannbl). Bam He HYXXHO BbIGBUpaTh 3TN Nanku u
ANCKN Nepea Kaxaon NpoBEPKOM, NPOCTO caenanTte BbIBOP C NOMOLLLIO
cooTBeTcTBYytowero npocpuna. Cm. [Nposepka yepes npoduseb.

lMpoBepka Yepe3 nNaHMPOBLUUK
MnaHnpoBLLMK NO3BONISIET 3anyckaTb NPOBEPKM B 3agaHHoe Bpems. CMm. [Npsamon nomck
C MOMOLLbIO NSIaHMPOBLLMKA.

Mpun noncke Rootkits, BUpycoB 3arpy304HbIX CEKTOPOB M NPU NPOBEPKE aKTUBHbIX
npoueccoB HeobxoaMMbl creumansHble MeToabl. Bbl pacnonaraete cnegyowmmm
OnuUMAMN HACTPOUKMU:

Mouck Rootkits ¢ nomoLubto npodunsa novcka NMouck Rootkits n aktuBHoro
BpeaoHocHoro N0

[MpoBepka akTMBHbIX MPOLUECCOoB Yepe3 Npodusb noncka AKTUBHbIE NpoLecchl

Monck BUpYCOB 3arpy304HbIX CEKTOPOB Yepes3 komaHay MpoBepkKa 3arpy304HbIX
3anucen B MeHo lononHUTeNnbHO

6.2 Luke Filewalker

Bo Bpemsi npsimoro noncka nosiBnsieTca okHo coctoaHna Luke Filewalker, B koTopom
nokasblBaeTcs TOYHaA MHpopMaLnA O COCTOSHUN NPOBEPKM.
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Ecnu B HacTporikax moayns System Scanner B rpynne [lencTtBue npu o6HapyXeHuu

BUpyca BktoveHa onums MHTepakTMBHO, TO Npu obHapyXeHun BUpyca unm
BPEOOHOCHOW Nporpammbl Bbl NMOMy4nTe BOMNPOC O AanbHenWwmnx aenctensx. Ecnu

System Scanner

BKMOYeHa onuua ABTOMaTU4YeCKU, TO BO3MOXHble 0BHapyxeHus dukcunpyrotea B OtyeTte
System Scanner.

MNocne 3aBepLlueHnA nNnoncka B AOMOJIHUTENTbHOM OKHE MOKa3bIBAKOTCA pe3yJibTaTbl

NpOBEpPKN (CTaTUCTUKA), @ Takke coobLueHns 06 owmnbkax n npeaynpexaeHus.

6.2.1 Luke Filewalker: OkHo cocTosHMA npoBepkM

[d Luke Filewalker o] @]

(L AVIRA  Avira Internet Security Suite

Cratyc: Mok 3aseplueH
MocnegHui oibexT:
C:\Windows'\System3Zwwansve.dll

Mocnearee obHapyweHne:  TRJAPC.SE.Gen (Cloud) WHbopMELA o BUDYCEX
MpoBEpEHHEIE Eins!: 4042 DBHapY#HEHD! 2
[poBEpeHHEIE NankK: a MogozpuTensHeIX: a
MpoBepeHHEIE SpXMELI: 42 MpenynpeskaeHus: i
MNpowno BpemMeHu: 0108 MNpoBepeHo: a
MpoBepeHo; 100% CKPBITEIE OOBEKTHI i

[ 3aKpEITE ] [ OTyeT

OTo6paxkaemasn uHdopmauyus

CocmosiHue: CywecTBYHOT pasnunyHble CTaTyCHble COObLLEeHUS:

UHuyuanusayus npoepamMmmel
lNouck ckpbimbix 06beKmMos!
[posepka 3anyuweHHbIX npoyeccos
@adln nposepsiemcsi
UHuyuanusayus apxuea

lNMamsame pa3briokuposaHa
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o Qadln pacnakosgbigaemcsi

o [Iposepsiromcs 3a2py304HbIE CEKMOPbI

o [lposepsiemcsi anagHbIl 3a2py304HbIt cekmop (MBR)
o [Iposepsemcs peecmp

o [lpoepamma 3asepwaemcs!

o [Iposepka bbina 3asepuieHa

lMocnedHuli o6bekm: ms n NyTb (haina, KOTopbI NPOBEPSETCA cenyac Unn obin
npoBEepEH HeJaBHO

lNocnedHee obHapyxeHue: CylwecTBYIOT pasfMyHble COObLLEeHMSs, KacatoLmnecs
nocnegHero obHapyXeHuns:

e Bupycbkl He obHapyxeHb!

e VMsa nocneagHero o6HapyXeHHOro Bupyca unvm BpeAoHOCHOW NporpaMmbl
[NposepeHHsbIe halsnbl: KonmyecTBO NpoOBEPEHHBIX hansios

lMposepeHHbie nanku: Konn4ectBo NpoBEPEHHBLIX MNanok

lposepeHHbIe apxusbl: KonnyecTBo NPOBEPEHHbBIX apXMBOB

Heobxodumoe spems: MpoaomknTenbHOCTb NPOBEPKU

lNposepeHo 0o amozo: MNMpoueHT BbINOSTHEHHOW MPOBEPKU

O6HapyxeHo: KonnyectBo 06HapYXEHHbIX BUPYCOB 1 BPEOOHOCHbLIX NPOrpaMm

lNodospumenbHbie ¢halinibi: KonnydectBo gannoB, 06HapYXEHHbIX 9BPUCTUYECKUM
Moaynem

[MpedynpexdeHus: KonuyecTso npeaynpexaeHnn 06 obHapyXeHnn Bupycos

lNposepeHHbie 06bekmbl: KonnyecTBo 06bEKTOB, KOTOPbIE ObINK NPOBEPEHLI BO BPEMS
noucka Rootkits

Ckpbimble 06bekmbi: ObLiee KonmyecTBO OB6HaPYXXEHHbIX CKPbITbIX 0OBHEKTOB

Yka3aHue

Rootkits ckpbiBatoT npouecchl 1 06bEeKTbI, HANPUMEP 3anucu B peectpe nnu
hannbl, HO He KaXXabl CKPbITbIN OOBEKT ABMNSETCH yKadaHMeM Ha
cyuwiectBoBaHue Rootkits. CkpbiTble 06bEKTHI MOTYT yKasbiBaTb U Ha
0e3BpeaHble NporpamMmmbl. Ecnun Bo Bpemsi npoBepkun b1 0bHapyXeHb!
CKpbITble 0ObEKTLI, a NpeaynpeanTenbHbie coodeHnsa 06 obHapyxeHum
BMPYCOB He MOCTynanu, ToO Ha OCHOBE OTYeTa BaM Heo6xoaMMo onpenenuThb,
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System Scanner

YTO 9TO 3a OOBLEKTHI, N HANTU SOMOSNHUTESBbHYO MH(OPMaLNIO O HAMAEHHbIX

obObEeKTax.

KHONKM M cCbINKn

KHonka/ccblinka

OnucaHue

WMHdopMaLwsa o BMDYCaX

Mo aTOM CChISKE BbI
nonagaeTte - nNpu
yCTaHOBMEHHOM
NHTepHeT-coeanHeHnn -
Ha Beb-cTpaHuuy,
coaepaluyto nogpobHyro
MHOopMaUuIo 0 BUpyce
nn Bpe4OHOCHOM
nporpamme.

ﬂ Cnpaexa

OTkpoeTcsa cTpaHuua
CnpaBOYHOMN OHJSIANH-
CUCTEMBI.

Cron

Mpouecc npoBepku
OCTaHaBNMBaeTCS.

Maysa

Mpouecc npoBepku
npepbiBaeTCs U MOXET
ObITb NPOLOMKEH C
NMOMOLLIbKO KHOTMKK
MpoaonxunTo.

Mpoaonxutb

[MpepBaHHbIN NpoLiecc
NpOBEPKN NpoaoSPKaeTcs.

3aKpbITb

KomnoHeHT System
Scanner 3akpbiBaeTcs.
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OtyeT

OTobpaxaetca cdann
oT4yeTa O NPOBEPKe.

6.2.2 Luke Filewalker: Cratnctmka nposepku

Luke Filewalker

Avira Internet Security Suite

B Cnpaeka

Cramicmika

PaEAnoe: 2667 OBHapy#eHD: ]
Mankm: o] MNogospyTensHo: 0
ADXMBLI: 29 BblnedeHo: 0
MpeaynpexaeHHa; 0] MepesanycaHo: 0
MpoBepeHo: 0] YoaneHo: 0
CKpBIThIE 00BEKTEI: 0] MepeMeweHo: 0

[ SaKpeiTe ] ’ OTyeT

OTo6parkaeman nHgoOpmaLmA: CTaTUCTUKA

Qadnbl: KonnyectBo NpoBepeHHbIX hansios

lMNManku: KonnyecTteo NpoBEPEHHbIX NanokK

Apxusbl: KonimyecTBO NpoBEepPEHHbIX apXMBOB

lMpedynpexdeHusi: KonuyecTso npeaynpexaeHnn 06 obHapyXeHnn Bupycos

System Scanner

ﬂpoeepeHHb/e o06bekmbi: KonnyectBo 06bHEKTOB, KOTOpble Obinu npoBepeHbl BO BpeMA

noucka Rootkits

Ckpbimbie 06bekmbl: KonndectBo oOHapyXeHHbIX CKpbITbiX 00bekToB (Rootkits)

Ob6HapyxeHo: KonnyecTBo oGHapyKEHHbIX BUPYCOB 1 BPEAOHOCHLIX NporpaMm
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[ModospumerbHble: KonnyecTBo annos, 0bHapyXeHHbIX 3BPUCTUYECKMM MOoAynem
BbineyeHo: KonmyecTBO BblfleYeHHbIX (hannos

lNepenucaHo: KonnyecTBo nepenucaHHbiX hannos

YOarneHo: KonnyecTBo yganeHHbIX hansos

lNepemeuweHo: Konuyectso ¢hannoB, NOMELLEHHbIX Ha KapaHTUH

KHONKM M ccbinkn

KHonka/ccblinka Onucanve

ﬂ Cnpaexa OTKpoeTCﬂ CTpaHunua CﬂpaBO‘—IHOﬁ
OHNanH-CUCTEMBI.

3aKprTb OkHo C pe3yrnbTaTaMn 3akKpoeTCcA.

Otyer OtobpaxaeTtcsa dann otyeTa 0 NPOBEPKE.
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7. Control Center

7.1 0O630p

LleHTp ynpaBneHnsa cny>xuT B Ka4ecTBe LieHTpa MHopMaLunmn, HacTpoek 1 ynpasneHus. B
AOMNOJSTHEHME K OTAENbHbIM BbiOMpaembiM Bknagkam LeHTp MMmeeT 6onbLlloe KOM4eCcTBO
ONuUMn, OOCTYMNHbIX B JIMHENKE MEHIO.

JIvHeKa MeHI0

B nuHenke meHo npeacTasneHsl criegyowme yHKLUUK:
®dann
o Buixop (Alt+F4)

Bua

e CocTosiHME

BesonacHocTb KoMMbloTEPaA

= System Scanner
= Real-Time Protection

MHTepHeT-6e30MacHOCTb

=  Firewall
= Web Protection
= Mail Protection

Mobile Protection

= Avira Free Android Security

YnpasneHue

=  KapaHTuH

= [lnaHupoBLUKK
= OTtyeTnl

= CobbiTus

e O6HOBUTL (F5)

CepBuc

e [lpoBepka 3arpy304HbIX CEKTOPOB...
o Cnuncok Bnpycos...

e 3arpy3utb BoccTaHoBneHua CD

e Hactpownka (F8)
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O6HoBneHue
e 3anyctntb O6HOBNEHME...

e OO6HOBMEHME BPYYHYHO...

CnpaBka
e Tembl
e [lomolb

o OHnanH nogaepxka

e ®opym

e PykoBoOcCTBO Mo 3arpyske

o MeHepxep nuueHsnm

o PekomeHpoBaTb NnpoaykT

o OTnpaButb coobuieHne obpaTHOM CBA3U

e O Avira Internet Security Suite

Yka3aHue

YnpasneHune knasnaTypon B MEHKO MOXHO BKITHOMUTb C MOMOLLLIO KNaBuLln
[Alt]. Ecnn HaBurauus BkntoyeHa, Bbl MoxeTe nepemellaTbCs B MEHIO C
NOMOLLIbIO KnaBuL Kypcopa. KHonkon Enter Bol MmoxeTe BbiGpaTh BblAENEHHbIN
NYHKT MEHIO.

Bknagku

Ha neBown HaBMrauMoOHHOW NaHeM pacrnonoXeHbl cneayowme BKIagKu:

e CocTosiHME

BE3OINACHOCTB KOMIBKOTEPA
e System Scanner
¢ Real-Time Protection

UHTEPHET-BEE3OINACHOCTb
o Firewall

e Web Protection

e Mail Protection

MOBILE PROTECTION

e Avira Free Android Security
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YIIPABJIEHVE
o KapaHTuH
e [lnaHmnpoBWwwmK
e OTyeTbl

¢ CobbiTug

OnucaHue BKNagok

o CocrosiHue: Ha Ha4yanbHOM 3kpaHe CocTosiHMe NpeacTaBneHbl BCe BKNagku, ¢
NMOMOLLLbIO KOTOPbIX Bbl MOXETEe KOHTPONMpoBaTbh OYHKLUMN NpOorpaMmMbl (CM.
CocTtosiHue).

= OkHo CocTosiHMe nokasblBaeT, kakMe Moaynu akTUBHbI, NpeaocTaBnseT
NHOPMaLMIO O NOCNeaHMX NPOBeAEeHHbIX OOHOBNEHUSIX.

e BE3SOINACHOCTBb KOMIBHKOTEPA: 3aeck cogepatcst KOMNOHEHTbI, C MOMOLLbIO
KOTOPbIX Bbl MOXeTe NpoBepuUTb hansnbl Ha BalleM KOMMbIOTEPE HA HaNU4ne BUPYCoB m
BPE4OHOCHbIX MPOrpamm.

= Bo Bknagke System Scanner MOXHO BbINOMHUTL MPSIMOW NMOUCK, T.€. HacTpanBaTb
NOUCK No COBCTBEHHOMY XENaHUKO 1 3anyckaTb ero (cMm. System Scanner).
MpenycTtaHoBrieHHbIe NPodunn NO3BOSIAKT NPOU3BOANTL MPOBEPKY C
onTUMasibHbIMK CTaHOAPTHBIMU HAacTpoMKamu. BO3MOXHO Takke NoacTpOUTb
napameTpbl NPOBEPKM MO BaluM MHAUBUAYASbHbIE 3a4a4u C NOMOLLbIO
BeibopoyHoM npoBepkn (HACTPOMKa COXpPaHSETCH) UK C MOMOLLbIO CO34aHUs
NONb30BaTENLCKOro NPOGUnS.

= Bknagka Real-Time Protection otobpaxaeT nHdopmauuio 0 npoBepeHHbIX hannax,
a Takke gpyrue ctatucTuyeckme gaHHble, KoTopble B noboe Bpemsa MoryT 6bITb
0OHyNeHbl U NO3BONSET OTKPbITL dhann otyeTa. MNogpobHas nHdopmaums o
nocrnegHeM obHapy>XeHHOM BMpYyCe UNKN HexenaTerbHOW NporpaMmMe Bbl3biBaeTCs
"OOHMM LLENMYKOM".

e UHTEPHET-BE3OINACHOCTb: 3necbh Bbl HangeTe KOMMOHEHTbI, KOTOPbIE NO3BONAT
3aWNTUTb BaLly CMCTEMY OT BUPYCOB, BPE€AOHOCHbBIX MPOrpaMm 1 CeTEBbIX aTak.

= B pasgene FireWall MOXXHO n3aMeHsITb OCHOBHbIE HAacTpounkn 6paHamayapa FireWall.
OTobpaxaeTca Takke CKOPOCTb Nepeaaym AaHHbIX U BCE aKTUBHbIE NPUNOXKEHUS,
ncnosnb3yolme cetesble coeguHeHns (cm. FireWall).

= Bknagka Web Protection otobpaxaeT nHgpopmavrmo o npoeepeHHsix URL,
obHapyxeHHbIX BUpycax, a Takke gpyrme ctaTucTudeckue gaHHble, KOTopble B
no6on MOMEHT MOXHO OBHYNUTL, NPeaoCcTaBNAeT BO3MOXHOCTb Bbl30Ba (hanna
otyeTa. NogpobHasa nHpopmaumnsa o nocnegHeM obHapy>XeHHOM BUpyce Unu
HeXenaTesfibHOW nporpamMme Bbl3blBaeTcs "O4HUM LLEeNTYKOM",

= Bknapgka Mail Protection nokasbiBaeT npoBepeHHbIe NMCbMa, UX CBOMUCTBA U
AaHHbIE CTaTUCTUKK. [TucbmMa MOXHO yaanaTe n3 6ydepa moayns Mail Protection.
(cm. Mall Protection).

e MOBUJIbHAA SALUNTA: C nomouwybio kaTeropum Avira Free Android Security Bbl
MOXeTe paboTaTb B CETM Ha CBOMX yCTponcTBax Ha 6a3e Android.
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Control Center

= Avira Free Android Security no3BonsieT ynpasnsTb BCEMU YCTPONCTBaAMU,
paboTaroLwmmm Ha onepaunoHHon cucteme Android.

o YIIPABJIEHUE: 3pecb npeacTtaBrieHbl MHCTPYMEHTbI, KOTOPbIE NO3BOMAT Bam

N30nMpOBaThb NOA03PUTENbHbIE UMK 3apaXXeHHble BUpycaMu dannbl, ynpaBnaTb UMK, a

Takke NaHMpoBaThb perynsipHbie 3agaqun.

= Bknagka KapaHTVIH COOEPXKUT SJIEMEHTbI MeHeJ:pKepa KapaHTuHa. ‘maBHOE MecTOo

Ans pannoB Ha KapaHTUHE UNK NOJ03pUTENbHbLIX hannos, KoTopble Bbl xoTute
NOMECTUTb Ha KapaHTUH (cM. KapaHTuH). Kpome 3Toro BblbpaHHbIn dhans MOXHO

oTrnpaBnTb No SJ'IeKTpOHHOIZ no4yTe B LEeHTP nccregoBaHnda BMpycoB KOMMNaHUA Avira.

= Bo Bknagke nﬂaHMpOBI.I.WIK MOXHO CO34aBaTb BbIlMOJIHAEMbIE B onpegerneHHoe

BpeMA 3ada4dn no nposepke 1 OOHOBMEHNIO UINK pe3epBHOMY KOMMPOBaHUIO, a TakxXe

COrnacoBbIBaTb UK YAAnsATb CyllecTByowmne 3agaym (cm. MNnaHvpoBLLKK).

= Bknagka Reports no3sonseTt Bam nofy4mTb MHAOPMaLMIO O pesynbTaTax
BbIMOMHEHHbIX AencTBumr (cM. OTYEThHI).

= Bknagka Events nony4aeTt BaMm nony4mTb MHOpMaUuio 0 COBbITUAX, CO34aHHbIX
Moaynamu nporpammel (cM. CobbiTus).

KHONKM M ccbinkm

D,OCTyI'IHbI cneayrowine KHOMKN U CCbIJTKN.

KHonka/ccbinka

ropayme knaesuLn

OnucaHune

{3} Hacrpoiika

OTKpbIBaAETCS COOTBETCTBYIOLLEE AMATIOrOBOE
OKHO C HacTpoilkaMu Ansi BKNaaku.

F1

OTKpbIBaAeTCS COOTBETCTBYIOLLASA TEMA OHMaNH-
cnpaBKu.

7.2 ®ann

7.2.1 3akpbITb

IMyHKT MeHo 3akpbITb B MeH0 dann 3akpbiBaeT LIeHTp ynpaBneHus.

7.3 Bup

7.3.1 CoctosiHMe

CTapToBbIi 3KpaH LieHTpa ynpasneHns CocTosiHMe nokasbiBaeT, 3alluilieHa Ny Balla

cuctema 1 kakue moaynm Avira aktmeHbl. B okHe CocTosiHue oTobpaxkaeTcs nHdopmMaums
0 nocnegHeM npovnseeaeHHOM 06HOBNEHMU. [1oNONHUTENBHO MOXHO BUAETb, obnagaeT

N1 nonb3oBaTenb AENCTBYIOLWEN NULIEH3NEN.
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« besonacHocTb kKoMnbtoTepa: Real-Time Protection, NocnegHsas nposepka, lNocnegHee
obHoBneHue, Baw npoaykT akTMBMpoBaH

o VHTepHeT-6e3onacHocTb: Web Protection, Mail Protection,, rpoeon pexunm,

Yka3saHue

Cuncteme KoHTpoNns yyeTHbIX 3anucen nonb3osatenen (UAC) TpebyeTtca Balwwe
paspeLLeHne Ha BKYeHne unm oTknoveHme cnyx6 Real-Time Protection,
Web Protection n Mail Protection (B onepauyoHHbIX cuctemax, HadnHas ¢
Windows Vista).

Be3onacHoCTb KOMnN brOTEepa

B aTom pasgene otobpaxaeTcs MHpopmMaumst O TEKYLLEM COCTOSIHUM CIY>K0 1 OyHKLUI
3aLmThl, KOTOpPble 06ecnevYnBatoT SIOKanbHYO 3allUTy BaLllero KoMnbTepPa OT BUPYCOB U
BpenoHocHoro 0.

Real-Time Protection

B aTom pasagene otobpaxkaeTtca nHopmaums o TekywemM coctodaHum moaynst Real-Time
Protection.

Moaynb Real-Time Protection BkntoyaeTcs v BbIKNOYaeTCA C NOMOLLbIO KHOMKK
Bkn./Bbikn. [1ns gononHutenbHbix onumin moaynsa Real-Time Protection HaxmuTe Real-
Time Protection Ha HaBUrauMoHHOM NaHenu. Bbl nony4nTe nHgopmauuno 0 NocrneaHnx
HanZeHHbIX BPe4OHOCHbIX NporpaMmmMax u MUHULMPOBaHHBIX hannax. Haxxmmute KHOMKy
KoHdurypaums, 4tobbl BbINONHUTL JONOSTHUTENbHbBIE HACTPOMKM.

o KoHdurypaums: Bl nepexoamte B MEHIO KOHpUrypaumm, B KOTOPOM MOXKHO
yCTaHOBUTb NapaMeTpbl KOMNOHEHTOB Moayns Real-Time Protection.

CyLLecTBYIOT crefytoLime BO3MOXHOCTU:
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MukTorpamma

CocTosiHue

Onuusa

OnucaHue

-

BkriroyeHo

OTKnoUnNTHL

Cnyx6a Real-Time Protection BkntoveHa, To
eCTb Balla cuctemMa NoCTOSAHHO NpoBepsieTcs
Ha Hanu4“e BUPYCOB U BPEOOHOCHbIX
nporpamMmm.

Yka3aHue

Cnyx6y Real-Time Protection
MOXHO OTKNunTb. Obpartute
BHUMaHWeE, 4YTO NPU OTKIHOYEHHOM
moayne Real-Time Protection Baw
KomMmnbtoTep BosnbLle He 3awuLLeH
OT BMPYCOB U BPeL4OHOCHbIX
nporpamm. Bce dansbl
OecnpendaTcTBEHHO nonagatT B
CUCTEMY U MOTYT NPUYNHUTL BPeS.

Omkrto4yeHo

Bxknouutb

Cnyx6a Real-Time Protection oTkntoyeHa.
OTO 03HayvaeT, YTo cnyxba 3arpyxeHa, HO He
aKTUBHa.

MpeaynpexaeHue

Mownck BMpPYCOB 1 Bpe4OHOCHbIX
nporpamMm He BbIMNOSHSETCS.
JTobble dannbl moryT
GecnpenaTCTBEHHO NPOHUKHYTL B
cuctemy. Baw komnbroTep He
3alULLEH OT BMPYCOB U
BPEAOHOCHbIX MPOrpamm.

YkasaHue

UTo6bl BO30GHOBUTL 3aLLMTy OT
BMPYCOB 1 BPEAOHOCHbIX
nporpamMmm, BOCMosb3ynTecb
kHonkon BKI1./BbIKI1. pagom ¢
moaynem Real-Time Protection B
pasgerne okHa COCTOSAHUS
«BbesonacHocTb KomMNbOTEPAY.
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ocmaHoe8JsieHa

MpepynpexaeHue

Monck BUPYCOB M BPEAOHOCHbIX
nporpamMm He BbIMOSTHAETCS.
JTobble dhannbl MoryT
BecnpenaTCTBEHHO NMPOHUKHYTL B
cuctemy. Baw komnerotep He
3alULLEH OT BMPYCOB U
BPEAOHOCHbIX MporpaMm.

Yka3aHue

UT06bl BO30OGHOBUTL 3aLLUTYy OT
BUPYCOB 1 BPELOHOCHbIX
nporpamMm, HaOXXMUTE KHOMKY
BKI1./BbIKI1. Tekywee cocTtosiHue
JOJTKHO UBMEHUTLCS Ha
BkniroueHo.

E Cnyxb6a 3anyctutb | Cnyx6a Real-Time Protection octaHoBneHa.

HeussecmHo | CnpaBka [aHHoe cocTosiHMe oTobpaxkaeTcs npu
BO3HWKHOBEHNN HEN3BECTHOM OLWIMOKN. B
3TOM cryvae obpaTtuTech B Hally criyxoy
noaaepXKu.

MocneaHsas npoBepka

B aTom pasgene otobpaxaeTtcs nHdopmaums o nocrnegHen nposepke cuctemsl. Mpu
NMOSIHOWM NPOBEPKE BCE XKECTKME ANUCKN BaLLEN CUCTEMbI MPOBEPAIOTCA B NOSTHOM o6beMe.
[Mpn 3TOM UCNONb3YKTCS BCE METOAbI MOMCKA U NPOBEPKU, 3a UCKIHOYEHNEM NPOBEPKN
LLeNOCTHOCTN CUCTEMHbIX hannoB: NpoBepka hannos No yMoi4aH1Io, NpoBepKa peecTpa
N 3arpy304HbIX CEKTOPOB, MOUCK PYTKUTOB U aKTUBHbIX BPEAOHOCHbIX MPOrpamm.
OtobpaxaeTtcsa cnegyowasa nHpopmMaums:

o [lata nocnegHen NonHoOM NpoBEpPKU CUCTEMbI

CyLLeCTBYIOT crefytoLime BO3MOXHOCTU:
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MpoBepka Onuus OnucaHue

CcCucTemMmbl

He MpoBeputb C MOMeHTa yCTaHOBKM NOMHasa npoBepka

8bIMOJIHANach cucrtemy CUCTEMbI He NpoBOAUNACh.
MpeaynpexaeHue
Cuctema He npoBepeHa. Ha Bawem
KOMMbIOTEPE MOXET HaXxoaUTbCH
BUPYC UIM BpedOHOCHas nporpamma.
Yka3aHune
[1ns npoBepku KOMMbOTEPA HAXMUTE
KHOMKy «[lpoBepuTb cuCTeMy».

Hata NMpoBepuTtb Bbl BbINONHUAN NOSMHYO NPOBEPKY CUCTEMbI B

nocnegHen cucrtemy yKa3aHHbI CPOK.

nNpoBepKn

CUCTEMBI,

Hanpumep, Yka3aHune

18.09.2011 PekomeHayeTca ncnonb3oBatb
CTaHOapTHY 3agady NpoBepKu
[NonHas nposepka cucmemeil:
aKTUBUPYMTE 3aJa4vy NPOBEPKU
«lNonHas npoBepka cuMcTeMbI» B
MnaHnposLmke.

HeussecmHo CnpaBka [aHHoe cocTosiHue oTobpaxkaeTca npu

BO3HUKHOBEHUN HEN3BECTHOW OLWNBKN. B aTOM
cnyyae obpatutech B Hally Crnyxby noanepxku.

MNocnepHee obHOBNEHMe

B aTom pasagene otobpaxaeTtcsa nHpopmaums o TekywemMm COCTOSHUM NocnegHero
OoGHOBNEHUS.

OTtobpaxaeTtcsa cnegyowasa nHpopmauus:

o [lata nocnegHero o6HoOBNEHMUS

P HaxmuTe kHonky «KoHdurypaumsy», 4Tobbl BbINONHUTL OOMNOMNHUTENbHbIE HACTPOWKN
aBTOMaTU4YeCcKoro oOHOBMEeHuS.
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CyLecTBYyHOT crieqytowme BO3MOXHOCTH:

Control Center

MukTorpamma CocTosiHue Onuus OnucaHue
m HaTta 3anyctutb Mporpamma 6binia o6HOBMNEHA B
nocneagHero oOGHOBNEeHMe | TeyeHue nocrnegHux 24 4yacos.
obHoBnEHUS,
Hanpumep,
18.07.2011 YkazaHue
C NoOMOLLbIO KHOMKK
«3anyctutb 0GHOBREHNEY
Bbl CMOXeETe NoaAep>KMBaTb
Baw npoaykT Avira B
aKkTyarbHOM COCTOSAHUMW.
[ata 3anyctutb C MomeHTa nocneaHero ooHoBNeHUs
nocriegHero obGHoBneHue | npoluno 6onee 24 Yacos, HO Bbl BCE
obHoBNEHMS, eLle HaxogMTecb BHYTPW BbIOpaHHOro
Hanpumep, BaMU LMKNa HanomMumHaHum ob
15.07.2011 obHoBneHunax. OH 3aBUCUT OT HACTPOEK

B MeHto KoHdurypaums.

Yka3saHue

C NOMOLLbIO KHOMKK
«3anyctutb 06HOBNEHNE»
Bbl CMOXETe nogaepxmBaTb
Baw npoaykT Avira B
aKTyaribHOM COCTOSAHUMW.
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E He 3anyctutb
8bIM0JIHANOCL | OOHOBIEHUEe

C mMomeHTa ycTaHOBKN 0B6HOBMEHME
eLle He BbINOSTHANOCh

nnn

OblNIM NpeBbILWEHbI NapaMeTpbl
BbIGpPaHHOIro BamMu LuKna onoBeLeHnn
06 obHoBNeHumn (cm. KoHdurypaums), a
o6GHoBNEHne He 6bINo BbINOSTHEHO,
nnn

dhann onpeneneHuin BUpycoB cTapLue
BbIGpPaHHOIro BamMu Lukna onoBeLeHUn
06 obHoBNeHun (cm. KoHdurypaums).

Yka3saHue

C nomMoLLbHO KHOMKK
3anyctutb O6HOBMEHMWE Bbl
cMoXeTe nogaepmeaTtb
BaLl NpoaykT Avira B
aKkTyaribHOM COCTOSAHUMW.

Hegso3MoxHO

Mpn nctekwem cpoke gencTBnA
nnUEeH3Mn OBHOBIEHME HEBO3MOXHO.

Baw nNpPoAYKT akKTuBupoBaH

B aTom pasgene otobpaxaeTcs nHpopmaumst 0 TEKyLLLEM CTaTyce BaLLEN NULIEH3NN.

CyLLecTBYHOT crieqyowme BO3MOXHOCTH:

NMonHas Bepcus
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MukTorpamma CocTtosHune Onuus 3HayeHune

‘f‘? Cpok OGHOBUTL Bbl obnagaete gencreytowen
AencTeus nuueHsuen ana nporpammbl Avira. C
TekyLen NOMOLLbI KHOMKN « OOHOBUTLY» Bbl
nuueHsnn ansa nepengeTte B OHManH-marasunH Avira.
NOnHoMn Tam Bbl cMOXeTe BblbpaTb NULEH3NIO,
BEpPCUM, OTBEeYaloLLyo BaliMM NOTpeBHOCTAM, U
Hanpumenp, 0OHOBMTbL Ball NPOAYKT A0 BEPCUMK
31.10.2011 Avira Premium.
Cpok O6GHOBUTL Bbl o6nagaeTe gencreytoLLem
JencTBums nnueHamnen Ha NpoaykT Avira. OgHako
TekyLien CPOK AENCTBUA NIULIEH3UN COCTaBnaeT
niueHsnn ans 30 nnn meHee gHen. C NnoMoLLblo
NonHown kHOMkM OBGHOBUTL Bbl NEpenaeTe B
Bepcun, OHnawmH-marasunH Avira. Tam Bbl
Hanpumenp, CMOXeTe NpoannTb CBOIO NIULIEH3NIO.
31.10.2011

E Cpok Kynutb Cpok oencTBns NULEH3MM Ha BaLLl
JencTBums npoaykT Avira uctek. C nomoLbto
nuueH3nu kHonkn KynuTb Bbl nepengeTe B
NUCTEK, OHNanH-marasuH Avira. Tam Bbl
Hanpumep, CMOXeTe NpnobpecTn OeNCTBYOLLYHO
31.08.2011 NMNLUEH3NIO.

MpeanynpexaeHune

Ecnu cpok gencreus Bawlen
NULIEH3NN UCTEK, TO
JanbHenwee oOHOBMNEHMe
HEBO3MOXHO. 3alMTHbIE
YHKLMN NporpaMmmbl
OTKNIOYEHbI M HE MOTYT BbITb
aKTUBUPOBAHbI.

TecTOoBasa NnuueH3und
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Muktorpamma | CocTtosHME Onuwms 3Ha4yeHune
V| TectoBas nuueH3usa | Kynutb Bbl obnagaeTe TeCTOBOW NULIEH3NEN U
AEencTBUTENbHA, nMeeTe BO3MOXHOCTb B TeYEHNE
Hanpumep, 00 onpeaeneHHoro BpeMeHn onpoboBaTb
31.10.2011 doyHKUMM Ballero npoaykra Avira B

nonHom o6beme. C NOMOLLBH KHOMKM
KynuTb Bbl nepengeTe B OHNaMH-
marasvH Avira. Tam Bbl cCMOXeTe
NpnobpecTn AEeNCTBYIOLLYHO
NNUEH3NIO.

TectoBasa nuueH3na | ObHoBUTL | Bbl obnapgaeTe TeCTOBOW NULEH3NEN.

JencTBUTErNbHA, OpaHako CpoK AENCTBUS NULIEH3UN
Hanpumep, 0o coctasnseT 30 nnu meHee gHen. C
31.10.2011 NOMOLLb KHOMKM OOHOBUTL Bbl

nepengeTte B OHMANH MarasuH Avira.
Tam Bbl cMOXeTe npnobpecTtu
OENCTBYIOLLYIO NULEH3MIO.

E Cpok gencrteus Kynutb Cpok oencTBns NULEH3MM Ha BaLLl
TECTOBOMN NULEH3UN npoaykT Avira nctek. C nomoLybto
ncrek 31.08.2011 kHonkn KynuTb Bbl nepenjeTe B

OHNamnH-marasuH Avira. Tam Bbl
CMOXeTe NpnobpecTn OeNCTBYIOLLYHO
NULUEH3NIO.

MpeanynpexaeHune

Ecnu cpok gencreus
BalLen NULEH3nUn UCTEK, TO
JanbHenwee oOHOBMNEHMe
HEBO3MOXHO. 3allUUTHbIE
YHKLMN NporpaMmmbl
OTKIOYEHbI U HE MOTYT
OblTb aKTUBMPOBAHbI.

MUHTepHeT-6e30nacHOCTb

B aTom pasaene otobpaxaeTcs MHopMaLmMs O TeKYLLIEM COCTOSAHUM CNyX0, KoTopble
3alULLIaI0T Balll KOMMbIOTEP OT BUPYCOB U BpeaoHocHoro MO n3 UHTepHeTa.

« Web Protection: cnyx6a npoepsieT AaHHble, nepefaBaemble npu paboTe B
MHTepHeTe u 3arpyxaemble Bawmm Beb-6paysepom (koHTposnb noptos 80, 8080, 3128).
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e Mail Protection: cnyx6a npoBepsieT 3MEKTPOHHYIO NOYTY U BIIOXKEHWS Ha Hanu4mne
BMPYCOB U BPELOHOCHbIX MPOrpamm.

« WUrposon pexunm: ecnu ata onums akTMBMpOBaHa, TO Ball NPoAyKT Avira
aBTOMaTMYECKN NEPEKIIOYAETCS B UTPOBOW PEXUM , €CNM Ha BalleM KOMMboTepe
3anyLeHo NpuoXeHue B NOMHO3KPaHHOM pexunme. Cm. rpoBoii pexum.

HononHutenbHble onunn cryx6 oTobpaxatoTcs B KOHTEKCTHOM MEHIO C MOMOLLIbKO KHOMKM
KoHdurypauusa psgom c kHonkon BKIL./BbIKIJL.:

o KoHdurypaums: Bbl nepexoante B MEHO KOHUTypaLMK, Fae MOXHO HAaCTPOUTb
napameTpbl KOMMNOHEHTOB CIyX0bl.

CywecTBytOT crnegytowmne BO3MOXHOCTU: Criyx6bi
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Muktorpamm | CocTosiHMe CocTosiHue Onuumsa 3Ha4yeHue
a Cnyxobl

u OK BkritoyeHo OTKNOYMT | AKTMBHbI BCE CryX0bl
b NHTepHeT-6e30nacHOCTN.

Yka3aHue

Bbl moxeTe
AeaKTMBMpoBaTb
cnyx0y c
MOMOLLLbIHO KHOMKM
BKIJ1./BbIKI1.
O6paTtute
BHUMaHMWe, YTo
NPV OTKITOHEHUN
CNy>0bl He
obecneunBaeTcs
nonHas sawmura
OT BMPYCOB U
BPE€AOHOCHbIX
nporpamm.
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C OTtkntoyeHo | Bknwouutb | Cniyxba oTknoveHa. 910
o2paHuU4YeHUsIMu O3HayvaeT, YTo cnyxba
3anyLleHa, HO He aKTMBHa.

MpeaynpexaeH
ue

Bawa cuctema
nposepsieTcsl He
NOJTHOCTBIO.
CyuwecTByeT
BEPOSATHOCTb
TOro, 4YTO BMPYCbI
N BPEe4OHOCHbIE
nporpammbl
NPOHUKHYT B
BaLLy CUCTEMY.

Yka3aHue

YT00bI BKNIOYNTb
Cnyxo6y, HaxmuTe
KHOMKY
BKIJ1./BbIKI1.
psaooMm c
Ha3BaHMEM
COOTBETCTBYHOLLE
n crnyxo6bl.
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[MpedynpexoeHu
e

Cnyxb6a
OCTaHOBJEH
a

3anycTtutb

Cnyxba 6bina
OCTaHOBIIEeHa.

MpeapynpexaeH
ve

Bawa cuctema
npoBepsieTcs He
MOJSTHOCTBIO.
CyuwiecTtByeT
BEPOSATHOCTb
TOro, YTO BMPYCbI
N Bpe4OHOCHbIE
nporpammbl
NPOHWKHYT B
Bally cucTemy.

Yka3saHue

Ytobbl 3anycTutb
cnyxoy n
akTMBMpoBaTb
3awuTy,
HaXXMUTE KHOMKY
BKI1./BbIKI1.
Cnyx6a
3anycTuTcs u
aKTMBMpyeTCS.

HeussecTHO

CnpaBka

J[laHHOe cocTosiHMe
oTobpaxaeTcs npu
BO3HMKHOBEHMUM
Heun3BeCcTHOM owmnbkun. B
3TOM crnyvyae obpaTtuTtech B
HaLly crnyxby noaaepxku.

7.3.2 VirpoBon pexxum

Ecnu Bbl 3anyckaeTe Ha CBOEM KOMMbIOTEPE NPUIOXKeHNs, TpebytoLLme NONHOIKPaHHOTO
pexuma, TO akTUBUPOBAaB UITPOBOM PEXMM, Bbl MOXETE CKPbITb COOGLLIEHNS paboyero
cTona W ykasaHus, BCNMbIBalOLLME OKHa U OMOBELLEHUS NPOrpaMm.
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Bbl MOXXeTe akTMBMPOBATL UMK BKNIOYUTL aBTOMATUYECKM UTPOBOWN PEXUM HaXkaTueM
kHonkn BKIT/BbIKI1. Mo ymonyaHuio urpoBomn pexxmnm yCTaHOBIEH Ha automatic u
oToGpaxkaeTcs 3eneHbiM LBeToM. C 3TOM HAaCTPOMKOW Balla nporpamma Avira
aBTOMaTUYECKM NepeKniovaeTCca B UTPOBOWN PEXNM, eCrnn Bbl 3anyckaeTe NpunoxeHue B
NMONTHO3KPAHHOM peXUME.

P YToObl aKTUBMPOBATL UFPOBOW PEXUM, HAXXMUTE Ha KHOMKY crieBa oT BbIKI1.

=+ MFpOBOIZ peXunm BKIMHOYEH, KHOIMKa OTO6pa>KaeTCFI XeNTbIM LUBETOM.

Yka3aHue

Mbl pekomeHayeM N3MeHATb NpeaBapuUTenibHO YCTaHOBMEHHOE COCTOSHNE
BbIKJ1 c aBTOMaTHMyecknm pacno3HaBaHUEM MPUITOXKEHMI B NOSTHOIKPAHHOM
pexnme TONbKO BPEMEHHO, TaK Kak B UTPOBOM PEXMME Bbl HE YBUOUTE
coobLleHus paboyero ctona v npegynpexaeHus o CeTeBOM AOCTyne, a Takke
O BO3MOXHbIX OMacHOCTSAX.

7.3.3 System Scanner

Pasgen System Scanner gaet BO3MOXHOCTb ObICTPO U NPOCTO HACTPOUTL U 3anyCTUTb
CKaHMpoBaHMe cuCTeMbI. [1peaycTaHoBNEHHbIE NPOGUIM NO3BONSAOT NPOMU3BOANTL
CKaHMpOBaHME CUCTEMbI C ONTUMAarbHbIMW HAaCTPOMKaMK NO YMoryaHuo. MOXHO Takke
aganTupoBaTb CKaHUPOBAHWE CUCTEMbI HA Hann4une BUPYCOB U HexXenaTenbHbIX
nporpaMmm K CBOMM JIMYHbIM TPeB6OBaHNAM C MOMOLLbIO BbIDOPOYHON NPOBEPKN MU NyTEM
co34aHus norb3oBaTernbckux npodunen. Tpebyemoe gencrane MOXHO BblbpaTb C
NMOMOLLIbIO 3HAYKa Ha naHesnm NHCTPYMEHTOB, C MOMOLLbHKO SIPSiblka UK KOHTEKCTHOIO
MeHH. 3anycTuTe ckaHMpoBaHME CUCTEMbI C MOMOLLLIO 3nemMeHTa [poBepka ¢
BblOpaHHbIM Npodunem.

BHewHun Bug n pabota ¢ pegaktnpyemsiMu npoomnamm aHanorndHel paboTe ¢
MpoBoaHukom Windows. Kaxxgasa nanka B KOpPHEBOM KaTariore COOTHOCUTCS C
onpeneneHHbiM npodunem. Nognexaume ckaHAPOBaHMIO Nanku Unu dansbl MOXHO
BblbpaTb, ycTaHOBMB (hbfaXok nepen COOTBETCTBYIOLLIEN NAMNKOW U Unn pannom gns
CKaHMPOBaHWUA.

e [Ina cMeHbl KaTanoros ABaXObl LLENTKHUTEe HeOOXOoAMMbIN KaTarnor.
o [ns cMeHbl ANCKOB ABaXAbl LLIENKHUTE OyKBY HEOOXOAMMOro AMCKa.

. ,D,J'IFI Bbl60pa narnokK n OUCKOB MOXHO LLENIKHYTb rnorie nepen COOTBeTCTByI-OLLI,eI7I nankom
NN UCKOM J1IEBOW KHOMKOW MbILIW UK Bbl6paTb MX C NOMOLLUBbK KOHTEKCTHOIO MEeHHo.

o HaBuraums B CTPyKTYype MEHIO OCYLLECTBNSETCS C MOMOLLbIO NOSIOCHI MPOKPYTKM U
CTPENOK MNPOKPYTKM.

MpeaycTaHoBneHHbIe npodunu

[locTynHbl NpeaycTaHOBNEHHbIE NPOMUIY CKAHUPOBAaHMUS.
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MpumeyaHune

OTN Npodnnn 3aLlLMLLEHBI OT 3anNnUcK N He MOTyT BbITb N3MEHEHLI UMW YA aneHb!.
YUTto6bl Npochmnb cooTBETCTBOBAN BallMM noTpebHocTAM, Bbibepute ans
OAHOKpPaTHOro ckaHMpoBaHus nanky BeibopoyvHas nposepka nnu Cosgatb
HOBbIN NMPOUITb AN CO34aHUSA NoNb30BaTENBCKOro NPOdUNA, KOTOPbIN MOXET
ObITb COXpaHeH.

MpumeyaHune

[MapameTpbl CKaHNPOBaHWA A58 NpedyCTaHOBMNEHHbIX Npodounen MoryT
HacTpamBaTbCs B MeHI0 HacTpownka > System Scanner > [NMposepka > dainnbi.
OTN napaMeTpbl MOXXHO HACTPOUTbL B COOTBETCTBUN CO CBOUMM
NnoTpeBbHOCTAMM.

JlokanbHbIe QUCKHN

Bce nokanbHble ANCKX BalLel CUCTEMbI CKaHUPYKOTCS Ha HanMyne BUPYCOB UMK
HexxenaTenbHbIX MPorpamMm.

JNlokanbHbIe XXeCcTKne AUCKU

Bce nokanbHble XXecTkMe AUCKM Ballen CUCTEMBI CKaHMPYTCA Ha Hann4mne Bnpycos
NN HeXenaTerbHbIX nporpamMm.

CbeMHble AUCKHU

Bce AocTynHble CbeMHble AUCKM Ballel CUCTEMbl CKAHUPYIOTCS Ha HanM4yne BUPYCOB
UNN HeXxenaTenbHbIX Nporpamm.

CuctemHasa nanka Windows

CuctemHas nanka Windows Ballen CUCTEMbl CKAHUPYETCHA Ha HanMyne BUPYCcoB U
HeXenaTesibHbIX NporpamMm.

NMonHasa npoBepKa CUCTEMbI

Bce nokanbHble XXeCTkMe ANCKN Ballero KoMnbioTepa CKaHUPYIOTCA Ha Hanu4me
BUPYCOB NN HeXenaTenbHbIX nporpamm. MNpun ckaHMpoBaHMM NCNOSb3YOTCSA BCE
NpoLEeCChbl CKAHUPOBAHWS, 3@ UCKITIOYEHNEM NPOBEPKUN LLENOCTHOCTU CUCTEMHbIX
¢rannos: cTaHOAaApTHOE CKaHMpoBaHWe hannoB, CKaHMPOBaHMNE peecTpa n
3arpy3o4HbIX CEKTOPOB, MOUCK PYTKMTOB U T. 4. (cM. System Scanner > O630p).
[Mpouecchl ckaHMPOBaHUS BbINOMHAKTCA HE3ABUCMMO OT HAaCTPOEK CKaHepa B
pasgene System Scanner > [Nposepka: [JoNONHUTENbHbIE HACTPOWNKN.

BbicTpas npoBepka cUCTeMbI

BaxHble nanku Bawen cuctemsl (nankm Windows, Program Files, Documents and
Settings\Default User, Documents and Settings\All Users) npoBepsitoTCs Ha Hanuyune
BMPYCOB N HeXenaTesbHbIX NporpaMmm.

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 122



R’ AVI RA Control Center

Mou oOKYMEeHTbI

MecTo coxpaHeHnsa no ymon4danuio "Mou dokymeHmbI" BOLEALErO B CUCTEMY
nonb3oBaTesnis CKaHUPYEeTCA Ha Hanu4ymne BUPYCOB UMW HeXenaTerbHbIX MporpaMm.

MpumeyaHue

"Mou dokymeHmebl" B Windows siBAsieTca nankown B npodune nonb3oBaTtens,
KOTOpasi UCMomnb3yeTCs Kak MeCTO COXPaHEHUSs No YMOMNYaHUIo Ans
AOKYMeHTOB. 1o ymon4yaHuto aToT Katanor Haxoautcs B C:\Documents and
Settings\[ums nonb3oeamens\Mou 0oKymeHM:I.

AKTUBHbIe npouecchl

Bce 3anyLieHHbIe NPOoLIECChl CKaHMPYIOTCA Ha Hann4yne BUPYCOB U HexXenaTenbHbIX
nporpamm.

MNMowuck "pyTKMTOB™ U aKTUBHOro BpeaoHocHoro M0

BbinonHsaeTcs ckaHMpoBaHME KOMMbOTEPA HA HanMumne PyTKUTOB U aKTUBHbIX
(paboTatowmx) BpeaoHOCHbIX Nporpamm. Npun aTom npoBepsaroTcHa Bce paboTatoume
npoLeccsl.

MpumeyaHue

B nHTEpakTMBHOM pexnme JOCTYNHO HECKOSIbKO BapMaHTOB peakumm Ha
obHapyxeHHbIN 06beKT. B aBToMaTnyeckom pexvme akt obHapyxeHus
doukcupyeTcs B cpanne oTyeTa.

MpumeyaHune
CkaHpOBaHWe Ha HannuMe pyTKUTOB HEAOCTYNHO B 64-pa3psaHbIX BEPCUSX
Windows XP !

7.3.4 BbibopouHas npoBepka

BbiGepuTe 3Ty nanky, ecnu xotuTe agantMpoBaTb CKaHMPOBaHWE K CBOMM
HAMBMAYanbHbIM TpeGoBaHusaM. OTMeTbTe nanku U dannbl Ans CKaHUPOBAHKS.

NMpumeyaHue
Mpodunb BbibopouHasa npoBepka obecneynBaeT BO3MOXHOCTb
CKaHMpPOBaHWA AaHHbIX 6e3 NpeaBapuUTENbHOro Co3gaHns HOBOro npoduns.
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Monb3oBaTtenbckue npodpunm

CosaaTtb HOBbIN NPOdKMIb MOXHO Yepes naHesb MHCTPYMEHTOB, ropsYynMm
KrnaBuLamy UM Yepes KOHTEKCTHOE MEHHO.

HoBble Npodunn MoXXHO COXpaHsTb C BbIOpaHHLIM MMEHEM W UCMOSb30BaTh B
[AOMNOSHEeHNE K CKaHNMPOBaHWIO, 3aryckaeMomy BpPYYHYH ANS CO3AaHUs NPOLIeCcCoB
CKaHMPOBaHWS B YCTAHOBNEHHOE BPEMS C MOMOLLbIO MIaHMPOBLLMKA.

MaHenb MHCTPYMEHTOB U APNbIKK

3Havok | Apnblk | Onucanue

o) F3 3anyck ckaHUpoBaHUA € BblIOpaHHbIM npodunem

BblgeneHHbIn Nnpousib CKaHMPyeTCHa Ha Hanuyne BUPYCOB U
HeXxenaTesibHbIX NPorpaMm.

fol F6 3anyck agMUHUCTPaATOPOM CKaHMpPOBaHUSA C BbIOpaHHbIM
npocdunem

BblaeneHHbIn I'IpO(bMJ'Ib CKaHupyeTCd C npaBaMn aaMUHUCTPATopa.

+ Ins Co3aaTtb HOBbIN Npodunb

CospaeTcsa HoBbIV Npodhunb.

= F2 NMepenmeHoBaHue BbIOpaHHOro npoduns

anCBaMBaeT BblOEJTEHHOMY I'IpOd)I/IJ'IIO Bbl6paHHoe BaMn NMM4.

A F4 CospnaHue sipnbika Ha paboyeM cTorne AnA Bbi6paHHOro npoduns

CospgaHune Ha pabouem cTone sipnblka ans BbibpaHHoro npoduns.

X Del YpaneHue BbiOpaHHOro npocpuns

BbibpaHHbIM npodunb yaanseTca HaBcerga.

KOHTeKCTHOe MeHIo

[ocTyn K KOHTEKCTHOMY MEHIO MOXHO MONYYUTb, LESKHYB TpebyeMbln Npodusib NpasBown
KHOMKOW MbILLUW.
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3anycTuTb NpoBepKy
BblgeneHHbI Npounb CKaHMPYEeTCA Ha HannyMe BUPYCOB U HeXernaTernbHbIX
nporpamm.

MNMpoBepka (agMuHUCTpaTop)

(3T1a dbyHkuma goctynHa Tonbko B Windows Vista. [1ns1 BbINONHEHNSA 3TOr0 AENCTBUS
TpebytloTca NpaBa agMmnHUCTpaTopa.)

BblgeneHHbI Npounb CKaHMPYeTCA Ha HannyMe BUPYCOB U HeXernaTernbHbIX
nporpamMmm.

Co3aaTb HOBbIN Npocdunb
CospaeTca HoBbIV Npochunb. Belgenute nankm n dpannel, KOTopble HEO6X0AMMO
CKaHMpoBaThb.

NMepenmeHoBaTb Npocunb

MpucBanBaeT BblaeneHHOMY Npoduso BbibpaHHOE BaMU UMSI.

MpumeyaHue
OTOT 9N1EMEHT HEBO3MOXHO BblOpaTbh B KOHTEKCTHOM MEHIO, eCrv BbiOpaH
npegonpeaerieHHbIN NPpousib.

Ypanute npodunb

BbibpaHHbIM Npodunb yaanseTca HaBceraa.

MpumeyaHue
OTOT ANIEMEHT HEBO3MOXHO BblOpaTh B KOHTEKCTHOM MEHI0, ecrin BblOpaH
npegonpeaesieHHbIN NPpousib.

PannoBbin hUnNbLTP
Mo ymonyaHwuio:

O3sHayvaerT, 4to hannbl 6yayT ckaHMPOBATLCA B COOTBETCTBMM C HACTPOWMKOW rpynnbl
daninbl MEHIO HACTPOMKK. DTY HACTPOMKY MOXHO YCTaHOBUTb B COOTBETCTBUU CO
CBOMMM NOTpeBHOCTAMU. B pasgen HacCTPOMKM MOXHO NepenTu, BbibpaB KHOMKY NN
CCbInKy Hactpownka.

MpoBepuTb BCe channbi:
ByayT ckaHnpoBaTtbca Bce dhanrbl, HE3aBUCUMO OT YCTAHOBOK B MEHIO HacTponka.
OnpegeneHo nonb3oBaTeneMm:

Bbi3biBaeTcsa gManoroBoe OkHO, B KOTOPOM OTOOpakaroTca BCe paclumpeHns annos,
npoBepsieMbIX NPU CKaHMpPOBaHMK. [Ina cnmcka paclumpeHnin onpeneneHsl 6a3osble
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pacluMpeHns no ymondaHumo. MoxHo 4o0aBnsATb B CIMCOK pacLLUMPEHUIA HOBbIE CTPOKM
UNu yaanaTb Ux.

MpumeyaHune

OTOT 3NIEMEHT KOHTEKCTHOIO MEHI0 MOXHO BblOpaTh, ecrnn Kypcop HaxoauTcs
Ha COOTBETCTBYIOLLUNM (PIaXKKOM.

Mpun ncnonb3oBaHUM NpeaonpeaeneHHbIX npoduien BbIbop 3Toro anemeHTa
HEBO3MOXEH.

Bbibpatb
C nogkaTtanoramu:

CkaHupytoTca Bce doanrnbl M Nanky, HaxXoasiWmecs B BblAENEHHOM (Y4epHbIA onaXok)
KaTarore.

Be3 noakatanoros:

CkaHuMpyoTCA TOMNbKO (hannbl, HaxoasALWmMecs B ykadaHHOM (3eneHbl doriaxok)
KaTtarore.

TonbkKo nogkKaTanoru:

B BblaeneHHOM KOPHEBOM KaTtasnore NnpoBepstoTCA TONbKO nogkatanoru, Ho He
hannbl, Haxo4sLWMeCca B KOPHEBOM KaTarore (cepbivi onaxok, nogkaTanoru
BblAersieHbl YepHbIMU (hnaxxkamm).

Be3 BbIGOpa:

Bbibop OTMeHeH (HeT (pnaxkoB), CKaHMPOBaHME TEKYLLIEro KaTtanora He
NpOu3BOAMUTCS.

NMpumeyaHue

OTOT 9NIEMEHT KOHTEKCTHOINO MEHIO MOXHO BblBpaTh, €Crn Kypcop HaxoauTcs
Ha COOTBETCTBYIOLUNM (OITAXKKOM.

Mpn ncnonb3oBaHMM NpegonpeneneHHbix Nnpodunen Bolbop aTOro anemeHTa
HEBO3MOXEH.

Co3paTb ApnbIK

Cospaet Ha pabo4yem cTone apnbik Ansa BbibpaHHoOro npoduns.

MpumeyaHne

OTOT 3NEMEHT HeOCTYMNEeH B KOHTEKCTHOM MEHIO Npw Bbibope npodung
BeibopoyHas npoBepka, Tak Kak HacTpourku B npodune BeibopoyHasa npoBepka
He noanexart NOCTOAHHOMY XpaHEHUIO.
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7.3.5 Real-Time Protection

Bknagka Real-Time Protection otobpaxaeT nHhopmaumio o NpoBepeHHbIX dannax u
Apyrne ctaTucTMyeckne JaHHble, KOTopble B No6oe BpeMst MOXXHO OOHYNUTL, 1 NO3BONAET
OTKpbITb chann oTtyeTa. NogpobHasa nHpopmauma o nocnegHem obHapyXeHHOM BUpyce
NN HeXenaTesibHOM NporpamMMe Bbl3bliBaeTca "O4HUM LLENTYKOM".

Yka3aHue

Ecnu cnyx6a Real-Time Protection He 3anyLieHa, TO KHOMKa psagoMm ¢ Moaynem
oTobOpaxaeTcs XKenTbiM LIBETOM. Bbl MOXeTe 03HaKOMUTBLCS C haisiom oT4eTa
moaynst Real-Time Protection.

pachuyeckoe meHro

MukTorpamma OnucaHue
Bl MokasaTb ¢hann oTyeTta
ToOpaxaetcs panin otyeta moagynsa Real-Ti
OT100 Real-Time
Protection.

COpocuTb AaHHbIe CTaTUCTUKMU
CratncTnyeckme gaHHble 3TOW BKNaaKu
cbpacbiBaloTCAa A0 Hyns.

w -

OTtobpaxaemas nHdopmauus

NMocneaHun nHcumpoBaHHbIN thann

OT1obpaxaeT Msa 1 MeCToOHaxoXaeHue nocrnegHero panna, HangeHHoro Mmogynem
Real-Time Protection.

NMocnepgHee HanpgeHHoe BpepnoHocHoe MO

OTtobpaxaeT nmsa nocnegHero obHapyXeHHOro Bupyca unm BpeaoHOCHOW NporpamMmmbi.

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 127



(X, AVIRA

MukTorpamma OnucaHue

N vtooman o supveax | LLl@YKOM MO NUKTOrpamMmMe Unu
CCbIfIKe Npu YCTaHOBMEHHOM
NHTepHeT-coeanHeHnn Bbl
BbI3blBaeTe NOAPOOBHYIO
WMHpopmauuio o BUpycax u
BPEAOHOCHbIX MporpaMmmax.

MocneaHun npoBepeHHbIN dann

OtobpaxaeT MMsa 1 NyTb K nocnegHeMy nposepeHHomy cnyxbon Real-Time
Protection danny.

CraTucTUKa

KonuyecTtBo cdannos

OT1obpaxaeT KoNM4ecTBO NPOBEPEHHbLIX paHee hannos.

KonuyecTBO HanaeHHbIX BpeAOHOCHbIX NporpamMm

OTtobpaxaeT unmcno obHapy>XeHHbIX BUPYCOB 1 BPEAOHOCHbLIX NPOrpamMm.

KonuyecTBo nogo3putenbHbIX dpannos

OTobpaxxaeT KonmM4ecTBO haninoB, OTMEYEHHbIX MOAYIEM 3BPUCTUKM.

KonuyectBO yaaneHHbIX cpannos

OTtobpaxaeT KONMYeCTBO yaaneHHbIX paHee annos.

KonuyecTBo Bbine4yeHHbIX hannos

OTtobpaxxaeT KONMYeCTBO BblfIEYEHHbIX paHee (hannos.

KonnuyecTBO nepemeleHHbIX ¢hannos

OT1obpaxaeT KoNM4ecTBO NepeMeLLeHHbIX paHee ¢hannos.

KonuyecTtBO nepenmeHoBaHHbIX hannos

OT1obpaxaeT KonNnM4ecTBo NepeuMeHoBaHHbIX paHee annos.
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7.3.6 FireWall

6paHamay3p Windows (HaumHas c Windows 7)

HaunHasa ¢ Windows 7, Avira FireWall 6onblue He cogepxutca B Avira Internet Security
Suite. BmecTo atoro 6paHgmayapom 6pangmayap Windows MOXHO ynpaBnsiTb C
nomMoLbto LieHTpa ynpaBneHus ceTamm 1 o6Lmm JOCTYNOM.

B pasgene "FireWall" MmoxHO npoBeputb coctosHne 6paHamayap Windows un
BOCCTAHOBUTb PEKOMEHOYEMbIE HACTPOMKM, HaXKaB Ha KHOMKY YCTpaHUTb npobnemy.

7.3.7 Web Protection

Bknagka Web Protection nokasbiBaeT nHdopmaumio o nposepeHHbix URL v gpyrune
cTaTucTuyeckre JaHHble, KoTopble B Nloboe Bpems MOryT BbiTb 0OHYMeHb!, U NO3BONSET
oTKpbITb ®ann otyeta. NogpobHaa nHdopmaums o nocneaHem obHapy>XeHHOM BUpYyce
NN HeXxernaTtesibHOM NporpamMmMe Bbi3blBaeTCcs "O4HUM Lenykom”.

Mpacpuyeckoe meHrO

Muktorpamma | OnucaHue

B MNMokasaTtb thann oTyeTa

Otobpasutcsa cdann otdeta moayns Web Protection.

COpoc AaHHbIX CTaTUCTUKN

w

Cratnctmnyeckune gaHHble 3TOro pas3nena O6HyJ'IFII'0TC$I.

OTtobpaxaemas nHdopmauus

MocneaHun nucpmumpoBaHHbin URL

lMokasbiBaeT nocneaHu obHapyxeHHbIn moaynem Web Protection URL.

MocnegHun o6HapyXeHHbIN BUPYC/BpeaoOHOCHas nporpaMmma

OTtobpaxaeT nmsa nocnegHero obHapyXeHHOro Bupyca unm BpeaoHOCHOW NporpamMmmbi.
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Muktorpammal/Ccbinka | OnucaHue

N wsboonamn o svoveax | [L|@NYKOM Ha NMUKTOrPaMme UM CCbINKe NPy YCTaHOBMEHHOM
NHTepHeT-coeaAMHEHMN Bbl Bbi3biBaeTe NoapobHY0 MHopmaLmio o
BMPYCax 1 BPEAOHOCHbIX Nporpammanx.

NMocneaHun npoBepeHHbIn URL

OtobpaxaeT nmsa nocnegHero obHapyxeHHoro moaynem Web Protection URL.

CraTucTuKa

KonuyectBo npoBepeHHbIXx URL

OtobpaxaeT konnyecTBo npoBepeHHbIX URL.

Konn4yecTtBO coOOLEHUN

OTobpaxaeT Yicno obHapy>KEHHbIX BUPYCOB U BPEAOHOCHbLIX Nporpamm.

KonunyectBo 6nokupoBaHHbix URL

OtobpaxaeT yncno 6rnoknpoBaHHblix URL.

KonunyecTtBo nponyuweHHbix URL

OtobpaxaeT umcno nponywieHHbIXx URL.

7.3.8 3alwmTa 3NeKTPOHHOM MouThl

Bknagka Mail Protection nokasbiBaeT nposepeHHble mogynem Mail Protection nucema, nx
CBOWCTBA U AAHHbIE CTAaTUCTUKMN.

Yka3zaHue

Ecnu cnyx6a Real-Time Protection He 3anyLieHa, TO KHOMKa psagoMm ¢ mogynem
oToOpaxkaeTcs XKenTbiM LBETOM. Bbl MOXETE 03HAaKOMUTBLCSA C hanriom oT4eTa
moayns Mail Protection. Ecnu B Bawen nporpamme Avira ata cnyxba
HeLOoCTynHa, TO KHomnka ByaeT cepon.

Yka3zaHue

WcknroveHune nsbpanHbix Email-agpecos 13 npoueaypbl NPOBEPKU HA Hannyme
BpenoHocHoro MO kacaeTcs ToONbKO BXOAALWMX NUCEM. [N OTKIIHOYEHUS
NPOBEPKMN NCXOAALLNX MNCEM OTKNIOYMTE ee B HacTpounkax Mail Protection >
lNownck.
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Fpachnyeckoe MeHrO

Control Center

Muktorpamma | OnucaHue
Bl MokasaTb ¢hann oTyeTta
dann otyeta moayns Mail Protection 6yaeTt nokasaH.
Bl NMoka3aTb CBOMCTBA BbIOPAHHOro NUCbMa

OTKpbIBaeT OKHO ¢ NoApobHO MHpopMaLmel O BblAENEHHOM NUCbME.

He npoBepsTb 3TO NUCbMO Ha HanNM4Me BPeAOHOCHbIX NMPorpamMmm

BblgeneHHoe nucbMO B AanbHenweM He NpoBepsSeTCcs Ha Hannyne BMpycoB U
BPEAOHOCHbIX Nporpamm. Bel MOXeTe OTMEHUTb 3Ty yCTaHOBKY 3aeck: Mail Protection >
O6wme > UcknroyeHus (cm. NcknioveHns).

YaanuTtb BblgernieHHoe NMCcbMO (NMcbMa)
BblaeneHHoe nucbmo b6yaeT yaaneHo ns dydepa. dann coxpaHseTcs B Ballen NOYTOBOM
nporpamme.

w

COpocuTb faHHblIe CTaTUCTUKKU
CTtaTucTnyeckme aaHHble 3TOM BKMaaku copacbiBatoTcs 40 HYIs.

NMpoBepeHO nucem

30ecb oTobpaXkaeTcsa KONMYECTBO NUCEM, NPOBEPEHHLIX crybor Mail Protection.

MukTorpamma | OnucaHue

kd He ©b1no oGHapy>eHO BUPYCOB U BPE4OHOCHbIX NPOrpaMm.
n Bbin o6HapyXeH BUpYC 1 Bpe4oHOCHAsA nporpaMma.

Tun

lMokasbiBaeT NPOTOKOIT, KOTOprI7I ncnosib3oBarca and nojfiydeHmnda Urnn oTrnpaBku

nMANCeMm:

= POP3: nonyyeHHble no POP3 nucbma
= IMAP: nonyyeHHsble no IMAP nucbma
= SMTP: otnpaBneHHble no SMTP nucbma

OTtnpaButenb/nonyyarenb

lMokasbiBaeT agpec otnpaBuTend nnMcbmMa.
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Tema

lNokasbiBaeT TEMY NOJ1y4EHHOIo NMCbMa.

Darta/Bpems

Moka3blBaeT, koraa NMcbMo Obin NPOBEPEHO Ha NpeaMeT cnama.

YkasaHue

[ononHutensHyo MHPOPMAaLMIO O MMCbME MOXHO MOMNYYNTb, LWENKHYB N0 HEMY
JBakdbl IEBON KHOMKON MbILLN.

CraTucTUKa

[encTBMe ¢ NUCbMOM

OtobpaxaeT gencreume, npomnssoanmoe cnyxoon Mail Protection B crniyvae
oBHapyXeHusa B MMCbME BMpYCa U BPEOOHOCHOW NporpamMmMebl. B nHTepakTBHoOM
pexunme NPOBEPKM 3Ta MHGOPMaUmMs He oTobpaXkaeTcs, Tak kak HeobxoamMMble
AEeNCTBNA Nonb3oBaTtersb BblIbnpaeTt cam.

Yka3aHune

OTY HacTpPOMKY Bbl MOXETEe YCTaHOBUTb B COOTBETCTBMU CO CBOMMMU
NnoTpebHOCTAMMW. B HACTPOMKM MOXHO NEPENTM HAXaTUEM KHOMKM UM CCbINKN
Hactpownku.

UHdmumpoBaHHbIe BINOXeHUA

OtobpaxaeTt gencraume, npomnssoanmoe cnyxoon Mail Protection B crniyuae
oBGHapyXeHu1si BO BNOXEHUN NUCbMa BMpYyCca UM Bpe4oHOCHOMW Nporpammbl. B
NHTEPaKTUBHOM pPexnMe NPOBEPKM 3Ta MHpopMaumsa He oTobpaxaeTcs, Tak Kak
HeobxoaMMble AeNCTBUS NONb3oBaTeNb BblibMpaeT cam.

Yka3aHue
OTy HacTpoOKKy Bbl MOXETE YCTAaHOBUTb B COOTBETCTBMMN CO CBOUMMU

NoTpebHOCTAMU. B HACTPOMKM MOXKHO NEPenTU HaxKaTUeM KHOMKU UIN CCbISKN
HacTtpowuku.

Bcero nucem

OTtobpaxaeT konn4ecTBo NpoBepeHHbIX Mogynem Mail Protection anekTpoHHbIX
nucew.

MocneaHee coobLieHue

OTtobpaxaeT nmsa nocnegHero obHapy>XeHHOro Bupyca nnm BpeaoHOCHOW NporpamMmmei.
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KonuyecTBO cooOLEeHnn
OTobpaxaeT Konmy4ecTBO OOGHaPYKEHHbIX 40 HACTOSILLErO BPpEMEHM BUPYCOB U
BPEAOHOCHbIX MpOorpaMmm.

Mopo3putenbHbie NUCbMa

OTo6pa>|<aeT 4Yncno nnmcem, oTMEeYeHHbIX 3BpI/ICTI/IKOIZ.

Bcero nosfiy4yeHHbIX nnucem

OToGpakaeT YNCNo BXOAALUUX NMUCEM.

Bcero oTnpaByieHHbIX NUcemM

OToGpakaeT YNCNo UCXOOALLMX MUCEM.

7.3.9 Avira Free Android Security

Avira Free Android Security - 3TO NpunoXeHue Ans 3awunTbl OT Kpaxu U/nnu ytepu.
MpunoxeHne npegoctaBnseT PyHKUMN, C MOMOLLLIO KOTOPOro MOXHO J1IerkO HanTu Balle
MOBMbHOE YCTPOMCTBO, €CNK Bbl NOTEPSANN €ro Nnn oHo 6bINo ykpageHo. Kpome Toro,
npuroXxeHune no3sosiseT 6noknposaTtb Bxogswue BbizoBbl U SMS. Avira Free Android
Security 3awmaeT MobunbHble TeNedoHbl U cMapTdOoHbIl, paboTatolmne Ha
onepaumoHHon cucteme Android.

Avira Free Android Security cocTOUT U3 ABYX KOMMNOHEHTOB:

e HenocpencTBeHHO NpUNoOXeHWe, yCTaHOBNEHHOE Ha YCTPOMCTBe, paboTatoLem Ha
onepaumoHHon cucteme Android

o Beb6-koHconb Avira Android ansa peructpauum 1 ynpaeneHms QyHKLUNAMm

Avira Free Android Security - aTo 6ecnnaTtHoe NpunoXxeHune, Anst KOTOPOro He TpebyeTca
nnueHsus. Avira Free Android Security nogaepXnBaeT Bce OCHOBHbIE (OMpMbI, HAaNpUMep
Samsung, HTC, LG n Motorola.

D,OI'IOJ'IHI/ITeJ'IbHyPO VIH(*)OpMaLI,I/II-O Bbl MOXeTEe NOCMOTPETb Ha HalleMm Beb-canTe:

http://www.avira.com/android

7.3.10 KapaHTuH

MeHeaxep KapaHTUHa ynpaBnseT HPUUNMPOBaHHbIMU OBbekTamu (cbannbl 1
ANEeKTPOHHbIE nucbMma). MpoaykT Avira nomelaeT NHPUUUPOBaHHbIE OOBLEKTLI B
cneunanbHoM hopmaTte B KaTanor kapaHtuHa. OHM He MOryT ObITb BbINOMIHEHbI UMK
OTKPbITHI.
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MpumeyaHne

Control Center

[ns nepemelleHns o6bLEKTOB B MEHEAXKEP KapaHTUHa BbibepuTte
COOTBETCTBYHLLYI PYHKLMIO KapaHTUHa B MeHo HacTponku, pasgensl
System Scanner, Real-Time Protection u Mail Protection , a Takke MNouck >
HdencTBna npu o6HapyXeHUun, ecnu Bbl paboTaeTe B aBTOMaTUYECKOM

pexume.

MoxxHO Takxke Bbl6paTb COOTBETCTBYIOLLYHO beHKLl,I/II-O KapaHTuHa B
UHTEePAKTUBHOM peXume.

Manennb UHCTPYMEHTOB, AP/IbIKA N KOHTEKCTHOE MeHI0

3Havok Apnbik

OnucaHune

Jo) F2 NMoBTOpHOE CKaHMpoBaHUe 06bekTa (06 BHLEKTOB)
BblaeneHHbI 06beKT MOBTOPHO CKAHUPYETCS Ha Hanuymne BUPYCOB U
HexenaTernbHbIX nporpaMm. [1ns 3Toro MCnonb3yTCa HACTPONKM
NpPOBEPKW.
: Enter | CBoncTBa

OTKpbIBaeT AnanoroBoe okHO ¢ noagpobHon nHdopmaumen o
BblOpaHHOM OBbEKTE.

NMpumeuyaHue
MoapobHyo MHGOPMaUUIO MOXHO TakKe Bbl3BaTb,
ABaXabl LWENKHYB OObEKT.
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Cp

(Windows
Vista)

F3

BoccTtaHoBneHue o6bekTa (06 EKTOB)

BoccTaHoBneHne BbigeneHHoro obvekra. locne 3Toro gaHHbIN
06beKT NnoMeLlaeTcs Ha cBoe npexdHee MecTo.

NMpumeyaHue
OTa PyHKUMS HeAOCTyNHa Anst O6beKTOB TMNa
3NEKTPOHHOE MUCbMO.

MpeaynpexaeHue

CepbesHble NoOBpeXaeHUst CUCTEMbI N3-3a BUPYCOB U
HexenaTesbHbIX nporpamm!

Mpwn BOCCTaHOBNEHMM hannoB ybeamTech, YTO
BOCCTaHaBNMBAKOTCA TOMBKO Te (hainbl, KOTOpble yaanoch
BbINIeYNTb MPU NOBTOPHOM CKaHMPOBaHUN.

NMpumeyaHue
B Windows Vista ans BocctaHoOBNeHNA 0O0beKTOB
HeobxoauMbl NpaBa agMUHUCTpPaTopa.

F6

BoccTtaHoBneHune o6bekTa (06bLEKTOB) B...

BblgeneHHbIn 06BeKT MOXeT BbITb BOCCTAaHOBIEH N MOMELLEH B
ykaszaHHoe Bamu mecTo. [pu BbIbOpe AaHHOW OYHKLNN
oTobpakaeTca ananoroBoe okHO "CoxpaHuTb Kak", B KOTOPOM MOXHO
BblOpaTb MECTO ANSA XpaHEHUS.

MpepynpexaeHue

CepbesHble NoOBpeXaeHUst CUCTEMbI U3-3a BUPYCOB U
HexenaTernbHbIX nporpaMmm!

Mpwn BOCCTaHOBNEHMM hannoB ybeanTech, YTO
BOCCTaHaBNUBAIOTCH TOMbLKO Te pansbl, KOTOopble yaanoch
BbINIeYNTb MPY NOBTOPHOM CKaHUPOBaHUN.
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+ Ins

HNo6aBneHue channa B KapaHTUH

Ecnun Bbl cuntaete dann nogo3puTtenbHbIM, MOXHO A06aBUTbL €ro B
MeHeKep KapaHTMHa BPYYHYIO C MOMOLLLIO 3TOWN pyHKUuK. [Npun
HeobxoaMMocCTH 3arpysunte han Ha Beb-cepBep LeHTpa
nccnegoBaHna BpegoHocHoro MO Avira onst ero nccnegoBaHus,
BOCMNOMb30BaBLNCL pyHKLUMeNn OTrpaBuTb 00BHEKT.

OTnpaBka o6bekTa (06 BHLEKTOB)

O6beKT 3arpyxaeTtcsa Ha Beb-cepBep LieHTpa nccnegoBaHus
BpegoHocHoro MO Avira ansa ero nayyeHus. [Npu BbIGOpE KHOMKK
OTnpaBuUTb 06 BLEKT OTKPLIBAETCS AMANoOroBoe OkKHO ¢ hopmon ans
BBOZa BalUMX KOHTaKTHbIX JaHHbIX. BBeanTe Bce Heobxoammble
AaHHble. BeibepuTte Tnn: NMopo3sputenbHbin cpann nnu JloxkHoe
cpabaTbiBaHue. LLenkHnte OK gnsa 3arpy3kn Nnoao3pUTENIbHOMo
danna.

NMpumeyaHue
Mo>xHO 3arpy3nTb HeapXMBMpPOBaHHbIN bann pasmepom
ao 20 M6 vnu apxus pasmepom o 8 M6.

NMpumeyaHue
OaHoBpEeMEHHO MOXHO 3arpy3uTb TOSbKO OA4MH chans.

» Del

YpaneHue ob6bekTa (00 bEKTOB)

BblgeneHHbIn 06BbEKT yaanseTcs U3 MeHemxepa kapaHTuHa. O6bekT
Henb3sa 6yaeT BOCCTAHOBUTD.

&

KonupoBaHue o6bekTa (06EKTOB) B...

CoxpaHeHme BblOE€NeHHOro oobekTa KapaHTuUHa B YKa3aHHOM
KaTtanore.

NMpumeyaHune

O6beKT kKapaHTMHa He ByaeT NOeHTUYHbIM
BOCCTaHOBNEeHHOMY dhanny. O6beKT kKapaHTUHa
3aWnpoBaH N He MOXET ObITb BbINOSIHEH UM CYNTAH B
nepBoHa4ansHoMm copmare.
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“ F7 AKCNOpT BCEX CBOUCTB

OKCMopT CBOMCTB BblAeNeHHOro o6bekTa kapaHTUHa B TEKCTOBbIV
doann.

& F10 OTKpbITUE NaNKU KapaHTUHa

OtkpbiTve nanku INFECTED.

MpumeyaHune

MO>XHO BbINOMNHATbL AENCTBUSA C HECKONBbKUMU BblAeNeHHbIMU OObeKTamu.
UTtob6bl BbIAENUTL HECKOSBbKO 00BbEKTOB (06BbEKTHI B CTONOLAX), yAEpKMBanTe
knasuwy Ctrl unn Shift Bo Bpems Bbibopa 06bEKTOB B MeEHeAXepe KapaHTUHA.
Haxmute Ctrl + A, ytobbl BbIAENUTL BCE OTOOpakaeMble OO bEKTDI.

Mpwn BbIGOpe aencTensa NMokasaTb CBOMCTBA €r0 BbIMONIHEHNE ANSA HECKOMbKMX
06BHEKTOB HEBO3MOXHO. BbIGOp HECKONBbKMX 0OBLEKTOB HEAOCTYNEH AN
aenctemst OTNpaBUTb OOBLEKT, TaK Kak 3a OA4MH CeaHC 3arpy3kun MoXeT
3arpyxaTbCsi TOfIbKO OAWH (hawn.

Tabnuuya

CocTosiHUue

MomeweHHbIN B KapaHTUH 06BEKT MOXET MMETb Pa3fnyHble COCTOSHUS:

3Havok | OnucaHue

BupycoB nnu HexxenaTtenbHbIX NporpamMmm He obHapyeHo. O0bekT "4ncTbin”.
py porp py

bbin 06Hapy>KeH BUPYC UK HEXenaTtelibHad nporpamMmma.
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Ecnu nogosputensHbii hann 6bin gobaBneH B MeHeQKep KapaHTMHa C
nomoLubto pyHKumm [Jo6asuTh haiin, oH oTobpaxaeTcsa ¢ 3TUM CUMBOJSIOM
npegynpexneHus.

Tun

Obo3HavyeHne Onucanne

AneKkTpoHHoe NucbMo | OBHapyXXeHHbIN OOBLEKT SABNSAETCHA 3NEKTPOHHBIM MUCBMOM.

dann O6HapyXeHHbIN 06BEKT ABNAeTCA hanom.

O6HapyxeHue

OTtobpaxaeT nmsa obHapy>eHHOW BpeAOHOCHOW NporpamMmbil.
O6bekTbl, 0OBHapYXeHHbIE CUCTEMOM 3BPUCTUYECKOIO Noncka, NMomMmevarTca
cokpaiieHnem HEURY/.

UcTOYHMK

OtobpaxaeT nyTb, MO KOTOPOMY OblIf yka3aH OO bEKT.

Darta/Bpems

OTtobpaxaeT aaTy 1 Bpemsi 0OHapy>XeHus.
Moapo6Has nHdopmaumsn

Uma dhanna

MonHbIM NyTb U UMA hanna obbekta

NMomMeleHHbIN HA KAPAHTUH OObLEKT

MMsi nomeLLleHHOro Ha KapaHTUH 00bekTa

BoccTtaHoBneH
OA/HET
[A: 06bekT Oblnm BOCCTAHOBIIEH.

HET: 00beKkT He Oblnm BOCCTaAHOBJSIEH.

3arpyxeH B Avira
OA/HET
[A: 06beKT yXKe 3arpyXeH B LLeHTp uccrnenosaHusa sBpegoHocHoro N0 Avira

Ona N3yHeHu4d.
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HET: o6bekT eLle He Bbin 3arpykeH Ha Beb-cepBep LieHTpa nccrnegoBaHus
BpegoHocHoro MO Avira

Onda N3y4YeHu4d.

OﬂepaLWIOHHaFI cuctema

Windows XP: BpegnoHocHoe 10O ngeHTMdumumpoBaHo HacTOMNbHbIM NPOAYKTOM Avira.

AHTUBUpPYCHOE AApO

Homep Bepcum aHTMBMPYCHOrO siapa

Pann o6HOBNEHMA BUPYCHOW Ga3bl

Homep Bepcun charina obHoBneHMA BUpycHon 6asbl

OGHapyxeHue

Nms oGHapy>xeHHOW BpeAOHOCHOW NporpamMmbl

Darta/Bpems

[aTa n Bpems obHapyXeHus

7.3.11 Scheduler

Scheduler no3sonsieT co3gaBaTth BbINOMHSAEMbIE B ONpeaenieHHOe BpeMs 3agaym rno
npoBepke N 06HOBMNEHMIO , @ TaKKe COrnacoBbiBaTb UM yaanaTb CyLeCTBYOWME 3a4ayun.

Mo ymonyaHuio nocre yCTaHOBKU co3aaeTcs cneayollas 3agada:

e [lpoBepka Quick system scan (HacTpoyka no ymonyaHuio): ExxeHegensHoO
aBTOMaTUYECKM BbINONHAETCA ObiCTpas npoBepka cuctembl. Mpu BbicTpor npoBepke
CMCTEMbI BCE BaXKHbI€ (halnbl U Nanky BaLero KOMMboTepa NPOBEPSIIOTCA HA Hanu4ne
BMPYCOB 1 BPEAOHOCHbLIX NporpaMm. Bbl MoxxeTe namMeHuTb 3agadvy NpoBEPKY;
pekoMeHayeTCcs ycTaHaBnMBaTb 3a4a4vy NPOBEepPKM Tak, YTOObl OHa Nydlle oTBevana
BaLLMM NOTPEOHOCTAM.
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MaHenb MHCTPYMEHTOB, ropsa4une KrnaBuun " KOHTeKCTHOe MeHHo

MukTorpamma

Fopsyve KnaBuULIK

KoHTekcTHOe MeHIo

-+

Ins

JlobaBneHne HoBOM 3apgaun

CospgaeT HoByto 3aaayvy. ACCUCTEHT NOMOXET Bam
co3gaTb He06XoaUMble HACTPOMKN.

Enter

Properties

OTKkpbIBaeT OKHO, coaepxallee 6onee nogpobHyto
nHdopmMauuto o BbibpaHHOW 3agave.

F2

Edit job

OTKkpblBaeT NPOrpaMMy-acCUCTEHT A1 CO34aHNS
N U3MEHeHUs 3aaay.

Del

delete job

YnansieT BbIbpaHHyto 3agavy U3 cnucka.

Show report file

OTtobpaxaeTcsa dann otyeTa NIaHNPOBLLMKA.

F3

3anyctuTb 3agavy

3anyckaeT BblAenNeHHyto 3agady U3 crnucka.

F4

OcTtaHoBUTb 3agadvy

OcTtaTtaBnueaeT 3anyLeHHY0 U BblAENEHHYHO
3agauy.

Tabnuua

Bup 3agaum
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Muktorpamma | OnucaHue

O

[laHHasa 3apadva aBnseTcs 3agadent oOHOBMNEHUS.

fs) [laHHaa 3agava aBnsieTcsa 3agaden npoBeEPKM.
Nmna
Nma sagaun.
Dencrteue

[MokasbiBaeT, MAEeT Nn peyb 0 3agaye Scan nnm o6 Update.

YacToTa

lMokasblBaeT, Kak YacTo u Korga 3arnyckaeTtca JaHHaaA 3agava.

BusyanbHbIn pexum
[ocTynHbl crneayowme BU3yarnbHble PEXUMbI:

Invisible: 3agada BbINONHAETCA B POHOBOM peXUMe N He MMeeT BU3YyasibHOro
oTObOpaxeHus. ATO UMeeT OTHOLLEHUE K 3aa4aM CKaHMPOBaHUS U OOHOBIEHUS.

minimized: B okHe oToBOpaxkaeTcsa TONbKO CTPOKa Nporpecca BbINONIHEHUS 3a4a4n.

maximized: OkHO oToBpakaeTcs NOMHOCTbIO.

BknroueHa

3afava akTMBUpYeTCS Nocne yCTaHoBKM dhriaxka.

Yka3aHue

Ecnu BbibpaHa YacToTa BbinonHeHns "HemegneHHo", 3agaya 6yaeT 3anyuwieHa
HenocpeacTBEHHO NMocne akTueaumn. JTo no3sonsaet Bam nepesanyckaTb
3agadvy npu HeobxooMMOCTW.

CocTtosiHue
OtobpaxaeT cocTosaHMNE 3agauun:
Ready: 3agaya rotoBa K BbIMOSIHEHUIO.

Running: 3agaya 3anyllieHa 1 BbINOMNHseTCS.
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Co3paHue 3agay ¢ NOMOLbIO nnaHNpoBLUUKA

AccucteHT nnaHnpoBLUUNKa 6y,ueT BaM noJsie3eH B CoO34aHNN HOBbIX 3aa, HaCTpOVIKaX n
niaHnpoBaHn

e [IOUCKa BMPYCOB 1N BP€OOHOCHbLIX NporpamMmm B 3apaHee ornpenerieHHoe BpeM4d

o 0OHOBREHUs Yepes VIHTepHeT

[na obonx TMNOB 3agay Bam HEO6X0AMMO yKasaTb
e WMS 1 ONUCaHWe 3aga4un

e KOrga 3agava gormkHa ObiTb 3anyLueHa

e KaK YacTo JOSKHA BbINONHATLCA 3a4aya

e pPEXuM oTobpaxxeHus 3agaun

YacTtoTa 3agaum

Onuumsa OnucaHue

Heme,u,neHHo 38,[1,8‘48 3anyckaeTca cpagdy nocrie 3aKpblTha aCCUCTEHTa
NnnaHNpoOBLLKKa.

E>xeaHeBHO 3apava BbINONHAETCS €XeQHEBHO B OnpeaeneHHoe BpeMS,

Hanpumep B 22:00.

E>xxeHepenbHO 3apava 3anyckaeTcs exXeHenernbHO B OnpeaeneHHbin AeHb Unn
HECKOSbKO AHEN N 3apaHee YCTaHOBMEHHOE BPEMS, HAanpMmep BO
BTOPHUK 1 B NATHULY, B 16:26.

NHTepBan 3apava 3anyckaeTcs Yyepes onpeaeneHHbIn NPOMEXYTOK, Hanpumep
Kaxkable 24 vaca.

OpHokpaTHO 3agava BbINOMHAETCH TONbKO OQHOKPaTHO B 3apaHee
ycTaHoBreHHoe Bpemsi, Hanpumep 10.04.04 B 10:04.

JlornH 3agava BbINOMHAETCH KaXabl pa3 npy BXoae nonb3oBaTens
Windows B cuctemy.

BpeMﬂ Ha4vana BbiNOJIHEHUA 3aaauvuun

Bbl MOXeTe ycTaHOBUTbL AeHb Heaenu, AaTy, BpeMs Unm MHTepsas B Ka4ecTBe BpeEMEHU
3anycka 3agaun. OHo He BygeT oTobGpaxaTbes, ecnv BblbpaH NyHKT Immediately.
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B 3aBucumocTn oT TUNAa 3agaum CywecCTBYHOT AONOJIHUTe 1IbHblIe onuuu:

AdononHuTenbHO 3anyckaTb 3agady Npy noAaknyYeHUn Kk UHTepHeTy (Yepe3 moaem)

[MoMnMO BbINONTHEHNA 3aay C YCTAHOBITIEHHOW YaCTOTOM OCYLLECTBIISAETCS
AOMNOSTHUTENbHBIM 3anyCcK 3aay Npu KaxaomM yCcTaHOBMeHHOM NHTepHeT-coeauHEHNN.
OTy onuuio MOXHO BblbpaTh AN 3agaym 0OGHOBNEHUS, BbINOSIHEHNE KOTOPOM
nnaHuMpyeTcs exegHEBHO, eXeHeaernbHO Unun ¢ onpegeneHHbIM UHTepBaroMm.

3anyck 3agauu, faxe ecnv ycTaHOBMeHHOe BpeMsl 3anycka npoLuno

BbinonHsTCA 3a4ayn, CPoK BbINOMHEHNSI KOTOPLIX YKe MPOLLES, HO OHWU HE MOTMK
ObITb 3anyLleHbl B HA3Ha4YeHHOe BpeMsi, Harpumep ecrv KOMMNboTep Obl BbIKIHOYEH.
ATy onumio MOXHO BbIOpaTh ANs 3a4ad NPOBEPKU, KOTOPbIE AOSMKHbI ObiTh 3anyLLeHbI
eXXeaHeBHO, eXxeHeernbHO UNK ¢ onpeaeneHHbIM BpeMEeHHbIM NHTEPBaoMm.

BbIKnounTb KOMNbIOTEp Nocne 3aBepLlueHnsa 3agadn

[Mocne BbINOMHEHNA N 3aBEPLUEHNA 3a4a4n KOMMbIOTEP BbIKNtoYaeTes. Onuus
AOCTYyMNHa Ans 3agad NnpoBepKn B MUHUMU3NPOBAHHOM N MaKCUMU3MPOBAHHOM
pexume oTobpaxeHus.

Yka3aHune

Mpw BbINONHEHUN 3a4a4m NPOBEPKM B AManoroBomM okHe "Bbibop npoduns”
MOXXHO BblOpaTb Kak rnpeaycTaHOBMNEHHbIN CTaHA4APTHLIN NPodurb , TaK U
onpeaeneHHbIn nonb3oBaTtenem npoduns . MNpoduns BeibopoyHas nposepka
BbIMOSMHAETCS BCerga ¢ TeKYLWMMU HacTponKaMu.

7.3.12 OTtueTnbl

Bo Bknagke Reports MOXHO NONyy4nTb MHPOPMaLMIO O pesynbTaTax 4eNCTBUN,
BbIMOSTHEHHbIX NPOrPaMMONn.

MaHenb MHCTPYMEHTOB, rops4iune KrnaBuun " KOHTEKCTHO€ MeHHo

MukTorpamma Fopsume knaBuLn OnucaHue

B Enter Display report

OTKpblBaeT OKHO, B KOTOPOM OTObpakaeTcs
pesyrnbTaT BbINOSIHEHUSA BblAENEHHOro 4ENCTBUA.
Hanpumep pesynbTtat [1poBepku.

i F3 Show report file

lMokasbiBaeT ghann BblbpaHHOro oT4eTa.
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= F4 Print report file
OTkpbliBaeT okHO nevatn Windows ans neyatm
ghanna otyera.
¥ Del Delete report(s)
YpansieT BblgeneHHoe coobLueHne n dann
COOTBETCTBYHIOLLEro oTyeTa.
Tabnuua
CocTtosiHue
Muktorpamma | OnucaHune
[+ lMpoBepka: BMpycoB He 0BHapyxeHo!
n lMpoBepka: He 3aBepLUeHa U HanaeHbl BUPYCbI
el O6HoBneHne: 06HOBNEHME BbINOSTHEHO YCMELHO
O6HoBnNeHne: 0GHOBNEHME HE BbINMOSTHEHO
HencrtBue

OTtobpaxaeT npeanpuHAToe AeNCTBUE.

PesynbTart

OtobpaxaeT pe3ynbTaT AENCTBUS.

Data/Bpems

OtobpaxaeT aaTy U BpeMs co3gaHuns oTyeTa.

Conepx(aHMe oT4yeTa No pe3yrnibTaTaM NPoOBEepPKU

« Date of the scan:
[aTa npoBepku.
o Start time of the scan:

Bpems Hayana npoBepKu.
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e Scanning time required::
OTtobpaxaeT Bpems B hopmMaTe MUH:CEK.
e Scan status:
lMokasbiBaeT, Obina Nv NpoBepka NpoBeAeHa NOMHOCTbIO UK Bbina npepsaxa.
o Last detection:
Nmsa nocnegHero obHapy>xeHHOro BMpyca unv BpegoHOCHOW NporpamMmbi.
e Scanned directories:
ObLee KonMYeCcTBO NPOBEPEHHbIX Narok.
o Files searched:
O6bLee KonM4YecTBO NPOBEPEHHBIX (halinos.
e Scanned archives:
KonunyecTtBo NpoBepPEHHbIX apX1BOB.
« Hidden objects:
O6Lwee KonmyecTBO OOGHAPYXEHHbIX CKPbITbIX OOBEKTOB.
o Detections:
O6Lwee konmyecTBO OO6HAPYXEHHbBIX BUPYCOB N BPELOHOCHbIX NPOrpamMmm.
e Suspicious:
KonunyectBo nogo3putenbHbIX oansios.
e Warnings:
KonnyectBo npegynpexaeHui 06 obHapyXeHun BUpycos.
e Information:

KonnyecTBo nepefaHHbIX CUCTEMON COOBLLEHMIA, HaNPUMEp, CoAEePXKaLLMX
[ONONHUTENBHY MHbOopMaLMto, NOSBMSIIOLLYIOCS B NPOLIECCe NPOBEPKY.

e Repaired::

O6Lee KonMYecTBO BOCCTAHOBMEHHbIX (hannos.
e Quarantine:

Ob6uiee KonMYecTBO NOMELLEHHbIX HA KapaHTMH hannos.
e« Renamed:

Ob6uiee KonMYecTBo NepenMeHoBaHHbIX dannos

e Deleted:
ObLwee KonMYecTBO yaaneHHbIX hannos.
o Wiped:

Yucrno nepesanncaHHbIX pannos.
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Yka3aHue

Rootkits ckpbiBatoT npouecchl 1 06bEKTbI, HANPUMEP 3anucu B peectpe nnu
dannbl, HO He KaXXabl CKPbITbIN OOBEKT ABMNSETCH YyKadaHMeM Ha
cywectBoBaHune Rootkits. CkpbiTble 06BbEKTbI MOTYT yKasbiBaTb U Ha
Oe3BpeaHble Nporpammbl. Ecnn Bo BpeMsi npoBepkmn Obinn 06HapyXeHbI
CKpbITble 00bEeKTbI, a NpeaynpeanTenbHble coobLweHnsa 06 obHapyKeHnK
BMPYCOB He MOCTynanu, TO Ha OCHOBE OTYeTa BaM HEOOXOAMMO OonpeaenuTb,
YTO 9TO 3a OO6BLEKTbI, N HANTWN JOMOMHUTESbHYH MH(OPMAaLMIO O HANLAEHHbIX
obObeKkTax.

7.3.13 CobbiTus

Events nokasbiBatoTcs cOObITUSA, CO3AaHHbIE KOMMNOHEHTaAMMW NPOrpamMMbl.

CoObITna coxpaHeHbl B 6ase gaHHbIX. Bbl MOXeTe orpaHn4nTb pasmep 6asbl 4aHHbIX UK
OTKITHOYUTb OrpaHnyeHune pasmepa 6asbl gaHHbIX (CM. Events.). Mo ymonyaHuio
coxpaHstTcsa cobbiTus nocnegHnx 30 gHen. Inamkauus cobbliTnin obHoBNSIETCS
aBTOMaTM4ecku npu Bolbope BkNagkn Events.

Yka3aHune

ABTOMaTMyeckoe 06HOBMEHME BKITAAKN He BbINOSTHAETCS, ecnn B 6a3e faHHbIX
cobbiTnin coxpaHeHo 6onee 20 000 cobbITu. B aToM cnyvae anst o6HOBNEHUs
cnmcka cobbITUin HaxxmnTe Knasuwy F5.

MaHenb MHCTPYMEHTOB, rops4iune KrnaByuun " KOHTEKCTHOe€ MeHHo

MukTorpamma Fopsume knaBuwn OnucaHue

i Enter Show selected event

OTKpbIBaAeT OKHO, B KOTOPOM OTOGpakaeTcs
pe3ynbTaT BbINOMHEHMS BbIOBpaHHOIO AENCTBUS.
Hanpumep pesynbTtaT npoBepku.

“ F3 Export selected event(s)

SkcnopTupyeT BblbpaHHbIE COObITHUS.

¥ Del Delete selected event(s)

YpanseTt BbiOpaHHoe cobbiTue.
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Yka3saHue

Bbl MOXeTe NpuMeHATb BblIOpaHHOE AeNCTBME K HECKOSIBbKMM BblAeNeHHbIM
coObITUSAM. YTOObI BbIAENNTL HECKOMBKO COBLITUI, yaepxuBante knasuwy Ctrl
unu Shift (BbIGOp HECKOMBKNX pacnonoXeHHbIX APYr NOA APYroM cobbITuiA),
noka BblbnpaeTe cobbITuS.

Mpu BbIGOPE AencTBuA NokasaTb BbIbBpaHHOEe cobbiTUe ero BbiNoSIHEHWE AN
HECKOJSbKMX 06 bEKTOB HEBO3MOXHO.

Moaynu

CobbITns cneaytoLwmx moaynen (otobpaxaroTcs B andaBUTHOM Nopsiake) MOryT
oTobpaxaTbCs C MOMOLLbI0 UHAMKALNN COBbITUIA:

O6o3HauyeHune moayns

Web Protection

Real-Time Protection

Mail Protection

Helper Service

Scheduler

System Scanner

Moaynb ob6HOBNEHMS

Mpwn BblaeneHumn yek-6okca All MOXXHO NPOCMOTPETL COBLITUA BCEX AOCTYMHbLIX MOAYMEN.
[ns npocmoTpa cobbiTUin onpeaeneHHoro Moaynsa OTMeTbTe Yek-60KC nepen HYXXHbIM
MoZyneM.

Filter

B okHe oToOpaxeHus cobbiTnin NOKa3bIBaOTCA 3TU TUMbl COOLITUIA:
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Muktorpamma | OnncaHue
i Information
Warning
[ x | Error
n Detection

Mpu BblgeneHnn Yek-6okca Filter Y MOXHO MPOCMOTPETh BCe coBbITUs. s npocMoTpa
onpeaeneHHbIX COBbITUI OTMETbTE YEK-BOKC PsiAOM C HYXXHbIM COBbITUEM.

Table
B okHe cobbITuin NnokasbiBaeTca crneyrowas MHpopmauns:

MukTorpamma

MukTorpamma gnst otobpakeHmsi Tuna cobbITus.

Tun

Knaccudukauma cobbitus: nHgopmaums, npegynpexaeHune, owndka, obHapyxeHue.

Module

Mogaynb Avira, 3apernctpmpoBaBLumni cobbiTne. Hanpumep Real-Time Protection,
3adMKcMpoBaBLLNIA OBHapYXeHMeE.

Dencrteue

OnuncaHune cobbITUN KOHKPETHOrO MOAYMA.

Date/Time

[lata n MecTHoe BpeMsi HacTynneHus coobITHS.

7.3.14 O6HOBUTDL

O6HoBNSAET BMA OTKPbLITOM BKNAAKW.
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7.4 CepBuc

7.4.1 TpoBepka 3arpy30uHbIX CEKTOPOB

Mo>XHO Takke NPOBEPUTL 3arpy304HbIE CEKTOPbI ANCKOB paboyel CTaHUMK C NOMOLLBHO
CKaHMPOBAHMS CUCTEMbBI. DTO AENCTBME PEKOMEHAYETCS, HanpumMep, ecnv npu
CKaHMpPOBaHMM cUCTEMbI Obln 0GHapy»xeH BUpYC 1 TpebyeTcs yoeanTbcs B TOM, YTO
3arpy304Hble CeKTOPbl HE 3aTPOHYTHI.

UTo6bl BbIAENUTL HECKOMBbKO 3arpy304HbIX CEKTOPOB, yaepxumBanTe knasuwwy Shift n
OTMeYanTe C NOMOLLBIO MbILN HYXXHbl€ QUCKMW.

MpumeyaHne
MO>XHO HacTpOUTbL aBTOMAaTUYECKYIO NPOBEPKY 3arpy304HbIX CEKTOPOB Npu
KaXKoM 3anycke ckaHepa (cM. [1poBepuTh 3arpy304HbIE CEKTOPbI).

MpumeyaHne
B Windows Vista npoBepka 3arpy3o4HbIX CEKTOPOB BO3MOXHA TOSbKO C
npasamMmv agMuHUCTpaTopa.

7.4.2 Cnncok BMpycos

30ecb cogepxaTcs MMeHa BUPYCOB M MOTEHUMANbHO OMacHbIX NPOrpamm,
pacno3HaBaeMmbIx nporpammon Avira. BctpoeHa yaobHas yHKUMsS nomMcka no uMeHam.

Mouck B cnucke Bupycos
3apante B none Scan for: cnoBo nnu nocrnegoBaTenbHOCTb CUMBOJIOB.

NMouck nocnepoBaTtesibHOCT CUMBOJSIOB BHYTPU UMEHMN

Bbl MOXeTe BBECTU HabOp CMMBOSIOB, NOCIIE YEro Kypcop aBToMaTU4ecKn
nepemMecTuTCs Ha NepBYIO Xe No3uUuIo, rae BCTpevatTCs 3T CUMBOSILI, B T.4. U B
cepeauHe nvenu (npumep: "raxa" - "Abraxas").

NMouck HaunHaeTcA ¢ NnepBOro 3Haka MMeHM
Bbl MOXeTe BBECTU HavarnbHble CUMBOMbI UMEHW, Nocne Yero Kypcop byaet
yCTaHOBMEH Mo andasuTHOMY npuHumMny (Npumep: "Ra" - "Rabbit”).

Ecnun nckomoe nmsi/nocnegoBatenbHOCTb NPUCYTCTBYET B CNCKe, no3nuna
noacsevynBaeTCA KypCopoM.
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Mpsamon nonck

3anyckaeT nouck B NpsiMom andaB1MTHOM Nopsiake.

OO6paTHbIN NOUCK

3anyckaeT nomck B obpaTHOM andaBUTHOM NOPsSIAKE.

I'IepBoe coBnageHue

MepemelaeTcs K NepBOMY COBMaAEHUIO C 3aMpOCOM.

KoMnoHeHTbI cnucka 06Hapy)|<eHm1

30ecb HaxoguTCHa CNUCOK MMEH BUPYCOB UM BPEAOHOCHbIX MporpamMm, KOoTopble MOryT
onpeaenaTbes. boNbLIMHCTBO 3N1IEMEHTOB CrMcKa MOryT BbITb yaaneHbl NporpaMmmon
Avira. OnemeHTbl pacnosioXeHbl B andgaBnTHOM nopsigke (CHavana - cneLcuMBorbl U
undpsbl, 3atem - 6ykBbl). icnonb3ynTe Nonocy NPOKPYTKN ANsi NEpEMELLEHNS B CIUCKE
BBEPX N BHU3.

7.4.3 Download rescue CD

MyHkT MmeHo Download rescue CD nossonseT 3arpy3auntb naket Avira Rescue-CD. MNaket
BKNtoYaeT B cebs 3arpy3o4Hyto Live-cuctemy ansa KomnbtoTepa, a Takke ckaHep Avira ¢
aktyaneHbiM VDF-cdannom n nonckosbiM ABMXKKOM. Bbl ncnonbsyete Avira Rescue-CD,
4yTO6bI B Cry4ae noBpexaeHns onepaumoHHON CUCTEMbI BalLero KOMnboTepa ero MoXXHOo
Ob1n0o 66l 3anycTntb ¢ CD nnu DVD, 4To NO3BONUT COXpaHUTb AaHHbIE UM NPON3BECTU
NpoBEPKM.

Mocne 3arpy3ku naketa Avira Rescue-CD BO3HUKaeT AnanoroBoe OkKHO, B KOTOPOM MOXHO

BblbpaTb CD/DVD-aunck, 4tobbl 3anncatb Ha Hero Rescue-CD. Y Bac eCTb BO3MOXHOCTb
coxpaHuTb nakeT Avira Rescue-CD, 4Tobbl 3anucatb CD nosxe.

Yka3zaHue

Bam notpebyeTcs akTMBHOE MHTEPHET-COeaNHEHNE AN 3arpy3ky nakeTa Avira
Rescue-CD. Bam noTtpebyetca CD-/DVD-anckoBog 1 nuwyLmMin Nnpueog ons
3anucu gucka.

7.4.4 Hactporika

MyHkT HacTponka B MeHo [lononHUTENbHO OTKpbIBaeT HacTpouky.
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7.5 O6HoBneHue

7.5.1 3anyctutb obHOBNEHME...

[MyHKT MeH0 3anycTUTb OOHOBMEHMe... B MeH0 OBHOBNeHue 3anyckaeT HeMe1eHHOe
obHoBneHne. O6HoBNsAIEeTCS dhan BUPYCHbBIX CUTHATYP M MOMCKOBbIA ABWUXKOK.

7.5.2 PyuHoe obHOBneHwe...

OnemeHT MeHo Py4yHoe o6HoBneHue... B MeHio OBGHOBNEeHue OTKpbIBAET AManoroBoe
OKHO Angd Bbl6opa un 3arpysku naketa obHoBneHus danna VDF/nonckoBon cuctemsi.
MakeT 0BHOBNEHNS Takke MOXHO 3arpy3nTb C Beb-canTa paspaboTymka, B HEr0O BXOAUT
TeKyLMin pann o6HOBNEHUS BUPYCHOW Basbl U aHTUBUPYCHOE S4p0:

http://lwww.avira.ru

MpumeyaHne
B Windows Vista ans py4yHoro obHoBneHust Heobxoammbl npasa
agMunHuUcTpaTopa.

7.6 Cnpaska

7.6.1 Tembl

MyHKT Tembl B MeH0 CnpaBKa OTKPbIBAET COAEP)KAHME OHMNANH CNPaBKMU.

7.6.2 TomolLb

MyHKT meHo Momouwb B MeHo CnpaBka npu akTUBHOM NHTEpHET-COeaUHEHN
OTKPbIBAET CanT NoAneP XK1 AN Bawen nporpammbl Avira. Tam Bbl CMOXeTe HanTu
OTBETbl HA YaCcTO 3a4aBaeMble BONPOCHI, Bbi3BaTb 6a3y 3HaHWN U CBA3aTbLCA CO criybon
no paboTe ¢ knueHTamm Avira.

7.6.3 OHnanH noggep>kka

KomaHga meHio OHnanH-noaaepkka B MeHto CnpaBka npu akTuBHoM HTepHeT-
coeguHeHun oTKpbiBaeT Beb-canT Avira. 3arpysnte nHcTpymeHT Avira Support Mogynb
KnueHta. Moayrnb KnneHTa ncnonb3yeTcsa AN yaaneHHoro CoeanHeHns co cryxobon
noaaepxkn komnaHum Avira. lNocne 3arpyskun n ycTaHOBKM MOAYS MO3BOHUTE B CNyx0y
nogaepxkun Avira, 4ytobbl coobwmtb ID Mmogynsa n oroBopuTb A4aty AUCTaHLMOHHOIO
TEXHUYECKOro 0BCnyXnBaHus.
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7.6.4 ®opym

IMyHKT MeHo ®opymM B MeHI0 CnpaBKa nNpu akTUBHOM VIHTEPHET-COeANHEHUN OTKpbIBaAET
CanT, Yepes KOTOPbIN MOXHO MNONYYnTb JOCTYN K hopymy Avira.

7.6.5 PykoBopcTBO Mo 3arpyske

[MyHKT MeHo PykoBoACcTBO no 3arpy3ke B MeH0 CnpaBka npu aktuBHOM VIHTepHeT-
COeaVHEHMN OTKPbIBAET CTPaHULYy C 3arpy3komn Baluen nporpammbl Avira. 3ech Bbl
HangeTe CCbINKy ANnS 3arpy3ku nocnegHen Bepcun pykoBoACTBa Mo BalLen nporpaMmme
Avira.

7.6.6 MeHepyxep NnUUEH3UN

IMyHKT MeHo license management B MeHo Help OTKpbiBaeT aCCUCTEHT NULIEH3UA. DTOT
ACCUCTEHT NMOMOXET BaM Jlerko NUMUEH3NpoBaTb NN aKTUBMPOBATL Bally NporpaMmmy
Avira.

AKTUBUpPOBATb NPOAYKT

AKTUBMpPYNTE 3TY OMUMIO, ECIN Y BAC yXKe €CTb aKTUBALMOHHBIN KINHOY, HO Bbl eLle He
aKkTMBMpOBarnu ceoto nporpammy Avira. B npouecce aktuBaumm npoaykTa Bbl byaete
3aperncTpupoBaHbl B Ka4ecTBe KNueHTa, nporpammMa Avira akTMBMpyeTCs C Ballemn
nnueHanen. AKTUBALMOHHBIN KINOY Bbl MOXETE MOMYyYnTb Y HAc MO 3MEKTPOHHON noYTte
UM Ha ynakoBKe NpoayKTa.

Yka3aHue

AKTMBaUmsa NnporpaMmmbl MOXET ObITb BbIMOSIHEHA MOBTOPHO C MOMOLLIbHO
AENCTBYIOLLLErO Koga akTMBaLmm, ecnn 3To notpebyeTcs, Hanpumep, B cnyyae
nepeycTaHoOBKM CUCTEMbI.

Yka3saHue

[ns akTmBaumm npoaykTa nporpamma coeguHsietca yepes HTTP-npoTtokon n
noptT 80 (Be6-kOMMYyHMKaLMS), a Takke Yepes 3amngpoBaHHbIn NPoTokon SSL
n nopt 443 ¢ cepsepamu Avira. Ecnu Bbl ncnonbsyete 6paHamayap, ybeamreco
B TOM, YTO BXOAALMA/MCXOAALLMI Tpaduk He BNoKnpyeTcs UMm.

YkasaHue

Bbl MOXeTe HayaTb OOHOBMEHNE NporpaMmMmbl 40 NPOrpaMmmbl U3 CEMENCTBA
Avira Desktop (c™m. JluueHsmpoBaHue n obHoBneHve). BBeguTe Ko akTMBauum
nporpamMmebl, Ha KOTOPYIO Bbl XOTUTE NEPENTU, B none Beoda Ko aktnsauumm.

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 152



R’ AVI RA Control Center

Ecnn nepexop Bo3aMoXeH, 6yaeT BbiNnofiHeHa aBToOMaTU4eckas ycTaHoBKa
nporpamMmbi.

Kynute/npoanutb nuueH3unro

OTa onuus nokasbliBaeTcs B TOM Criydae, ecnv Balla NMLeH3nsa uctekna, ewle
AENCTBUTENbHA, UMK Y Bac MMeeTCs TONbKO TeCTOBas NuueH3us. Micnonb3aynte aTy onuuio
ANA NPpoANeHnsa NUUEH3NN UNn ANs NpUobpeTeHnsa NONHOLEHHOW NUUEeH3nn. [nsa aToro
BaM Heob6xoaMMo akTMBHOe MHTepHeT-coeauHeHne: akTuBupymnTe onunto Purchase/extend
license n HaxxmuTe Next. OTkpoeTca NHTepHeT-bpay3ep, Bbl NepengeTe B OHNamH-
MarasuH Avira, B KOTOPOM MOXHO NPUOBPECTN NULIEH3NIO.

OdencTByrowmn cpamn nuueH3um
C nomoubto cebinkm License file MOXXHO cunTaTb AeWCTBYHOWMIA bann NIMLEH3NN.
dann nuueHsnn cosgaeTca B NpoLecce akTMBauum nporpaMmmbl ¢ 4ENCTBYHOLLMM KOOOM

aKTUBaLMmM U COXpaHAeTcs B NporpaMmHon nanke Avira. Micnone3ynte aTy onuuio, ecnuv
Bbl y>xe BbINOAHUNW aKTUBaLMIO NPOrpamMmeil.

HacTpoiiku npokcu-cepsepa...
Mpwn HaXxaTUM KHOMKWN OTKPbIBAETCA AManoroBoe okHo. Mpu Heo6xoanMMOCTM 34€eCb MOXHO

HacTpouUTb, YTOObI IHTEepHET-coeanHeHMe, HeobXxoaMMoe AN akTUBaLMK NporpaMmbl,
yCTaHaBNMBAarnock Yepes NpoKCU-CepBep.

7.6.7 PekomeHpoBaTb NpoOAyKT
KomaHga meHio PekoMeHAoOBaTb NPOAYKT B MeHi0 CnpaBkKa rnpy akTMBHOM VIHTepHeT-
COeIMHEHUN OTKpbIBaET cauT Afs KNMeHTOB KomnaHun Avira. Tam Bbl MOXeTe

nopekoMeHaoBaTb UCMNOSb30oBaTb NporpaMmmy Avira 1 Takum obpasom noyyacTBoOBaThb B
akumax komnaHum Avira.

7.6.8 OTnpaBuTb coobLLeHne obpaTHON CBA3M
KomaHga meHio O6paTHas cBs3b B MeH0 CnpaBka npn akTMBHOM NHTEpHET-
coeanHeHNN OTKPbIBAET CTPaHULY C 4acTo 3agaBaeMbiMM BONPOCaMM Mo NPOAYyKUUn

Avira. Tam Bbl HangeTe OpMyIsp NO OLEHKe NPOAYKLUNN, C MOMOLLLIO KOTOPOro Bbl
MOXeTe Bblpa3uTb CBOE MHEHME O NporpamMme 1 oTnpaBuUTb ero KomnaHum Avira.

7.6.9 O Avira Internet Security Suite

Oobuwee

Anpeca n nHgopmauusa no saiuen nporpamme Avira
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UHdopmaumsa o Bepcun

NHpopmaums o Bepcumn nakeTta nporpammbl Avira

UHdopmaumsa o nuueHsnm

[aHHble TeKyLIJ,eVI NNLIEH3UM U CCbISTKM Ha OHNaWH-MarasuH (npmo6peTeHme nnn
npoarneHne J'II/ILI,eH3I/IVI)

Yka3saHue

Bbl MOXeTe XxpaHUTb AaHHbIE NMUEeH3MK B BydepHon namaTtn. Haxxmute npason
KHOMKOW MbILWK Ha obnacTtb nHdopmMaumm o nuueHsnn. OTKPOETCS KOHTEKCTHOE
MeHI0. B KOHTEKCTHOM MeHI0 WenkHuTe no komaHge KonupoBath B
oydepHyto namaTb. Tenepb MHPOPMaLUUSA O BalLEN SIMLIEH3UN COXPAHEHA B
OydepHoOn namaTn, oHa MOXeT BbITb AoBGaBneHa B nMcbma, OPMYynsipbl Un
apyrve AoKyMeHTbI C noMoLubio komaHabl Windows.
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8. MobunbHasa 3awura

Avira 3awmiaeT oT BpeAOHOCHbIX MPOrpaMm 1 BUPYCOB He TOMbKO Ball KOMMbIOTEP, HO U
MOOBUbHbIE TENEdOHbI 1 cMapTdOHbI, paboTatoLwmne Ha onepaumoHHon cucteme Android,
oT kpaxu n/mnu ytepu. C nomoLbio komnoHeHTa Avira Free Android Security Bbl MOXeTe
OnoknpoBaTtb HexenatenbHble 3BOHKM U SMS. NpocTo fobaBbTe TENEOHHbLIE HOMEPA U3
CBOEro Crnu1cka 3BOHKOB, COOOLLEHUIN UM KOHTAKTOB B CMMCOK AN 61I0OKMPOBKM UK
co3fanTe KOHTaKTbl, KOTOpble Bbl XOTUTE BOKNMPOBAaTb, BPYUHYIHO.

,D,OI'IOJ'IHI/ITeJ'IbHy}O VIHCbOpMaLI,I/IlO Bbl MOXETE NOCMOTPETb Ha HalLleM Beb-canTe:

http://www.avira.com/android
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9. Hacrpoiika

9.1 KoHdurypauums

o O630p oNuUUK MEeHIO KOHpUrypaumm

e KHonMku

9.1.1 O630p onuunit MeHto KoHpUrypaumm

[MpenycMoTpeHbl criegyroLme onunm MeH KOHurypauumm:
e System Scanner: KOHUrypauusa npsamMon NpoBepKn

«  Onuuun noucka

= [lencTtBne npu obHapyxeHuu

= Onumn NpoBEPKN apXMBOB

= VcknoyeHus 13 npsiMmon npoBepKu

= OBpuUCTMKA NPSAMON NPOBEPKMU

= HacTpouka pyHKUMK cocTaBneHnsa otyeTa

o Real-Time Protection: koHdurypaums mogyns Real-Time Protection

«  Onuuun noucka

= [lencTtBre npu obHapyxeHuu

= VcknoyeHus 13 3amThbl B peXnme peanbHOro BpemMeHu
=  OBpUCTMKA 3aLUMTbI B peXnme peanbHOro BpeMeHu

= HacTpouka pyHKUMK cocTaBneHnsa otTyeTa

o OOGHOBRNEHME: KOHPUrypaunsa HacTpoek OOHOBNEHUS
= 3arpy3ska c Beb-cepBepa
« Web Protection: koHdurypauma mogyna Web Protection
=  Onuwmn noucka, akTusauus u geaktmeauma mogyns Web Protection

= [lenictBrne npu oGHapyXeHum

= 3anpeLlueHHbI JoCTyN: HexenaTenbHble Tunbl hannos n MIME, Be6-counbTpbl 4ns
n3BecTHbIX HexenaTtenbHblXx URL (BpeaoHoCHbIe nporpammbl, (OULLIMHE U T. 4.)

= WcknioyeHna na novcka Web Protection: URL, Tunsl goannos, tunel MIME
=  OBpucTuka cnyxbbl Web Protection
= Hactpovika oyHKUMKM cocTaBneHus otyeTa

e Mail Protection: koH(purypaums mogynsa Mail Protection

= Onumn Noucka: akTuBaums KOHTpons ydeTHblx 3anucen POP3 n IMAP, a Takke
ncxoasLen anNeKTpoHHom noYytel (SMTP)

= [lencrtsue npu obHapyxeHun
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= JlononHuTenbHbIE OENCTBUS
= JBpucTUKa NnpoBepkn moaynem Mail Protection

= O®yHkuma AntiBot: paspelleHHble cepBepbl SMTP 1 oTnpaBuTenu anekTpoHHOM
noyYThI

= KcknoyweHus ns npoeepku mogynem Mail Protection
= Hactpovika 6ycdepa obmeHa, ouncTtka bydepa
= HacTtporika cTpoku NnpuMedaHusi B OTNpaBreHHbIX MMCbMax
= HacTpouka pyHKUMK cocTaBeHnsa oTyeTa
o OO6uwee:
= PacwunpeHHble KaTeropum yrpo3 ans npsiMor NpoBEPKM U MPOBEPKM B peXUMe
peanbHOro BpeMeHu
= PacwwupeHHas 3awmTta: BkntodeHune onumi ProActiv u Protection Cloud
= OunbTp NpUNoXeHUn: 6GNOKNMPOBKa NI paspeLleHne NPUIoXKeHNn
=  3awmTta naposieM JocTyna K LeHTpy ynpasfieHust U KOHurypaumm

= besonacHocTb: 6rokMpoBKa YHKUMIA aBTO3anycka, 6noknpoBka XocT-annos
Windows, 3awiuTa npogykra

=  WMI: aktmBauus nogaepxxkm WMI

= HacTponka npoTokona cobbiTui

= HacTponka pyHKUMIN cocTaBneHnsa otyeTa

= HacTponka ncnosibdyemblix nanok

= HacTporika 3BykOBLIX NpeaynpexaeHuni npyu obHapyXxeHnn supyca

KHonku

KHonka OnucaHue

3HavyeHus ByaeT BbINnonHeH cOpoc Bcex HacTpoek

no KOHUrypaumm Ha 3HayeHuns rno ymondaxuio. Npu

YMONYaHUIO | 3TOM BCE U3MEHEHWS U NOMb30BaTeNbCKMe JaHHbIe
OyayT yTepsiHbl.

OK Bce nameHeHusa byayt coxpaHeHsbl. MeHio

«KoHdurypaumsa» byget 3akpbito. Cucteme
KOHTpONs y4yeTHbIX 3anncen nonb3osatenen (UAC)
TpebyeTcs Balle pa3peLleHne Ha BHECEHUNE
N3MEHEeHUN B ONEPaLMOHHY CUCTEMY, HAaYMHasA C
Windows Vista.
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OTmeHa MeHto «KoHurypaums» 3akpbiBaeTcs 6e3
COXpaHeHUs1 USBMEHEHUN B HACTpOMKax
KOH(purypaumn.

MpumeHunTb | Bce nameHeHus ByayT coxpaHeHbl. Cucteme
KOHTPOIs y4eTHbIX 3anuncen nonb3osartenen (UAC)
TpebyeTcs Balle pa3peLleHne Ha BHeCeHne
N3MEHEHMIN B ONEPALIOHHYIO CUCTEMY, HAYMHas C
Windows Vista.

9.2 System Scanner

Pasgen System Scanner HacTpoiiku oTBeyaeT 3a HaCTPOWKY napaMmeTpoB NPsMOro
rnoucka, T.e. 3a NPOBEPKY Mo TpeboBaHMO Nofb3oBaTeNS.

9.2.1 lNowmck

HacTponka

3aechk Bbl MOXETe 3a4aTh NpUHUMNMAanNbHbIA MeToa npu noucke. Ecnn Bl BbiOMpaeTe

onpepeneHHble nNanky and npoBEpPKU, System Scanner OCyLUeCTBIAET NMPOBEPKY B
3aBNCUMOCTU OT HACTpPOEK:

e C OI'Ipe,El,eﬂeHHOIZ npon3BoanNTesIbHOCTbIO NMOWUCKOBOW CUCTEMbI (I'IpI/IOpI/ITeT),
e C I'IpOBepKOIZ 3arpy304HblX CEKTOPOB U CKaHNpPOBaHUEM NaMATH,

e C MPOBEPKOMN BCEX UM yKa3aHHbIX hansioB B nankax.
Qadnbl

System Scanner MOXeT ucnonb3oBaTb PUbTP, YTOOLI NPOBEPSATL TOSLKO (hansibl C
onpeaeneHHbIM OKOHYaHueM (Tun).

Bce cdannbi

Ecnu ata onuus BknoveHa, Bce dpannbl, HE3aBUCMMO OT UX COAEPXaHUS U

paclwmpeHnus, byayT NpoBePSATLCS Ha BUPYCbI UMW HEXenaTerbHble NporpamMMbl.

PunbTp He Ucnonb3yeTcs.

YkasaHue
Ecnu BkntoveHa onuusa Bee ¢pannel, kHonka PacwumpeHus cpannos
HeLoCTyrnHa.

UHTennekTyanbHbIN BbIOOp dhannoB

Ecnu aTta onums BknoyeHa, To NporpaMma aBToMaTUYeCKM BbliOUpaeT daiinbl Ans
npoBepkn. TO 03HAYaeT, YTO NPoAyKT Avira NpUHUMaEeT peLleHne o Heo6XoaMMOCTH
npoBepku daina Ha Hannyne BUPYCOB 1 BPEAOHOCHbIX MPOrpaMM, OCHOBbIBAsiCb Ha
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ero cogepkaHuu. 3ta npoueaypa ANUTCS HEMHOro gonblue, Yem Ucnonb3oBaTb
CNUCOK pacLuMpeHnin pannos, HO OHa 3HAYMTENBHO HadeXHee, NMOCKOMbKY
NpoBepKa BbINOMHAETCA HE TONMbKO HA OCHOBaHUW pacluMpeHuid dhanos. 3Ta onums
BKIHOYEHA NO YMOSI4YaHMIo 1 pekoMeHaoBaHa.

Yka3aHue
Ecnu BkniodeHa onums UHTennekTyanbHbIN BbIGOp hannos, KHoMKa
PacwupeHus cannoB HegocTynHa.

MUcnonb3oBaTb CNUCOK pacumpeHnn dannos

Ecnn ata yHKUMA BKNOYEHa, TO B NOUCK ByayT BKAOYATLCA TOMLKO hansbl C
yKasaHHbIM paclumpeHuneM. 1o ymonyaHuio ykasaHbl Bce TUMNbl pannos, KOTOpble
MOTFYT coAepKaTb BUPYCbl N HexenaTesfbHble nporpaMmmMbl. C MOMOLLLIO KHOMKN
"PacwmpeHue channa" cnmcok MOXHO pefakTUpoBaTb BPYYHYIHO.

Yka3aHue

Ecnu aTta onuumsa BknoveHa, a Bbl yaanunmn Bce pacLUMpeHnst U3 Cnmcka,
MHopMauusa ob aTom oTobpaxkaeTcsa B Buae Tekcta "PacwupeHus He
ornpederseHbl", pacnonoXeHHoro nofd kKHornkon PacwupeHus dannos.

Pacwupenunsa ¢annos

C NomoLL b 3TON KHOMKM Bbi3biBAETCS ANArioroBoe OKHO, B KOTOPOM OToGpaXkatoTcs
BCE paclumpeHust hannos, NpoBepsieMbIX Npu noucke B pexumve "cnonb3oBaTb
CNUCOK pacwumpeHun channos”. B cnvcke yxe npuBegeHbl HEKOTOPbIE paCLLUMPEHNS
hannos, HO Bbl MOXeTe A06aBnATbL HOBbIE UMK YOANSATb UX.

Yka3aHue
MoMHWUTE, YTO CTaHAAPTHbIA CMIMCOK MOXET MEHATBLCS OT BEPCUN K BEPCUM.

LononHumernbHble HacmpouKu

MpoBepuTb 3arpy3oyHble CEKTOPbI
Ecnu ata onuusa BkntoveHa, System Scanner ckaHMpyeT 3arpy304Hble CEKTOpbI
BblOpaHHbIX AMCKOB. OTa HACTPOWKa akTUBMPOBAHA MO YMOSYaHUIO.
lNMpoBepKa rnaBHbIX 3arpy304HbIX CEKTOPOB

Ecnu onums BknioyeHa, ckaHep NpoBepsieT rMaBHble 3arpy304Hble CEKTOPbI
NCNONb3yeMbIX B CUCTEME KECTKUX ANCKOB.

Mponyctutb ochdnanH-cdannbl

Ecnu ata onuusa BkntoveHa, npu NpsMOM NOUCKe NOMHOCTLIO UTHOPUPYIOTCS Tak
HasblBaeMble odppnanH-gansnbl. ATO 3HAYUT, YTO 3TW balnbl HE NPOBEPSOTCH Ha
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HanuMyme BMPYCOB U BpeLOHOCHbIX nporpamm. OddonanH annsl - 3To hannsl,
KoTopble 6bInn hmnanyeckn nepeHeceHbl C NMOMOLLLIO Tak Ha3blBAEMOW NepapXmyecKom
cucTeMbl ynpasreHust Hocutensammn (HSM) ¢ xxecTkoro gucka, Hanpumep, Ha
MarHUTHYIO NIeHTY. OTa HaCcTponKa akTUBMPOBaHA MO YMONYaHUIO.

MpoBepka LenocTHOCTN CUCTEMHbIX ¢hannos

Ecnu aTa onuusa BkNtoYeHa, TO NPU KaXKAoOM NPSIMOM NMOUCKE BaXXHEWNLLME CUCTEMHbIE
dannbl Windows 0coBeHHO TLiaTenbHO NPOBEPSAIOTCH HA UBMEHEHMUS, BHECEHHbIE
BPEeAOHOCHbIMU Nporpammamu. [Npu oGHapyXeHUM N3MEHEHHOIO dhaisia NoABUTCA
coobLleHne o nogo3puTeribHoM obbekTe. [1ns aTon yHKUMN HEOBXO0AMMO MHOIO
pecypcoB. [103TOMy NO YMOSIYaHUIO 3Ta ONLUMS OTKIOYEHA.

Yka3aHue
OTa yHKUMS AOCTYyMNHa Tonbko HadnHasa ¢ Windows Vista.

Yka3aHune

Ecnu ncnonb3yotca nporpaMmbl TPETbUX NOCTaBLUMKOB, U3MEHSOLLNE
CUCTEMHbIE (hansibl U, HAaNpUMep, 3KpaHbl 3arpy3kn, He UCNONb3ynTe 3Ty
onuuto. Mpumepsbl Takux nporpamm: Skinpacks, TuneUp Utilities nnu Vista
Customization.

OnNTUMN3NPOBaAHHbLIN NOUCK

Ecnu onumsa BkntoveHa, TO MOLHOCTb NpoLeccopa npu nposepke System Scanner
OyneT pacnpefendartbca onTuMansHoO. V13 coobpaxeHnn npon3BoanTeNbHOCTU
NPOTOKONMPOBaHME Npy ONTUMarbHOM NPOBEPKE OCYLLEeCTBNAETCS He noapobHee,
4yeM Mpu ONUMN NO YMOSTHaHUIO.

Yka3aHue
Onuwma gocTynHa ToNbKo ANS MHOronpoLECCOPHbIX KOMMbIOTEPOB.

CnepoBaTb NO cChiNiKam

Ecnu onumsa BkntoveHa, To System Scanner npu npoBepke criegyeT no BCEM CCbIfIKam
NMOMCKOBOro Npounsa nnmn BelbpaHHoON nanku, 4Tobbl NPOBEPUTEL (ansibl HA BUPYCbI.

YKa3aHue

Ctofa He OTHOCATCS CChIfKM Ha hannbl (SpnblkK), HO NOAXOAST UCKITHYNTENBHO
CUMBOJIbHbIE CCbISIKN, cO3aaHHble ¢ nomoLlbio mKlink.exe, unm Touykm
coeanHeHus (junction.exe), KOTOpble OTKPbITO pa3MeLLeHbl B (harinoBom
cucTeme.
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NMouck Rootkits npu 3anycke noncka

Ecnu ata onuusa BkntoveHa, System Scanner npoBepsaeT npu 3anycke nomcka nytem
Tak Ha3blBaeMoro 6bICTPOro nomcka cucteMHyto nanky Windows Ha akTMBHble
Rootkits. Takum MeTo4OM Ball KOMMbIOTEP NPOBEPSETCH He TaK TWwaTesbHO Ha
akTuBHble Rootkits, kak cneunansHbin npodusb "Mouck Rootkits", HO npoBepka
3aHMMaEeT CyLEeCTBEHHO MeHbLLEe BpeMeHU. Ta OnuUns MeHSIeT TONbKO HAaCTPOWKN
Cco3aHHbIX Bamu npodunen.

YKasaHue
Mouck Rootkits B Windows XP 64 6uTt HegocTyneH!

CkaHunpoBaHue peecTpa

Ecnu aTta onuwns BknioveHa, TO NpU NPOBEPKE PeeCTp CKaHNPYeTCS Ha Hanu4me
BPeOOHOCHbIX NporpaMm. JTa Onunsa MeHsIeT TONbKO HAaCTPOWMKN co3daHHbIX Bamu
npodunen.

MponycTutb hannbl U NyTU Ha ceTeBbIX AUCKaAX

Ecnun onuusa BkntoyeHa, n3 NPOBEPKN UCKITKYAIOTCA ceTeBble OUCKN, NMOAKITHOYEHHbIE K
KOMIMbKOTEPY. OTa onuus pekomMmeHayeTCcd, eCcrnim cepeep Uin gpyrmne pa60l-||/|e CTaHunun
caMu 3aljuieHbl OT BUpyCcoOB C MNOMOLLBbKO aHTUBUPYCHOTO MO. 3ta onumsa no
YMOJTHaHNKO OTKITHOYEHa.

lMpouecc nposepku

PaspelwaTb 0CTaHOBKY NpOBeEpPKU

Ecnu aTta onuwmsa BkniodeHa, TO B Nitoboe BpemMs MOXHO OCTaHOBUTb NPOLLECC nomncka
BMPYCOB N BPEOOHOCHBLIX NporpaMm Haxatmem kHonku "Crton" B okHe "Luke
Filewalker". Ecnu Bbl oTKNOYMM 3Ty HACTPOWUKY, To kHorka Cton B okHe "Luke
Filewalker" 6ynet HeakTnBHOW. OCTaHOBKA NPOBEPKN 4O €€ OKOHYaHMWS CTaHEeT
HEBO3MOXHOW! OTa HacTpoOMKa akTMBMPOBaHA MO YMOMYaHMIo.

MpuopuTteT ckaHepa

System Scanner nmeeT Tpu ypPOBHS NpuoputeTa. 3TO BO3MOXHO TOMNbKO B TOM
criyyae, ecrnu Ha KomnbloTepe 3anyLeHo OfHOBPEMEHHO HECKONbKO NPOLECCOB.
BbiGop oka3sbiBaeT BNMUSIHNE HA CKOPOCTb MOMCKA.

HU3KUN

System Scanner nony4aeT oT onepaunoHHON CUCTEMbI MPOLLECCOPHOE BPEMS! TONbKO
B TOM Crny4ae, ecnv oHo He TpebyeTcs aApyrMm npoueccaM. T.e. 4o Tex nop, noka
System Scanner paboTaeT B 0UHOYKY, CKOPOCTb SABNAETCS MakcumManbHon. B uenom
3TO NO3BOMSIET YCKOPUTbL paboTy ¢ ApyrMmu nporpammamu: Komnbtotep paboTtaeT
ObICTpee, ecnv Apyrue nporpamMmbl UCMOSb3YHT NPOLLEeCCOpHOe BpeMsi, korga System
Scanner npogosmkaeT pabotatb B GOHOBOM pexXnme.
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cpeaHnn

MpoBepka System Scanner BbINOMHSAETCS ¢ HOpMarbHbIM NpuopUTETOM. Bee
MpoLecchbl Nony4aT OT onepaunoHHON CUCTEMbI OAMHAKOBOE KONTMYECTBO
MPOLIECCOPHOrO BpEMEHU. DTa ONuMs BKIOYEHA MO YMOYaHUIO U PEKOMEHAOBAHA.
Mpw onpeaeneHHbIX 06CcToATENbCTBAX 3aTpyaHseTcs paboTa ¢ Apyrumu
MPUNOXEHUSMN.

BbICOKUN

System Scanner nonyyaeT HavBbicLKiA NpuopuTeT. OagHoBpemMeHHas paboTa ¢
APYIMMU MPUNOXEHUSIMU NPAKTUYECKN HEBO3MOXHA. System Scanner BbINOnHSeT
CBOW MOUCKOBbIE 3a[a4n MakcMarbHO BbICTpO.

AeiicTene npu obHapyxeHun

Bbl MOXeTe onpeaenvTb onepauum, kotopble 6yayT BbINONHATLESA, ecnn System Scanner
0BHapYXUT BUPYC UM BPEAOHOCHYHO NporpaMmy.

MHTepaKTUBHbLIN

Ecnu onuusa BkntoyeHa, To 06 obHapyXeHun BUpycoB npu nposepke System Scanner
coobulaeTcs B AnanoroBoM okHe. Npn npoBepke System Scanner no 3aBepLueHumn
NpoBEpPKN BblAaeTca nNpeaynpexaeHne co cnmckoM obHapyXeHHbix annos. C
MOMOLLIbIO KOHTEKCTHOIO MEHI0 Bbl MOXeTE BbibpaTh AeNCTBME ANA NOA03PUTENBHbIX
UM HPUUNPOBaHHbLIX (hannos. Bbl MoXeTe NpUMEHUTbL BbIOpaHHOE OeNCTBUE KO
BCEM (panniam unu 3aBepumnTb paboTy ckaHepa System Scanner.

Yka3aHune
Mo ymon4yaHuto B ManoroBom okHe no obpaboTke Bupycos ctouT KapaHTuH. C
NMOMOLLIbKO KOHTEKCTHOIO MEHIKO MOXHO BblIOMpaTh Apyrne 4encTBuUS.

ABTOMaTU4YeCKum

Ecnu aTa onumsa BknodeHa, Nnpy 06Hapy>XeHUM BUpyca Unn BpeLOHOCHOW NporpaMmbl
He OTKPbIBAETCA AManoroBoe okHO And Boibopa aencreums. System Scanner paboTtaet
aBTOMAaTU4eCKM B COOTBETCTBMU C BblOpaHHbIMM Bamu HacTponkamum.

KonupoBaTtb chain nepep BbiNofIHEHUEM AeNCTBUA B KapaHTUH

Ecnn aTa onuusa BkntoveHa, System Scanner co3gaeT pe3epBHYHO KOMUIO Nepesq
OCYLLECTBMIEHMEM NEPBUYHOIO UM BTOPUYHOIO AeNCTBUA. Pe3epBHas Konus
XPaHUTCS B kKapaHTUHe, OTKyAa MOXHO BOCCTAaHOBUTL (hawnn, ecnu oH nmeeT
LeHHocTb. Kpome Toro, Bbl MOXeTe OTNpaBuUTb pe3epBHYo Konuto B Avira Malware
Research Center ansa ganbHenLwero n3y4yeHus.

lNepsuyHoe deticmeue

lMepBu4HOE AencTBME BbINONHAETCA, ecnn System Scanner obHapyxuBaeT BUpPYC nnu
BpeOOHOCHYO nporpammy. Ecnu BeibpaHa onuma "JleynTb"”, HO NeyeHne
NMHMLMPOBaAHHOIO hanna HEBO3MOXHO, BbINOMHAETCA onepauus, onpegerneHHas B
nyHkTe "BTopuyHoe aencreue”.
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Yka3aHue
Onuusa BropuyHoe aencTBMe JOCTYNHA TOMbKO B TOM Crny4yae, ecnv ans
MepBuyHOro aencTBUA BLIOPaHO aencTBME JleUnTb.

INeunTtb

Ecnu ata onuusa BkntodeHa, System Scanner aBToMaTU4eCku NblTaeTcs fleynTb
MHUUMpPOBaHHbIM hann. Ecnu System Scanner He MOXeT BbIIeYnTb
MHMUMPOBAHHbLIN ddann, BbINOMHAETCA onepauuns, npegycMoTpeHHas BTopuyHbIiM
OEeNCcTBUEM.

Yka3aHune
Pa3paboTumk pekomeHayeT aBTOMaTUYECKOE NeYeHne, HO 3TO O3HAYaeT, YTo
System Scanner nameHsieT annbl Ha BaeM KOMMNbloTepe.

MepenmeHoBaTbL

Ecnu ata onuusa BkntodeHa, System Scanner nepemmeHoBbiBaeT cann. MNpsamon
AOCTYN K aTOMy hpanny (Hanpumep, C NOMOLLbIO ABOMHOIO LWeN4Yka) CTaHOBUTCH
HEeBO3MOXeH. Dannbl MOryT ObITb MO3XeE BbINIeYEHbl U NepenMmeHoBaHbl 0bpaTHoO.

KapaHTuH

Mpwn BkNtoYeHHOM onuumn System Scanner nepemelyaeT ann B KapaHTUH. Pannbl
MOryT BbITb NO3Xe BbIfIeYeHbI UK, B Crlyd4ae HeobXoaANMMOCTH, OTNPaBIiEHbI
paspaboTtumky (Avira Malware Research Center).

Ypanutb

Ecnu aTa onuusa BkntoveHa, pann ygansietcsa. 9ta npoueaypa 3HaunTensHo ObicTpee,
yem MepenucaTtb U yaanuTb (CM. HNXe).

Mponyctutb

Ecnu onuusa BknNoyeHa, 4ocTyn K dpannam paspeLuaeTcs, a camu doannbl OCTarTcs
6€e3 N3MeHeHun.

MpeanynpexaeHne
MHprumnpoBaHHbIN dhann BCe elle akTUBEH B Ballen cucteme! 31o MoxeTt
NPUYMHUTL CYLLEeCTBEHHbIV Bpes Ballemy KomnboTepy!

MNMepenucaTtb U yaganutb

Ecnu aTta onumsa BknodeHa, System Scanner 3ameHseT dann ctaHgapTHbIM
wabnoHom, a 3atem yganseT ero. OH He MoXeT BblTb BOCCTAHOBIEH.

BmopuuHoe deticmsue

Onuus "BropuyHoe aenctBue" OOCTynHa TONMbKO B TOM Clyyae, ecnv ang
"MepBHYHOro gencTBuA" onpeneneHa onepauuns Boineuntb. C NoOMoOLbIO 3TON
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onuUN MOXHO BbIOpaTb onepauuio, KoTopasi 4oMmkHa ObiTb Npon3BeaeHa ¢
NHOUUMPOBaHHBIM dannom, ecriv ero HeBO3MOXXHO BbINEeYNTb.

MepenmeHoBaTbL

Ecnu ata onuusa BkntoveHa, System Scanner nepenmMmeHoBbIBaeT dann. MNpamon
AOCTYN K 3TOMY hanny (Hanpumep, C NOMOLLbIO IBOMHOTO LEeNYka) CTaHOBUTCSH

HEBO3MOXeH. dannbl MOryT ObITb NO3Xe BbINIEYEHbI U nepemMmeHoBaHbl O6paTHO.

KapaHTuH

HacTponka

Mpwn BkNtoveHHOW onuuun System Scanner nepemelaeT ann B kapaHTuH. ®annbl

MOryT ObITb NO3XXe BblNIeYEHbl UK, B Crly4ae HeobXoaUMOCTH, OTNpPaBfeHb!
paspaboTumky (Avira Malware Research Center).

Ypanutb

Ecnu ata onuusa BkntoveHa, hann ygansetca. 9Ta npoueaypa 3HaunTernbHo ObicTpee,

4yeM "nepenucaTtb U yganutb".

Mponyctutb

Ecnu onuusa BknodeHa, 4oCcTyn K pannam paspellaeTcd, a caMmu dpannbl OCTarTCA

0e3 n3meHeHun.

MpeaynpexaeHue
NHduumpoBaHHbIM hann BCce eLle akTMBEH B Ballen cucteme! 3to moxeT
NPUYMHUTD CYLLECTBEHHbIV Bpes Ballemy KomnbtotTepy!

MepenucaTtb M ynanutb

Ecnu ata onuusa BkntoveHa, System Scanner 3ameHseT hann ctaHgapTHbIM
wabnoHom, a 3atem ygansiet ero. OH He MOXeT ObiTb BOCCTAHOBIEH.

Yka3aHune

Ecnn B kauyecTBe NepBUYHOIO NN BTOPUYHOIO AENCTBUSA BbiIOpaHo YaanuTb
unu MNMepenucatb U yaanuTb , NOMHUTE criegytoLlee: Npu obHapy>xeHum
CUCTEMOW 3BPUCTUYECKOIO NOUCKa MHMPULIMPOBAHHbIE (hansibl HE yoanaTcs, a
nepemMeLLaTCs B KapaHTUH.

Apxusbl

Mpu npoBepke apxmBoB System Scanner NpUMeEHSIET PEKYPCUBHbIA NOWUCK: apXMBbI B

apxmBax pacnakoBbiBalOTCA U NMPOBEPAIOTCA Ha BUPYCbl 1 BpeJOHOCHbIE MNMporpamMmbl.

daiinbl NpoBEPSIOTCS, 3aTEM OHU pacnakoBbIBAOTCSA M BHOBb NPOBEPSIOTCS.

MpocmoTpeTb apXmBbI

Ecnn aTta onuma BkroveHa, NPOBEPATCA BCE apXuBbl, OTMEYEHHbIE B CMNNCKEe
apXnBOB. OTa HaCTpOIZKa aKTunBmMpoBaHa no ymosi4aHuio.
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Bce Tnnbl apxuBoB

Ecnu aTta onums BkntoYeHa, NpoBEpPSIOTCA BCE TUMbl apXMBOB, OTMEYEHHbIE B CMNCKE
apXVBOB.

Ba3oBbIN CNMCOK paclUMpPEeHUN

Ecnu aTta onuunsa BknodeHa, To System Scanner onpegenseTt, COOTBETCTBYET N TUM
dharna popmaTy ynakoBaHHbIX 0annoB (apxuB), Aaxke ecrnv paclmpeHune gannos
oTnMyaeTcs OT 06bIYHbIX aPXMBHbBIX PaCLUMPEHUIA, a 3aTEM NPOBEPSAET 3TOT apXMB.
[ns aToro kaxabiv hann gOrmKeH OblTb OTKPLIT, YTO 3HAYUTENBHO YMEHbLUAET
CKOPOCTb NpoBepKU. NMprmep: ecnu apxmB *.zip UMeeT paclumpeHme *. xyz, To System
Scanner pacrnakoBbIBaeT 1 9TOT apXuB, OCYLLLECTBISAS ero NpoBepKy. ATa HAacTporKa
aKTUBMPOBAHa MO YMOJSTHaHUIO.

Yka3aHue
[MpoBepstTCA TONbKO OTMEYEHHbIE B CMUCKE apXUBOB TUMbl apXMBOB.

OrpaHuunTb YPOBEeHb peKypcumn

PacnakoBka 1 npoBepka apXMBOB C BbICOKOW CTENEHbIO BNOXEHHOCTM TpebyeT MHOro
pecypcoB 1 BpeMeHu. Ecnu aTa onuus BKoYeHa, Bbl orpaHMymMBaeTe rnybuHy nomcka
onpeneneHHbIM YpoBHEM NaKoBKM (MakcumanbHas rnybuHa pekypcun). Tak Bbl
3KOHOMMWTE BPEMS U PeCYPChl KOMMNblOTEPA.

Yka3aHue

[ns Toro 4ToObl ONpeaenuTbL HanMyMe B apxmBe BUpyca UM BpeAOHOCHOM
nporpaMmmbl, System Scanner npon3sBoguT NPOBEPKY apxuBa 4O TOro YPOBHS
pPeKypcun, Ha KOTOPOM HaxXOAUTCS NOLAO3PUTESbHBIN OO BHEKT.

MakcumanbHas rnyéuHa pekypcum

UToObl ONpeaenuTb MakCUManbHyHo rnybuHy pekypcum, UCNonb3ynuTe Onuumio
OrpaHnM4uTb YpOBEHb PEKYypCUMN.

Bbl MOXeTe onpefenntb Xenaemyto rnyouvHy pekypcum BpY4YHY Ui C NOMOLLIbHO
KraBuLL CO CTpenkamu cripasa oT nons seoga. [lonyctumble 3HayeHus: oT 1 go 99.
PekomeHayemoe ctaHgapTHoe 3HayveHue 20.

3Ha4YeHUA NO YMOJTYaAHUIO

KHonka BoccTaHaBnmnBaeT 3apaHee onpeaerieHHble NnapamMeTpbl MOUCKa B apXmBax.

Cnucok apxmBoB

B aTor o6nactn Bbl MOXeTe yKka3aTb, Kakme apxuBbl AOMKHbI MPOBEPATLCA MOAYNEM
System Scanner. [Ina aToro He06X0ANMO OTMETUTL COOTBETCTBYIOLLNE CTPOKN.
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UcknroueHns
@alinosbie 06LEKMbI, UCKTHOYEHHbIE U3 rposepKu Modyrnem System Scanner

Cnuncok B 3TOM OKHE COAePXUT dbaisbl U MYTU, KOTOPbIE HY>KHO UCKITIOYUTL U3 NPOBEPKU
Ha Hanu4ne BUPYCOB UM BPEAOHOCHLIX NporpaMm cnyxboi System Scanner.

BHocKTE Kak MOXXHO MEHbLLE UCKITHYEHUI, 3TO LOSMKHbI ObITb TOSMLKO (hansibl, KOTOpble NO
onpeaeneHHbIM NpuYyMHam ENCTBUTENbHO HE AOSMKHbI MPOBEPSATLCA B XO04€ 0ObI4HON
npoBepkun. Pekomenayetca B ntobom crnyvyae npoBeputb 3TM hannbl HA HanNM4ne BUPyCcoB
N BPEOOHOCHbLIX Nporpamm nepes BKIOYEHNEM NX B CNUCOK!

MpumeyaHune
CoBoKynHas anvHa 3anucen B cnnucke He aormkHa npesbiwaTts 6000 3HakoB.

MpeaynpexaeHune
91K hannbl He NPOBEPAIOTCA NPU CKaHMpPOBaHUK!

MpumeyaHne

Copepxalumecs B 9TOM cnncke dpannbl (OUKCUPYIOTCA B (haisie otyeTa.
lMpoBepsanTe BpeMsa OT BpeMeHU (hann oTyeTa Ha Hanndme B HeM MHopMaumm
00 MCKITIOYEHHbIX U3 MPOBEpPKX hbannax, MOCKOSbKY NPUYMHBI, MO KOTOPbIM
Grarn 6bIN UCKNOYEH N3 NPOBEPKN, MOTYT NOTEPATHL aKTyasnbHOCTb. B aTOM
cnyyae yganute nms 3Toro dpanna ns cnucka.

None BBoAa

B aTom none ykaxute nmsa annoBoro o6bekta, KOTOpbIA A0MKEH ObITb MCKIHOYEH U3
npsmMoro nowucka. Mo ymonyaHuio CNnMcok He coaepXXUT OO BLEKTOB.

L]

HaxaTtnem Ha 3Ty KHOMKY OTKPbIBAETCHA OKHO, B KOTOPOM Bbl MOXeTe BblbpaTb
Xenaembin pann nnu nyTb.

Ecnu Bbl ykaszanu nms danna n nofHbIN NyTb K HEMY, TONBbKO 3TOT (hann He ByaeT
NPOBEPATLCSA Ha HanuMymMe BUpYycoB. Ecnu Bbl ykaszanun uma ganna, Ho He ykasanu
NyTb K HEMY, HX OOVMH 13 (pansfioB ¢ 3TUM MMEHEM (BHE 3aBMCUMOCTU OT Manku u
ancka) He ByaeT npoBepaTbCS.

Job6aButb

C NOMOLLIbIO 3TOM KHOMKM MOXHO NepeHeCcTV BBEAEHHbIV B nosie BBoAa harn B OKHO
WCKNIYEHUI.
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Ypanutb

KHonka ygansieT u3 cnucka BblAeneHHy CTPoKy. OTa KHoMka HeakTUBHA, eCrin Hu
OlHa 3anuncb He BblaeneHa.

Yka3saHue

Ecnu Bbl foGaBuTe K CMMCKY UCKNIOYEHHbIX M3 NPOBEPKM PanioBbIX OOBHEKTOB
Luenbin pasgen, U3 npoBEPKU UCKITIOYAKTCA TOSbKO doansibl, COXpaHEHHbIE
HenocpeAcTBEHHO B 3TOM paszesie, Ho He dbansibl, Haxoasawmecs B
pa3MeLLeHHbIX B pa3fgerne nankax:

npuMep: UCKoYaembln hannoBbin 06bekT: D: \ = D:\file.txt UCKNOYaeTcs
13 npoBepkn moaynem System Scanner, a D: \folder\file.txt He
NCKIryaeTcs.

JBpUcTHKa
OTOT pasfen HacTPoeK COAepPXUT napameTpbl IBPUCTUYECKOIO NOUCKa.

MpoaykTbl Avira cogepaT 9BpPUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacno3HatoT
BPEeAOHOCHbIEe MporpamMmbl, TO €CTb O COCTaBMEHUs crneumanbHON BUPYCHOW CUrHaTypbl U
nonyyeHnss 06HOBEHMS 3alnTbl OT BUPYCOB. Pacno3HaBaHne BUPYCOB OCYLLECTBSETCS
npu NOMoLLM NoAPOBHOro aHanu3a MHPEULMPOBAHHOMO KoAa Ha NpeaMeT BbINOSTHAEMbIX
YHKUMI N 0ENCTBUI, TUMUYHBIX ONA BPEAOHOCHbIX NporpamMm. Ecnu nccnenyemoin ko,
UMeeT XapakTepHble NPU3HaKK, OH NoslyyaeT cTaTyC NOA03PUTESNBHOI0. JTO HE O3HAYaeT,
4YTO 0OBLEKT B NIOOOM crny4vae sBnsieTcss BPeAOHOCHOM NPOrpaMMon; BO3MOXHbI Takke
NoXHble cpabaTtbiBaHUA. PelueHne o ToM, 4TO HeobxoauMo caenaTb C NoA03pUTENbHbIM
006BHEKTOM, MPMHMMAET caM NosSib30BaTelb, HAaNpMMep, OCHOBbLIBAACh Ha MMEIOLLENCH y
Hero MHopmaLnmn 0 HagEeXHOCTU UCTOYHUKA NPOUCXOXaeHUN dhanna.

3sepucmuyeckoe obHapyXeHUe MaKposupyCco8

ABpUcTNYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npogykt Avira umeeT 04eHb MOLLHbIN BOK Makpo3aBpUCTUKKU. Ecnu aTta onuus
BKIMtOYEHA, NP NOMNbITKE NEeYeHNs MakpoChl B MHPULIMPOBAHHOM JOKYMEHTE
yaansaTcs, anbTepHAaTUBHO MOXHO OrpaHUYMTLCS YBE4OMIEHNEM NOoSb3oBaTens o
Nnogo3pUTENbHbBIX JOKYMEHTax. ATa Onuusa BKAOYEHA MO YMOSTHAHUIO U
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)

AktuBmnposatb AHeAD

Bnarogapa texHonornn AHeAD Balua nporpamma Avira cogepXXuUT O4eHb MOLLHYHO
3BPUCTUYECKYIO CUCTEMY OIS ONpeaenieHns axe HEM3BECTHbIX (HOBbIX)
BpeOOHOCHbIX Nporpamm. Ecnn ata onums BKIoYeHa, Bbl MOXETe YCTaHOBUTb
YPOBEHb "pe3KOCTN" 3BPUCTUKN. DTa HACTPOKMKA BKITHOYEHA MO YMOMYaHUIO.
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Hu3knn ypoBeHb pacno3HaBaHusA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapyXMBaeT MeHbLUE HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbIX 0BHaPYKEHUI NPY STOM HEBENMKA.

CpeaHuK ypoBeHb pacno3HaBaHusi

Mpw BKMOYEHMM 3TON onummn obecneynBaeTcs cbanaHcMpoBaHHas 3alumTa ¢
HeGOoNbLUMM KONMYECTBOM NOXKHbIX OBHapYXeHUn. OTa HAcCTpoKKa onpeaeneHa no
YMOIYaHWU0, ECNN Bbl UCMNONb3YyeTe 3BPUCTUYECKUIA MOUCK.

BbiCOKMIA ypOBeHb pacno3HaBaHus

Mpw BKNOYEHUM 3TON ONLUMK OOHapYXXMBaeTCs CyLLECTBEHHO BonbLue HEM3BECTHOIO
BpeaoHocHoro MO, HO YMCNO NOXHbIX OGHAPYXXEHUIN Takke BO3pacTaer.

9.2.2 Otyert

Mogayrnb System Scanner nmeet yHkumo nogpobHoro npoTokonuposaHus. C ee
NMOMOLLLIO Bbl MONYYMTE TOYHYIO MHGOPMaUUIO O pesdyfibTaTax npoBepkn. Pann otyeTta
COAEPXUT BCE 3anncyu CUCTEMBbI, a Takke NpeaynpexaeHns n coobLeHnss cnyxobl
NPSIMOro rNowcka.

Yka3aHue

UTtobbl onpenennTtb, kKakne 4encTBusA BbINONHUIT Moaynb System Scanner npwm
obHapy>xeHun Bupyca nnu BpeaoHOCHOM nporpamMmmel, Heobxoanmo Bcerga
COCTaBnsATb pann oTyeTa.

lpomokonupoeaHue

Bbikn
Ecnu ata onuusa BkntoveHa, System Scanner He cocTaBnsieT OTYET O BbINOSTHEHUM
AENCTBUI N pe3ynbTaTax NPsiMoro nowvcka.

Mo ymonyaHuto

Ecnu ata onums BkntoyeHa, System Scanner npoTokonMpyeT MMsi COOTBETCTBYOLLNX
dainoB ¢ ykazaHuem nytn. Kpome Toro, B ¢paiin otyeTa 3anuncbiBaloTcs napameTpbl
HaCTPOWKMN TeKyLLEero noncka, MHPopMaLmns 0 BEPCUUN U NIMLEH3UM.

JdononHutenbHO

Ecnu aTta onumsa BknodeHa, System Scanner NpoToOKONMpPYeT Takke Bce
npegynpexaeHusa n npumedanus. B ganne otyeta 6yget otobpaxateca "(Cloud)"-
cybumke ana naentndpmkaumm npegynpexaerunin Cloud Protection.
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MNonHbIN

Ecnu yctaHoBneHa ata onuus, System Scanner 4ONONHUTENBHO NMPOTOKONUPYET BCe
npoBepeHHble annbl. Kpome Toro, B hann ot4yeTa BKIHOYAOTCH UMEHa BCeX
MHULMPOBaHHBIX (hansos, Bce nNpeaynpexgeHns u npumedaHuns.

Yka3aHune
Ecnu Bbl cobrpaeTech HanpaBuTb Ham dharn oTyeTa (Hanpumep, 4na nomcka
owmnboK), NPOCMM Co3aaBaTb OTHET B 3TOM peXnme.

9.3 Real-Time Protection

Pasnen Real-Time Scanner B HacTpolike oTBe4aeT 3a HAaCTPOWMKY NOCTOAHHOW 3alUnTbl B
pexvme peanbHOro BpeMeHH.

9.3.1 lMowuck

O6bI4HO NONb30BaTENN BKAOYAKT NOCTOSAHHYIO 3alLUMUTY CBOEWN cucTemMsbl. [ina atoro
ncnonb3yeTtcs cnyxba Real-Time Protection (nouck B peansHom BpemeHn = On-Access-
Scanner). 310 no3BonseT "Ha nNeTy" NPoBeEPsATb BCE KONUPYHOLLMECS UM OTKPbIBAaEMbIE Ha
KoMMbtoTepe dansbl HA HanMuYMe BUPYCOB UMW HEXENaTeNbHbIX MPOrpamMm.

dalnbi

Real-Time Protection moxeT ncnonb3oBaTtb GunbTP, YTOOLI NPOBEPSATL TONBKO ddannbl C
onpegerieHHbIM paclumpeHnem (TUnom).

Bce dannbl

Ecnu aTa onums BknoyeHa, Bce dalinbl, HE3aBUCUMO OT UX COAEPKaHUS U
paclmpeHnus, byayT NpoBepSATLCS Ha BUPYCbI MW HexxenaTesbHble Nporpammbl.

Yka3saHue
Ecnu BkntodeHa onuusa Bee ¢pannel, kHonka PacwumpeHus cannos
HeLoCTyrnHa.

UHTennekTyanbHbIN BbIOOp dhannoB

Ecnu ata onuusa BkntoveHa, To nporpaMmma aBToMaTu4eckn BolbnpaeT dannbl ans
npoBepKn. ATO O3HAYAET, YTO NporpaMma pellaeT Ha OCHOBaHUN COAepXXaHNs
dharna, Hy>HO N NPOBEPSATb €0 Ha HaNM4YMe BUPYCOB U HEXeNaTenbHbIX NporpamMm.
OTa npoueaypa AnuTcs HEMHOro gonblue, Yem Ucnonb3oBaTb CNMCOK pacLUMPEeHUU
c¢hannoB, HO OHa 3HaYNTENBHO HaZEeXHee, MOCKOMbKY NPOBEPKA BbIMOMTHAETCS He
TONbKO Ha OCHOBAHUW pacLlUMpeHnin hannos.
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Yka3aHue
Ecnu BkntoveHa onuus MHTennekTyanbHbIA BblGOp ¢hannos, KHOMKa
PacwupeHuns cannoB HegocTynHa.

Mcnonb3oBaTb CNMCOK paclunpeHun ¢pannos

Ecnu ata yHKUMA BKNOYEHa, TO B NOUCK ByayT BKAOYATLCA TOMbKO hansibl ¢
yKasaHHbIM paclumpeHnem. o ymonyaHuio ykasaHbl Bce Tunbl oannos, KOTopble
MOryT coepkaTb BUPYCbl U HexXenaTtenbHble NporpamMmmbl. C MOMOLLBIO KHOMKM
"PacwmpeHnue cpanna" cnmcok MOXHO pegakTupoBaTb Bpy4dHyl0. OTa onums
BKIOYEHa NO YMOMYaHUIO U pekoMeHOoBaHa.

Yka3saHue

Ecnu aTta onums BknoveHa, a Bbl yaanunm BCe paclUMpPEHNst 3 CrnCKa,
MHdopMauus 06 aTom oTobpaxkaeTcsa B Buae Tekcta "PacwupeHus He
ornpederneHsl", pacnonoXeHHoro noa kHornkon PacwumpeHus dannos.

PacwupeHus ¢gannos

C NOMOLLIbIO 3TOW KHOMKM BbI3blBaeTCs AManoroBoe OKHO, B KOTOPOM oToBpaxatoTcs
BCe paclumpeHus hannos, NpoBepsieMbiX Npu noncke B pexumve "cnonb3oBaTb
CNUcoK pacwumpeHun cpannos”. B cnvcke yxe npusegeHbl HEKOTOPbIE pacLUMPEHNS
hannos, HO Bbl MOXeTe A06aBMATbL HOBbIE UK yOAnsTb UX.

Yka3aHue
MoMHWUTE, YTO CNUCOK paclUMpeHNin PannoB MOXET N3MEHATLCH B 3aBUCUMMOCTU
OT BEpCUN.

Jucku

MpoBepka ceTeBbIX AUCKOB

Ecnu ata onuusa BkntodeHa, To ByayT npoBepsTbes hannbl CeTEBbLIX ANCKOB (OUCKM B
nankax), Hanpumep, Server-Volumes, NUPUHroBble OUCKN U T.4.

Yka3aHue
UTtobbl He 3arpyxaTb CIULLKOM CUITbHO Ball KOMNbloTep, onuuio NMpoBepka
ceTeBbIX AUCKOB clrielyeT akTUBMPOBATb TOSbKO B UCKITHOUYUTESIbHbIX Cryyasx.

MpenynpexaeHne
Ecnun aTta pyHKUMS OTKNIOYEHA, ceTEBbIE ANCKM He ByAyT KOHTPONMPOBATLCS.
OHu Bornblue He 3aLMLeHbl OT BUPYCOB U HeXXenaTenbHbIX nporpaMmm!
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Yka3aHue

Ecnu cannel, Haxogawmecs Ha ceTeBbIX ANCKaX, BbINOMHAIOTCA, TO OHU
npoBepsitoTca moayrem Real-Time Protection He3aBUCMMO OT yCTaHOBKM
onumn CeTeBble AUCKN. B HEeKOTOPBIX criydaax dpannbl MPOBEPSOTCA Ha
ceTeBbIX JMCKaX Mpu OTKPbITUMK, XOTs onuus NMpoBepka ceTeBbIX AUCKOB
OTKNtoYEHa. ATO NPOUCXOAMUT NOTOMY, YTO K 3TUM hbarnam obpallarTca ¢
nosiHomoumnem "BbInonHnTb bann”. ECnu Bbl XOTUTE UCKITHOYUTL 3TN UK
BbINONHAeMble (hannbl Ha CETEBLIX ANCKaX N3 NPoBEPKM crnyxbon Real-Time
Protection, BHecute aTn dannbl B CNMCOK hannoBbiX 06BHEKTOB, KOTOPbIE
HeobXoaMMO UCKMYUTL (CM.: VicknoveHus).

AKTUBUPOBaTb KILUUHI

Ecnu aTta onuns akTuBMpoBaHa, To NpoBepsieMble (hainbl Ha CeTeBbIX AMUCKax byayT
AocTynHbl B kawwe Real-Time Protection. NpoBepka ceTeBbix AUCKOB 6€3 hyHKLUM
K3LWMHra otnm4yaeTca donbluen 6e30nacHOCTbO, OgHAKO MeHbLLEeNn
NPOVN3BOANTENBHOCTbLIO MO CPABHEHMIO C MPOBEPKON CETEBbLIX ANCKOB C (PyHKUMEN
KaLUWHra.

Apxuebl

MpocmoTpeTb apXmBbLI

Mpwn BKNOYEHUN 3TOM oNumMmM ByaeT OCYLLEeCTBASATLCHA NPOBEPKa apXUBOB.
[MpoBepstoTCca cxaTtble pannbl, 3aTeM OHW pacnakoBbIBAKOTCA M BHOBb MPOBEPSAIOTCS.
Mo ymon4yaHuto aTa onuusa oTkmoyeHa. Nonck B apxuBe orpaHuymBaeTca rnyonHom
peKkypcun, Kofim4ecTBOM NpoBepsieMbix hannos U pasamepom apxusa. Bel MoxeTe
3agaTb MakCcUMarnbHyo rnybuHy pekypcum, KOM4ecTBo NpoBepsieMbiX hansios u
MaKCMMarnbHbIN pa3mep apxvBea.

YkasaHue
Mo ymon4yaHuio aTa onuus OTKIKOYEHA, MOCKONbKY AaHHbIN NpoLecc TpebyeT
MHOIO pecypcoB. PekoMmeHayeTcs NpoBepATb apXMBbl NyTEM NPAMOro Noucka.

Makc. rmybuHa pekypcuu

Mpn npoBepke apxuBoB Real-Time Protection npumeHseT pekypCuUBHbLIN NOUCK:
apxmBbl B apxuBax pacnakoBbIBaOTCA U NPOBEPSAIOTCH HA BUPYChbl U BPEAOHOCHbIE
nporpammbl. MoxHo 3agaTtb rmybuHy pekypcun. CTaHgapTHOe pekoMeHayemoe
3HayeHue ansa rmybuHbl pekypcumn coctaBnseT 1 1 BnseTca pekoMeHA0BaHHbIM:
NPoBePSAIOTCH BCE (pansibl, KOTOPble HAXOOATCS HEMOCPELCTBEHHO B IMaBHOM apXuBe.

Makc. konu4yecTBo ¢hannos

Mpn noucke B apxmBax NOUCK OrpaHNYMBaETCA MakCUMarbHbIM KONMYECTBOM (pannos
B apxuBe. CTaHOapTHOE peKOMeHAyeMOe 3Ha4YeHe AN MakCuMarnbHOro Konn4ecTea
nposepsiemMbix pannos coctasnset 10.
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Makc. pa3smep (KB)

Mpu noucke B apxmBax NoncK orpaHUYnMBaEeTCa MakCUMarnbHbIM pasmepoM
pacnakoBbiBaeMoro ¢anna apxmsa. 3HadeHue no ymondaxdmo 1000 Kb asnsaeTtcs
pekoMeHayeMbIM.

AeWncTBue npn o6Hapy)>xeHnn

Bbl MOXeTe onpefenntb onepauuun, KOTopble SOSMKEH BbINOMHATL MoAynb Real-Time
Protection npu o6HapyxeHun BMpyca nnun BpeLoHOCHON NporpaMmmbl.
UHTepaKTUBHbLIN

Ecnu aTta onums aktuBmpoBaHa, To npy obHapyxeHun Bupyca moayrnem Real-Time
Protection BblgaeTcst coobuieHme Ha pabounin cton. Bel MoxeTe yaanuTb
oBOHapy>XeHHY0 BpeJOHOCHY0 nporpamMmmMy unm BelbpaTb gpyrme AencTeus ans
06paboTkn BUpYyCcoB HaxkaTueM kHomnku "MoapobHo". [lenctausa otobpaxatTcs B
ANanoroBoM OKHe. OTa Onuus BKNKYEHa No YMOSTYaHuIo.

NeunTtb
Real-Time Protection BbineunT nHMUMpoBaHHbIV hainsn, ecnu 3To 6yaeT BO3MOXHO.
MepenmeHoBaTbL

Real-Time Protection nepenmeHoBbIiBaeT cann. lNpamon goctyn K aToMy dhanny
(Hanpmep, ¢ NOMOLLbIO ABOMHOIO LLefiyKa) CTaHOBUTCS HEBO3MOXEH. [o3xe chann
MOXET BbITb BblSIEYEH N NepenmMeHoBaH obpaTHO.

KapaHTuH

Real-Time Protection nomewaet dannbl B KapaHTUH. Pann MoxeT ObiTb
BOCCTaAHOBIEH U3 MeHeKepa KapaHTUHa, €CN B 3TOM BO3HUKHET HEOOXOAMMOCTb,
U ero MOXHO OTNPaBUTb pa3paboTyumKy B LEHTP NccneaoBaHWUs BUPYCOB KOMMNaHUN
Avira Malware Research Center. B 3aBucMMoCTM OT Tuna panna ectb BO3MOXHOCTb
Bblbopa apyrux gencteun (cm. B MeHemxepe kapaHTuHa).

Ypanutb

dann ygansetcd. 3Ta npouenypa 3HaunTenbHo bbicTpee, YeM nepenucaTb U
yAanuTb (CM. HUXe).

Mponyctutb
HocTyn K hanny paspeluaeTcs, HUKaKNX JENCTBUN C HUM He BbINOSNHAETCS.
MNepenucatb n yganutb

Real-Time Protection nepenucbiBaeTt dann, 3aMmeHsisi ero ctaHgapTHbIM WabroHoMm, a
3atem yganset dann. OH He MOXeT ObiTb BOCCTAHOBIEH.

MpeanynpexaeHne
Ecnu B Real-Time Protection BkntoueHa onumsi MpoBepuTb Npu 3anucwu,
MHULMPOBaHHBIN hban He 3anucbiBaeTCs.
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Mo ymonyaHuto

C NomoLL b 3TOW KHOMKM Bbl MOXETE BblIOpaTh AENCTBUE, KOTOPOE AOSMKHO ObITb
aKTUBUPOBAHO NO YMOJSTYaHUIO B ANANIOrOBOM OKHE Mpu 0BHapyXeHun Bupyca.
Bbligenute gencrene, KOTopoe LOMKHO ObiTb NO YMOMYaHUIO aKTUBHO, U HAXMUTE
kHonky "lMo ymonyaHuro".

Yka3saHue
B ka4ecTBe gencTaBnsa No yMonyaHuio HEBO3MOXHO BbibpaTh JleueHue.

Bonee noapobHyo MHPOPMaLMIO MOXXHO NOSTYYMUTb MO CChISTKE.

ABTOMaTUyeckuu

Ecnu aTta onumsa BknoveHa, npu oGHapyXeHun Bupyca nunn BpeaoHOCHOW NporpaMmmbl
He OTKpbIBAEeTCA AManoroBoe okHO Ana Belbopa aencreus. Real-Time Protection
pearnpyeT aBTOMaTU4YeCKN B COOTBETCTBMM C BbIOPaAHHBbIMU BaMN HACTPONKaMM.

KonupoBaTtb dann nepep BbiNofIHEHUEM AeNCTBUA B KAPaHTUH

Ecnu ata onuus BkntodeHa, Real-Time Protection co3gaeTt pesepBHyo KOnuio
(Backup) nepep ocywecTBneHnemM NepBMYHOIO UM BTOPUYHOIO AENCTBUSI.
PesepBHas konus coxpaHseTtca B KapaHTuHe. OHa MOXeT ObiTb BOCCTaHOBMEHA U3
MeHexepa KapaHTunHa, ecrnn oHa MeeT MHPOpMaLMOHHOe 3HaYeHne. Kpome Toro,
Bbl MOXETE OTNpaBuUTb pe3epBHyto Konuto B Avira Malware Research Center. B
3aBMCUMOCTHM OT TUNa danna B MeHegKepe KapaHTMHa eCTb BO3MOXHOCTb Bblbopa
apyrux gencteumi (cM. MeHeoxep kapaHTuHa)

lNepsu4Hoe deticmeaue

MepBnyHOEe aencteue BbinosiHseTcd, ecnn Real-Time Protection o6HapyxuBaeT Bupyc
Unn BpeAoHOCHY0 nporpammy. Ecnn BoibpaHa onums "fleunTb", HO NneyeHne
MHMLUMPOBAHHOIO hansia HEBO3MOXHO, BbINOSTHAETCS onepaumnd, onpegeneHHas B
nyHkTe "BTOpuyHOe gencreue".

YkasaHue
Onuna BropuyHoe genctTBue JOCTYMNHA TOMLKO B TOM Cryyae, ecnu angd
MepBuyHOro gencTBuA BLIOpaHoO aencTeme JleunTb.

JleunTtb

Ecnu ata onuua BkntoveHa, Real-Time Protection aBTomatndecku neiTaeTcs nevvtb
MHUUMpoBaHHbI chann. Ecnu Real-Time Protection He MoXeT BbinevnTb
MHULMPOBaHHBIN bann, BbIMNOMHAETCS onepaund, npegycMoTpeHHas BropuyHbimM
AencTBuemMm.

Yka3aHue
PaspaboTumk pekoMmeHayeT aBToMaTU4Yeckoe fevyeHme, HO 9TO O3HAYaEeT, YTo
Real-Time Protection nsameHset gannbl Ha BallemM KOMNbOTEPE.
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MNepeumeHoBaTb

Ecnu ata onuusa skntodeHa, Real-Time Protection nepenmeHoBbiBaeT dann. lNpsmon
AO0CTyn K aToMy doanny (HanpumMep, C NOMOLLIbIO ABOWHOIO Lenyka) CTaHOBUTCSA
HEeBO3MOXeH. Pannbl MOryT ObITb MNO3XE BbIIEYEHbl U NEPENMEHOBaHbLI 06paTHO.

KapaHTuH

Ecnu ata onuwnsa skniodeHa, Real-Time Protection nomewaet cpann B nanky
KapaHTuHa. Pannbl U3 9TON Nanky MoryT ObiTb NO3Xe BbINIeYeHbl UMK, B Cnyvae
HeobxoaAMMOCTH, OTNpaBrieHbl pa3paboTynky, B LEHTP nccnegoBaHns Bupycos Avira
Malware Research Center.

Ypanutb

Ecnu ata onuusa BkntoveHa, pann yganseTtcs. 9Ta npoueaypa 3HaunTenbHo ObicTpee,
Yyem "nepenucartb 1 yganute".

Mponyctutb

Ecnu onuma BkntoveHa, 4OCTyn K hannam paspeluaeTcs, a camu annbl ocTalTcs
0e3 NsMeHeHuN.

MpeaynpexaeHune
NHduumpoBaHHbIM dhann Bce elle akTMBEH B Bawlen cucteme! 1o moxeT
NPUYNHUTL CYLLLECTBEHHbIN Bpe BalleMy KomnboTepy!

ﬂepen ncatb U yaoanuTtb

Ecnu ata onuusa BkntodeHa, Real-Time Protection 3ameHsieT dhann ctaHgapTHbIM
wabnoHom, a 3aTeM ygandet ero.Ecnu ata onuusa BknoyeHa, Real-Time Protection
3aMeHseT pann ctaHgapTHbIM WabnoHom, a 3ateM ygandeTt ero. OH He MOXeT BbITb
BOCCTaHOBJIIEH.

3anpeTutb gocTyn

Ecnu ata onuus BkntodeHa, Real-Time Protection BHocUT nHdopmaumio ob
obHapyxeHnn Nogo3puTenbHOro obbekTa B han otyeTa, TONbKO eCnn yHKUMS
oTyeTOoB BKIoMeHa. Ecnu aTa onuusa BknodeHa, Real-Time Protection Takke BHOCUT
3anucb B NPOTOKOS COOLITUMN.

MpeanynpexaeHune
Ecnu B Real-Time Protection BkntoyeHa onumsi MpoBepuTb npu 3anucwu,
MHULMPOBaHHBIN bann He 3anucbiBaeTCs.

Bmopu4Hoe delicmsue

Onuus "BTopu4yHoe aencrtBme” MoxeT ObiTb BbIOpaHO TOMBKO B TOM Criyyae, ecnv
ans "MepBuyHoro gencrtBua” 6bina onpegenerna onepaums "fleuntb". C nomoLlbto
3TON ONuUMM MOXHO BbiOpaTb onepaunto, KotTopas gOMmkHa ObiTb Npon3BeaeHa ¢
MHPULMPOBAHHBIM (hansiom, ecrnm ero HEBO3MOXHO BbIfIeYNTb.
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MNepeumeHoBaTb

Ecnu ata onuusa skntodeHa, Real-Time Protection nepenmeHoBbiBaeT dann. lNpsmon
AO0CTyn K aToMy doanny (HanpumMep, C NOMOLLIbIO ABOWHOIO Lenyka) CTaHOBUTCSA
HEeBO3MOXeH. Pannbl MOryT ObiTb MNO3XE BbiNIEYEHbl U NEPENMEHOBAHLI 0GpaTHO.

KapaHTuH

Ecnu ata onuusa BkntodeHa, Real-Time Protection nepemewaeT cann B kapaHTuH.
®annbl MoryT 6bITb MO3Xe BblfIeYEHbl UK, B Criydae HeobXoaMMOCTH, OTNpaBfeHbl B
Avira Malware Research Center.

Ypanutb

Ecnu aTta onumsa BknrodeHa, ann ygansetca. 9ta npoueaypa 3HaunTenbHo bbicTpee,
4yeM "nepenucaTtb U yganutb".

Mponyctutb

Ecnu onuusa BknodeHa, 4oCcTyn K pannam paspellaeTcd, a caMmu dpannbl OCTarTCA
0e3 n3mMeHeHun.

MpeaynpexaeHue
MHduumpoBaHHbI dhann Bce elle akTUBEH B Ballen cucteme! 1o MoxXeT
NPUYMHUTL CYLLEeCTBEHHbIV Bpe[ Ballemy Komnbotepy!

ﬂepen ncatb U yoanuTtb

Ecnu ata onuusa BkntoveHa, Real-Time Protection 3ameHsieT dhann ctaHgapTHbIM
wabnoHom, a 3aTeM ygandet ero.Ecnu ata onums BknoyveHa, Real-Time Protection
3aMeHsieT pann cTaHgapTHbIM WabnoHoMm, a 3ateM ygandeTt ero. OH He MOXeT BbITb
BOCCTAHOBJSIEH.

3anpeTuTb AocTyn

Ecnu ata onuus BkAoYeHa, MHPULUMPOBaHHLIM hann He 3anuckiBaeTcs. Real-Time
Protection BHOCUT nHbopmaumio 06 oBHapyxeHUn Nogo3puUTeNbHOro ob6bekTa B (haiis
oTyeTa, TONbKO ecnn YHKUMS OTYETOB BKNoYeHa. Ecnu ata onuus BknodeHa, Real-
Time Protection Takke BHOCUT 3anncCb B NPOTOKOS COBLITUIA.

Yka3aHune

Ecnn B kKauyecTBe NEPBNYHOIO UNN BTOPUYHOIO AENCTBUSA BbiIOpaHo YaanuTtb
unu MNepenucatb U yaanuTb , NOMHUTE criegytoLlee: Npu obHapy>xeHum
CUCTEMOW 3BPUCTUYECKOIO NOUCKa MHPULMPOBaHHbIE dhanrbl HE yOansawTcs, a
nepemMeLLalTCs B KapaHTUH.
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[AononHuTenbHble AeNCTBUA

3anucb B NPOTOKON COOLITUI

Ecnu aTta onumsa BknioveHa, MHpopMaumsi 0 KakaoM OBHapyXeHUN cCoxpaHaeTcs B
XypHane peructpauumn cobbitun Windows. CobbITUSi MOXXHO MPOCMOTPETL C MOMOLLbIO
nHamkaumm cobbitnn Windows. OTa HacTporika BKAOYEHa N0 YMOMYaHMIo.

UcknroueHun

C NOMOLLbIO 3TUX ONUMIA Bbl MOXETE 3afaTb 0ObEKTbI, NCKIHOYEHHbIE N3 NPOBEPKN
moaynem Real-Time Protection (noctosiHHas 3awmrta). [JaHHble 06bekTbl He ByayT
NPOBEPATLCA B pexume peanbHoro BpemeHn. Real-Time Protection moxeT urHopuposatb
npy NOCTOAHHOM NpoBepKe obpaLleHnsa aTux 0ObLEKTOB K hannam B COOTBETCTBUM CO
CMUCKOM UCKITHOMEHHbIX NPOLIEeCCOB. JTO, B YAaCTHOCTU, LienecoobpasHo anga 6a3 gaHHbIX
UM NporpamMm pes3epBHOro KONMpoBaHUS.

Mpn yKasaHMM UCKINOYEHHbIX U3 MPOBEPKM MPOLIECCOB U (hannoBbiX 06 bEKTOB
HeobxoaMMO NOMHUTL crneaytoLlee: CNMcok obpabaTbiBaeTcs cBEPXY BHU3. YeM aAnnHHee
cnucok, Tem 6orbLue BpemeHu npoueccopa Tpebyet obpaboTka cnncka Ansa Kaxaoro
poctyna. NMoaTomy CnMcok AomkeH BbiTb Kak MOXHO KOpoYe.

lpouecchl, uckn4YeHHbIe U3 rposepku cryxbou Real-Time Protection

JTrobon gocTyn K dparnam co CTOPOHbI MPOLECCOB, yKa3aHHbIX B 3TOM cnucke, He byaet
oTcnexuBartbes cnyxbon Real-Time Protection.

None BBOAa

B aToM none MoxHo YKa3aTb M4 npouecca, KOTOprIZ HE HY>XHO NPpOBEPATb B pexXnve
peanbHOro BpemMmeHn. Mo YMOJT4aHNKO HE YKa3aHO HU O4HOro npouecca.

3afaHHbIN NYTb U MMA hanna npouecca He OOMKHbI NpeBblwaTth 255 cumeonos. Bl
MoxeTe BBecTu A0 128 npoueccos. CoBOKynHas AfMHa 3annucemn B CNUCKe He A0SMKHA
npesbiwaTtb 6000 3HaKoB.

Mpwn ykasaHumM npouecca MOXHO ncnonb3oBaTb cMMBOSbI Unicode. NoaToMy MOXHO
BBOAMTb MMEHa NPOLIECCOB MUK NanokK, cogepXxallune cneumanbHbie CUMBOSIbI.

Anckun ykasbiBatoTcs cnegyrowmm obpasom: [Byksa, ofo3Hauawomas Ouck] :\
[lBoeToume (:) MOXHO yKa3sbiBaTb TOSIbKO MPW yKa3aHUM AUCKa.

Mpu ykaszaHuu npoLecca MOXHO UCNONb30BaTb CUMBOSI-3aNONHUTENb *
(Nnpon3BonbHOE KONMYECTBO 3HAKOB) U ? (OAMH 3HAK):

:\Program Files\npunoxeHye \IIpnUIOKEHUE . EXE

:\Program Files\npunoxeHre \Ipuiox? .exe

:\Program Files\npunoxeHre \npuiox* .exe

:\Program Files\npunoxeHue\*.exe

UToO6bl HEe BCe NMpoLecchl BbINN UCKIKOYEHBI U3 NPoBepKM cnyxbon Real-Time
Protection, HegencTBUTENBHLIMU CHUTAKOTCS 3aMNUCU, COCTOSLLIME TOSMBKO U3

C
C
C
C
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cnegyoLwmnx CUMBOSIOB: * (3Be3go4ka), ? (3Hak Bonpoca), / (kocas vepTa), \ (obpaTHas
Kocas yepTa), . (Touka), : (ABoeTo4ne).

Bbl MOXxeTe nckniountb npouecchl 13 nposepkun cnyxoon Real-Time Protection, He
yKasblBasi MOMHOCTbLIO NYTb K HUM: MPUIIOXEHUE . €XE

Ho 970 KacaeTca TONMbKO NpoueccoB, UCMONHAEMble ddansibl KOTOPbIX HAXOAATCS Ha
XXECTKOM [M1CKe.

[nsa npoueccos, ucnosiHsgemble hannbl KOTOPbIX HAXOOATCA Ha MNOAKITHOYEHHbIX
ANCKax, HanpuMep Ha ceTeBbIX ANCKaX, MyTb HY>XHO BBOAUTb MOMHOCTLIO. [1py aTOM
cobntogante obwime ykasaHus anga BBoga VICKNoYeHnin Ha NOAKTHYEHHbBIX CETEBbIX
JuCKax.

He 3agaBanTe UCKNOYEHUS ANs NpoLeccoB, UCMONHAEMble hansibl KOTOPbIX
HaxoA4ATCsa Ha AMHAMMYECKMX auckax. JuHaMmmnyeckne gUCKM NCNonb3yoTcsa Ans
CMeHHbIX HocuTenen, Takmx kak CD, DVD unmn USB-Hakonutenu.

MpeaynpexaeHue

[MomMHuTE, YTO BCe ObpalleHuns K pannam, UHULMMPOBAHHBbIE NpoLieccamm 1
yKa3aHHble B 3TOM cnucke, byayT UCKMOYEHbI U3 MOUCKa BUPYCOB UK
HexernaTtesibHbIX nporpamm!

]

HaxaTtnem Ha 3Ty KHOMKY OTKPbIBAETCHA OKHO, B KOTOPOM MOXHO BblbpaTb
BbINOSTHAEMbI hann.

Mpouecchbl
HaxaTue kHonkn "Mpouecchbl™ oTkpbiBaeT OKHO "Bbibop rpoueccos”, B KOTOPOM
oTobpaxarTca TeKyLmne npoLecchbl.

Hob6aButb
C NOMOLLIbIO 3TOM KHOMKM MOXHO NepPeHeCTU yKasaHHbIN B Nofie BBOA4A NPOLECC B OKHO
npocmMoTpa.

Ypanutb

C NOMOLLIbIO 3TON KHOMKM MOXHO yA4anuTb OTMEYEHHbIV MPOLECC M3 OKHA MPOCMOTpa.
@alinosbie 06beKMbI, UCKIIOYEHHbIE U3 rposepku criyxbol Real-Time Protection

JTrobon goctyn cannos K 06beKkTam, ykazaHHbIM B 3TOM CMUCKe, He ByaeT OTCnexmBaTbes
cnyx6on Real-Time Protection.
lNone BBOAA

B aTOM none MoXxHO ykasatb MMsi annoBoro o6bekTa, KOTOPbIN HE HY>KHO BKIOYaTb
B MPOBEPKY B PEXMME peanbHOro BpeMeHu. Mo ymonyaHuio Cnncok He coaepXxuT
00bEKTOB.
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CoBokynHas anvHa 3anncen B CNucke He JormkHa npesbiwaTs 6000 3HaKoB.

Mpun yKazaHUU UCKMNOYEHHbIX (hannoBbiX 06bEKTOB MOXHO UCMOMb30BaTb CUMBOSI-
3anosiHuTernb * (MPOM3BOSIbHOE KONIMYECTBO 3HAKOB) U 7 (0AWMH 3HaK). MoxHO
NCKNoYaTb U3 NPOBEPKU N OTAENbHbIE pacluMpeHns dannos (BKIOYasi CUMBOISbI-
3anonHUTenn):

:\nanka\*.mdb
.mdb

.md?

.xX1ls*
:\nankal\*.log

Q * * * QO

Mms nankm gOrmkHO 3akaH4YMBaTbCA Ha 0bpaTHbIN cneww \.

Ecnu ncknioyaeTcst nanka, aBToMaTUYeCKN UCKIIOYaOTCs U Nanku, Haxoaswmecs
BHYTPW Hee.

Ha oguH anck MoxHo 3agatb He 6onee 20 MCKNIOYEHUI C MNOMHbIM NyTEM (Ha4YnHasa C
OykBeHHOro 0603Ha4YeHns gucka).

Mpumep: C:\Program Files\IIpunoxeune\lma.log
MakcumarnbHoe KONIMYeCcTBO UCKNIYeHUn 6e3 NonHoro nytu coctasnseT 64. MNMpumep:

*.log
\komnbsioTepl\C\nankal

[na ouHamMmyecknx AUCKOB, CMOHTUPOBAHHbLIX Kak TOM Ha APYroMm AUCKe, B CrMCKe
NCKITIOYEHNN HeobXoOMMO MUCMNONb30oBaTh anbTepHaTUBHOE MMS OnepaLyuoHHON
CUCTEMBbI 511 CMOHTMPOBAHHOIO Amcka:

Hanpumep
\Device\HarddiskDmVolumes\PhysicalDmVolumes\BlockVolumel\

Mpn ncnonb3oBaHMM caMon TOYKM MOHTUPOBaHUSA (mount point), Hanpumep
C:\DynDrive, AUHAMUYECKNA ONCK BCE paBHO OyaeT npoBepAaTbCA. AnbTepHaTUBHOE
UMS onepaumoHHOM cucTeMbl MOXHO y3HaTb B (pavne otyeTa Real-Time Protection.

L]

HaxxaTmem Ha 3Ty KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM MOXHO BblOpaTh
NCKMoYaeMbIn annoBbii OO bEKT.

Jo6aButb
C nomoL b 3TOM KHOMKN MOXXHO NepeHeCcTn BBEAEHHbI B Nofie BBoga hannosbii
0OBbEKT B OKHO NpocmoTpa.

Ypanutb

C nomMoLLb KHOMKKN Y4anuTb MOXHO yaannTb OTMEYEHHbIN (hannoBbii 00bEKT 13
OKHa npocmoTpa.
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anI CO34aHUN UCKITHOYEHUN NOMHUTE cnepgywouwiee

Ansa nckniodeHns 06bekToB, obpalleHne K KOTOPbIM OCYLLLECTBNAETCHA C NOMOLLbIO
KopoTknx nmeH gannos DOS (DOS name convention 8.3), Heobxoanmo nob6asuTs B
CMUCOK TaKKe COOTBETCTBYHOLLEEe KOPOTKOe UMs dhamnna.

K umenn dpanna, cogepxallero CUMBOSIbI-3anoSIHATENN, HENb3a 406aBNATL B KOHLE
obpaTHbIV crieLw.

Mpnmep:

C:\Program Files\npuioxenume\npnuiaox* .exe\

OTa 3anucb HegencTBuTeNbHaA N He ByaeT paccmaTpmuBaTbCs Kak UCKtoveHue!

Mpu paboTe ¢ UCKIMOYEHMAMU Ha NOAKITIOYEHHbIX ceTeBbIX AUCKax Heobxoanmo
NOMHUTL cnefyoLlee: ecnu Bbl UCMNonb3yeTe OYKBY AMCKa CBA3aHHOIO CETEeBOro Ancka,
ykasaHHble pavinbl 1 nankn HE 6yayT ucknoyeHsl n3 nposepkn criyxbon Real-Time
Protection. Ecnu UNC-nyTb B cnncke nckntodennn otnndaetca ot UNC-nytn,
ncnonb3yemMoro Ans CoeauHeHns ¢ ceTeBbiM ANCKoM (ykasaHue IP-agpeca B cnvcke
NCKIIOYEHWU - yKa3aHne MMeHN KOMMNbloTepa Ansi COeAMHEHUs C CETEBbIM ANCKOM),
yKasaHHble nanku n pannsl HE 6yayT ncknoyatbes u3 npoBepkun cnyxbon Real-Time
Protection. Vicnonbayembin UNC-nyTb MOXHO y3HaTb B (hanne otyeTta Real-Time
Protection:

\\<Imsa xomneoTepa>\<Pazspemenue>\ -UIN- \\<IP-ampec>\<Paszspemenue>\

Ha ocHoBaHuu banna ot4yeTa Real-Time Protection Bbl MOXeTe ykasaTb NyTW, KOTOpble
OygeTt ucnonb3oBaTb Moaynb Real-Time Protection npu noncke MHOUUMPOBAHHBIX
drannos. Bcerga ncnonb3ynTte B CIMCKE UCKITIOYEHUI Te Xe NyTU. YCTaHOBUTE napameTp
npoTokonupoBaHus Real-Time Protection B HacTpoikax: OtyeT Ha MonHbIn. ObpaTuTech
C NomoLbio akTuBMpoBaHHoro moayns Real-Time Protection k dpannam, nankam, K
NOAKNMIOYEHHbIM ANCKaM UM K NOAKMIOYEHHBIM CeTEBbIM AMCKaM. Bbl MoxeTe HanTm
ncnosib3dyemMbln NyTb B (hanne otyeToB Real-Time Protection. dann otyeta MOXHO
Bbi3BaTb B LleHTpe ynpasneHna B pasgene Real-Time Protection.

JBpucTyka
OTOT pasaen HacTPOeK COAEPXKUT NapameTpbl IBPUCTUYECKOTO noucka.

MpoaykTbl Avira cogepxaT 3BpUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacrno3HatoT
BpeOOHOCHbIE NporpamMmsl, TO €CTb 4O COCTaBMEHNSA crneumanbHON BUPYCHOW CUMHATYpPbl U
nonyyeHnss OGHOBNEHNS 3alnTbl OT BUPYCOB. Pacno3HaBaHne BMPYCOB OCYLLECTBNSAETCA
npy NOMOLLM NOAPOBHOro aHanM3a MHPUUNMPOBAHHOIO Koda Ha NpeaMeT BbINOSTHAEMbIX
YHKUMI N OEeNCTBUI, TUMUYHBLIX ONA BPeOOHOCHbLIX NporpamMm. Ecnu nccnegyemsin kog,
NMEeEeT XapakTepHble NPU3HaKW, OH Nony4YaeT cTaTyC Nogo3pUTENBHOrO.OTO HE O3HAYaeT,
41O 06BEKT B NOOBOM Crny4vae siBnseTcs BPe4OHOCHOW NPOrpamMmMOn; BO3MOXHbI Takke
NOXHble cpabaTbiBaHWA. PelleHne o ToM, YTo Heobxoanmo caenaTb C No4O3PUTENBHBIM
06BHEKTOM, MPMHMMAET CaM NOoJSib30BaTelb, HAaNPMMeEpP, OCHOBbLIBASICL HA MMEILLENCS Y
Hero MHopmaLnn 0 HageXHOCTU UCTOYHUKA NPOUCXoXaeHUN dhanna.

Sepucmuyeckoe 06HapyxeHuUe Makpo8uUpyco8
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dBpUcTUYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npoaykt Avira nmeeT o4eHb MOLLHbIV 610K Makpo3aBpUCTUkK. Ecnun ata onuymsa
BKIMtOYEHA, NpU NONbITKE NeYeHNs MakpoChl B MH(PULMPOBAHHOM JOKYMEHTEe
yaansawTcs, anbTepHaTUBHO MOXHO OrPaHUYMTLCA YyBeJOMIEHNEM Nofb3oBaTesns o
Nnogo3pUTENbHbBIX JOKYMEHTax. JTa Onuusa BKIOYEHa N0 YMOTYAHUIO U
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)

AktnsupoBatb AHeAD

Bnarogapsa texHonorun AHeAD Bawa nporpamma Avira cogepXXmuT o4eHb MOLLHYHO
3BPUCTUYECKYIO CUCTEMY OIS onpeferieHns Jaxe HeNU3BECTHbIX (HOBbIX)
BPEeAOHOCHbIX Nporpamm. Ecnun ata onuus BKOYeHa, Bbl MOXeTe YCTaHOBUTb
YPOBEHb "pe3KOCTN" 3BPUCTUKN. DTa HACTPOKMKA BKITHOYEHA MO YMOYaHUIO.

Hun3kui ypoBeHb pacno3HaBaHuA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapy>KMBaeT MeHbLUEe HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbLIX OBHaPYKEHWI NMPK STOM HEBENMKA.

CpeaHuu ypoBeHb pacno3HaBaHusI

Mpw BKIOYEHUM 3TOM onNuum obecneunBaeTcs cbanaHcMpoBaHHas 3awmTa
HeBOoMbLUMM KONNMYECTBOM JTOXHbIX OBHapYyXeHUn. 3Ta HacTponka onpeneneHa no
YMO4YaHu o, ecrnn Bbl UCNOJSIb3yeTe 3BPUCTUYECKNN NMOUCK.

Bbicokum YpOBE€Hb pacno3HaBaHUA

Mpw BKNOYEHUM 3TON ONLUMKN OBHapPYXXNBAETCS CYLLECTBEHHO 6oMblLUe HEM3BECTHOIO
BpeaoHocHoro MO, HO YMCNO NOXHbIX OGHAPYXXEHUI Takke BO3pacTaerT.

9.3.2 Otyer

Mogynb Real-Time Protection obnagaet o6wmpHbIMU (YHKUNAMU NPOTOKONNPOBAHNS,
KOTOpblE MOTYT NPEeAOCTaBUTb NONb30BATEN UNN aAMUHUCTPATOPY TOYHbIE CBEAEHNS O
BMAE M XapaKTepe HalgeHHOro oobekTa.

lpomokonuposaHue
B aTon rpynne onpeaensietcs ob6bem danna otyeTa.

BbIKI

Ecnu ata onuusa BkntodeHa, 1o Real-Time Protection He cocTaBnaeT NpoTOKO.
OTkasbiBaTbCA OT NPOTOKONMPOBAHNSA CneayeT TOMbKO B UCKMIOYMTENbHbBIX Cry4vasx,
Hanpumep, TOSbLKO NPW BbIMOSIHEHUN TECTOBBLIX MPOrOHOB C BONbLLUMM KOSIMYECTBOM
BUPYCOB UNWN HEXeNaTerbHbIX NPOrpamMMm.
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Mo ymonyaHuro

Ecnu ata onuus aktnempoBaHa, KOMnoHeHT Real-Time Protection 3anuceiBaeT B
hanne oT4yeTa BaxkHyt0 MHGOPMaumio (0 HangeHHOM 00beKTe, NpeaynpexXaeHnsx n
owmnbkax), MeHee BaxkHasi MIHGOPMaLMs HE BKITHOYAKOTCA U3 COOBpaXKeHU ny4dLlen
HarnsgHoCTU. OTa HacTponka akTUBMPOBAHA MO YMOJSTHaHUIO.

JdononHutenbHoO

Ecnn aTa onuyma BkntodveHa, To Real-Time Protection BHocUT B oT4eT 1 MeHee
3Ha4YMMYH MHOPMaLMIO.

MNonHbIN

Ecnu onuusa sknoveHa, Real-Time Protection BkntoyaeTt B pann otyeTa BCe AaHHbIE,
B TOM 4ucne, Tvn, pasmep v aaty danna.

OepaHu4yumse ¢hatn omyema

OrpaHununTb pasmep Ao n Mb

Ecnu BbibpaHa aTa onuus, pasmep ainna otyeTa MOXKHO OrpaHNYnTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. MNpu orpaHn4eHnn pasmepa hanna otyeTa
npegocTtasnseTcsa NMuT okono 50 Kb, 4Tobbl yMeHbLINTL Harpy3ky Ha KOMMNbIOTEP.
Ecnu pasmep danna otyeTta npesbilaeT ycTaHoBMNEHHbIN NnMnUT Ha 50 Kb, cTtapble
3anvMcu aBToMaTUYeCcKn yoanawTcs 40 TeX Nop, Noka pasmep He cokpaTutcs Ha 50
KB.

3awmuTtuTb (panmn oTyeTa OT COKpaLleHus

BkrtoumB 3Ty onumio, MOXXHO COXpaHUTb daiin oTyeTa nepen CokpalleHMEM.

3anucartb KOHcUrypauuio B chann otyerta

Ecnu aTta onuns akTuBHa, UCNOMb3yeMble HaCTPOMKM NOUCKa B peXMMe peanbHOro
BpeMeHM 3anucbiBaloTcA B hann oTyeTa.

Yka3saHue

Ecnu orpaHnyeHuve ansa ganna otyeTta He ykasaHo, HOBbIN dhann otyeTa
aBTOMaTUYeCKM co3JaeTcs nocrie Toro, Kak dpann otyeta A4OCTUTHET pasmepa
100 MB. [na ctaporo aina coxpaHsaeTcs pesepsHas konus. MoxeTt
CyLlecTBOBaTb [0 TPeX pe3epBHbIX KoNun cTapbix annos otdeta. Camble
cTapble Konun yoansawTcs.

9.4 O6HoBNeHue
B pa3gene O6HOB.I'IeHMe Bbl MOXeTe HaCTpOuUTb aBTOMaTn4eCKoe BbIlNMOJIHEHNE

0o6GHOBNEHUS. Y Bac €CTb BO3MOXHOCTb HACTPOUTb PasfMyHble MHTEpPBanbl Mexay
OOHOBMEHUAMMU.
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Asmomamudeckoe obHosrieHue
Kaxable n aHA(en) / yac(oB) / MUHYT(bI)

B aToM none MoxHo YKa3aTb UHTEepBars, C KOTOPbIM AOJTKHO BbINOJIHATLCA
aBTOMartmn4yeckoe obHoerneHme. YTobbl U3MEHNTL 4acToTy obHoBNEHUN, Bbl6epI/ITe
OHY U3 BPEMEHHbIX XapakTepnUCTuK B 3TOM Mnosne n "SMeHunTe ee npu noMoLLnN KHOMOK
CO CTpelikaMu, pacnoJyioKeHHbIX cripaBa OT NnoJsid BBoAa.

[ononHutenbHO 3anyckaTb 3agady npy noagknyeHun K UHTepHeTy (Yepes
Moaem)

Ecnu aTta onums BkntoyeHa, B JOMNOMHEHME K YCTAaHOBNIEHHOMY UHTepBarny Ans
0BHOBNEHUI BbIMNONHSAETCA OOHOBEHNE NPU KaXXAoM yCTaHOBNEHHOM VHTepHeT-
coeanHEeHNN.

3anyck 3agauu, Aaxe ecnv ycTaHOBNEeHHOe BpeMs 3anycka npoLusio

Ecnu ata onums BknoyeHa, 3agavya 0OHOBMNEHUS BbIMOMHAETCS, AaXe eCrnv CPpok
BbINOSTHEHUS y>Ke NpOLUEr, eCn oHa He Morfa ObiTb 3anyllleHa B Ha3Ha4YeHHoe
BpeMsi, HanpuMep, 1U3-3a TOro, YTO KOMMbHTEP ObIN BbIKIIOYEH.

9.4.1 Beb6-cepBep
Be6-cepBep

OB6HOBNEHME MOXHO BbINOSTHUTL HENOCPEACTBEHHO Yepes Beb-cepBep B VIHTEpHETE
BHYTPEHHEN CeTun.

CoeduHeHue ¢ seb-cepsepom

Mcnonb3oBaTb nmeroweecs coegmHeHue (ceTb)

OTa HaCTpOVIKa 0To6pa>|<aeTC$|, eClin ncnorsnb3dyeTcqa coegnHeHne 4epes CeTb.

Mcnonb3oBaTb cnegylowee coeguHeHne
OTa HacTponKa oTobpaxkaeTcsl, ecnu Bbl HACTpaMBaeTe CoeaMHEHNE NHOMBUAYASTbHO.

lMporpamma o6HOBIEHMI aBTOMATUYECKM ONpeaenseT, Kakue onumum coeguHeHns
AOCTYNHbI. HecyulecTByoLme onunmn coegmHeHnsa otobpakaroTcst Ha cepoM (poHe, KX
Hernb3s akTuBMpoBaTb. Hanpumep, MogeMHoe coeguHeHME MOXHO HaCTPOUTb
BPYYHYHO, BHECH COOTBETCTBYIOLLYIO 3annch B TeniedoHHyo kKHury Windows.

NMonb3oBaTtenb
YKaxunte 30ecb MMSA Nonb3oBaTens Ans BblOpaHHOM y4eTHOW 3anmcu.
Maponb

Beegute naponb Ans aTon yyetHoun 3anmcu. [ina 6e3onacHOCTM BBOAMMbIE B 9TO
nosie 3Haku 3aMeHsTCH 3Be3godkamm (*).
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MpumeyaHune
Ecnu Bbl 32661111 MMSA NONb30BATESNA UM NAPOSb CYLLECTBYIOLLEN YYETHON
3anucu, obpaTtuTechb K npoBanaepy.

Yka3saHue

ABTOMaTMYECKMIN BbIZOB OBHOBNEHNS C MOMOLLIbIO TaK Ha3blIBaeMOro
NMHCTpyMeHTa Habopa (Hanpumep, SmartSurfer, Oleco, ...) noka He
npeaycMoTpeH.

Pa30pBaTb MmoaemMHoe coeaAuHeHue, yCTaHOoBIIeHHOe AnA obGHOBNEeHuA

Ecnu aTa goyHKUMSA BKMOYEHa, TO YCTaHOBIEHHOE A1 OGHOBMNEHNS MOAEMHOe
coeavHeHne GyaeT aBTOMaTUYECKN pa3opBaHO cpasy e Nocre yCrneLHoro
3aBepLUEHMS 3arpy3Ku.

Yka3saHue

OTa yHKums goctynHa Tonbko npu Windows XP. HaunHaa ¢ Windows Vista
OTKpbITOE Ana obHoBneHus dial-up coeguHeHne Bcerga aBToMaTUYECKn
paspblBaeTCs cpasy Xe nocre ycrneLwHoro 3asepLlleHuns 3arpysKku.

HacTpoiku npokcu-cepeepa
lpokcu-cepsep

He ncnonb3oBartb Npokcu-cepeep

Ecnu aTa onuus BkMoYeHa, coeiMHeHne ¢ BeG-cepBepoM yCTaHaBMMBAETCS He Yepes
NpOoKCU-cepBep.

Ucnonb3oBaTb cuctemMHble HacTponkm Windows

Ecnu ata (pyHKUKMA BKNOYEHa, TO Ang coeanHeHus ¢ Beb-cepBepoM Yyepes NpoKCu-
cepBep byayT ncnonb3oBaTbCA TeKyLmne cuctemMHble HacTponkn Windows. 3agaTtb
cuctemHble HacTporkn Windows anst ncnonb3oBaHWA NPOKCU-CepBEpPa MOXHO 34€eCb:
MaHenb ynpaBneHus > Cetb n UHTepHeT > MNMoaknioyeHnsa > Hactponkn cetu. B
Internet Explorer B MeH0 [JONOSIHUTENBHO TaKKe MOXHO BbINOSIHUTbL HACTPOWKY
poctyna B IHTepHerT.

MNMpeaynpexaeHune

Mpun ncnonb3oBaHMK NPOKC-cepBepa, TpebytoLlero ayteHTUdmKaLmu,
NOJSTHOCTbIO BBEANTE HEOOXoauMbIe AaHHble B pa3aene NogknroveHne Yyepes
aTo npokcu. Onumio Ucnonb3oBaTb cucTeMHble HacTporkn Windows
MO>XHO MPUMEHSATb TOMbKO ANS NPOKCU-cepBepoB 6e3 ayTeHTudmkaumm.
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CoeauHeHue Yyepes 3TOT NPOKCU-cepBep

Ecnu ata dyHKUMS BKMOYEHA, TO COeanHEHMEe C BeG-CEpPBEPOM OCYLLIECTBNSIETCA
4yepes NPoKCU-cepBep, Npu 3ToM ByayT MCNONb30BaTLCSA YKa3aHHbIE BAMW HACTPOWKW.

Anpec

Ykaxute nmsa komnototepa unu IP-agpec npokcu-cepBepa, KOTopbli Bbl XoTenu Obl
ncnonb3oBaTh 418 NoAKNoYeHns K Beb-cepaepy.

MopT

YKaxuTe Homep nopTta NpoKcu-cepeepa, KOTOPbIN Bbl XO0Tenn 6bl MCNoNb30BaTh AN
noaKroYeHns Kk Beb-cepeepy.

Nma nonb3oBaTtens
BeeguTte nmsa nonb3oBaTtensa angd Bxoga Ha NpoKCcu-cepeep.
Maponb

BBeante naponb ons Bxoga Ha npokcu-cepsep. [ns 6e3onacHOCTM BBOAMMbIE B 3TO
nosie 3Haku 3aMeHsTCs 3Be3go4vkamm (*).

Mpumepsbl:
Appec: proxy.domain.de NnopT: 8080
Apgpec: 192.168.1.100 nopt: 3128

9.5 Firewall

9.5.1 KoHdwurypauwns FireWall

Avira Internet Security Suite nossonsieT KoHUrypmpoBaTtb bpaHgmayap nnu paHgmayap
Windows:

e Opangmayap Windows
9.5.2 6paHgmaysp Windows

Pasgen FireWall B meHio KoHdmrypaumsa > UHTepHeT-6e30nacHOCTbL OTBEYAET 3a
HacTpownky 6paHamayap Windows B onepaumnoHHbIX cuctemax, HaymHast ¢ Windows 7.

Mpodunu cetn

Mpodcdunu cetn

C nomoubio ceTeBbIx Npodunen bpangmayap Windows 6noknpyet goctyn
HepaspeLleHHbIX MPorpamMMm 1 NPUIOXKEHN K BalLeMy KOMMbOTEpPY:
e YacTHaga ceTb: ANA AOMaLLHUX N OPUCHBIX ceTen

o O6wasn cetb: Ana NyénuYHbIX ceTemn
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o CeTb fOMeEHa: AN ceTell C KOHTPONNEPOM AOMEHa

Bbl MOXeTe ynpaBnsTb 3TMMU NpoomnamMm Yepes KoHUrypauuio sawlero npogykra Avira
B MeHi0 MHTepHeT-6e30nacHocTb > 6paHamayap Windows > lNMpodunu cetn.

[dononHutenbHyo MHGOopMaLumio 06 3TUX ceTEBbLIX NMPOPUIIAX MOXHO HANTU Ha
oduumansHom cante Microsoft.

MpeaynpexaeHue

6paHgmayap Windows npumeHsieT ognHaKoBble NpaBuna Ansi BCex ceTen,
OTHOCALLUMXCSH K 0QHOMY Npodounto. STO 3HAYMT, eCnn Bbl faeTe paspeLueHme
Ha JOCTYN ANg Kakon-nnbo nporpamMmmbl UK NPUNOXKEHUS, TO Y HUX Takke
OyaeT OOCTyn KO BCEM CETSIM, KOTOPbIE UCNOMb3YIOT 3TOT e NPodusb.

YactHas ceTb
Hacmpouku yacmHou cemu

HacTpoiku YacTHOM ceTu perynupytoT SOCTYN K BalleMy KOMMbIOTEpPY ApYrux
KOMMbIOTEPOB UMM YCTPOWCTB B BalLen JOMaLLHEN NN 0OUCHON ceTn. TN HACTPOMKK MO
YMOM4YaH1IO JONYCKalT, YTOObLI Nofb3oBaTeNM YaCTHOW CeTU BUAENN BaLl KOMMbIOTEP U
MO NOSTYYUTb K HEMY LOCTY.

BknrouuTtb

Mpwn akTnBmposaHHom onuuun Bkntoyaetca Windows FireWall nog ynpasneHuem Avira.

BrnokunpoBaTb Bce Bxoasiine noaKnoYeHus
Mpwn aktnemnposaHHom onuumn Windows FireWall oTknoHseT Bce HexenaTtenbHble
NOMbITKN COeQMHEHUS C BaLLMM KOMMbIOTEPOM, BKMOYasa BXogsLmMe coequHEeHUs oT
paspeLLeHHbIX NPUNOXKEHUN.

YBenoMnAaTb Npu 6510KMpPOBKE HOBOIO NMPUITOXKEHUs
Mpu akTMBMpPOBaHHOM onumn ByaeT NOABASATLCA COOTBETCTBYHOLLEE ONOBeELLEeHMEe Npn
Kakgon 6riokupoBKe NporpamMmmbl UM NPUITOXKEHMS.

OTKNOYNTBL (HEe peKkomeHayeTCsl)

Ecnn panHaga onuusa aktusmposaHa, Windows FireWall otkntovaeTtca. AktuBauums
AaHHOW OnunMn HexXxenarteribHa, NMOCKOSbKY KOMMNbIOTEP NpU 9TOM NoaBepPXKEH
NOBbILLEHHOW ONACHOCTM.

Oo6wasn ceTb

Hacmpodiku ny6nu4dHou cemu
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HacTporiku nybnuyHon cetn perynupyroT A0CTyn ApYrnMX KOMMNbOTEPOB UMW YCTPONCTB K
BaLLeMy KOMMbIOTEPY B NYBMMYHbBIX CETAX. OTU HACTPONKM MO YMOSTYaHWUIO He AOoMyCKatoT,
4yTo6bl NONbL30BaTENN B NYONNYHON CETM BUAENM BaLl KOMMbIOTEP U MOIMM NOMYYUTb K
HeMy OOCTyn.

BknrouuTtb

Mpwn akTnBmpoBaHHom onuuu Bkrtovaetca Windows FireWall nog ynpasneHuem Avira.

BrnokupoBaTb Bce BxoasiLine noaknoYeHus
Mpun aktnBmnposaHHom onumm Windows FireWall oTKnoHAeT Bce HexenaTtesibHble
MOMbITKN COeAMHEHUA C BALLMM KOMIMbIOTEPOM, BKINOYas BXOASLNE COeANHEHUS OT
paspeLLeHHbIX NPUNOXEHUN.

YBenoMnAaTb Npu 6510KMpOBKEe HOBOIO NMPUITOXKEeHUs
Mpu akTMBMpPOBaHHOM onumn ByaeT NOABNATLCS COOTBETCTBYHOLLEE ONOBELLEHNE Npn
Kakgon 6riokMpoBKe NporpamMmmbl UM NPUITOXKEHMS.

OTKNOYNTBL (He peKkoMmeHAayeTcs)

Ecnu gaHHas onuus aktnsuposaHa, Windows FireWall otkntovaeTtca. AktnBauus
AaHHOWN onuMn HexxenaTtenbHa, NOCKOSTbKY KOMMbIOTEP NPY 3TOM NOABEPXKEH
NOBbLILLEHHOW ONACHOCTM.

CeTb AOMeHa
Hacmpolku domeHHoU cemu

HacTponku JOMEHHOW CeTU perynupyroT AOCTYN K BallemMy KOMMbOTEPY OpYrnX
KOMMNbIOTEPOB UMW YCTPOMUCTB, €CNUN BaLL KOMMNbIOTEP COEAUHEH C CETbIO,
ayTEeHTUPUUMPOBAHHOM Yepes KOHTpOoNep AoMeHa. 3T HACTPONKMN NO YMOSTHaHUIO
AonyckatT, YToObl ayTeHTUdUUUPOBaHHbIE NONb30BaTENM AOMEHA BMAENM BaLl
KOMMbIOTEP M MOTSIM MOMYYNTb K HEMY AOCTYn.

BknrounTtb

Mpwn akTnBmnpoBaHHom onuum Bkrtovaetca Windows FireWall nog ynpasnenuem Avira.

BHOKMpOBaTb BCe BXoasline noaKnr4veHuns

Mpu aktnBmnposaHHom onumn Windows FireWall oTKnoHAeT Bce HexenaTtesbHble
NONbITKM COEANHEHUS C BalLUMM KOMMbIOTEPOM, BKMOYaa BXOAsALWME COEQUHEHNSA OT
paspeLLeHHbIX MPUIOXKEHUN.

YBegoMnATb Npu 6510KMPOBKE HOBOIO NPUIOXKEeHUs

Mpw aKTUBUPOBAHHOW ONuUMK ByaeT NOSIBNSATLCSA COOTBETCTBYHOLLIEE OMOBELLEHME MPU
Kaxkgon 6r1oKMpoBKe NporpamMmbl UK NPUITOXKEHUSI.
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OTKNOUYNTL (HEe pekoMmeHayeTcs)

Ecnu paHHas onuusa aktuBupoBaHa, 6paHamayap Windows oTkntodaeTca. AKTMBaums
AaHHOW onumn HexxenaTtenbHa, NOCKOSbKY KOMMbIOTEP NpU 3TOM NoaBepXKeH
MOBbILUEHHOW ONAaCHOCTMU.

Yka3aHue
OTa onuus A0CTyMNHa NULb B TOM Cryyae, eCnu Ball KOMMNbIOTEP COEQUHEH C
ceTbio, 060pyAOBaHHOW KOHTPOMEPOM JOMEHA.

Mpasuna npunoxxeHua

Ecnu wenkHyTb No ccbinike B MeHo 6panamayap Windows > lNpaBuna npunoXxeHus, To
OyaeT BbINOSMIHEH Nepexo K MeHio Pa3pelueHHble nporpamMmMbl U KOMNOHEHTbI
KOHpurypaumm 6paHamayap Windows.

[AononHuTenbHble NapameTpbl
Ecnu wenkHyTb No ccoifike B MeHo 6paHamayap Windows > [lononHuUTenbHbIE

napameTpbl, TO OyaeT BbINONHEH Nepexon kK MeHo 6paHamayap Windows B pexume
noBbIWEeHHON 6e3onacHOCTU KoHurypaunmn dpangmayap Windows.

9.6 Web Protection

Pasgen Web Protection B Hactponka > UHTepHeT-6e30nacHOCTb OTBEYaEeT 3a
HacTpowky dpyHkumm Web Protection.

9.6.1 lMowuck

Moaynbe Web Protection nomoraeT 3awmtnTb Baww KOMMNbOTEP OT BUPYCOB U BPELOHOCHbIX
nporpamMmm, KoTopble 3arpyxatoTtcs n3 MiHtepHeTta 4yepes b6paysep. B pasgene Mowuck Bl
MOXeTe HacTpouTb aencteus moaynsa Web Protection.

lMouck

NMoppepxka IPv6

Ecnu BbibpaHa ata onuus, To moaynb Web Protection nogaepxmsaet Bepcuto 6
NHTepHeT-NnpoTOKONa. JTa onuus He AOCTyNHa 4S5 HOBbIX YCTAaHOBOK Ui
n3MeHeHHbIX nporpamm Ha Windows 8.

3awuma Drive-By
3awumTa Drive-By no3songeTt HacTpouTb GrIOKMPOBKY anieMeHTOoB |-Frame, Takke
Ha3blBaeMbIX BIIOXEHHbIMU ppenmamu. |-Frame - 3To anemeHTbl HTML, T.€. anemMeHThl

MHTEepHeT-CTpaHuUL, KOTOPbIE OrpaHNYMBalOT y4acTok Be6-cTpaHmubl. C nomoulbto I-Frame
MOXXHO 3arpy3uTb U 0TOBpa3nTb Apyron Be6-KOHTEHT, YacTo umetowmin otnmyHble URL,
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Kak oTAenbHble JOKYMEHTbI B OTAENbHOM OKHe Bpaysepa. Yawe Bcero I-Frame
ncnonb3ytoTcs ana 6aHHepHon peknamel. Horaa I-Frame ncnonb3ytotea ans
MacCKMpPOBK/ Bpe4OHOCHbIX NporpamMm. B Takom cnyyae obnactb I-Frame B 6paysepe
noYTn He BUAHa unu cosceM He BuaHa. C nomolbto onumn bnokuposatb
nopo3spuTternbHble |-Frame Bbl MOXeTe KOHTPONMpoBaThb 1 61oknpoBaTh 3arpysky |-
Frame.

BrnokupoBaTtb nogo3putenbHble I-Frame

Ecnu aTta onumsa BkntodeHa, To |I-Frame Ha 3anpolleHHbIX cTpaHuuax 6yayT
NnpoBepsTLCSA MO onpeaeneHHbIM kKpuTepusam. Ecnn Ha 3anpolleHHon Be6-CcTpaHuue
OyayT o6HapyxeHbl nogo3putenbHble I-Frame, oHn 6yayT 3abnokmpoBaHsbl. B okHe |-
Frame otobpasntcs coobuieHme 06 owwmnbke.

AeiicTBne npn obHapyxeHun

Bbl MOXeTe onpefnenntb AeNCTBUS, KOTOpble ByayT BbINOMAHATBECH, ecnn moayrb Web
Protection oGHapyXuT BUpYyC unv BpeaOHOCHYIO NporpaMmmy.

MHTepaKTUBHbLIN

Ecnu BKNIOYEH MHTEPaKTUBHBIN PEXUM, NMPU 0BHapYXeHUn BUpyca Unn BpeJoHOCHOM
nporpaMmmbl oToOpaxaeTcs OKHO, NpeanaratLlee BbIOOP AENCTBUN C
MHPULMPOBAHHBIM hansioM. OTa HaCcTPOMKa akTMBMPOBaHA MO YMOMYaHMIo.

lNMoka3aTb cTeneHb BbIMNOJSIHEHUS

Ecnu ata onuusa BkntoveHa, Ha paboyeM CTone BO3HUKAeT MHONKATOP BbINOJSTHEHWS,
€eCnun BpeMs OXngaHus 3arpy3ku dpanna nnu otkpbITusa canta npesbiwaeT 20 cekyHA.
OTOT nHAMKaTop npegHasHavyeH Ansa KOHTPOsA npouecca 3arpy3kn camToB ¢ 60MbLINM
06bemom nHopmaumm: npyn noncke B VIHTepHeTe ¢ BKoYeHHbIM Moaynem Web
Protection cogepxumoe Beb-canTtos 3arpyxaetcs B HTepHeT-Opay3ep He
nocrnegoBaTenbHO, Tak Kak nepen otobpaxeHnem B bpaysepe OHO NpoBepseTcs Ha
Hanu4ne BMpPYyCcoB 1 BpegoHocHoro 0. 3Ta onumsi N0 yMONYaHMIo OTKIYEeHa.

Bonee noapobHy0 MHPOPMALINMIO MOXHO NOSTYYMUTb MO CChISIKE.

ABTOMaTU4YeCcKum

Ecnu ata onuusa BkntoveHa, Nnpu obHapy>XeHuu BMpyca unmn BpegoHOCHON NporpaMmmbl
He OTKpbIBaeTCsa AnanoroBoe okHo Ang Bolbopa gencteuda. Web Protection pabortaer
aBTOMAaTU4YECKN B COOTBETCTBMMU C BbIOpaHHLIMM BamMX HACTPONKaMM.

lNepsu4Hoe deticmesue

lNepBuYHOE OencTBUE - 3TO AEeUCTBUE, BbINONHAeMoe B criydae, korga Web Protection
oOHapyX1MBaeT BMPYC Ui BPEOOHOCHYH Nporpammy.

3anpeTutb aocTtyn

3anpoleHHas Beb-cepBepoM CTpaHuLa unv nepefaHHble AaHHble U pannbl He ByayT
nepeHanpaeneHbl Bawemy 6paysepy. B okHe Beb6-6pay3epa otobpaxkaeTtcsa
nHdopmauus o6 otkase B goctyne. Web Protection 3aHocuT cBegeHus 06
obOHapy>xeHHOM 00bekTe B hans oTyeTa, eCcnu BKItYeHa OyHKLMSA OTYETOB.
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MomecTnTb Ha KAapaHTUH

3anpolueHHas Beb-cepBepoM CTpaHuua unv nepefaHHble AaHHble U dhannbl npu
obHapyxeHu1 B1pyca nunm BpeJoHOCHOW NporpaMmMbl NOMeLLATCS B KapaHTuH. Pann
MoXeT BblTb BOCCTAHOBIIEH U3 MEHeXepa KapaHTUHa, ecriv B 3TOM BO3HUKHET
HeoBbX0AMMOCTb, UINN €0 MOXHO OTNPaBUTb Pa3paboTymMKy - B LEHTP UccneaoBaHns
BMPYCOB KOMMNaHun Avira.

Mponyctutb

3anpolueHHas Beb-cepBepoM CTpaHuLua nnu nepefaHHble AaHHble U dhannbl
oTnpasnsawTcsa mogynem Web Protection Bawemy Be6-6paysepy. [loctyn k panny
paspeLuaeTcs, HUKaKuxX AeNCTBUN C HUM He BbIMOMHAETCS.

MpeaynpexaeHune
MHduumpoBaHHbIM hann Bce eLle akTMBEH B Ballen cucteme! 3to MoxeT
NPUYNHUTB CYLLLECTBEHHbIN Bpe, BallemMy KomnbloTepy!

3anper gocrtyna

B nyHkTe 3anpeT Aoctyna Bbl MOXeTe yKkasbiBaTb TuMbl dannos n MIME (Tunsl
COAEPXNMOro nepefaBaeMblX JaHHbIX), KOTOpble AOMKHbI 6rioknpoBaTtbes mogynem Web
Protection. C nomoubto BeG-punbTpa Bbl MOXeTe 3abNOKMpoBaTh M3BECTHbIE,
HexxenaTternbHble URL, Hanpumep, URL cumwimHr-nporpamMmm nnm BpegoHOCHbIX NPOrpaMm.
Web Protection npenaTtcteByeT nepegadve AaHHbIX U3 VIHTepHeTa Ha Ball KOMMbIOTEP.

Tunbi ¢patnos / murnsl MIME, komopbie dormkHbI 6riokupogambscs modyriem Web
Protection

Web Protection 6nokunpyeT Bce npmBeaeHHble B cnucke Tunbl gaHHbIX 1 MIME-Tunbl (Tunbl
COOEepPXMMOro nepegaBaemMbiX AaHHbIX).

NMone BBOAa

Ykaxunte B aToM none ums tunos MIME n dannos, koTopbie gomkeH 6noknpoBaTb
moaynb Web Protection. [Ina Tmnos hannos ykaxuTte paclumpeHue, Hanpumep, .htm.
Onsa Tunos MIME ykaxuTte Tvn HocuTens u, npyn HeobxoaumocTu, noatun. Oba Tvna
AaHHbIX OTAENAKTCA APYr OT Apyra obbIYHOM KOCOW YepTon, Hanpumep ,video/mpeg
unu audio/x-wav.

NMpumeyaHne

dannbl, KOTOpbIE YXXe COXPaHEHbI Ha BalleM KOMMbIoTEPE Kak BpEMEHHbIE
NHTepHeT-hbannel, xoTs n 6nokupyrotca mogynem Web Protection, HoO moryT
ObITb 3arpyeHbl nokanbHO 13 NHTepHeT-6pay3epa BawlMm KOMMbIOTEPOM.
BpemeHHble IHTepHeT-thannbl - 3To dpaunrbl, KOTOpble coxpaHsaTca VIHTepHeT-
Opaysepom anst 6onee ObICTpON 3arpy3km BeEO-CTpaHULL.
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MpumeyaHune
Cnucok 6nokunpyembix TunoB garnnos / MIME urHopupyeTcs, ecnvm nmerTcs
3anucu B CrMcke He nognexawuunx nposepke tunos gannos n MIME B Buae
NCKIMIOYEHUN.

MpumeyaHue

Mpwn ykasaHum TMnos gannos n Tunos MIME Henb3a npuMmeHATb cneynanbHble
CUMBOIbI (CMMBOSI-3anoSTHUTEND * Ans Noboro Yncna cMMBOSIOB U ? Ans
3aMeHbl 04HOro cCMMBOIaA).

Tunel MIME: npumepbl TUNOB HOCUTENEN

= text= ONA TEKCTOBbIX (pannos

=  image = gng rpaduyecknx gannos

= video = ansa sugeodansion

= audio = gnga ayamodansnos

= application = ana gannos, CBA3aHHbLIX C onpeaerieHHoN NporpaMmmon

Mpumepsbl: Henposepsiemble Tunbl hannos n MIME

= application/octet-stream = dannsl MIME-Tnna application/octet-stream
(ncnonHsiemble pannbl *.bin, *.exe, *.com, *dll, *.class) 6rnokupytoTcsa mogynem Web
Protection.

= application/olescript = ¢pannel MIME-Tuna application/olescript (ckpunT-
dannbl ActiveX *.axs) 6nokupytotca mogynem Web Protection.

= .exe = Bce (haunrnbl C paclumpeHneM .exe (ucrnonHaemMble dansnsl) 6nokMpyTca
moaynem Web Protection.

= .msi = Bce (pannbl ¢ pacwmpeHmem .msi (pannsl Windows Installer) 6rnokupytoTtcs
moaynem Web Protection.

Ho6aButb

C nomoLL b 3TOM KHOMKN Bbl MOXKETE NepeHecTn BBeaeHHbIN B none sBoga MIME-tun
nnn Tun canna B OKHO MHANKaLMN.

Ypanutb

KHonka yaoandaeT U3 Cnncka BbloerieEHHYHO CTPOKY. OTa KHOMKa HeaKkTMBHA, ECNN HN
O[Ha 3anncb He BblaesieHa.

Beb6-cpunbmp

Beb-punbTp MMeeT BHYTPEHHIOW, eXXeAHEBHO NOMONHAEMY0 6a3y AaHHbIX, B KOTOPOW
URL pacnonoxeHbl B COOTBETCTBMM C XapakTepUCTUKaMn coaepkaHusi.
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AKkTuBMpoBartb Be6-punbTp

Ecnu aTta pyHKums BkntodeHa, To Bce agpeca URL, KOTopble OTHOCATCA K BbiIOpaHHbIM
kaTteropusim B cnncke Web-gunbTpa, 6nokupyrorcs.

Cnucok Be6-chunbTpa

B cnucke Beb-chmnbTpa Bbl MOXETE BbibpaTh kaTeropum cogepxanus, agpeca URL
KOTOPbIX AOMKHbI 6rioknposaTbcs mogynem Web Protection.

MpumeyaHune
Beb-cbmnbTp urHopmpyeTcsa Ansi 00 beKTOB, BKIHOYEHHbIX B CIINCOK
ncknroyeHHbIx 13 nposepkn URL kak VicknoueHus.

MpumeyaHue

K rpynne Cnam-URL oTHocAaTca URL, Yepes KoTopble pacrnpoCTpaHaTCs
cnam-nucbma. Kateropus O6maH / ae3amHdopmauma BkrioyaeT B ceds
NHTepHeT-cTpaHuLbl C "aboHEMEHTAMU-NTOBYLLKAMN" 1N Pa3fIMYHbIMK YCIyramu,
CTOMMOCTb KOTOPbIX CKPbIBAETCS NOCTABLLMKOM.

UcknioueHuns

C nomMoLLbI 3TUX OMUMIA Bbl MOXETE UCKITIUNTL 13 npoBepkn moaynst Web Protection
MIME-Tunbl (TUMbl COOEPXMMOro nepegaBaembix oannos) 1 Tunel pannos ana URL
(MHTepHeT-agpeca). YkaszaHHble MIME-Tunsl n URL He 6yayT nposepsTbes mogynem Web
Protection Ha Hanu4ne BUPYCOB MK BPE4OHOCHbLIX CUCTEM NPU NEPECHINIKE B BaLly
KOMMbIOTEPHYIO CUCTEMY.

MIME-munbli, uckro4YeHHble u3 rnposepku modynem Web Protection

B aTom none Bbl MoxeTe BblibpaTte MIME-TunbI (TN COAEPKMMOro nepefaHHbIX AaHHbIX),
KOTopble JOMKHbI BbITb NCKITOYEHbI U3 nposepkn moaynem Web Protection.

UcknroyeHHble u3 rposepku modyrnem Web Protection munei ¢gpadnos / MIME
(onpedeneHbl nonb3o8ameiem)

Bce tnnbl bainos n MIME-Tunb! (Tn cogepXnMMoro nepefaHHbiX AaHHbIX), yKa3aHHbIe B
crnvcke, UcknyarTca us nposepkn moagynem Web Protection.

NMone BBoAa

B aTom none ykaxute nmeHa MIME-T1unoB 1 TMnos ¢annos, KOTOpble AOMKHbI ObITb
ncknroyeHsl n3 nposepkn mogynem Web Protection. [1na TMnos dpannos ykaxure
paclumpeHue, Hanpumep, . htm. Onga tmnos MIME ykaxuTte Tmn Hocutensa n, npu
HeobxogmmocTu, noaTnn. Oba Tuna AaHHbIX OTAENATCA APYr OT Apyra 0Obl4HOM
KOCOM 4YepTon, Hanpumep , video/mpeg UNn audio/x-wav.
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Yka3aHue

Mpun ykaszaHum Tnnos gannos 1 Tunos MIME Henb3a npuMeHaTb cneumanbHble
CMMBOJbI (CMMBOM-3aNONHUTEND * Ana Noboro Yncna cMMBOSIOB U ? AN
3aMeHbl 04HOro CMMBOIA).

MpeaynpexaeHune

Bce Tunbl hbannos 1 coagepXnmMoro, ykasaHHble B CIUCKE UCKITHOYEHNI,
3arpyxatotca B IHTepHeT-6pay3ep 6e3 4ononHMTENbHON NPOBEPKN
3abnokupoBaHHOro goctyna (cnMcok 6rnokmpyembix Tnunos camnnos n MIME B
pasgene 3anpet goctyna) unu moayns Web Protection: [1ns Bcex o6bekToB,
BXOOSALLNX B CMIMCOK UCKITKOYEHNI, 3anMcn B cnvcke BrokMpyemblx TUMOB
dannos n MIME urHopupytoTcs. Nonck Ha HanMyue BUPYCOB U BPpeOOHOCHOIo
MO He npousBoanTCS.

Tunsl MIME: npymepbl TUNOB HOCUTENEN
= text ONA TEKCTOBbLIX (hannoB
= image = ong rpaduyecknx gamnos
= video = ansa sugeodansos
= audio = gnga ayamodansnos
= application = ana gannos, CBA3aHHbLIX C ornpeaenieHHoON NporpaMmmon

Mpumepsbl: NUckntoveHHble n3 nposepku Tunbl oannos n MIME

= audio/=Bce hannbl TMna Audio ncknyarTca n3 nposepkn mogynem Web
Protection

= video/quicktime = Bce Bugeo dannsl noarmna Quicktime (*.qt, *.mov)
ncknovarotcsa n3 nposepkn mogynem Web Protection

= .pdf = Bce annbl Adobe-PDF uckniovatotes ns nposepku mogynem Web
Protection.

Hob6aButb

C nomoLL b 3TON KHOMKM Bbl MOXETE NEpeHeCTN BBeAEHHbIN B none Beoga MIME-Tun
nnn Tun canna B OKHO HAMKALMN.

Ypanutb

KHonka vyoanaeT U3 Crncka BblAeJIEHHYI0 CTPOKY. OTa KHOMKa HeakTMBHA, eCnu Hn
O[Ha 3anncb He BblaerieHa.

URL, uckntoyeHHbIe u3 rposepku modyrnem Web Protection

Bce URL u3 atoro cnncka mcknovatotea na nposepkn mogynem Web Protection.
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NMone BBoAa

Ykaxute B aTom none URL (MHTepHeT-agpeca), KoTopble HEO6XO4MMO UCKIHOYNTD U3
nposepkn moaynem Web Protection, Hanpumep, www.domainname.com. Bbl moxeTe
3agaTb Yactn URL, ykasaB ypoBeHb JIOMEHA CO CTOALUMMW Nepes HAM Unun rnocre
Hero Toukamu: .domainname.ru ansa BCex CTpaHuL, u Bcex cybaomeHoB gomeHa. Beb-
cTpaHuua ¢ nobbiM LOMEHOM NEPBOro YpOBHSA (.com unu .net) gormkHa
3aKaH4MBaTbCHA TOYKOW: AOMeH.. Ecnu Bbl 3annceiBaete Habop cMmBOoB 6e3 ToYkM B
Havarne unn B KOHLE, Takasd nocregoBaTesibHOCTb MHTEPNPEeTUPYEeTCS Kak JOMEH
NnepBoro ypoBHsi, Hanpumep, net ans sBcex gomeHoB 30HbI NET (www.domain.net).

Yka3zaHue

Mpn BBOAe URL MOXHO ncnonb3oBaTb creumanbHblii CMMBON * ans noboro
KonmyecTBa 3HaKOB. VIcnonb3ynte B COMETAHUM CO creumanbHbIMU CUMBOIaMU
TOYKM Ana 0603HaYEHNNA YPOBHSA AOMEHA Nepea ero UMEHEM UM NOCHE HEro:
.domainname. *

* .domainname.com

. *name* . com (AENCTBUTENBHO, HO HE PEKOMEHO0BAHO)

Agpeca 6e3 Todek, Hanpumep *name*, OByQyT paccMaTpmBaTbCA Kak YacTu
AOMeHa NepBOro YpoBHS, MO3TOMY UX BBOA HeLernecoobpaseH.

MpeaynpexaeHune

Bce Beb-canTbl, ykasaHHble B cnvcke paspelleHHbix URL, 3arpyxatotcs B
NHTepHeT-6pay3ep 6e3 gononHUTENBHOM NPOBEPKM ¢ nomMoLubio Web-dunbTtpa
unu moayna Web Protection: [1na Bcex 06beKTOB, BXOOALNX B CMIMCOK
paspeLueHHbix URL, 3anucu B cnucke Beb-unbTpa (CM. 3anpeT JocTyna)
urHopupytoTcs. lNonck Ha Hannume BupycoB 1 BpeaoHocHoro MO He
npounssogutca. [Noatomy mcknioyante n3 nposepkn mogynem Web Protection
TOJSIbKO HagexHble URL.

Ho6aButb

C NOMOLLbIO 3TOW KHOMKM MOXHO NepeHecTn B OkHO nHamnkauun URL (MHTepHeT-
aflpec), yKasaHHbIN B Nosie BBOAA.

Ypanutb

KHonka yaoandaeT U3 Cnncka BbloerieEHHYHO CTPOKY. OTa KHOMKa HeaKTMBHA, ECNN HK
O[Ha 3anncb He BblaesieHa.

Mpumep: PaspeweHHble URL

» www.avira.com-UWIN-www.avira.com/*
= Bce URL ¢ gomeHoM www.avira.com ncknovatTca u3 nposepku moayrnem Web
Protection: www.avira.com/en/pages/index.php,
www.avira.com/en/support/index.html, www.avira.com/en/download/index.html,..
URL ¢ gpomeHOoM www.avira.ru He Ucknioyarotcsa us nposepku mogynem Web
Protection.
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» avira.com-UJN-* . avira.com
= = Bce URL ¢ goMeHOM BTOPOro 1 nepBoro ypoBHSA 'avira.com' UCKITo4aoTCAa 13
nposepkn moaynem Web Protection. YkasaHHbIN uana3oH BKNOYaeT BCe
cyuiecTBytolme cybaomeHsl ".avira.com": www.avira.com, forum.avira.com,...

= avira. -UWIMN-*.avira.*
= Bce URL ¢ gomeHOM BTOPOro ypoBHS "avira" UCKrto4aTca U3 NpoBEpPKN Moaynem
Web Protection. Yka3aHHbIN Anana3oH BKOYaeT BCe CYLLECTBYIOLME JOMEHbI
nepBoro ypoBHs 1 cybaomeHbl ".avira.": www.avira.com, www.avira.ru,
forum.avira.com,...

» .*domain*.*
= Bce URL, cogepxalume JoOMeH BTOPOro ypoBHS C LIeNoYkon cumBornoB "domain”,
ncknovarotca u3 nposepkn mogynem Web Protection: www.domain.com, www.new-
domain.ru, www.sample-domainl.ru, ...

» net -UIN- * . net
= Bce URL c gomeHoM nepBoro ypoBHs "net" ncknovatoTca n3 npoBepkn Moaynem
Web Protection: www.namel.net, www.name2.net,...

MpeaynpexaeHue

Beogute agpeca URL, KkoTOpble Bbl XOTUTE UCKITIOYUTL U3 NPOBEPKN MOdYNeM
Web Protection, kak Mmo)xHo 6ornee ToyHO. He 3agaBanTe LLeNMKOM JOMEHbI
NepBoro YpoBHS UM YacTU UMEH JOMEHOB BTOPOro YPOBHS, Tak Kak
CYyLLLECTBYET ONacHOCTb, YTO 13 npoBepkn mogynem Web Protection 6yayT
NCKITHOYEHbI IHTEePHET-CTpaHuMLbl, pacnpocTpaHsAoLLne BUPYCbl N BPe4OHOCHbIE
nporpaMmmel. PekomeHayeTtca 3agaBaTb, Kak MUHUMYM, NOSTHbIM JOMEH BTOPOro
YPOBHS 1 JOMEH NepBOro ypoBHs: domainname.com

JBpucTyka
OTOT pasaen HacTpPoeK COOAePXUT NapameTpbl IBPUCTUHECKOro NOMCKA.

MpoaykTbl Avira cogepxaT 3BpUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacrno3HatoT
BpeOOHOCHbIE NporpamMmsbl, TO eCTb 40 COCTaBfEeHUs crneumnanbHON BUPYCHOW CUTHATYPbI U
nony4yeHnss OGHOBNEHNS 3alnTbl OT BUPYCOB. Pacno3HaBaHve BUPYCOB OCYLLECTBSETCA
npu NOMOLLM NogPOOHOro aHanu3a MHEULMPOBAHHOMO KOAa Ha NpeaMeT BbINOSTHAEMbIX
PYHKUMA 1N OEACTBUN, TUNUYHBIX 419 BPEeOOHOCHbIX NporpaMmM. Ecnv nccnegyemsin kog
NMeeT XapakTepHble NPU3HaKW, OH NorlyyaeT CTaTyC NOA03PUTESNBHOI0. ATO HE O3HAYaeT,
4YTO 0OBLEKT B NIOOOM crnyyae aABnsieTcs BpeAOHOCHOW NpOorpaMMon; BO3MOXHbI Takke
NOXHble cpabaTbiBaHWA. PelleHne o ToM, YTo Heobxoanmo caenatb C No4O3PUTENBHBIM
006BHEKTOM, MPMHMMAET CaM NoSib30BaTelb, HAaNPMMeEpP, OCHOBbLIBASACh Ha MMEIOLLIENCH Y
Hero nH@opmMaLmm 0 HageXXHOCTU UCTOYHMKA NPOUCXOoXaeHun danna.

aBpMCTM‘-IeCKOG o6Hapy>Kel-me MaKpoBUupycosB

Baw npogykt Avira umeeT 04eHb MOLLHbIN BOK MakpoaBpUCTUKK. Ecnu aTta onuus
BKIMIOYEHA, NpU NONbITKE NeYeHNs MakpocChl B MHPULIMPOBAHHOM JOKYMEHTE
yOoansaTcA, anbTepHaTUBHO MOXHO OrPaHUYUTLCA YBEOOMITIEHUEM Norb3oBaTens o
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noao3pUTerbHbIX AOKYMEHTaXx. OTa onuus BKIIOYEHa Nno YMOJIT4aHNIO N
pekomeHaoBaHa.

Jspucmuka AHeAD (Advanced Heuristic Analysis and Detection)

AktuBmnposatb AHeAD

Bnarogapa texHonornn AHeAD Baw npoayKT Avira cooepXUT O4YEHb MOLLHYHO
3BPUCTUYECKYIO CUCTEMY ANA onpefeneHnsa faxe HEN3BECTHbIX (HOBbIX)
BpeOOHOCHbIX NporpaMmm. Ecnn ata onums BKIoYeHa, Bbl MOXETe YCTaHOBUTb

YPOBEHb "pe3koCcTN" IBPUCTUKN. JTa HACTPOMKA aKTUBUPOBAaHA MO YMOSTYaHUIO.

Hu3knn ypoBeHb pacno3HaBaHusA

Ecnu ata onuus BKOYEHa, nporpamMmmMa o6Hapy>K|/|BaeT MeHblLle HEN3BECTHOIO

BpefoHocHoro N0, onacHOCTb NOXHbBIX OOHAPY>KEHWU NPU 3TOM HEBENMKA.
CpenHni ypoBeHb pacno3HaBaHus

Mpu BKMOYEHMM 3TON onummn obecneynBaeTcs cbanaHcMpoBaHHas 3alumTa

HacTponka

HeBOMbLUMM KONMYECTBOM NOXHbIX OBHapYyXeHU. OTa HacTponka onpeneneHa no

YMOJ14aHWIO, eCIn Bbl UCMOJ1b3yETE SBpVICTI/I‘-IeCKI/II7I NMOWUCK.

BbicOokuin ypoBeHb pacno3HaBaHUs

Mpw BKNOYEHUM 3TON ONLMK 0BHapYyXXMBaeTCs CyLLEeCTBEHHO BonbLue HEM3BECTHOIO

BpeaoHOCHOro MO, HO YMCNO NOXHBIX OOHAPYXXEeHU Takke BOo3pacTaeT.

9.6.2 Otyer

Moaynb Web Protection o6nagaet o6wmpHbIMM QYHKUMAMW NPOTOKONMPOBAHNS, KOTOPbIE
MOryT NpefoCTaBUTb NONb30BaATENIO UM aMUHUCTPATOPY TOYHbIE CBEAEHUS O BUE U

XapakTepe HaueHHOro obbekTa.
lMpomokonuposaHue
B atown rpynne onpegensetcs ob6bem danna otyeTa.

BbIKI1

Ecnu BbibpaHa ata onuus, To mogynb Web Protection He cocTtaBnsieT npoTokon.

OTkasblBaTbCH OT NPOTOKOJTIMpOBaHUA crefyeT TOJIbKO B UCKITHOYUTESbHbLIX CIly4dadx,
Hanpumep, TOJIbKO MNMpn BbINOJIHEHNUN TECTOBbIX NMPOroHOB C OonNbLINM KONMYECTBOM

BMPYCOB MIN HexxenaTesbHbIX MPorpamMMm.

Mo ymonyaHuio

Ecnu BkntoyeHa ata onuyus, moaynb Web Protection 3anucbiBaeT BaxHyro

nHpopmauuio (obHapyxeHus, NnpeaynpexaeHns n owmnbkn) B banin otyeTa, a MeHee
3Ha4mMmas nHopmaums anga ygobcrtea paboTbl C OTYETOM B HETO HE BKMOYaeTcs. OTa

HacTpolika akTUBMPOBaHa MO YMOMYaHMIO.
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PacwupeHHbIn

Ecnu ata onuusa BkntodeHa, moayne Web Protection BHOCUT B 0TYeT U MeHee
3HA4YNMYIO MHPOPMaLMIO.

MonHbIN

Ecnu ata onuusa skntodeHa, moaynb Web Protection BkntoyaeT B chann ot4yeTa BCe
AaHHble, B TOM Yucne, TUn, pasmep u gaty cosgaHusa davna.

OepaHu4yume ghatin omyema

OrpaHununTb pasmep Ao n Mb

Ecnu BbibpaHa aTa onuus, pasmep anna otyeta MOXKHO OrpaHNYnUTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. lMpwu orpaHnveHnn pasmepa hanna otyeTa
npegoctasnseTcsa NMMMUT okono 50 Kb, 4Tobbl yMeHbLNTL Harpy3ky Ha KOMMbIOTEP.
Ecnu pasmep danna otyeTta npesbilaeT ycTaHoBMEHHbIN NnMnUT Ha 50 Kb, cTtapble
3annucu aBToMaTUYeCKM yaansarTca 4O Tex Nop, Noka pasmep He cokpatutca Ha 20%.

3anucatb KOHcUrypauuio B chann otyeta

Ecnu ata onuus akTneBHa, ncnolribdyemble HaCTpOIZKM NOUCKa B peXxXnmMme pearibHoro
BpeMeHn 3arncbiBaroTCA B Ct)aVIﬂ oT4yeTa.

Yka3aHue

Ecnu orpaHnyeHune anga panna otyeTa He ykasaHo, cTapble 3anmcu
aBTOMaTUYeCKM YOansaTCsa Nocre Toro, kKak gansn otyeta JOCTUrHET pasmepa
100 MB. 3anucu yganstoTtca 4o Tex nop, noka pasmep hanna otyeTa He
coctasut 80 Mb.

9.7 Mail Protection

Pasgen Mail Protection B HacTpoiike oTBe4aeT 3a HAaCTPOWKY 3aLuTbl MOAYMA.

9.7.1 Mowuck

Mogaynb Mail Protection ucnonbsyetcst Ans npoBepkn BXOAsLLEN NOYTbl HA Hanu4une
BMpycoB, BpeaoHocHoro MO . Mail Protection moxeT npoBepATb Mcxogswme nucbma Ha
Hanuyue Bupycos u BpegoHocHoro 0. Mogynb Mail Protection moxeTt 6rokmpoBath
ncxogsawme nucbma, oTnpaBrieHHble HEN3BECTHbIM 60TOM AN paccCbifiKK cnama ¢ Ballero
KoMmnbloTEpa.

n poBepATb BXOAALLYIO MOYTY

Ecnu ata onuusa aktnBMpoBaHa, To BXoAsLme nMcbma npoBepsanTCsa Ha BUPYCHI,
BpeaoHoCHble nporpammbl. Mail Protection nogaepxunsaet npotokonsl POP3 n IMAP.
AKTUBMPYWTE NPOTOKOM BXOAALMX NMUCEM, KOTOPbIA NCMONb3YyeT Ball NOYTOBLIN
KNWEeHT ANns nosly4eHus aneKTPOHHOM NOoYThl, AN KOHTpons cnyx6omn Mail Protection.
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KoHTponupoBaTb akkayHTbl POP3
Ecnu onuusa BkntoyeHa, npoBepstoTcsa akkayHTbl POP3 Ha ykasaHHbIX nopTax.
KoHTponupyembie nopTbl

B aT0 none HeobxoaMmo BBECTM NMOPT, KOTOPLIKM ByaeT ncnonb3oBaTbCs A5
npoTokona Bxoasawmx nucem POP3. Heckonbko NOPTOB pasgensitotca mexay cobon
3anAaTbiMU.

Mo ymonyaHuio

KHonka Bo3BpallaeT 3agaHHble NopThl K cTaHaapTHoMY nopTy ans POP3.

KoHnTtponupoBaTb akkayHTbl IMAP
Ecnu onuusa BknoYeHa, To npoBepstoTcs akkayHTbl IMAP Ha ykasaHHbIX nopTax.
KoHTponupyembie nopTbl

B aT0 none Heobxoanmo BBECTU MOPT, KOTOPbIN ByAeT NCnonb3oBaTbCs 4115
npoTokosia IMAP. Heckonbko nopToB pasgensaioTcs mexay cobon 3anaTbiMu.

Mo ymonyaHuio

KHonka Bo3BpallaeT HaCTPOWMKM MO yMmonyaHuio anga nopta IMAP.

MpoBepaTb ucxopswyto nouty (SMTP)

Ecnu aTta onums BknoveHa, ncxogsalme nmcbma nNpoBePSTCA Ha BUPYChI U
BpeaoHocHoe [MO. MNMucbma, paccbinaeMble HEM3BECTHbIMKU BOT-Nporpammamu, 6yayT
OnoKMpoBaHbI.

KOHTpO.ﬂVI pyeMblie NopThbi

B 910 none HeobxoamMmo BBECTM MOPT, KOTOPLIM ByaeT ncnosnb3oBaTbCs 4N4
ncxogawmx nucem npotokosia SMTP. Heckonbko NnopToB pasgensaTcs Mexay cobomn
3ansaTbiMu.

Mo ymonyaHuio

KHonka Bo3BpallaeT 3agaHHble NOpPThbl K cTaHAapTHOMY nopTbl Ans SMTP.

Yka3aHune

[nsa Bepudmkaumm ncnonb3yembiX MPOTOKOSIOB U MOPTOB OTKPOMTE B BaLLeW
NOYTOBOM NpOrpamMmMe CBOMCTBA y4eTHOM 3anucu. Kak npaBuno, UCNosb3yTcA
CcTaHOapTHbIe NOPThI.

NMoppepxka IPv6

Ecnu BbibpaHa ata onuusa, To moaynb Mail Protection nogaepxusaet Bepcuto 6
NHTepHeT-npoTokoNa. (3Ta onuma He JOCTYNHa AN HOBbIX YCTAHOBOK UK
N3MeHeHHbIX nporpamm Ha Windows 8.)
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AeWncTBne npn o6Hapy)xeHnun

B aTom pasgene HacTpoek coaepxaTcsa AaHHble O TOM, Kakue gencTsusa byayT
BbINOMHeHbI, ecnun Mail Protection o6HapyXuT B nicbMe Unu BRNOXEHUU BUPYC UNn
BPEAOHOCHYIO Nporpammy.

Yka3aHue
3agaHHble 30ecCb AeNCTBMSA BbIMOMHAKTCS Kak Npyu obHapyXeHun Bupyca BO
BXOASLLEM, TaK U B UCXOOSALLEM NUCbME.

UHTepaKTUBHbLIN

Ecnu ata onums BkntoyeHa, npu obHapyXeHun Bupyca unv BpeaoHOCHOW Nporpammbl,
coaepkalumxcs B 3NIEKTPOHHOM MUCbME MUK BO BINOXEHUN, oTobpaxaeTcs
AVarnoroBoe OKHO, B KOTOPOM Bbl MOXeTe onpeaenvTb AanbHenlne AeNcTBus ¢
NHPULMPOBAHHBLIM NMUCbMOM WK BNOXEHNEM. OTa ONUMS BKIOYEHA MO YMONYaHUIo.

lNMoka3aTb cTeneHb BbIMNOSIHEHUS

Ecnu ata onuusa BkntodeHa, Mail Protection oTobpaxaeT nHankaTop BbINOSIHEHUSA B
npouecce 3arpyskn aneKTPOHHOW KoppecrnoHAeHUUN. 3Ta onums A0CTynHa, ecnm
Obina BbibpaHa onuus UHTepakTUBHO.

ABTOMaTU4YeCcKum

Ecnu aTta onuunsa BknodeHa, Bbl He ByageTe nosnyyaTb yBeAOMITEHMI NPU OBHapPYXeHUM
BUpYyca unu BpeaoHocHoun nporpammel. Mail Protection pabotaet aBTomaTnyecku B
COOTBETCTBUMN C HAacTporKamu, BbIGpaHHbIMY B 3TOM pasferne.

UHeuyuposaHHbIe rnucbma

BbibpaHHoe B MeH0 "MHuyuposaHHbIe rnucbma" neuctene 6yaeT B NepByro ovepeab
BbINONHATLCA B cny4vae, ecnun Mail Protection oGHapyxmBaeT B nucbMe BUPYC UK
BpPeLOHOCHYI0 nporpammy. Ecnu yctaHosneHa onuma "MponycTuTb"”, B MEHIO
"MHgbuyuposaHHbIe 8r10)KeHUST" MOXHO OOMONHUTENBHO ONpeaennTb, Kakme 4encTBus
OOJIMKHbI BbINOSTHATHCA B Crydae obHapy>XeHUs Noao3puUTenbHbIX OOBHEKTOB B
NPUITOXEHUN.

Ypanutb

Ecnu ata onuus BKOYEHa, I/IHd)VILl,I/IpOBaHHOG NMMCbMO aBTOMaTU4YECKN yaanAaeTcd
npu 06Hapy>|<eH|/|V| BMpyca unnn Bpe,D,OHOCHOI7I nporpamMmmbl. Teno nucbma 3ameHseTcs
npunBegeHHbIM HNXe TEKCTOBbIM wabrnoHom. Takasa xe onepauungd onpepernieHa n ona
BINOXEHUN, OHN TaKXe 3aMEHSAIOTCS TEKCTOBbLIM LLAGIOHOM.

MponycTtutb

Ecnu aTa onums BkntoyeHa, MHPULMPOBAHHOE NMMCbMO NPOMYCKaeTCst Aaxe B cny4vae
oBHapyeHust B HEM BUpYyca Uiy BpeaoHOCHOW nporpamMmbl. OHaKO Bbl MOXeTe
PELWNTb, Kakne AencTBUA He0OXOANMO BbINOMHUTL C BIIOXXEHUEM.
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MomecTnTb Ha KAapaHTUH

Ecnu onums BkntoveHa, npy obHapy>xeHUM BMpyca Unm BpeAOHOCHONM NporpaMmMebl B
kapaHTUH NOMeLLaeTcs BCe NMCbMO, BKItoYasi BNoxeHust. Moaxe, ecnu notpebyeTtcs,
MO>HO BOCCTaHOBUTb NMCbMO. Camo MHpMLMPOBaAHHOE NMCbMO yaanseTcs. Teno
nMcbma 3aMeHsieTcsl NPUBEAEHHBbIM HUXKeE TeKCTOBLIM LiabrnoHoMm. Takas e onepauust
onpeneneHa n ansi BrOXeHWA, OHW Takke 3aMEeHSI0TCS TEKCTOBbLIM LLIAGOHOM.

UHpuyuposaHHble 8/10)KeHUs

Onumsa "MHdmumpoBaHHbIe BNOXEHUA" MOXeT ObiTb BblbpaHa TONbKO B TOM Crnyyae,
ecnu B MeH "MHeuyuposaHHbie nucbma™ onpeaeneHa onepauna "Mponyctutb'.
OTa onuus onpefensieT, KakMe AenCTBUS LOMKHbI ObiTb NPeaAnpuHATLI B Cnyyae
oBHapyXeHust Nog03pUTENbHBIX OO BEKTOB BO BIIOXXEHWMW.

Ypanutb

Ecnu aTta onums BknioveHa, MHPULMPOBAHHOE BNOXEHME yaanseTcsa npu
oBGHapyXeHun BUpyca nnmn BpeAOHOCHOW NPOrpaMmbl M 3aMEHSIETCH TEKCTOBLIM
LabrnoHoMm.

Mponyctutb

Ecnu ata onums BkntoyeHa, MHOULMPOBaHHOE BNOXEHNE, HECMOTPS Ha OOHapyXXeHue
BMpYCa U BPEAOHOCHOW NporpaMMbl, MPONyCcKaeTcsi U AoCTaBnseTcs agpecarTy.

MpeaynpexaeHue

Ecnu Bbl BoiOMpaeTe aty onumto, Mail Protection 6onblue He 3awmwaeT Bawly
CMCTEMY OT BUPYCOB M BPEAOHOCHbIX Nporpamm. Beibupaite aTOT NyHKT TOMbKO B
TOM criyyae, ecnv Bbl TOYHO 3HaeTe, YTo genaete. OTKounTe npeaBapuTenbHbIn
NPOCMOTP B BalLen NOYTOBOM NporpamMMe 1 H1U B KOEM Clyyae He 3arnyckante
NPUNOXEHUS ABONHbLIM LLen4ykom!

MomecTUTb Ha KapaHTUH

Ecnu BbibpaHa aTa onuus, MHOMUMPOBAHHOE BrOXeHWe nomelaeTca B KapaHTuH, a
3ateM yganseTcs (3aMeHseTcs TeKCToBbIM LabrioHom). Mo3xe, ecnu notpebyeTcs,
NPUNOXeHNe MOXHO BOCCTaHOBUTb.

Apyrue pencrensa
30ecb cogepkatcsa AaHHbIE O TOM, Kakue LOMOMHUTENbHbIE 4ENCTBUSA HEOOX0ANMO

BbINOSNHUTL, ecnin Mail Protection oGHapyXuUT B NCbMe U BOXEHUN BUPYC MU
BPEeOOHOCHYIO rnporpammy.

MpumeyaHne
BbibpaHHble 3a4ecb 4ENCTBUA MPOUCXOOAT TONBbKO Npu 0BHapy>xeHun Bupyca BO
BXOOALLNX NUCbMaX.
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LWa6bnoH ansa yAaneHHbIX U nepemMeLleHHbIX nucem

TekcT B 3TOM none gobaensieTcsa B TENO NMCbMa BMECTO MHAPULIMPOBAHHOIO
coobuleHus. Bl MoxeTe peaakTnpoBaTtb 3TO coobLlueHne. Pasvep TekcTa He AOITKEH
npesbiwaTte 500 cnmeonos.

Cnepytowas KoMGMHaLUmMs KnaBuw MOXeT UCNONb30oBaTbCA ANA hopmaTnpoBaHus:
Ctrl + BBoa = BcraBnseT paspbiB CTPOKM.
Mo ymonyaHuio

KHonka no3BonsieT 4o6aBnTb 3a4aHHbIN TEKCTOBbLIN LWAGMOH B TEKCTOBOE Mofne.

LLlabnoH Ans yaaneHHbIX U NnepeMeLleHHbIX BIOXeHUN

TeKkcT B 3TOM Mnore BCTaBNAETCA B MUCbMO BMECTO MH(PULIMPOBAHHOIO BIOXeHUs. Bbl
MOXXeTe peflakTUpoBaTb 3TO cooblieHne. Pasmep TekcTa He AomkeH npesbiwaTh 500
CMMBOJIOB.

Cnepytowaa KoMOMHaLMs KnaBuLw MOXeT UCMNONb30BaTbCA ANS hopMaTUPOBaHUS:
Ctrl + BBoa = BctaBnseT paspbiB CTPOKM.
Mo ymonyaHuio

KHonka no3sonsaeTt nob6aBuTb 3agaHHbIN TEKCTOBBLIN LLADOIOH B TEKCTOBOE MOSe.
JBpUcTHKa
OTOT pasaesn HacTPOEK COAEPXKUT NapamMeTpbl 3BPUCTUYECKOrO NMOUCKA.

MpoaykTbl Avira cogepxaTt 9BpUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacno3HalT
BPEeAOHOCHbIE MporpamMmbl, TO €CTb 4O COCTaBMNEHNS CneunanbHON BUPYCHOW CUTHATYpPbI U
nosilyyeHnst OGHOBNEHUs 3awmThbl OT BUPYCOB. Pacno3HaBaHne BUPYCOB OCYLLIECTBIISETCH
npy NOMOoLLM NOAPOBHOro aHanM3a MHPUUNMPOBAHHOIO Koda Ha NpeaMeT BbINOSTHAEMbIX
YHKUMIA N OENCTBUI, TUMUYHBIX AN BPeAOHOCHbLIX Nporpamm. Ecnv nccnegyemein kog
UMeeT XapaKkTepHble NpU3HaKku, OH Nony4aeT cTaTyc NOAO3PUTESNTbHOIO.OTO HE O3HaYaeT,
4YTO 0O6BLEKT B NtOOOM crnyyae sBNsieTcss BPeAOHOCHOM NporpamMmmoin. Bo3aMoXHbI Takke
NoXHble cpabaTtbiBaHnA. PelueHne o ToM, 4To HeobxoamMMo caenatb C Nog03pUTENbHbIM
00beKTOM, NPUHUMAET caM NoNb30BaTeNb, HaNpUMep, OCHOBLIBAACh HA UMEIOLLIENCS Y
Hero nHgopmMaLmm 0 HagEeXHOCTU UCTOYHMKA NPOUCXOoXAeHun danna.

ABpUcTNYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npoaykt Avira nmeeT o4eHb MOLLHbIM 610K MakpoaBpuCTukK. Ecnm ata onums
BKMtOYEHA, NPU NOMNbITKE NEeYEeHUs MakpoCbl B MHPULIMPOBAHHOM JOKYMEHTE
yOansioTcs, anbTepHaTUBHO MOXHO OrpaHNYMTLCS YBEOOMIEHMEM MNOSb30BaTeNs O
noao3puTENbHbIX AOKYMEHTaxX. OTa OnumMs BKIOYEHA NO YMOMYaHMUIO U1
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)
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AktnuBunpoBatb AHeAD

Bnarogapsa TexHonornn AHeAD Baw npoayKT Avira cogepXuT 04eHb MOLLHYHO
3BPUCTMYECKYIO CUCTEMY ONA onpefeneHnsa gaxe HEN3BECTHbIX (HOBbLIX)
BPEeAOHOCHbIX Nporpamm. Ecnu ata onuus BKOYeHa, Bbl MOXeTe YCTaHOBUTb
YPOBEHb "pe3KOCTN" IBPUCTUKN. DTa HACTPOKMKA BKITHOMEHA MO YMOSYaHUIO.

Hu3knn ypoBeHb pacno3HaBaHusA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapy>KMBaeT MeHbLUE HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbLIX 0BHaPYKEHWI NMPU 3TOM HEBENMKa.

CpeaHuun ypoBeHb pacno3HaBaHusi

Mpw BKMOYEHMM 3TON onummn obecneynBaeTcs cbanaHcMpoBaHHas 3almTa ¢
HeGOoNbLUMM KONMYECTBOM NOXKHbIX OBHapYXeHU. DTa HAcCTpoKKa onpeaeneHa no
YMOIYaHWN0, ECNN Bbl UCMOSb3yeTe 3BPUCTUYECKUIA MOUCK.

Bbicokuin ypoBeHb pacno3HaBaHUs

Mpwn BKNOYEHNN 3TOM ONUMKN OOHapPY>KMBAETCH CyLLECTBEHHO BOMbLUE HEN3BECTHOIO
BpeaoHOCHOro MO, HO YMCNOo NOXHbLIX OBHapPYXXeHUn Takke Bo3pacTaerT.

AntiBot

C nomouwbio yHkummn AntiBot mogyna Mail Protection MoxHO BocnpensaTcTBOBaTbL TOMY,
4TOObI Ball KOMMbIOTEP MCMNOMBb30BAsiCA Kak YacTb Tak HasbiBaeMon 6oT-ceTn gng
pacnpocTpaHeHuWs cnama no anekTpoHHoM noyTe: [pu pacnpocTpaHeHun cnama ¢
NOMOLLIbIO B0T-CeTEN 3MOYMbILLNIEHHMK MHMLUMPYET B60NbLLIOE KONMYECTBO KOMMLIOTEPOB
boTom, KoTopbIn nogkntovaeTtcs K IRC-cepBepy, 3aHMMaeT onpeaeneHHbIn KaHan v
nepexoaunT B PEXMM OXMAAHUA KOMaHAbl Ha paccbinky cnama. [nsa Toro 4tobbl oTnmMyaTh
cnam-nncbMa Hen3BeCTHOro 60oTa oT nucem nonb3oBartens, moayns Mail Protection
npoBepsieT, ykasaHbl 1 ncnonbdyemsin SMTP-cepBep 1 oTnpaBuTenb UCXOOALWEro
nMcbMa B CNUCKE pa3peLLeHHbIX CepBepPOB 1 oTnpaBuTenen. Ecnn cepesepa nnun agpeca
HEeT B CMMCKe, ncxoasiee nucbMo 6rnokmpyetcs n He byaeTt otnpasneHo. O
3abnoknpoBaHHOM nMcbMe coobLlaeTcsl B ANanoroBoM OKHE.

YkasaHue

®yHkuma AntiBot moxeT BbITb MCMoNb3oBaHa Tonbko, ecnv B Mail Protection
BKITIOMEHa NpoBepka ucxogsawmx nucem (cm. onuuio NMpoBepAaTb ucxopsiime
nucbma B pasgerne Mail Protection > [Nouck).

Pa3speweHHbIe cepsepnbl

Moaynb Mail Protection paspelwaeT oTnpaBKy 3N1EKTPOHHbLIX NMMCEM BCEM CepBepam B
3TOM CMNUCKE: OTNpaBrsieMble Ha 3TN cepBepa NMcbMma He GrokmpytoTes moaynem Mail
Protection. Ecnu B cnucke He yka3aHO HXM OHOro cepsepa, Npu oTnpaske NUcem
ncnonb3yembii SMTP-cepBep He npoBepsieTcs. Ecnn B cnucke ectb 3anucu, Mail
Protection 6rnokmpyeT nucema, otnpasneHHsle Ha SMTP-cepBep, He coaepaLmics B
crnvcke.
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NMone BBoAa

B aToMm none mMoxHo ykasaTb nmsa xocta unm IP-agpec SMTP-cepBepa, KOTOPbIN Bbl
nucnosnb3yeTe A5 OTNPaBKM CBOUX MUCEM.

Yka3aHune
MapameTpbl SMTP-cepBepoB, NpMeHAeMbIX ANS OTAPaBKW BalUMX NMUCEM, Bbl
HanzeTte B CBOEW NOYTOBOM NporpaMmme cpeam napaMmeTpoB YHETHbIX 3anucen.

Job6aBuTtb
KHonka go6aBnsieT ykasaHHbIV B None BBOAA CEPBEP K CMMCKY paspeLleHHbIX
CEPBEPOB.

Ypanutb
KHonka ygansieT BblAeNEHHYH CTPOKY M3 CNNCKa pa3peLleHHbIX CepBepoB. OTa KHOMKa
HeaKTUBHAa, €CNN HW Of1HA 3anuCb HE BblAENeHa.

Ypanutb Bce

KHonka yaansiet Bce CTPOKM CNCKa paspeLLleHHbIX CepBEpPOB.
PaspeuweHHble omnpasumersnu

Mogaynb Mail Protection paspeluaeT nony4yeHne aneKTpOHHbIX MMCEM OT BCEX
oTnpaBuTenen B 3TOM CNUCKe: OTNpaBnaemMble C 3TUX agpecoB NMCbMa He BnokupytoTca
moaynem Mail Protection. Ecnn B cnucke He ykasaH HW OguH OTRpaBuTeNb, paspeLUleHHble
agpeca ans ucxogsawmx nucem He nposepsatoTcda. Ecnv B cnucke ectb 3anucu, Mail
Protection 6nokmpyeT nucbma oTnpaBuTenemn, He CoOAEPXKaLLNXCA B CMMUCKE.

None BBOAa

B aTom none ykaxuTte agpec(a) otnpaButens.

Jo6aButb
KHonka gobaBnseT ykasaHHble B nosie BBoAa agpeca oTnpaBuTenien K Crmcky
paspeLUeHHbIX OTNpaBuUTENEN.

Ypanutb
KHonka ygansieT BblgeNEeHHY0 CTPOKY M3 CMMCKa pa3peLleHHbIX oTnpaBnuTenen. dta
KHOMKa HeaKTUBHAa, eCl1 HU O[Ha 3anucb He BblOereHa.

Ypanutb Bce

KHonka ygansieT Bce CTPOKM CrMCKa pa3peLleHHbIX OTipaBuTenen.
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9.7.2 ObLee

UcknroueHun

Ap.peca, He noaBeprarwouwuecs npoBepke

B aTon Tabnuue coaepXxuntcsa Cnmcok agpecoBs, UCKITIOYEHHbIX N3 CKaHNPOBaHUS MOAYyNem
Avira Mail Protection (6enbiin cnncok).

MpumeyaHune
Cnucok ncknoyeHun npumenseTcs mogynem Mail Protection Tonbko ans
BXOASALLMNX NMUCEM.

Adpeca, He rnodsepzaaroujuecsi rnposepke

None BBOAa
B aTOM none ykaxuTte agpec, KOTOpbIN Bbl XOTUTE A00aBUTb K CMUCKY agpecoB, He
noaBeprarLLmxca ckaHMpoBaHuio. B ganbHenwem, B 3aBUCUMOCTM OT HACTPOeEK,
agpec He 6yget npoBepsTbes moaynem Mail Protection.

Jo6aButb
C NomMOLLbIO 3TOW KHOMKM MOXHO A006aBUTb agpec, ykasaHHbIM B nore BBoAa, K CIIUCKY
He noABeprarwLLMXCsl CKAaHNPOBAHWUIO apeCcoB.

Ypanutb

OTa KHorMkKa voanaet BblAENEHHbIN agpec SJ'IeKTpOHHOﬁ NOo4YTbl N3 CIMNCKA.

Appec 3neKTPOHHOMN NOYThbI
AOpec aneKTpOHHOWM NOYThbl, KOTOPbIA 60onblLUe HE OOMKEH NOABEPraTbCs
CKaHMPOBaHMIO.

BpenoHocHoe O
Ecnun aTta pyHKUMS BKNOYEHA, aapec 31EKTPOHHON NOYTbl BONbLUE HE CKaHMPYEeTCs Ha
Hanun4dne BpegoHocHoro MMO.

HaBepx

KHonka nepemellaeT BblAeNeHHbIN agpec 3fIEKTPOHHOM MOYTbI HAa O4HY NO3ULMIO
BBEpX. OTa KHOMKa HeaKTUBHA, ECNN He BblAeNieHa H1 ogHa CTpoKa UnNu ecnmn Kypcop
CTOWUT Ha BEPXHEN CTPOKE crmcka.
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BHus

KHonka nepemMellaert BblOEMNEHHbIN agpec SﬂeKTpOHHOVI Nno4YTbl HA OQHY NO3NUUIO
BHM3. JTa KHOMKa HeaKTUBHa, eCrin He BblAeneHa HU ogHa CTPOKa uin ecrnun Kypcop
CTOUT Ha HWXHEN CTpOKe Crnuncka.

Bydep

BydepHas namate moayns Mail Protection cogepxXut gaHHble O NPOBEPEHHbIX MUCbMaX,
KoTopble oTobGpaxatoTcs B ctaTtuctuke B LleHTpe ynpaBneHus B pasgene Mail Protection.

MakcumanbHoe Ynucno nucem B 6ycepHon namaTu

B aToM none ykasbiBaeTCca MakCMMarbHOE YMCIOo NMCEM, KOTOPbIE MOTYT XPaHUTBLCA B
OydepHon namatn moayns Mail Protection. Npn nepenonHeHnn 6ydepa cHavana
yaansaTca ctapble NMcbma.

MakcumanbHasn npoAoJIXUTeNIbHOCTb XpaHeHnA NncbMa B AHAX

B aToM norne ykasblBaeTcs MakcumaribHas npoaoikUTENbHOCTb XpaHEeHNUs NMUCEM B
AHsX. Mo ncredeHUn aToro BpeMeHM nucbma yaansiTcs us bydepa.

Ouunctutb 6ydep

HaxxaTnem Ha aTy KHOMKY 13 Bydrepa yaansaoTcs XpaHAwWwmeca B HeM NUcbma.
HWMWKHUA KONOHTUTYN

B pasgene HWXXHUIM KONOHTUTYN Bbl MOXETE HACTPOUTL HVXKHWUIA KONIOHTUTYN NUCbMa,
KOTOpbIN ByaeT oToGpaxaTbCsi B OTNpaBrsieMblX BaMy NMUCbMaXx.

OTa PyHKUMS MOXET BbITb MCMONb30BaHa TOMbKO Npu akTnuBauum nposepku Mail
Protection gns ncxogsawmx nucem; cm. onuuio CkaHMpoBaTb Mcxogsallyro nouty (SMTP)
B pasgene Hacrtponka > Mail Protection > NMouck. Bbl MoXxeTe ncnonb3oBaTh 3a4aHHbIn
HWXHUW kKonoHTUTYN Avira Mail Protection, koTopbiM Bbl nogTBEp)KAAETE, YTO
OTnpaBfeHHOEe NNCbMO OblNo NPOBEPEHO aHTUBUPYCHOW NporpamMmmMon. Bel Takke moxeTe
BBECTU COBCTBEHHbIN TEKCT B KAYECTBE HMXKHENO KOSTOHTUTYNa. Ecnu Bbl ucnonb3yeTe obe
ONuMM ONS HXKHErO KONMOHTUTYNAa, TO CHavana 6yaeT naty Nonb3oBaTeNbCKUA TEKCT
HWXHero konoHTuTyna Avira Mail Protection.

HuxxHul kornoHmumysn 8 omrpasisieMbiX nucbmax

MpucoeanHnTbL HUXKHUK KONOHTUTYN Mail Protection

Ecnu ata onumsa akTMBMpoBaHa, TO B TEKCTe OTNpaBnsiemMoro nucbma byget
oToBpaxaTbCa HYXKHUIA KONOHTUTYN Avira Mail Protection. HWXHUM KONOHTUTYNIOM
Avira Mail Protection Bbl nogTBepxaaeTte, YTo OTNpaBfeHHOe NUCbMO BbINo
NPOBEPEHO Ha BUPYCbl U BpeaOHOCHLIE nporpaMmmbl Mmoaynem Avira Mail Protection n
He COCTaBIieHO Hen3BeCTHbIM 60ToM. HxxHUI konoHTUTYN Avira Mail Protection
cooepXuT crnegyowmmn TekcT: "lposepeHo aHmMuegupycHou ripogpammou Avira Mail
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Protection [gepcus npozpamMmbl] [COKpaweHHOe Ha3gaHue U HOMep 8epcuu rnouckoeou
MalUHbI] [COKpaweHHOoe Ha3gaHuUe U HoMep eepcuu ghalsia 8UpyCHbIX cugHamyp]'.
MpucoeAMHUTb 3TOT HWXKHUNA KONOHTUTY

Ecnu ata onuus aKTBMpOBaHa, TO TEKCT, KOTOprVI BBOAUTCA B CTPOKe BBOAA, 6yp,eT
0T06pa)KaTbCﬂ B OTnpaBJ1I€HHbIX NMCbMax Kak HUXXHUN KOJNMOHTUTYI.

Mone BBoAa

B aToM none 3agaetcs TeKCT, KOTopbI ByaeT oTobpaxaTbCs B OTNPaBEHHbIX
MMCbMaXx Kak HUKHUIA KONOHTUTYI.

9.7.3 Otuet

Mogynb Mail Protection obnagaet obwMpHbIMU PYHKUMAMN NPOTOKONIMPOBAHUS, KOTOPbIe
MOryT NpefoCTaBUTb NOMb30BaTENIO UM aAMUHUCTPATOPY TOYHbIE CBEAEHUS O BUAE U
Xapakrepe HangeHHoro obbekTa.

lMpomokonuposaHue
B aton rpynne onpeaensietcs o6bem danna otyeTa.

BbIKI

Ecnu BbibpaHa aTa onuus, To mogynb Mail Protection He cocTaBnsieT npoTokorn.
OTkasbiBaTbCS OT NPOTOKONMPOBAHUSA CreayeT TONbKO B UCKINMKUYNTENBHbIX CyYasix,
Hanpumep, TONbKO MNPW BbINOSTHEHNUM TECTOBbLIX NPOrOHOB C 60MbLLIMM KOSIMYECTBOM
BUPYCOB UNWN HEXENATENbHbIX NPOrpamMMm.

Mo ymonyaHuio

Ecnu BkntodeHa aTta onuus, moayne Mail Protection 3anuceiBaeT BaXHyto
nHdopMauuio (obHapyxeHus, npeaynpexaeHns n owmndkn) B pann otyeTa, a MeHee
3Ha4yMmMasa nHdopmMauma ons ygodcrea paboThbl C OTYETOM B HEMO He BKNYaeTcs. JTa
HacTpoOMKa akTMBMPOBaHa Mo YMOMYaHMo.

PacwupeHHbIn
Ecnu ata onuus BknoveHa, moaynb Mail Protection BHOCUT B 0TYeT N MeEHee
3HaYMMYy0 MHopMaLMIO.

MonHbIN
Ecnu ata onuusa sknodeHa, moaynb Mail Protection BHOCUT B OTYeT BCHO
MHdOpMaUuIo.

OepaHu4yume ghatin omyema
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OrpaHnunTb pasmep go n Mb

Ecnu BbibpaHa aTa onuus, pasmep arina ot4eta MOXHO OrPaHNYnUTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. Npu orpaHnyeHnn pasmepa hanna otyeTa
npegocTtasnseTcsa NMUT okono 50 KB, 4Tobbl yMeHbLINTL Harpy3ky Ha KOMMNbOTEp.
Ecnu pasmep (panna otyeTa npesbilaeT ycTaHOBNEHHbIN nuMmuT Ha 50 KB, ctapble
3anvMcu aBToMaTUYeCcKn yoanawTcs 4o TexX Nop, Noka pasmep He cokpaTutcs Ha 50
KB.

3awmuTtnuTb (pamn oTyeTa OT COKpaLleHUs

Bknouns 3Ty ONUMUKO, MOXHO 3allUTUTb ¢)a|7|n oT4yeTa OT COKpalleHuUA.

3anucatb KOHcuUrypauuio B chann otyerta

Ecnu ata onuua BkntoveHa, npumeHsieMmble HacTporiku Mail Protection 3anuceiBatoTcs
B pann oTyeTa.

Yka3saHue

Ecnu orpaHnyeHne anga panna otyeTta He ykasaHo, HOBbIN hann oTyeTa
aBTOMaTUYECKM CO3JaeTcs nocre Toro, Kak dann otyetTa AOCTUTHET pasmepa
100 MB. [lnsa ctaporo aina coxpaHseTcs pesepsHas konusa. MoxeTt
CylLlecTBOBaTb [0 TPeX pe3epBHbIX KONuK cTapbix pannos otyeta. Camble
cTapble Konun ygansawTcs.

9.8 O6buee

9.8.1 KaTteropwuu yrpos

Bbi6op pacwupeHHbIx kKamezaopuli y2po3

Baw npoaykt Avira sawmiiaeT Bac OT KOMMNbIOTEPHbIX BUPYCOB. KpomMe Toro, y Bac ecTb
BO3MOXHOCTb ANgpepeHLMpOBaHHOIO NOMCKa CneayroLwmnx AoNONHUTENbHbIX KaTeropumn

yrpos.

PeknamHble nporpammel

PeknamHoe NMO/wnunoHckoe MO
MpunoxeHus

Backdoor-nporpammbl

daunsibl Co CKPbITLIMU pacLLUNPEHUSMU
[Mporpammbl 4O3BOHA Ha NiaTHble HOMepa
duwnHr

[Mporpammbl, HapyLuatLmMe YacTHYH0 cdepy
[MporpamMmmbl-LLYTKK

Urpobl
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o OO6maHHas nporpamma

e Heobbl4yHble NAKOBLUMKM

LLlenykom no cooTeBeTCTBYHOLEMY (PaXKy MOXHO MO KenaHUIo BKNIOYUTL (ranoyka
yCTaHOBIEHA) UIK BbIKMOYMTL (ranoyka cHATa) BblOpaHHbIN TUM.

Bknountb Bce

Ecnun aTta onuma BknoyeHa, Bce TUMbI aKTUBUPYIOTCA.

3Ha4yeHus no ymMmon4yaHuo

OTa KHoMka BOCCTaHaBNMBaET HACTPOMKM MO YMOSYaHMUIO.

MpumeyaHue

Ecnu ogvH n3 TMNoB AeakTMBMpOBaH, TO 0 dharnax, pacno3HaHHbIX Kak
COOTBETCTBYHOLLMI TUMN NporpamMmsl, 6onbLie He coobulaeTcs. 3anuck B dpann
oTyeTa He BbINOMNHAETCS.

9.8.2 PacwumpeHHas 3awmTa
PacmupeHHan 3amuTa
ProActiv

Bknouutb ProActiv

Ecnu ata onuus BkntoYeHa, NporpaMmbl KOHTPOSIMPYIOTCS Ballen CUCTEMON U
NPOBEPSAIOTCS HA HaNU4Me NOAO3PUTENBbHON aKTUBHOCTU. [1pn BO3HUKHOBEHMWM
TMNU4HOro aAnga BpegoHocHoro N0 noBefeHus Bbl nosnyyaeTe coobueHne. Bl moxeTe
©noknpoBaTtb nporpammy unu, Beibpas "UrHopupoBaTtb", NPOOMKUTL BbINOMHEHNE
nporpammbl. VI3 NpoBepKM UCKNOYEHbI: MPOrpaMmbl, KnaccuuLMpoBaHHbIE Kak
HageXHble, HaJeXHble U NOANUCaHHbIE NPOrpaMMbl, KOTOPbIE MO YMOMYaHUIO
cogepxaTtcsl B CNUCKe paspeLLeHHbIX NPUITOXEHUN ounbTpa NpUnoXeHumn, Bce
nporpammbl, JOOGaBMEHHbIE BaMU K CMIMCKY paspeLLeHHbIX nporpamm dunbTpa
NPUITOXEHWNNA.

Ncnonbays dyHkunio ProActiv, Bbl 3awumiiaeTte cebsa OT HOBbIX U HEM3BECTHbIX Yrpo3, Ans
KOTOpbIX eLle HeT OnMcaHus BUPYCOB N 9BPUCTUYECKUX MeToaoB. TexHonornsa ProActiv
MHTerpupoBaHa B KoMnoHeHT Real-Time Protection, oHa HabnogaeT 3a BbINONHAEMbIMA
nporpaMmmamn 4eNcTBUAMU N aHanuaupyeT ux. [loBegeHne nporpamm nuccrnenyeTcs Ha
HanMyne akTMBHOCTU, TUNNUYHOW Ansi BpeaoHocHoro MO: Bug oenctensa n o4epenHoCTb
aencteuin. Ecnn nporpamma ocyuwlectBnseT 4eNCTBUS, TUNNYHbIE ANa BpegoHocHoro M0,
OHa ngeHTudunumnpyeTcs Kak obHapyXeHHbI BUpYC : Bbl MoxeTe 3abnoknpoBaTb
BbIMOSIHEHNE NPOrpaMmmbl UM NMPOUTHOPUPOBaTL COOBLLIEHNE N NPOOOIMKUTL ee
BbINOMHEHWe. Bbl MOXeTe knaccuuunpoBaTb NporpaMmmy Kak HaexHyro n 4obasuThb ee B
CMNCOK paspeLLeHHbIX NporpaMmm unbTpa NpunoxeHnin. Y Bac Takke eCTb BO3MOXHOCTb
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npu nomoLum komaHabl Becerga 6nokupoBatb 06aBUTL NporpaMMy B CMIMCOK
GnokMpyemblx Nporpamm punbTpa NPUNOKEHUN.

[ns onpeaeneHns TunMyHoro anga sBpegoHocHoro MO noseaeHnsa kKOMNoOHEHT ProActiv
ncnonb3yeT Habopbl NpaBus, paspaboTaHHbIe LLEHTPOM UCCeA0BaHUN BUPYCOB
komnaHun Avira. Habopbl npasun noctaensatoTca 6aHkamu gaHHbIX Avira. [inga cbopa
MHdopMauumn B BaHkax AaHHbIX kKoMnaHun Avira npunoxeHune ProActiv nepecoinaet
MHOPMaUMIO O HaNAEHHbIX NOAO3PUTESbHBIX Nporpammax. B npouecce yctaHoBku 10
Avira Bbl MOXeTe OTKMYUTL Nepeaady AaHHbIX B 6a3bl AaHHbIX KOMNaHuu Avira.

Yka3aHue
TexHonorus ProActiv noka HegocTynHa anst 64-6utHbIx cuctem!

Cloud Protection

Bknouutb Cloud Protection

OTneyvaTkn Bcex NOAO3pUTENBHbIX hannoB nepegarTcsa Ans UHAMUYECKOro
pacno3HaBaHus B OHNanH pexunme Ha Avira Cloud. ®annbl NpunoxeHun cpasy xe
NOEHTUPULNPYIOTCS KaK YMCTble, UHPULMPOBAHHbIE NN HEN3BECTHbLIE.

Cuctema Cloud Protection gencTByeT Kak LeHTpanbHbIW y3en, pacno3HatoLwmnn Knbep-
aTaku Ha coobwecTBo Avira. ®ainnbl, K KOTOpbIM O0bpalliaeTcs Baw KOMNbOTEP,
cpaBHMBaOTCA ¢ obpasuammn pannos, COXpaHeHHbIMN B 06navyHom cucteme. Nockonbky
OCHOBHas paboTa BbINoONHsAETCs B obnake, flokanbHOM nporpamMe 3alunTbl TpebyeTca
MEHbLLE PecypcoB.

Mpn kKaxxgon 6bICTPOM NPOBEpPKe CUCTEMbI CO3AETCS CMMCOK MECT XpaHeHust annos,
noaBepXeHHbIX Yrpo3e BO34ENCTBMSA BPEAOHOCHbIX Nporpamm. B aTtom cnucke, B
YaCTHOCTU, HAXOLATCS TeKyLuue NpoLecchbl, NPorpaMmmbl 3anycka u crnyxebHble
nporpamMmmbl. [N kaxgoro garna coctaBnsieTcst KOHTporbHas cymma ("otnevartok") u
oTnpasnsieTcsa B ob6naynyo cuctemy 6e3onacHoCTu, nocne aToro amn
naeHTudmumnpyeTca Kak "yncTtoin” nnu "BpegoHoCHbIN". HensBecTHble nporpaMmHble

Ghannbl 3arpyxatotcsa gnga nposepku B cuctemy Cloud Protection.

Bpy4Hylo noaTBepKaaTbh OTNPaBKy NOAO03pPUTENbHLIX hannoB B KOMnaHuio Avira
Bbl MOXeTe NpoBepuTb CNUCOK NOA03PUTENBHLIX DannoB, KOTOPbIE HYXXHO 3arpy3nTb
B Cloud Protection, n pewmntb caMoCTOATENBHO, Kakne dansbl Bbl XOTUTE 3arpy3unThb.

CkaHupoBaHue ¢hannoB B peasibHOM BpeMeHMU
Ecnun paHHas oyHKUMA BKNOYEHA, TO HEeM3BeCTHbIe (bainnbl, N0 Mepe A0CTyna K HAM,
otnpasnstoTcsa B Protection Cloud ans aHanmsa.

MNMoka3aTb cTtaTyc 3arpy3ku B Avira Protection Cloud

B okHe B B1ae nHamkatopa BbINOSIHEHUS OToOpaxaeTcs cneayowas nHgpopmaumsi o
3arpyxaemblx ¢annax:
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- MeCcTonosioXeHue anna;
- uma dpanna;
- COCTOSiHMe (3arpy3ka/aHanms);

- pesynbTat (6e3onaceH/3apaxen).

B pasnene briokupyemble rnpuioxeHusi MOXHO A06aBUTb NPUNOXEHWS, KOTOPbIE Bbl
KnaccuduumpyeTe Kak BpeJOHOCHbIE U KOTOPbIE MO YMOMYaHUIO AOMMKHbI 6110KMpoBaTLCA
AntiVir ProActiv. [lobaBneHHble NpunoxeHus He ByayT BbIMNOMHATLCS Ballen CUCTEMOW.
Bbl MoxeTe fobaBnaTe NporpaMmbl K (UnbTpy NPUIOXeHUN Ana 6nokmpyemMbix
NPUNOXeHUN Takke npu nomowm coobuieHnn Real-Time Protection o nogo3putensHom
nosefeHny nporpaMmm, ncnoneays onuuio Beeraa 6noknpoBaTh 3Ty nporpaMmmy.

Briokupyemble npunioxeHusl

MpunoxeHune

B cnuncke npuBeaeHbl BCe NPUMOXKEHNS, KOTOPbIE Bbl KnaccuduumpoBanm Kak
BpeaOHOCHble U fo6aBmnn ¢ NOMOoLbI0 HacTponkn nnu coobLeHnin KOMNOHEHTOB
ProActiv. NpunoxeHuns n3 cnucka énoknpytotca Avira ProActiv, n He byayT
BbIMOMNHATLCA Balwlen cuctemMon. [Npu 3anycke 6noknpyemon nporpaMmmbl NOSBIISETCA
coobuieHne onepaunoHHomn cuctembl. Avira ProActiv ngeHtndpunumnpyet 6rnokmpyemsie
NPUNOXEHNS HA OCHOBaHMM yKa3aHHOro NyTu N MeHW hanna n 6noknpyeT nx
HEe3aBUCMMO OT UX COAEPKAHUS.

None BBOAa

YKkaxuTe B 3TOM nosie npunoxeHne, KOtTopoe AomkHO 6biTb 3abnokuposaHo. Ans
naeHTumKaumm NPUNoXeHna HeobxoaMMo ykasaTb NOSHbLIN NYTb U UMSA danna ¢
pacwmpeHnem. YkasaHue nyTn OSmKHO nnbo cogepxatb 0603HavYeHne gucka, Ha
KOTOPOM pasMeLLEeHO NpunoxeHne, NMbo Ha4YMHATLCA C NEPEMEHHbBIX OKPYXXEHUS.

(-]

HaxxaTmem 3TOWM KHOMKN OTKPbIBAETCSA OKHO, B KOTOPOM MOXHO BbiIOpaTb NpUNoXeHune,
KoTopoe Heobxoanmo 3abnokmpoBaTb.
Hob6aButb

C nomoubio kHomkn "[lo6aBuTb" Bbl MOXeTe A00aBUTb 3aaaHHOE B NMosie BBOAA
NPUNoOXeHne B CNMCOK NPUIOXEHN, KOTOpble HeobxoaMMo 3abnokMpoBaThb.

Yka3aHue
MpunoxeHna, Heobxoanmble Ans padoTbl ONepaunoHHONW CUCTEMBI, HE MOTYT
ObITb JOOAaBNEHbI.
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Ypanutb

C nomoLLblo KHOMKK "YaanuTb" Bbl MOXETE yAanuTb BbibpaHHOE NpunoXeHne ns
crnmcka NPUNoXeHnn, KoTopble HeoBxoaMMo 3abnokMpoBaTh.

B pasnene Ucknrovyaembie rnpuroxeHusi NnepeyncneHbl NpUoXeHns, NCKMOYEHHbIE U3
npoBepkn KomnoHeHToM ProActiv: nognncaHHble nporpaMmbl, KOTOpbIE NO YMOMYaHUIO
coaepxartcs B CUCKe paspeLLEHHbIX NPUOXEHUIN, BCE NPUSTOXEHNSA, COMTEHHbIE
HageXHbIMU U BHECEHHbIE B (PUNBLTP NPUITOXEHNI: B HACTPOMKAX K CMIUCKY paspeLleHHbIX
NPUNOXEHUN MOXHO 406aBUTbL HOBLIE NPUMOXEHUS. Bbl Takke MOXeTe C NOMOLLLHO
coobueHunn Real-Time Protection 0 nogo3putensHbiX NporpaMmmax 4ob6aBuTb
NpunoXxeHus, ncnonbaysa B coobuieHmnn Real-Time Protection onuuio BbicOkoHageXHbIN
NOCTaBLUMUK.

Ucknroyaembie rpusrioX>xeHus

MpunoxeHune

Cnncok cogepXxuT NPUNOXeHUs, NCKITIOYEHHbIE U3 NPoBepKn KomnoHeHTa ProActiv. B
HaCTpoMnKax No yMOMYaHUIO NOCrie YCTaHOBKU CMIUCOK COAEPXNUT NOAMUCAHHbIE
NPUNOXeEHNa HadexXHbIX nponsBoauTenen. Bol MmoxeTe knaccndpuumpoBaTb
NPUNOXeHNe Kak HagexXHoe C NOMOLLbIO HAaCTPOMKN unn coobueHnn Real-Time
Protection. KomnoHeHT ProActiv ngeHtnguumpyeTt NnpunoxXeHna Ha OCHOBaHUN NyTH,
UMeHn hanna n cogepxanus. NpoBepka cogepxaHns Heobxoamma, Tak Kak B
npouecce U3MeHeHus1, Hanpumep, 0BHOBMEHUI, K MporpaMmMe MOXHO J00aBUTb
BpeAOHOCHbIV koA. 3aaas Tun, Bbl MOXeTe yKasaTb, HYXXHO N NPOBEPATb
cogepxaHue: npu Tune "CodepxxaHue" 3afaHHbIe C NyTEM U UMeHeEM hanna
NPUIIOXXEHNA NPOBEPAIOTCA HA UBMEHEHUS coaepaHna hannos 4O TOro, OHU ByayT
WCKNIOYEHbI N3 NPoBEPKM KOMMOHeHTa ProActiv. Npu nameHeHHOM cogepxaHum
dannoB NpunoxeHne cHoea byaeT npoBepsAaTbCca KomnoHeHToM ProActiv. Ecnn ykasaH
™n "[lyme", NpoBepKa Coaep>XaHnsa He OCYLLLEeCTBNAETCA 4O TeX Nop, Noka
nNpunoXxeHune He ByaeT UCKNIOYEHO 13 NpoBepkn moaynem Real-Time Protection.
UTO6bl N3MEHUTL CMNCOK UCKIIOYEHUIA, LLIESNTIKHUTE NO oTOBpaaeMomy Tuny.

MpeaynpexaeHue

Wcnonbayinte Tnn [Mymb TONBbKO B UCKOYMTENBHBLIX crydaax. [lytem
OBHOBMEHUSA K NPUMNOXEHNIO MOXHO A06aBUTb BPEAOHOCHbIN kog. Vi3HavanbHO
BGesonacHoe NpuNoXXeHne CTaHOBUTCSA BPEAOHOCHOW NpOrpaMmon.

Yka3aHue

HekoTopble HagexHble NPUNoXeHUs, Harnpumep, BCe KOMMOHEHTbLI BaLlLero
npoaykTta Avira, No yMON4YaHuo UCKNIOYEHbI U3 NPOBEPKM KOMMoHeHTa ProActiv,
O[HaKO OHW He BKITHOYEHbI B CMUCOK.
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NMone BBoAa

B aTOM none ykaxute npunoxeHue, KOTOpoe HeOOXO0ANMO MUCKOUYUTDL N3 MPOBEPKM
KomnoHeHToM ProActiv. [Ina ngeHTndgurkaumm npunoxeHms Heo6xoanmo ykasatb
NOJSIHBIN NYTb U UMSA hanna ¢ pacluMpeHneM. YkasaHume nyTn OrmKHO Nnbo coagepxaTtb
0603HayYeHVe g1cka, Ha KOTOPOM pa3MeLLEeHO NpUnoXxeHue, NMB0O HaYNHaATLCS C
nepeMeHHbIX OKPYXXEHUS.

(-]

HaxxaTmuem KHOMKM OTKPbIBAE€TCHA OKHO, B KOTOPOM MOXHO BbibpaTb NpuUnoXxeHue,
KOTOpoe HeobXo4MMO UCKMOYNTD.
Jdo6aButb
C nomoubto kHorkn "[o6aBuTb" Bbl MOeTe nobaBuUTb 3agaHHOE B Mose BBoaa
NPUNOXXeHne B CNINCOK NPUIOXEHN, KOTOPble HEOBXOAMMO UCKINIOYNTD.
Ypanutb

C nomoLbio KHONKK "YaanuTb" Bbl MOXeTe yaanuTb BbibpaHHOE npunoxeHue 3
crnmcka NpPUNoXeHUn, KoTopble HE0BXO0AMMO UCKIIOYNTD.

9.8.3 Maponb

Bbl MOXeTe 3aWwmnTuTb CBOM NPOAYKT Avira B pasnmyHbix obnactsx naponem. B atom
cny4yae napornb 6ygeT 3anpalumBaTbCA Kaxablil pa3 npu NOnbITKE OTKPbITh 3aLULLEHHYIO
obnacTb.

lNaporsb

BeeauTte naponb

3apante ceBon naposb. [ns 6e3onacHOCTU BBOAUMbIE B 3TO NOSE 3HAKM 3aMEHSAOTCSA
3Be3goykamu (*). Bl moxeTe BBecTn He 6onee 20 cumBonos. ocne nepeoro BBoaa
napons nporpamma 65okupyeT OCTYN NpU YKasaHUU HenpaBuibHOro napons. Nycroe
none osHavaet "bes napons".

MoaTBepXxaeHue

Ewe pas BBeanTe 34ecb ykasaHHbIM Bbllle Naposb An4a ero noarsepxgeHua. [ns
©e30nacHOCTM BBOAMMbIE B 9TO MOJie 3HaKN 3aMeHSTCS 3Be3goykamu (*).

NMpumeyaHue
Bornbuwwne n maneHbkne 6GykBbl pasnuyatorcs!

3awuweHHble naponem obnacmu
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Baw npogykt Avira MoxeT 3awmiiatb naponem otaenbHble pasgens. LWenykom no
COOTBETCTBYHOLLEMY (DNAKKY MOXHO MO XKENaHUIO BKITHOYMUTL MW BbIKOYMUTL 3anpoc
naponsi 4ns oTAenbHbIX pa3genos.

3awmiieHHas naponem obnacte | PyHKuUs

LleHTp ynpaBneHus Ecnu onumsa BkntoveHa, gns 3anycka moayns
LleHTp ynpaBneHusa notpebyeTcsa yCTaHOBIEHHbIN
napornb.

BknouunTtb / OTKNHOYUTL Ecnu ata onuus BkntoveHa, TpebyeTtcs
Real-Time Protection YCTaHOBIEHHbIV Naponb A58 BKIoYeHus /

oTKknoyeHua Avira Real-Time Protection.

Bknouyutb / OTKNIOUYNTL Ecnu ata onuusa BkntoveHa, TpebyeTtcs
Mail Protection YCTaHOBMEHHbIN Naposb AN BKIOYEHUS /
oTkntodeHnsa Mail Protection.

BknoYUTL/OTKNIOYUTL Ecnu ata onuusa BkntoveHa, TpebyeTtcs
Web Protection YCTaHOBIEHHbIV Naponb AN BKIoYeHus /
oTkntoyeHmnsa Web Protection.

KapaHTuH Ecnn aTa onuma BkNoYeHa

BoccTtaHoBneHue Ecnun aTta onuma BknoYeHa, Ansi BOCCTAHOBMEHUSA

MH(ULMPOBaAHHbIX 06bEeKTOB TpebyeTcst yCTaHOBMNEHHbIA Naposib.

00BbeKToB

NMoBTOpHas npoBepkKa Ecnu ata onuus BkntodeHa, Ansa NOBTOPHOWN

3aTPOHYTbIX 0OHLEKTOB npoBepkn obbekTa TpebyeTcs yCTaHOBEHHbIN
naporsb.

CBoncTBa Ecnu aTa onuusa BkntoveHa, To Ans npocMoTpa

NoBpeXAeHHbIX CBOWCTB 06beKTa He0BX0aMM YCTAHOBNEHHbIN

o6beKToB naporb.
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HacTponka

YpaneHue
NoBpeXAeHHbIX
00BLEeKToB

Ecnu aTta onumsa BknoveHa, To AN yaaneHus
obbekTa HeobXxo4MM YCTaHOBIEHHbI NApPOrb.

OTnpaBuUTb 3NEKTPOHHOE
NUCbMO B KOMMNaHUIO

Ecnu ata onuus BkMoYeHa, To ANs OTNpaBKu
obGbekTa ANns NPOBEPKN B LEHTP UCCneaoBaHus

Avira BMpYyCcOB KomnaHuun Avira TpebyeTcs
YCTaHOBIEHHbIN Naporib.

KonupoBaHue Ecnu ata onums BknoyeHa, 4ns KONMpoBaHUSA

noBpeXAeHHbIX NnoBpeXaeHHbIX 06BHEKTOB TpebyeTcs

00BbEeKTOB YCTaHOBIEHHbIN Naporb.

Jdo6aBneHune n
Mn3MeHeHue 3agaHun

Ecnu aTta onuus BkntoyeHa, TpebyeTcs
YCTaHOBIEHHbIV Naponb Anst obaenexHus n
N3MEHeHUs 3aa4y B NITaHNPOBLLIMIKE.

Hactponka

Ecnu onuusa BknoYeHa, HacTpomka nporpamMmel

BO3MOXXHa TOJ1bKO nocrie seoga yCTaHOBJIEHHOIO

napons.

YctaHoBKa / YoaneHue

Ecnu ata onuus BknoveHa, Ans YCTaHOBKHU U

yaaneHus nporpaMmMbl TpebyeTcsi yCTaHOBIEHHbI

napornb.

9.8.4 be3onacHOCTb

Autorun

BnokunpoBaTtb pyHKLMIO aBTO3anyckKa

Ecnu ata onuus aktnBnpoBaHa, TO BbINOMHeHWe pyHKumMn aBTo3anycka Windows Ha

BCEX Noakntyaembix guckax, Hanpumep, USB-Hakonutensx, CD n DVD guckax,

ceTeBbIX Auckax, brnokmpyetcsa. bnarogapsa dpyHkuum astosanycka Windows cannsl

Ha HOCUTENAX UMK CEeTEBbIX AUCKax NPy MNOAKMYEHUN Cpa3dy CHUUTLIBAKOTCH, MO3TOMY
Gannbl MoryT 6bITb 3anyLieHbl asTomaTmyeckn. OgHako ata yHKums HebesonacHa,
TakK Kak CyLLLeCTBYeT BEPOATHOCTb aBTOMAaTMYECKOro 3anycka U yCTaHOBKU

BPeAOHOCHbIX nporpamm. OcobeHHO onacHa ¢yHKumMs aBTo3anycka ans USB-

HakonuTenewn, T.K. AaHHble Ha HUX MOIyT NOCTOAHHO MEHATbLCA.

Ucknountb CD n DVD aucku

Ecnu aTta onums BknoveHa, TO PyHKUUA aBTo3anycka gonyckaetca ansa CD n DVD

OVCKOB.
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MpeaynpexaeHue

Heaktusnpynte yHkuuio astosanycka gna CD n DVD guckoB Tonbko, eCrnu Bbl
yBEPEHbI, YTO UCMNOSb3yeTe UCKMOYMTENBbHO HaAEXHbIE HOCUTENN
MHdopMaLmK.

3awuma cucmemsbi

3awmTa chamna Windows hosts oT BHeceHMs U3MeHeHun

Ecnu ata onuusa BkntoveHa, dpann Windows hosts 3awumiieH ot 3anucu. Kakune-nméo
MaHunynsumm ¢ bannom 6onee HEBO3MOXHbI. B aTom cniyyae BpeaoHocHoe MO He
MOXEeT nepeHanpaBnsaTb Balln 3anpoChl Ha HeXXenaTerbHble CTpaHUUbl. JTa onuus
BKIMOYEHA N0 YMOYaHUIO.

3awuma npodykma

MpumeyaHne
Onuwun no 3awmTe NpoaykTa HeJocTynHbl, ecnu Real-Time Protection He Gbin
YCTaHOBIIEH B X04€e BbIOOPOYHOM YCTAaHOBKM.

3awumTta npoueccoB OT HeXeJlaTesibHOro saBepLieHuns

Ecnu aTa onumsa BkNoYeHa, BCe NPOLEcchl MporpaMmbl 3aLLMLLEHbI OT
HeXxenaTenbHOro 3aBepLUeHNss BpeAOHOCHbLIMI NporpaMMamu, a Takke oT
"HEKOHTpONMpyemMoro" 3aBepLLUeHMs Nonb3oBaTeneM, Hanpumep, Yepes aucnetyep
3a4a4y. ATa onumsa BKMKYEHa NO YMOMYaHUIO.

Pacwu peHHas 3aliuTa npoLeccoB

Ecnu ata dyHKUMS BKMOYEHaA, BCe NpoLECChl NporpamMmmbl 6yayT 3aluLLeHbl OT
HexkenaTenbHOro 3aBepLUEHUs MPU NOMOLLM pacLUMPeHHbIX MeToaoB. [Ans
pacLUMpPEeHHON 3aWwmThbl NpoLeccoB TpebyeTcs 3HaunMTenbHO 6ornblle pecypcoB
KOMMbloTepa, Yem AN 06bIYHON 3aLluUThl MPOLIECCOB. ATa ONuUUS BKIHOYeHa no
yMonyaHuio. [Ins oTKNoYeHNs onuumn notpebyeTcsa nepesanycTuTb KOMMbIOTEP.

MpumeyaHue
3awmTta npoueccos HegocTynHa B Windows XP 64 Bit !

MNMpeaynpexaeHune

Mpwn BKNIOYEHHOM 3aLUMTE NPOLLECCOB MOIYT BO3HUKHYTb NPO6reMbl
B3aMMOAENCTBUS C OPYrMMUN NPOrpaMMHbIMWU NpoayKTaMu. B aTux criyvasx
OTKITH0YanTe 3aLnTy NPoLIeCCoB.
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3awumTa channoB u 3anmucen peectpa oT o6padboTku

Mpwn BKNOYEHHOW ONUUKM BCe 3anncu NporpaMmbl B peectpe, a Takke Bce annbl
nporpammbl (4BOVYHbIE (hbarnbl U dansibl HACTPONKN) 3alumLLEHbI OT 06paboTKM.
3awmTa oT 06paboTkM NpegnonaraeT 3alnTy OT 3anucu, yaaneHus U, Yactu4Ho, oT
CUYMTbIBaAHUSA 3anucen B peectpe Unn nporpaMmHbIX oannos nosib3oBaTenem unm
BHELLUHUMM nporpammamu. [1ns BkntoveHms onuun notpebyeTca nepesanyctutb
KoMnbloTep.

MpeaynpexaeHue
[MOMHUMTE, YTO NPU OTKITHOYEHMM ITOK ONLUUN BO3MOXHbI MPOBNeMbl C fie4eHMEM
CUCTEM, MHPULMPOBAHHLIX onpeaeneHHbIMU Bugamu speaoHocHoro 0.

MpumeyaHne

Ecnu ata onuusa BknNtoYeHa, TO UBMEHEHNS B KOH(Urypauum, a Takke B
3afiaHusX Ha NPoOBEPKY N OBHOBMEHME BO3MOXHbI TOSTbKO Yepes NHTepdenc
nosib3oBaTens.

MpumeyaHue
3awmTa dannos u 3anucen peectpa HegoctynHa B Windows XP 64 Bit !

9.8.5 WMI
[Moddepixka Ons uHcmpymeHmapus yrpasneHust Windows (WMI)

NHcTpymeHTapui ynpasneHus Windows siBnsieTca ocHOBOMonaraLen TeXHonornen
ynpasneHus Windows, koTopasi MO3BOMSET C NOMOLLbIO i3bIKOB CKPUMTOB U
NpPorpaMmMmpoBaHus NyTeM YTEHUS U 3anMcyn BO3A4EeNCTBOBATL JIOKaNbHO M yAaneHHo Ha
HacTporkn Windows. Baw npogykt Avira nogaepxusaet WMI n npegoctaBnseT B
NUHTepdence pasnuyHble JaHHble (MHGOopMauus o ctaTtyce, CTaTUCTUYECKUE JaHHble,
OTYeTbI, 3ansiaHMpOBaHHbIE 3adaHnsa u T. A4.), cobbiTna . C nomowbio WMI MoxxHO
BbI3blBaTb ONepaTuBHbIE AaHHbIE NPOrpamMmsil.

Aktumnposatb WMI-noaaepxky

Ecnu aTa pyHKUMA BKNOYEHa, Bbl MOXeETe Bbl3BaTb OnepaTuBHble AaHHbIe
nporpaMmmbl Yepes WMI.

9.8.6 CobbiTnA

OepaHuyumse pasmep baHka cobbimuli
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YcTaHOBUTL MakCcuMMarnbHbIN pa3Mep He 6onee n 3anucen

Ecnun aTta pyHKUMS BKNHOYEHA, MOXHO OFPaHNYUTb MakCUManbHOe KONM4eCcTBO
3anucen B 6aHke cobbITUIA onpegeneHHbIM YNCOM, AONYCTMMbI cneayowme
3Ha4veHus: ot 100 go 10 000 3anucen. Ecnu konuyecTBO 3anucen NpeBbICUT
yKasaHHoOe, caMble cTapble 3anucu ByayT yaaneHsbl.

YaanaTtb Bce 3anucu o coobITUAX Yepes n AHEN (OeHb)

Ecnu aTta pyHKums BkntodeHa, cobbiTns ByayT yaanatecs n3 6aHka cobbiTum Yyepes
ornpeneneHHoe KoMyecTBo AHeW; AoNYyCTUMbI creaytowme 3Hadenus: ot 1 go 90. Mo
YMOM4YaHu1Io 3Ta onuma BKoYeHa co 3HadveHuem 30 gHewn.

Be3 orpaHnyeHnn

Mpw BKIOYEHUM 3TOM ONUUK pa3mep BaHKa JaHHbIX COObITUI HE orpaHnyeH. OgHako
B MHTepdence nporpamm B pasgene CobbiTna otobpaxaetcsa He 6onee 20 000
3anucen.

9.8.7 OTtuerTsl

OapaHuquue om4yemos

OrpaHM‘-II/ITb KoJqinyectBO 4O N LWIT.

Ecnu ata onuus BKAOYEHA, MOXHO OrpaHUYNTbL MakCMMarbHOE KONIMYECTBO OTYETOB,

onpeneneHHbIM YUCnoMm; gonyctumel cnegyrowme saHadyeHns: ot 1 go 300. Ecnn

KOSNIMYEeCTBO OTYETOB NPEBLICUT YKaszaHHOE, CaMble CTapble OTYeTbl ByayT yaaneHsbl.
Ypanatb Bce oTYeThl CTaplue Yyepes n gHeun

Ecnun ata pyHKUMs BkNtoYeHa, oTyeTbl OyayT aBTOMaTMYeCcKn yaansTbecsa Yepes
onpegeneHHoe KoNnM4ecTBo AHEW; A0NYCTUMbI crneayowme 3HaveHus: ot 1 go 90
AHen. o ymonyaHuio aTa onuums BKItoYeHa co 3HadeHuem 30 gHewn.

Be3 orpaHunyeHnn

Ecnu ata onuus BKMAOYEHA, KONNYECTBO OTYETOB HE OorpaHn4eHo.

9.8.8 lManknu
BpemeHHbIt rnyms

MUcnonb3oBaTb CUCTEMHbIE HACTPOMUKU

Ecnn aTa (byHKLl,I/IFI BKIOYeHa, and p360TbI C BpeMEHHbIMU cbaﬁnamm MCNOJIb3YHTCA
HaCTpOIZKI/I CUCTEMBbI.

NMpumeyaHue
Y3HaTb, rge Balla cuctema CoxpaHsieT BpeMEHHble doansibl, MOXHO Ha Npumepe
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von Windows XP: lNMyck > HacTtpouku > MaHenb ynpasneHusa > Cucrema >
Bknagka "[dononHutenbHO" > kHorka "lMepeMeHHble OKpyXeHusa". 3aechb
npvBeaeHbl COOTBETCTBYHOLLNE 3HAYEHUS AN151 BPEMEHHbIX NEPEMEHHbIX (TEMP,
TMP) 4N 3aperncTpupoBaHHOIO B AaHHbIA MOMEHT MONb30BaTENS, a TakKe
ANS1 CUCTEMHBIX NePEMEHHBbIX (TEMP, TMP).

Ucnonb3oBaTb crnepyowyro nanky
Ecnu aTta onums BknoveHa, UCNONb3yeTcAa NyTb, YKa3aHHbIA B Norne BBoAA.
NMone BBoAa

B aTOM none BBoAa HyXXHO yKka3aTb MyTb K Marike, B KOTOPOW CUCTEMA JOIKHa
XpaHUTb BPEMEHHbIe dhansibl.

]

HaxaTtnem Ha KHOMKy OTKpbIBAETCA OKHO, B KOTOPOM MOXHO BblOpaTb HY>XHbIA MyTb
ANsl BDEMEHHbIX (bannos.

Mo ymonyaHuto

HaxaTtnem Ha 3TY KHOIMKY BOCCTaHaBJIMBaETCA npeayCcrtaHoOBI1€HHaA narka gns
BpPEMEHHOro nyTu.

9.8.9 AKyCTMUECKUW CUTHaN npegynpexpeHuns

Mpn obHapyxeHun Bupyca unm spegoHocHoro MO ¢ nomowso Moayns System Scanner
unu Real-Time Scanner B MIHTEPAKTUBHOM pexume pasfgaeTcs npegynpexxaatowmnm
curHan. Y Bac eCTb BO3MOXHOCTb OTKMOUYUTb UMW BKAKOYUTDL NpeaynpexaatoLnin curHarn,
a Takke BblOpaTb B Ka4yecTBe npeaynpexaatoLlero curdana gpyron Wave-cawn.

MpumeyaHue

Pexunm gencteun mogyna System Scanner 3agaeTtcs B HAaCTpoKrKax
cnegyowmnm obpasom: besonacHocTb MK > System Scanner > Nouck >
[encteue npn obHapyxeHnn. Pexum gencreui Real-Time Scanner 3agaeTcs B
HacTpownkax cnegyowmnm obpasom: besonacHocTs K > Real-Time Scanner >
Mownck > [denctaume npm obHapyXeHuu.

Bbe3 npeaynpexaeHus
Mpn BKNOYEHNN 3TOM ONLMKN aKyCTUYECKUI CUrHaN He nogaeTcs Npu obHapy>XeHun
BMpyca ¢ nomoLbio System Scanner nnun Real-Time Scanner.
BocnpounsBoauTtb Yepe3 rpOMKOroBopuTesib KOMMbIOTEpa (TONbLKO Npwu
MHTEePaKTUBHOM pexume)

[Mpw BKOYEHUM 3TOM ONUMM NOLAETCH aKyCTUYECKUA CUMHAnN CO CTaHA4APTHbIM
3BYKOBbLIM NpeaynpexgeHmem npun obHapy>xeHun Bupyca ¢ NoMoLLblo Mogynsa System
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Scanner unu Real-Time Scanner. [Npeaynpexaatowmni curHan BoCnpon3sBoanTcs
BHYTPEHHMM rPOMKOroBOpUTENEM KOMMbIOTEPA.

Ucnonb3oBaTtb cneayrowmn Wave-cdann (ToNbKO NpU MHTEPaKTUBHOM peXxume)

Mpu BKNIOYEHMM 3TOW ONuUMK Npu 0BHapyXeHun Bupyca moaynem System Scanner
unu Real-Time Scanner BblgaeTcs akyCTUYECKNIA CUrHAM C MOMOLLbIO BbIOpaHHOro
Wave-ganna. BeibpaHHbin Wave-gann Bocnpon3sBogmTca Yepes NOAKNHYEHHbIN
BHELLHUA TPOMKOrOBOPUTESb.

Wave-dann

B aTom none BBoAa MOXHO yka3aTb UMsi BbIOpaHHOro Bamu ayano-ganna ans
BOCNpounsBeaeHus U NyTb K HeMy. CTaHAapTHbLIN Npeaynpexaatowmmn curHan
nporpaMmmbl 3afiaH o yMOM4aHuio.

L]

HaxxaTnem Ha KHOMKy OTKpPbIBAETCSA OKHO, B KOTOPOM Bbl MOXXETE C MOMOLLbIO
lMpoBogHuka BbIbpaTb Tpebyembin dann.

TecT

OTa KHOoMKa npegHasHayeHa ans TecTtoBoro 3anycka BbibpaHHoro Wave-ganna.

9.8.10 lNpepynpexaeHuns

Mpn HacTynneHun onpeaeneHHbIX cCobbITMI Baw NpoaykT Avira co3gaeT yBeAOMIIEHNS Ha
paboyem cTorne, Tak HasblBaeMble BCMNSbIBalOLWME OKHA, YTOObI NporHGOpMMpOBaThL Bac
00 yrpose, a Takke 06 ycrneLwHO BbINOSTHEHHbIX UM HE YAABLUMXCSA NporpaMmmax,
HanpumMep, O BbiNoNHeHUN obHoBNeHWs. B pasgene MNMpeaynpexaeHUs Bbl MOXeETe
BKIMIOYNTb NN OTKITOYUTL YBEAOMIEHNE NPU HACTYNNeHUn onpeaernieHHbIX COObITUN.

[nsa ysegomneHuii Ha paboyem CTone eCTb BO3MOXHOCTb OTKIIOYNTL YBEAOMSEHNE
HenocpeaCcTBEHHO BO BCMIIbIBAOLLEM OKHE. Bbl MOXeTe OTMEHUTb OTKNOYEHME
yBegomneHun B pasgene MNMpeaynpexaneHus.

O6HosneHue

MpepynpexpaTtb, ecnu nocneaHee oobHoBNeHMe 6bINO 6onee n gHsA(en) Ha3an

B 3TOM none MOXHO yka3aTb MakCMMaribHOE KONIMYECTBO OHEN, KOTOPOE MOXET
NPOMTN C MOMeHTa nocrneaHero obHoBNeHNsi. Ecnn aToT cpok NpeBbilleH, B Moayre
Control Center B pasgene Ctatyc otobpaxkaeTcs KpacHbI 3Ha4OK Ans cTaTyca
0OHOBMNEHNN.

MokasbiBaTb npeaynpexapeHvwe, ecrnin yctapen (paﬁn BUPYCHbIX CUTHATyp

Ecnu ata dyHKLmMA BKNOYEHa, Bbl NoNy4MTe npeaynpexaatrLlee coobleHne, korga
dann BupycHbIx curHatyp yctapeet. C nomoLubio onuuu "lMpeaynpexpaTb, ecnu
nocrnegHee obHoBrneHue 6b1n1o 6onee n gHA(en) Ha3an" MOXXHO CKOHUTYpPUpPOBaTh
BPEMEHHOW MHTEpPBAN Mexay npeaynpexaatLwmMmm coobLeHnaMI.
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[NpedynpexdeHusi / ykasaHUs 8 criedyrouwux cumyayusix

Ucnonb3yeTca Dial-up coeauHeHue

Ecnu aTta (pyHKUMS akTUBMpPOBaHa, yBeJOMIEHWs B BUAE BCMNIbIBAKOLLMX OKOH ByayT
npegynpexaaTtb Bac, 0 TOM, YTO NporpamMma A03BOHA Ha BalLeM KoMMnbloTepe
yCTaHaBnMBaeT CEeNeKTOPHYI0 CBA3b No TenedoHHon cetu nnu cetn ISDN.
CyLiecTByeT onacHOCTb TOro, YTO NporpaMma J03BOHa npeacTtaBnsaeT cobown
HEeN3BEeCTHYIO U BPeZOHOCHYIO NporpaMmMy, KOTopas ycTaHaBnnBaeT nnaTHoe
coeguHeHune. (Cm. Kateropum yrpos: lNporpamma go3BOHa Ha NnaTHbIE HOMepa)

®dannbl 661NM ycnewHo 06HOBMEHDI
Ecnu ata onumsa BknoyeHa, Bbl nonyvaeTe yBeJOMIeHNe B BUAE BCMIbIBAOLLEro OKHa
B Cny4ae yCneLHoro 3aBepLueHns obHoBneHus n obHoBnNeHns annos.

He yaanocb BbINONMHUTL OGHOBNEHWe

Ecnu aTta onuwns BknioveHa, Bbl Nonyvyaete yBeAOMIIEHME B BUAE BCMNIbIBAKOLErO
OKHa, ecriv 0GHOBIEHNEe He COCTOANOCh: He yaanocb yCTaHOBUTL COeAMHEHNE C
cepBepoM 3arpysku UM ycTtaHoBUTb (pansbl OOHOBIEHMS.

O6HoBRNeHue He TpebyeTcA

Ecnu ata onuus BknoveHa, Bbl nosiyqaete yBeagomrneHme B Buae BCriJjibiBaroLero
OKHa, Korga obHoBreHne 6b110 3anyuweHo, 0OHaKo yCTaHOBKa (*.)3I7IJ'IOB He
I'IOTpe6OBaJ'IaCb, TakK KakK Balla nporpaMmma nMmeeTtT camMmyro COBpeMeHHYH BEPCUIO.
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10. Traylcon

3Hauvok B Tpee oTobpaxkaeT cocTtosiHue cnyx6 Real-Time Protection .

MukTorpamma | Onucaxme

(.| Avira Real-Time Protection
paboTaeT

B3 Avira Real-Time Protection
[eaKTMBMPOBaH

|1YH KTbl KOHTEKCTHOro MeéHIo

« AxtuBupoBaTb Real-Time Protection: aktuBmpyeT unu geaktusupyet mogyns Avira
Real-Time Protection.

« AkTmMBupoBaTtb Mail Protection: aktusnpyet nnu geaktnsmpyet moayne Avira Malil
Protection.

o AxtuBMpoBaTb Web Protection: aktusupyet unu geaktnsmpyet moaynb Avira Web
Protection.

= AkTMBMpoBaTb 6paHamayap Windows: akTuBmpyeT unn geaktmsupyet
O6paHgmayap Windows (3Ta oyHKUMA OOCTYNHa Tomnbko, Ha4YnHasa ¢ Windows 8).

« 3anyctutb Avira Internet Security Suite: OTkpbiBaeT LleHTp ynpasneHus.
« HacTtpouka Avira Internet Security Suite : oTKkpbIBaeT HacTpouky.

e Mowu coobuweHusn: OTkpbIBaeT CNUCOK C NOCNeAHNMM COOBLLEHNSMIN NO BaLUEN
nporpamme Avira.

e Mowu HacTponkn kommyHukauum: OTkpbiBaeT LieHTp coobLueHnin o npoaykre
o 3anyctutb o6HoBneHue: 3anyckaet OGHOBMEHNE.
o CnpaBka: OTKpbIBaeT CpaBOYHYIO OHSTANH-CUCTEMY.

e AviraInternet Security Suite:
OTkpbIBaeT AmManoroBoe OKHO C MHopmaumen o Bawwen nporpamme Avira:
MHopMaUnsa 0 NPOLYKTE, HOMEP BEPCUN, STIULIEH3NS.

e Avira B UHTepHeTe:
OTkpbiBaeT Beb-noptan Avira B IHTepHeTe. [Ina aToro Heo6xoamMmo nmeTb AOCTYN K
NHTepHeTy.
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11. YBegomMneHus o npoaykKre

11.1.1 LeHTp paccbinkm coobLLeHnin 0 NpoayKTe

Mpu BbIGOPE NyHKTa Mou NnapameTpbl CBA3M B KOHTEKCTHOM MEHIO 3Ha4yka Avira B Tpee
unu cumeona Kondmrypauumsa Bo BcnnbiBatoLiem meHio Mou cooblieHusa oyaet
BbIMOSHEH nepexon B LeHmp pacchiniku coobuweHul o npodyKkme Ha Hallem canTe.

¥ Bbl MOXeTe ynpaBnsiTb COOOLWEeHnAMM 0 NpoaykTe ¢ nomoLbio kHonok BKI./BbIKI.

P 3ateM HaxxmuTe kHonky O6HOBUTL Npodunb, YToObI CO34aTb COOCTBEHHbIN
NpPoduNb ONOBELLEHUN.

=+ Bbl nonyynTe coobLieHne 0 TOM, YTO Npousib ONoBeLLEHUIN Obin ycrnewwHo
ODOHOBIEH.

CBS)XMTECb C HAMW B PEXUME OHIaWH, Ha)kaB COOTBETCTBYHOLLYYIO CCbISIKY.

11.1.2 Tekywme coobLLeHNs

BennbiBatowwee okHo Mou coobuweHusi ncnonb3yeTcs B KadecTBe MHTepdenca ceasun. B
HEM MOXHO MONYyYnTb MHAPOPMALMNIO O TEKYLLMX U3MEHEHUAX B 00NaCTU MHTEPHET-
©es3onacHoOCTU, HOBMHKax npoaykummn Avira (06HOBNEHUs, HOBbIE BEPCUN N MHAOPMaLUS O
NNUEH3nKn), a TaKkke CBeeHUs O BUpycax.

Ecnu coobLieHnn HeT, Bbl nonyunTe yBegomnenme Hoebix coobweHul Hem. HaxmuTe
OK, 4TOObI 3aKpbITb BCMbIBalOLEE OKHO.
Ecnu ecTb HOBble cOOBLLIEHNE, Bbl MOXETE BbINOMHUTL CrieayloLlee:
P HaxmuTe kHonky HanoMHUTbL no3xe, YToObl MpoYnTaTh HOBbIE COOBLLIEHUS MO3XKE.
P HaxmuTe kHoMky + ganee, 4TobObl NPOYNTaTb COOBLLEHNE NOMHOCTLIO.

~+ B 3aBMCMMOCTU OT Tuna coobLleHus], Bbl OyaeTe nepeHanpasreHbl Ha Hall canT
Unu nony4ynTe MHpopmaLmo B HOBOM OKHE.

P HaxmuTe KpecTuk X, YTOObl 3aKPbITb OTAENbHbIE COOOLLEHMS.

P Haxmute cumeon KoHdurypauma B BepxHei YacTu BCMbIBAKOLWErO OKHA, YTOObI
co3gaTb COOCTBEHHBIN NPOdUSib ONOBELLEHUN.
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12. FireWall

Avira Internet Security Suite no3BonsieT KOHTPONMPOBAaTL U perynupoBaTb BXo4sLME U
ncxoasuume NoTOKN AaHHbIX B COOTBETCTBUM C HacTporkamu Bawero komnbioTepa:

e Opangmayap Windows

HaunHas ¢ Windows 7, 6pangmayap Avira FireWall 6onble He cogepxuTtca B Avira
Internet Security Suite. BmecTo aToro 6pangmayapom 6paHamayap Windows MOXHO
ynpaBnATb € NOMOLLbO LleHTpa ynpaBneHust ceTsamu 1 o6LwmumM gOCTYMNOM.

12.1 6paHgmaysp Windows

HaunHas ¢ Windows 8, 6paHgmayap Avira FireWall 6onblwe He coaepxuTtca B Avira
Internet Security Suite. BmecTo atoro 6paHamayapom 6paHamayap Windows MOXHO
ynpaBnATb ¢ NoMoLLUblo LleHTpa ynpaeneHus cetamu n obwmum goctynom. CyuiectsyeT

HECKOJIbKO BO3MOXXHOCTEN HacTponkn 6pangmayap Windows:

AktnBaumsa 6paHamayap Windows B LleHTpe ynpaBneHus

Bpanamayap 6paHgmayap Windows MOXHO akTUBMPOBATb U LeaKkTUBUPOBaTb,
HaxxaB Ha kHonky BKJL./BbIKJI. onunn FireWall B pasgene CoctosiHue >

Be3onacHoCTb.

MpoBepka coctossiHua 6paHamayap Windows B LleHTpe ynpaBneHus

B pasgene BE3OMNACHOCTb > FireWall moxxHO npoBepuTb cocTosiHue BpaHamayap
Windows 1 BOCCTaHOBUTb PEKOMEHLYEMbIE HACTPONKN, HaXKaB Ha KHOMKY YCTPaHUTb

npobnemy.
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13. O6HoBNeHuA

13.1 O6HOBNEHUA

AP PeKTUBHOCTb aHTUBUPYCHOro MO HanpsaMyo 3aBUCUT OT akTyanbHOCTU COCTOSIHUS
nporpaMmmbl, ocobeHHo VDF-canna v asmxkka. [1ns BbinosiHeHUs OGHOBNEHUS MOay b
0OHOBMNEHNA BCTPOEH B nporpammy Avira. Mogynb 06HOBEHMSI OTBEYaAET 3a TO, YTOObI
nporpamma Avira Bcerga Haxoaunacb Ha CaMOM aKTyanbHOM YyPOBHE U Morna
obHapyxu1BaTb eXXeQHEBHO NOABNAOLIMECS BUPYCbl. OTOT MOAyb OB6HOBNSAET
cnegyrowme KOMNOHEHTbI:

o ®ann BUpYCHbIX cUrHaTyp:

VDF-thann cogepxmT wabnoHbl Bpe4OHOCHbIX KOAOB, MCNOSb3yeMbIX Avira npu
npoBepke Ha BUpychbl 1 BpegoHocHoe MO unn nevyeHnn dannos.

o [lownckoBbIn OBUXOK:

[MonckoBbIN ABUXOK Avira NPUMEHSET pasfiMyHble MeToabl OBHapy>KeHUst BUPYCOB U
BPEOOHOCHbIX NPOrpamMm.

e [lporpammHble channsl (O6HOBNEHWE NpoayKTa):

MakeTbl 06HOBIEHUN npoaykrta npenocTtaBriAaAloT B pacnopsaXeHue oTaesibHble
nporpamMmmMmHbl€ KOMIMOHEHTbI.

Mpwn BbINONHEHUN 06HOBRNEHNn VDF-dhaiin n NONCKOBLIN ABMXOK MPOBEPSIOTCS Ha
aKTyanbHOCTb 1 NpU HeobxoaumMocTn obHoBNATCA. Nocne o6HOBNEHUA NporpaMmmbl
MOXeT noTpeboBaTbCs nepesanyck KomnbioTepa. Ecnv obHoBnseTcs Tonbko ann VDF u
NOUCKOBbLIN ABWXOK, Nepes3arpyska He TpebyeTcs.

Ecnu nocne o6HoBneHusi npoaykTa Heobxoamma nepesarpyska, To Bbl MoXxeTe pelwnTb
camMoCTOsITENbHO, NPOAOMKaTe OBHOBNEHNE UK AoXaAaTbes, korga Bam 06 aTtom
HanoMmHsT noaxe. Ecnn Bbl pelumnu npogomkaTte 0GHOBNEHME, TO Bbl MOXeTe pelnTsb,
Korga AoMmKHa COCTOATLCS Nepesarpyska.

Ecnu Bbl xoTnte 06HOBUTL NPOAYKT MO3Xe, TO, HECMOTPS Ha 3TO, 0bHOoBNsIeTCH hann
BUPYCHbIX CUTHATYP U MOUCKOBbIN OBUXOK, HO HE NPOorpamMMHble oannbl.

Yka3aHue
O6HoBneHne npoaykTa He ByaeT 3aBepLleHo, Noka He COCTOUTCA
nepesarpyska.

Yka3aHue

[nsa obecneveHns 6ezonacHOCTM MoAyNb OGHOBNEHUSA NpoBepsieT, He Bbin nNn
nameHeH xoct-gparn Windows B BalLlem KOMMbOTEPE, HE N3MEHUIN NN
BpeAoHoCHble nporpammbl URL 06HOBNEHMSI U HE NnepeHanpaBnseT nu Moaysb
0BGHOBNEHNSA Ha HeXenaTenbHble CanTbl 3arpy3ku. Ecnum ocywecTBnannco
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MaHunynaumm ¢ xoct-pannom Windows, ato 6yaeT BugHo B doanne otyeTta
MoAaynsa 06HOBMEHWS.

OGHoBNEHME aBTOMATUYECKN BbINOSHAETCS Yepe3 peKoMeHA0BaHHbIA NPOMEXYTOK 2
yaca.

B ueHTpe ynpaBneHns B nNaHUPOBLUUKE MOXHO CO3[aBaTb AOMNOSHUTENbHbLIE 3a4a4n
0BHOBNEHUS, KOTOpble ByayT BbINONHATLCA MOAyNeM OOHOBNEHMS B 3afaHHble
NMPOMEXYTKN BPEMEHU. Y Bac eCTb BO3MOXHOCTb BPYYHYH 3anyCTUTb OOHOBEHUE:

e B ueHTpe ynpaBnenus: B meHio O6HOBReHue n Bknagke CoctosiHue
e C NOMOLLbIO KOHTEKCTHOIO MEHI0 3Ha4YKa B Tpee
Bbl 3arpyxaeTte o6HoBneHus n3 MIHTepHeT ¢ Beb-cepBepa paspaboTtymka. 1o ymonyaHumio

NCNosib3yeTCs CYLLEeCTBYHOLLEE ceTeBoe coenHeHne ¢ cepeepoM Avira. Bel MmoxeTe
N3MEHNTb 3TU HAaCTPOMKN B MeHto HacTponka > OB6HoBeHueE.

13.2 Mogynb obHOBNEHUSA

Mocne 3anycka 06HOBNEHMS OTKPLIBAETCSH OKHO MOAyNst OGHOBMNEHMS.

rE Cny#Ba oGHoBREHNA Ell = | 2

(L AVIRA  Avira Internet Security Suite

E Cnpaeka

Cratyc:  MHMWanmzawia Hosex Gainos. ..

Mpowno BpeMeH: 00:01 M MepegaHo: 2113 Kb
OCTanocs BPeEMeHH: 00:00 MMH Ocranocs: 0 K&
CKOPOCTH: 5441, 3 kbuT/c
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Yka3aHue
B 3agaHnax oGHOBRNEHNS, KOTOPbIE Bbl yCTaHaBNMBAETE B MIIAHUPOBLLNKE,

ObHoBMeHUA

MO>XHO HAaCTpOUTb Pexnum OT06pa)KeHVI$I Ansi OKkHa OOHOBMEHUS: OOCTYIMNHO TpU

pexvma - HeBUAUMbIN, MUHUMU3UPOBAHHbIN UM MaKCUMarnbHbIN.

Yka3aHue

Ecnu Bbl paboTaeTte ¢ nporpamMmmon B NOSIHO3KPAHHOM pexnme (Hanpumep,
KOMMbIOTEPHbIE UIPbI), a PEXMM 0TODpPaKeHNa OKHa NporpaMmsb! -
MaKkcMMarnbHbI UM MUHUMN3UPOBAHHBIN, MPOUCXOAUT KpaTKOBPEMEHHOE
nepekntoyeHne Ha paboynin cton. [1ns npegoTBpalleHnst 3TOro Bbl MOXeTe

3anycTuTb Nporpammy 0OGHOBMNEHUSI B CKPbITOM pexume. B aToM pexnme Bbl He

nonyynTe yBe4oOMIEeHNsi OT NporpamMmmbl OGHOBMNEHMS.

CocmosiHue: MNokasblBaeT TEKYLLMIA CTaTyC OOHOBMEHUS.

lNpowro epemeHu: Bpemsi, NnpolueaLiee ¢ MOMeEHTa 3anycka npoueaypbl 0GHOBNEHUSI.

Ocmanock spemeHu: Bpemsi, Tpebyemoe ons 3aBepLueHns npouenypbl OGHOBNEHUS.

Ckopocmb: CKOPOCTb, C KOTOPOW 3arpyatTcs dpansbl OGHOBNEHUS.

[Nepedaya: 3arpyxeHHbl 06bem B banTax.

Ocmanock: O6bem B GarTax, KOTOPbIN eLe OOMKEH ObiTb 3arpyXeH.

KHonKku n ccbinkm

KHonka/ccblinka

Onucanve

ﬂ Cnpaeka

OTa KHOMKa Unm ccbifika OTKpbIBaeT
CTpaHULYy CNpPaBOYHOWN OHSTANH-CUCTEMBI.

YMeHbwntb | OKHO NporpaMmmbl OGHOBMEHMI
oToGpa)kaeTcsi B yMEHbLLUEHHOM BUAE.

YBenuuntb | OkHO nporpamMmmbl 06HOBMEHMI
oToGpakaeTcsi B NnepBOHa4arnbHOM
pasmepe.

MpepBaTtb Mpouenypa oGHOBNEHNS NpeKpaLlaeTcs.

lMporpamma 0OHOBNEHMIN 3aKPbIBAETCS.
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3aKpbITb Mpoueaypa o6HOBNEHNS 3aBepLUEHa.
OkHo 6yaeT 3aKpbITO.

Otyer OTobpaxaeTca chann oTyeTa NporpaMmmbl
oBGHOBNEHUN.

Avira Internet Security Suite - PykoBogcTtBo nonb3osatens (Cratyc: 29 Nov. 2013) 226



(X, AVIRA

14.

YcTpaHeHue npobnembl, pekoMmeHgaumm

OTa rmaea CoaepXXnT BaXKHY nHdpopmaumo 06 ycTpaHeHun npobrem n gpyrne coBeThl
Nno Mcnonb30BaHUIO Npoaykra Avira.

CcM. rnasy omoLLb B CMOXHBIX Criy4asnx
CM. rnaBy Apribiku

cM. rnaey LleHTp obecnevenna 6esonacHoctn Windows (Windows XP) nnu LieHTtp
nogaepxkn Windows (Windows 7)

14.1 MNMomoub B cnyuae BOSHUKHOBEHUSA Npobnem

3paechb Bbl HanaeTe MHOPMaLMo O NpUYMHaX BO3HUKHOBEHMS U cnocobax peLueHus
BO3MOXHbIX NpoGnem.

[MosiBnsieTcsa coobLieHne o6 owmnbke He ydaemcsi omkpbimb ¢hbalisl TUUEH3UU.

CoobueHune 06 owmnbke CoeduHeHue bbIno pa3opeaHo rpu 3azpyske ¢gpadna ...
NnosiBNsieTCA Npu NonbITKe 3anycTuTb OOHOBMEHME.

Bupychl 1 BpeAOHOCHbIE NporpaMMbl HEBO3MOXHO YAANUTbL UM NEPEMECTUTD.
3Ha4oK B Tpee cBMOETENbCTBYET 00 OTKMOYEHUN NPOrpamMmb.

KomnbloTep paboTaeT o4eHb MeasieHHO, Koraa st MPOU3BOXKY pe3epBHOE KONMpoBaHue
AaHHbIX.

Mon Firewall npu Bknto4eHnn cpasy xe BblgaeT coobuieHne o Avira Real-Time
Protection u Avira Mail Protection, kak Tonbko OHM BKMOYarTCH

Avira Mail Protection He paboTaer.

[Mucbmo, oTnpaeneHHoe vyepes3 TLS-coeamHeHne, 66110 3a610KMPOBAHO NPUMOXKEHNEM
Mail Protection.

Beb-yat He paboTaeT: coobLleHns YyaTta He oTobpakatoTcs.

MosaBnaerca coobweHmne 06 ounbke He ydaemca omkpbims ¢paiin nuyeHsuu.

MpuunnHa: pann sawmdposaH.

P [1ns akTMBaLMM NIMLEH3UN HE HY)XHO OTKPbIBaTb goaiis, 4OCTAaTOYHO COXPaHUTL Ero B
nporpaMmMHON ANPEKTOPUN.

Coo6weHue 06 oLunbke CoeduHeHue 6b1/10 pazopsaHo npu 3a2pyske ¢aiina ...
NoABNAETCA NPU NONbITKE 3anycTUTb o6HOBNEHMe.

MpnumHa: Bawe VHTepHeT-coeanHeHne HeakTUBHO. [109TOMY HEBO3MOXXHO YCTaHOBUTb
CBA3b C Beb-cepBepom.
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» lNpoBepbTe, paboTatoT nu apyrne NHTepHeT-cnyxobl, Hanpumep, WWW nnu
9NeKTpoHHasa no4vta. Ecnun oHn He paboTatoT, BOCCTAHOBUTE COEAMHEHME C
WHTepHeTOM.

MpuunHa: NMpokcu-cepsep HEQOCTYMNEH.

P lMpoBepbTe, HE UBMEHUIICA N NTOTVIH 411K BXOA4A Ha NPOKCU-CepBep, B criyyae
HEeoBX0OUMOCTM CKOPPEKTUPYNTE HACTPOMKM.

MpnumHa: Baw Firewall He nonHOCTLIO pa3peluaeT BbiNosHeHWe hanna update.exe.

P YGeouTechb B TOM, YTO BbINOMHEHUE channa update.exe NoNHOCTbI0 pa3peLleHo
Bawwmm Firewall.

B npoTuBHOM criyyae:

» [poBepbTe NapamMeTpbl B HAacTporkax B besonacHocTs MK > O6HoBneHue.
Bupycbl n BpefOHOCHbIE NPOrpaMmmbl HEBO3MOXKHO YAANIUTb U/IN NepeMecTUTb.

MpnumHa: ®ann 3arpyxkeH Windows n HaxoanTcs B akTUBHOM COCTOSIHUM.
¥ OGHoBUTE cBOW NpoaykT Avira.

P Ecnu Bbl cnonb3yeTe onepaunoHHyto cuctemy Windows XP, oTkntounte
BOCCTaHOBSIEHNE CUCTEMBI.

P 3anyctuTte KoMnbloTEp B 6E30MacHOM pexunmve.

P OTkpowiTe HacTpoWku npoaykTa Avira.

w

Bbibepute System Scanner > NMouck, aktusmpynte B none ®adnsi onunio Bee
dannbl n noaTBEpANTE M3MEHEHMS HaxxaTuem Ha OK.

3anycTnte nNpoBepKy BCEX NTIOKalbHbIX ANCKOB.
3anycTuTe KOMNbTEP B OOLIYHOM pEXNME.

I'IpOBepre cucremy B 06bI4YHOM pexunme.

e . . A

Ecnu gpyrne Bupychl unun BpeaoHOCHbIe NporpaMMbl He OGHapPYKeHbI, akTUBUPYITE
BOCCTaAHOBIIEHME CUCTEMbI, €CIIM OHO MMEETCS N AOMKHO UCMONb30BaTHLCS.

3HauoK B Tpee cBUAETeNbCTBYET 06 OTK/IIOUEeHUM NnporpaMmbl.

MpnumHa: npunoxeHne Avira Real-Time Protection oTkrtoueHo.

P LenkHute B LieHTpe ynpaBneHusi no nyHkTy CTaTyc n akTuBupyite B obnactm
GesonacHocmeb 1K Real-Time Protection.

- NnN-

P LenkHnTe NpaBoW KHOMKOWM MbILLM MO 3HAYKy B Tpee Ha naHenu 3agad. OTkpoeTcs
KOHTEKCTHoe MeHto. LLlenkHuTe no kHorke AktuBupoBaTb Real-Time Protection.

MpunumHa: npunoxeHne Avira Real-Time Protection 6noknpyetca Firewall.
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P YcraHoBuTe B HacTpoikax Bawero Firewall obuiee paspeleHne ansa Avira Real-
Time Protection. NpunoxeHune Avira Real-Time Protection paboTtaeTt Tonbko ¢
agpecom 127.0.0.1 (local host). CoegmHeHne ¢ IHTepHETOM He yCTaHaBIMBAETCA.
To xe BepHO gn4a Avira Mail Protection.

B npoTUBHOM Clly4ae:

P TNpoBepbTe cnocob 3anycka cnyxbbl Avira Real-Time Protection. Mpw
HeoBX0aUMOCTM BKITKOUUTE 3TY CNyX0y: Bbibepute Ha naHenu 3agad Myck >
Hactpowku > NaHenb ynpaBneHusi. OTKpOMUTE OKHO HaCTPOEK ABONHLIM LLENYKOM
no kHonke Cnyx6bl (B Windows XP npunoxeHune HaxoauTcs B NOSANPEKTOPUN
AdmuHucmpupoesaHue). Hangnte 3anncek Avira Real-Time Protection. [Ina cnocoba
3anycka BblbepuTte asrTomaTmuecky, A8 cTatyca sanymeH. [1pn HEO6XO0ANMOCTH
3anycTuTe NpUoXeHue BPYYHyI0, BblbpaB COOTBETCTBYHOLLYHO CTPOKY U HaXaB
knasuwy Myck. Ecnu Bo3HukaeT coobuieHne 06 owmnbke, NnpoBepbTe CNUCOK
cobbITni.

KomnbloTep paboTaet oueHb MeaieHHO, KOraa st NPOM3BOXKY pe3epBHOE KONUpoBaHue
AaHHbIX.

MpuunHa: Avira Real-Time Protection npoBepsieT BO BpeMsi npouecca pe3epBHOro
KonmnpoBaHusa Bce doanrbl, C KOTOpbIMU paboTaeT cnyxba pe3epBHOro KONMPOBaHUS.

» BuiGepuTte B nyHkTe HacTpoikm Real-Time Protection > Mouck > UcknioveHus un
yKaXute MMmsi npoLiecca nporpamMmmbl pe3epBHOIO KOMUPOBAHUS.

Moi1 Firewall npu BknroueHum cpasy ke Bbigaet coobuienme o Avira Real-Time
Protection u Avira Mail Protection, Kak TONbKO OHU BK/1IOUAIOTCA.

MpunumHa: Cesasb ¢ Avira Real-Time Protection n Avira Mail Protection ocywectensietcs
yepes npotokon TCP/IP. bpangmayap oTcnexuBaeT BCe COeANHEHNS, MPON3BOasALLNECS
no 3TOMy NPOTOKOSTY.

P YcrtaHoBuMTe B HacTpoWkax Bawero Firewall obuee paspelieHme ansa Avira Real-
Time Protection n Avira Mail Protection. NpunoxeHune Avira Real-Time Protection
paboTtaeT Tonbko ¢ agpecom 127.0.0.1 (local host). CoeanHeHnune ¢ IHTepHETOM He
ycTaHaBnueaeTtcs. To e BepHo ansa Avira Mail Protection.

Avira Mail Protection He pa6oraerT.

v MpoeepbTe pabotocnocobHocTb Avira Mail Protection no cneaytowmym nyHkrTam,
ecnu Bo3HuKatoT npobnemsbl ¢ Avira Mail Protection.

MyHKTbI NpoBepkKn

v" [poBepbTe, CBA3LIBAETCSA N NOYTOBLIN KNMEHT ¢ cepBepoM Yepes Kerberos, APOP
nnn RPA. BT meToapbl ayTeHTUMKaLMKM B HACTOSILLIEE BPEMS HE NOAOEPXKMBAKOTCS.

v" [poBepbTe, UCMONb3yeT M Ball NOYTOBbIN KNeHT SSL (Takke 4acTo HasbiBaeTcs
TLS - Transport Layer Security) Ha cepsepe. Avira Mail Protection He nogaepxvBaeT
SSL n noatomy 3asepliaeT paboTy 3awmdpoBaHHbIX coegmHeHmnn SSL. Ecnv Bbl
XOTUTE MCNONb30BaTh 3alMdpoBaHHbIe coeanHeHns SSL 6e3 3awmTbl Avira Mail
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Protection, Bam cnegyeT ncnonb3oBaTb APYron, He KOHTponmpyembin Avira Mail
Protection, nopt ansa coeamHeHus. KoHTponupyemble mogyrnem Mail Protection
NnopTbl MOXHO U3MeHUTb B HacTponkax Avira Mail Protection > NMowuck.

v' BkniodeHa nu cnyxx6a Avira Mail Protection? MNMpu Heo6XoaMMOCTU BKIIOUUTE OTY
cnyx6y: BbibepuTe Ha naHenu 3agad Myck > Hactpouka > MNaHenb ynpaBneHus.
OTKponTE OKHO HAaCTPOEeK ABOMHbLIM LLIENYKOM Nno kHonke Cnyxo6bl (B Windows XP
NpUNoXeHne HaxoouTca B nogaupekropum AOMuHucmpuposaHue). Hangnte 3anvch
Avira Mail Protection. [1na cnocoba 3anycka Bblibepute asromarTmuecky, ANg
cTaTyca zanyueH. [1py He06X0AMMOCTM 3anyCTUTE NPUNOXEHWE BPYYHYIO, BbiOpaB
COOTBETCTBYIOLLYIO CTPOKY M HaxaB knasuwwy Myck. Ecnv Bo3HukaeT cooblieHne o6
owmnbke, npoBepbTe CrUCOK cobbimutl. Ecnn He yganocb ncnpaBuTb NOMOXEHME,
Heob6XxoaMMO MOSTHOCTLIO yaanuTb NpoaykT Avira yepes lNMyck > Hactpouka >
MaHenb ynpaBneHus > [porpammel, nepesarpy3mTb KOMMbIOTEP U BHOBb
YyCTaHOBUTb NPoAyKT Avira.

Obuwee

P BawwmdppoBaHHble ¢ nomoubio SSL (Secure Sockets Layer) POP3 coegmHeHus
(yacTo HasbiBaeMble Takke TLS (Transport Layer Security)) He moryT 6bITb
3awmueHbl 1 6yayT UrHopmpoBaTbCs.

P AyTeHTudmKaumns Ha NOYTOBOM CEPBEPE BO3MOXKHA TOSTbKO C NMOMOLLIbIO Naporsi.
"Kerberos" n "RPA" B HacTosiLLee BpeMA He NOALEPKMBAOTCS.

¥ Baw npogykt Avira He npoBepseT npu oTnNpaBke NMcbMa Ha BUPYCbl N BPEAOHOCHbIE
nporpaMmmsil.

MpumeyaHue

Mbl pekomeHayem Bam perynsapHo npon3BoauTb 0OHOBEHWE NPOLYKTOB
Microsoft gnga Toro, 4Tobbl 3aKpbITb BO3MOXHbIE DpeLUn B cucteme
©e3onacHoCTW.

DneKTpoOHHOE NUCbMO, OTNpaBneHHoe uepes TLS-coeguHeHmne, 6b1n10 3a6n10kMpoBaHo
npuno)xeHuem Mail Protection.

MpuumHa: Transport Layer Security (TLS: 3awmdpoBaHHbIA NPOTOKOM Nepefayn aHHbIX B
MHTepHeTe) B HacTosiLLee BpeMsi HE noaaepxmBaeTtcsa npunoxennem Mail Protection. Y
BaC €CTb HECKOSIbKO BO3MOXHOCTEN OTNPAaBUTb ANEKTPOHHOE NMUCbMO:

¥ Wcnonb3yite apyrow nopT, Yem ucnonb3yembli SMTP nopt 25. Tak Bbl CMOXeTe
n3bexartb nposepkn mogynem Mail Protection.

P OTKaxuTecb OT 3akoaupoBaHHoro TLS-coeamHeHus 1 oTkNoYMTe noaaepxky TLS B
CBOEM MOYTOBOM KIIMEHTE.

P OTkntounTe (BpEMEHHO) MPOBEPKY UCXOAALMNX Nucem ¢ nomolubio Mail Protection B
HacTpounkax Mail Protection > Nouck.
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Be6-uaT He paboTaeT: coobLieHus uata He oTo6parkarorca.

OTOT (hEHOMEH MOXET BO3HMKaTb B YaTax, paboTtatowmx no HTTP-npoTokony c 'transfer-
encoding: chunked’.

MpununHa: Web Protection nposepsieT oTrnpasneHHble AaHHbIE HA BUPYChI U
HexxenaTernbHble NporpaMmmMbl 40 TOrO, Kak oHM ByayT 3arpyxeHbl Be6-6paysepom. B
npouecce nepeaayvm aaHHbix ¢ 'transfer-encoding= chunked' Web Protection He moxeT
onpenenuTb AnMHy coobLeHnn nnm o6bem OaHHbIX.

P B HacTtpowikax BBeauTe URL BeO-4aTa B ka4ecTBe UCKoYeHnst (CM. HacTpowiku: \Web
Protection > Mownck > VcknoveHus).

14.2 Topsaune KknaBuLUN

Fopﬂqme KnaBuny No3BOJIAOT 6bICTpO nepemMellaTbCa B nporpamMmme, Bbi3biBaTb
oTAellbHblE MOOYITN U BbINOJTHATb DEeNCTBUS.

Hwxe npunBoONTCA CMUCOK OAOCTYMNHbIX rOPAYNX KriaBuLL. I'Io,u,po6Hy+o I/IH(bOpMaLlVII-O (0}

PYHKUMSIX M UX OOCTYMHOCTW HanaeTe B COOTBETCTBYHOLLMX pa3aenax CrpaBo4YHOM
CUCTEMBI.

14.2.1 B pnanoroBbIX Nonax

"opsaumre knaeuwn Onucanue

Ctrl + Tab HaBuraumsa B LeHTpe ynpaBneHus
Ctrl + Page Down [Mepexoa Kk crneayowemy pasgeny.
Ctrl +Shift + Tab HaBuraumsa B LeHTpe ynpaBneHus
Ctrl + Page Down Mepexopn k npegblaywemy pasgeny.
—T—] HaBurauwsi no Bknagkam HacTpoek

CHavarna ycTaHOB/TE KypCcop MbilUy Ha pa3aen HacTPOoeK.

MepekntoveHne mexay onumsamMm B BblAeNEHHOM BbinagatroLem
crnmncke N B 0O4HOW rpynne onuummn.

Tab [Mepexoa K criegytowen onumm / rpynne onumn.
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Shift + Tab [Mepexoa k npeablayLwen onunm / rpynne onummn.

MpoGen BkritoyeHue / BbIKITOMEHME KHOMKU-(hNaxka, ecriv akTMBHas
onumus npeacrtaBnseT cobom KHOMKY-gna)xok.

Alt + 6ykBa C Bbi6op onumn nnu BeINONIHEHWE KOMaHAPbI.
nogyepknBaHnem

Alt + | OTKpbITb BbIOPaHHbIN pacKpbIBaKOLLMACS CMIUCOK.
F4

Esc 3aKpbITb BbIOpPaHHbLIN pacKpbIBaKOLLMACS CMUCOK.

I'IpepBaTb BbIMOJIHEHNE KOMaHObl N 3aKpPbITb ANAJ10OroBO€ OKHO.

Enter BbinonHeHne KoMaHabl aKTUBHOW OMUNN U KHOTMKMW.

14.2.2 B cnpaBke

"opsume knasuwn OnucaHwne
Alt + Npob6en OT1obpaxxeHne CUCTEMHOIO MEHHO.
Alt + Tab [MepekntodeHne mexay OKHOM CrnpaBku U ApYyrMMu

OTKPbITbIMWN OKHaMMW.

Alt + F4 3aKpbITb OKHO CMpPaBKMU.

Shift + F10 OT1obpakeHne KOHTEKCTHOrO MEHIO CrpaBKu.

Ctrl + Tab [MepenTn K cnegyowemy pasgeny B HaBUrayMOHHOM OKHe.
Ctrl + Shift + Tab [MepenTtn K NpeablgyLiemMy pasgeny B HaBUralMOHHOM OKHe.
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Page up Mepexoa K TeMe, pacnofnoXeHHOW Bbille TEKYLLEN B
OrnaBfeHnn, UHOEKCE UM CNUCKe pe3ynbTaToB MoncKa.

Page down Mepexoa k TeMe, pacnonoXXeHHOW B CoAep>KaHNN, NHOEKCe
NN crnucke pesynbTaToB MOMCKa HUXKE TEKYLLEN.

Page up MponucTbiBaHNe CTpaHUL, BHYTPU TEMBI.

Page down

14.2.3 B LeHTpe ynpaBneHus

OobLee

"opsaumre knaeuwn Onucanue

F1 Bbizos CnpaBku

Alt + F4 3akpbITb LleHTp
yrnpaBneHuns

F5 OOHOBUTbL BUA

F8 OTKprTvb MEHI0
HaCTPOWKM

F9 3anyck obHoBMNEHNSA

Pasgen System Scanner

opgaune OnucaHue

KnasuLin

F2 lMepenmeHoBaHue BbIGpaHHOro npocung

F3 3anyck npoBepkn ¢ BblIbpaHHbIM npocunem

F4 CosgaHwue apnblka Ha pabovem cTone aAnga BbibpaHHOro npoduns
Ins CosgaTtb HOBbIV NPOdUIb
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Del

YpaaneHue BbIGpaHHOro npoduns

Pasgen KapaHTuH

Mopsaune | OnucaHne

KrnaBuLUn

F2 lMoBTOpHasa npoBepka 06bekTa
F3 BoccraHoBneHne obbekTa

F4 OTtnpaBka ob6bekTa

F6 BocctaHoBneHne obbekTa...
Enter Ceoncrtea

Ins [obGaeneHne anna

Del YpaneHvne obbekTa

Pasgen NnaHupoBLmMK

lopsune | OnucaHne

KIinasuLln

F2 N3meHeHne 3apaun

Enter CeoncTBa

Ins [lobaBneHne HoBOW 3aga4n
Del YpaneHue 3agaum

Paspnen OTyeTbl
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Mopsune | OnuncaHne

KnaBuLLM

F3 MokasaTb ghann otyeTa
F4 MevaTaTb Ghann otyeTa
Enter OTobpaxeHune oTyeTa
Del Yaoanutb oT4eT(bl)

Paspnen CobbiTusa

opsuue knasuwmn | OnucaHune

F3 JKcnopTmpoBaTb cobbiTne(s)
Enter MokasaTb cobbiTne
Del Ypanutb cobbiTne(s)

YcTpaHeHne npobnembl, pekoMeHaaLmm

14.3 LleHTp obecneueHuns 6esonacHoctn Windows

- oT Windows XP Service Pack 2 -

14.3.1 O6wme cBeaeHUs

LleHTp o6ecneveHuns 6esonacHoctn Windows npoBepsieT COCTOSIHME KOMMbIOTEPA C TOYKM
3pEeHUsI BaXKHENLLMX acnekToB 6e30nacHOCTH.

Ecnun o6HapyxuBaeTcs npobnema B OTHOLLEHUN OQHOIO M3 3TUX MYHKTOB (Hanp.,

yCTapeBLlas aHTUBUpPYCHas nporpamma), LleHTp obecnedeHns 6e3onacHoOCTM BbligaeT
COOTBETCTBYIOLLIEE NpeaynpexgeHe u gaet pekomeHgaumm no 6onee ka4ecTBeHHON
opraHusauun 3almTbl KOMNbIOTEPA.
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14.3.2 LeHTp obecneueHuns 6esonacHoctn Windows v Baw npoaykT Avira

AHTuBMpYcHoe MO / 3awmTa oT BpeAOHOCHbLIX NporpaMmm

Bbl moxxeTe nony4ntb oT LieHTpa obecneveHuns 6e3onacHoctn Windows cnegyoLyto
NMHopMaUUIo, KacaroLLytCs 3aLuTbl OT BUPYCOB:

e AHTMBUMpYCHbIX Nporpamm HE OBHAPYXEHO

e AHTMBMpYCHble 6a3bl YCTAPEJIA

o 3awwuTa ot Bupycos BKJTKOUEHA

o 3awwuTa ot Bupycos BbIKITKOUYEHA

e 3awwuTa ot Bupycos HE KOHTPOJIMPYETCHA

AHTUBUpPYCHbIX nporpamm HE OBHAPYXEHO

910 coobuleHmne BblgaeTcs LleHTpom obecneyeHnsa 6esonacHoctn Windows, ecnu Ha
KOMnbloTepe He GbiNo 06HapPYXEHO aHTUBMPYCHbLIX NPOrpamMM.

# 3awmTa ot BUpYC © HE HAﬁ,ﬂEHD A

AHTHEMPYCHOE NPOrpaMMHoe 0DeCneYeHe HE 0DOHAPYHEHD HA KOMOBHITEPE,. AHTHEMPYCHOE NpOrpaMiHoe
ofecneYeHHe NOMOraeT 3alWMTHTE KOMNBHITER OT NOBPEXASHHA BHEYCaMH M MPH APYIHE YIRosax
GesonacHoCTH, LWenkHMTE "PeKoMEHAauKMH” A0A NOMYYeHHA CAFCKE BEO3MOMHERS AERCTEMA, Fak
SHTHEHDYCHOS NDOrDaMMHoe abecneYeHHE NOMOraeT 3alHTHTE KOMOLHTEn?

MpHMEYaHHE: CMCTEMa Windows He oNpeAenAeT BCe GHTHEMPYCHBIE NPOrpPaMtel,

PekoMeEHAALHH, ..

MpumeyaHue
YcTraHoBuTe NnpoaykT Avira Ha KOMNbOTEpP, YTOObI 3aLLMTUTL €r0 OT BUPYCOB U
WHbIX BPEOOHOCHbIX Nporpamm!

AHTUBUpYCHbIe 6a3bl YCTAPEIIN
Ecnu BbI yxxe yctaHoBunn Windows XP Service Pack 2, a Tenepb ycTaHaBnusaete

npoaykt Avira unm xe yctaHasnmsaete Windows XP Service Pack 2 B cuctemy, B
KOTOPOW Yy)Xe yCTaHOBIEH NpoayKT Avira, 6yaeT BbligaHO cneayouiee coobLeHme:
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# 3awura oT BUPYCOB © CPOK UCTEK @ =

Mprnoxenme "Antivic Deskiop” morno voTapeTe. WenknuTe "PekomeHaaunH” 4nA NnomydeHHa CiMcka
BOZMOMHEN ASHCTEMA, Fak SHTHEMDYCHOE NDOrDSMMHOE ODECAEYEHHE NOMOr3EeT JSUHTHTE KOMOBHITEDT

MpHMEYaHKE! CMCTEMA Windows HE ONPEAENAET BCE AHTHEMPYCHEIE NPOrpatted.,

PekomMeHaauMH. ..

MpumeyaHune

UTto6bl LieHTp o6ecneveHuns 6esonacHoctn Windows cumtan npogykt Avira
aKTyanbHbIM, NOCMe YyCTaHOBKN NporpamMmbl HEO6X0AMMO NPOU3BECTU
obHoBneHne. O6HOBUTL CUCTEMY MOXHO C MOMOLBIO PYHKUMKM OBHOBrEHNE.

3awumTa ot Bupycos BKITIOYEHA

lMocne ycTtaHoBKM npoaykTa Avira n nocnegyowero o6HOBMEHNsI NporpamMmbl
oToGpaxaeTcs cneagytowiee ysegoOMIEHNE:

1/ 3awpra ot supycos © BK/IIOYEHO | 2

Antivir Desktop MMeEST NoCNeAHKOHD BEPCHID, M CKAHMPOBAHHE HA HANHYME EMPYCOE BENHOYEHD.
AHTHEMPYCHOE NPOrpaMMHOE 0DECNEYEHHME NOMOrSET 3alMTHTE KOMIBHTER OT NOEPEXAEHHA BHPYCAMH K

MPH APYIHX ¥TP03ax DE30NacHOCTH, KaK SHTHEMDYCHOE NDOrpaMMHOE 00 ECNEYeHHE NOMOraeT SAWLHTHTE
EOMOERITERY

Baw npogykt Avira o6HOBNeH Jo nocneaHen sepcun, moaysnb Avira Real-Time Protection
aKTUBEH.

3awmTa ot BupycoB BbIKITIOYEHA

Cneaytowee coobuieHme otobpaxaeTcsa npu BblikntovYeHHOM Moayne Avira Real-Time
Protection unu npn octaHoBke ero paboTbi.

*

# 3awura or BMpYCOB © BbIKJKOYEHO =

MprnoxeHHe “Antivic Deskiop” oTkAHYEHD, AHTHEMPYCHOE NPOrPaMMHOE 0BECNEYEHHME NOMOrAET
ZAWMHTHTE KOMAEHITEP OT NOBPEXASHMA EMPYCAMH M NPK APYTHY Yrposax GesonacHocTH, WenkHTe
"PeromeHaaumk” 4NA NOMYYEHHA CNHCKE BOSMOMHER AEACTEMA, KaK AaHTHEMDYCHOE NDOrpatMHOE
DBECOEYEHHE NOMOrSET 3ALMTHTE KOMOHOTED?

MpHMEYEHKE: CHCTEMa Windows He ONpeAEnAeT BCE AHTHEMPYCHEIE NPOrpatiel,
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MpumeyaHune

Moaynb Avira Real-Time Protection MOXHO BKITHOUYNTb NI BbIKNIOYUTL B
pasgerne CocTtosiHne ueHTpa ynpasneHua. Ecnn mogyns Avira Real-Time
Protection BkntodeH, Ha naHenu 3agad oTobpaxaeTcs KpacHbIA 30HTUK.

3awmTa ot Bupycos HE KOHTPOJIMPYETCHA

Ecnwu Bbl nonyumnu cneaytollee cooblieHne ot LieHTpa obecneyeHns 6esonacHocTu
Windows, 3Hau1T Bbl PELLMIN CaMOCTOATENbHO KOHTPONMPOBATL Balle aHTUBUPYCHOE
Mno.

{4 3awmra ot BHpYycoB O HE HABKOAAETCA | =

Bkl %Ka3anK, YTo Ha KOMNBHITERE 3aMyWEHa SHTHEMDYCHAA NPOrpaMia, 38 KOTopoR EBbl CNEAMTE CaMM,
YTobkl 3EWHTHTE KOMNEHITER OT NOBPEXAEHHA BEMPYCSMHA M MPH APYIHx YIpoEax GE30nNacHOCTH,
wOEAMTECE, YTO YCTAHOBNEHA NOCNEAHAA EEPCMA AHTHEMPYCHOR NPOrpaMtel, M 4T0 0Ha BEINOAHASTCA,
Kak aHTHEMpYCHDE NPOrDaMMHOE 0BECNEYEHME NOMOCSET SALWHTHTE KOMOBHITEDT

PekoMeEHAALHH, ..

MpumeyaHne

LleHTp ob6ecneyveHnsa 6e3onacHoctn Windows noaaepxmBaeTcs Balunm
npoayktom Avira. Bbl MOXeTe BKIHOUNTb 3Ty PyHKLMIO B Ntoboe Bpems ¢
NMOMOLLIbIO KHOMKM PekomMeHaaumu.

MpumeyaHue

Haxe ecnu Bbl ycTaHoBunn Windows XP Service Pack 2, Bam Tpebyetca
pelleHne ansa 3awmTbl OT BUpPYycoB. HecmoTpsa Ha To, 4to Windows
KOHTponupyeT Bawe aHTusmpycHoe MO, cama OC He obnagaeTt yHKUNAMM
aHTMBMPYCHOM 3amTbl. Takum obpasom, 6e3 ONOMHUTESNbHBIX CPEACTB
aHTUBMPYCHON 3alUnThbl Balla CUCTEMA He 3aluuLLeHa OT BUPYCOB U
BpeaoHocHoro 10!

14.4 UeHTtp nogaep>xkn Windows

- Windows 7 n Windows 8 -

14.4.1 Obuee

NMpumeyaHue:
Haunnas ¢ Windows 7, LleHTp o6ecnevyeHunsa 6e3onacHoctn Windows crtan

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013)

238



Q AVI RA YcTpaHeHne npobnembl, pekoMmeHaaumm

Ha3biBaTbCs LleHTpoMm nopgaepxkn Windows. B aTom pasgene nporpamMmmbl
COAEPXNTCA CTaTyC BCex onumin 6e3onacHocTu.

LleHTp nogoepxkm Windows npoBepsieT cTaTyCc KOMMboTEPa C TOYKU 3PEHUSA BaXKHENLLMX
acnektoB 6e3onacHocTW. Bbl MOXeTe HanpsiMyto BONTKU B LIeHTp noaaepkku, WenkHyB no
ManeHbKOMY (brnaxky B NaHenu 3agad unv yepes MeHio YnpaBneHue cuctemoun > LieHTp
noAnepPXKu.

Ecnun obHapyxunBaeTcs npobnema B OTHOLLEHUN OOHOMO U3 3TUX NYHKTOB (Hanp.,
yCcTapeBLUas aHTUBMpPYCHaa nporpamma), LleHTp nogaepku BblaaeT COOTBETCTBYOLLEE
npegynpexaneHue n gaeTt pekomeHgaumm no 6onee ka4eCTBEHHON opraHn3aumnn 3amThbl
KOMMblOTEPa. ATO 3HAYUT, YTO NpU NpaBuIibHON paboTe komnbloTepa LleHTp nogaepxkkm
He BygeT BblgaBaTb coobuieHns. Tem He MeHee, cTaTyc 6e30MacHOCT KOMMbloTepa
MOXHO OTcnyxuBaTb B LleHTpe noaaepxku B pybpuke BezonacHocTb.

Takke cywecTByeT BO3MOXHOCTb YNpaBlieHUs yCTaHOBNEHHbIMWU NONb30oBaTeNeM
nporpamMmmamu (Hanpumep, MPOCMompemb aHMuUBUPYCHbIE rPo2pamMmbl, YCMaHOBNEHHbIE
Ha KOMrbomepe).

Mpepynpexpatowme coodbLeHnss MOXHO OTKMOUMTb B LIeHTp noaaepxku > U3MeHUTb
HacTpPOMKM (Hanpumep, deakmuesuposamsb cOOOWEeHUS O 3awume om WIMUOHCKUX
rnpoepamm u opyaux epeOOHOCHbIX rpo2pamm).

14.4.2 LeHTp nopgaep>xxkn Windows v Bawl nporpammHbI npoaykT Avira

BpaHgmaysp 6paHamaysp Windows feakTMBMpPOBaH UMM HENPaBU/IbHO YCTAHOBJEH.

Cerepoi Gpangmay3sp (Brumanwne!)
_ ! BrntounTe cefiuac
ﬁ Bpanamayzp Windows oTKAKYEH WKW HENPEBWABHC HACTPOEH,

He noayyate Gonble cooBUEHNA HA TEMY: 'O CETEBOM Mowck B FIHTEpHETE NpWACHKEHWA 4NA
BpaHgmayzpe’ zawmTel moero MK

e OpaHgmayap Windows

HauunHas ¢ Windows 7, Avira FireWall 6onblue He cogepxuntcsa B Avira Internet Security
Suite. BmecTo aToro 6paHamayapom 6paHamayap Windows MOXHO ynpasnsTh C
nomoLbto LieHTpa ynpaBneHnsa cetamm n obwmm OCTymnoMm.

3awmTa oT BUpycoB
Bbl MOXeTe nonyuutb oT LieHTpa nogaepxkn Windows crniegytoLuyto MHopmaumio,

KacaroLLytCcs 3aLUMThl OT BUPYCOB:

o [lpunoxeHune Avira Desktop coobuaeT, 4To OHO OOGHOBMNEHO 4O HOBEWLLEN BEPCUM U
NMOWUCK BUPYCOB BKIHOYEH

e [lpunoxeHune Avira Desktop geaktnsmpoBaHo
o [lpunoxeHne Avira Desktop yctaperno

» Ha komnbloTepe He obHapy>XEHO HW O4HOW aHTMBUPYCHOWM NporpamMmbl
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o Baw komnbloTep 6onblle He 3awmuieH npunoxeHmem Avira Desktop

Mpunoxxenue Avira Desktop coobwiaer, uTo oHO 06HOBNEHO A0 HOBeMLLEA BEpCUM U
NOMCK BUPYCOB BK/TIOUEH

Mocne yctaHoBKM NpoaykTa Avira n nocreaytoulero 06HOBMeHMS NporpamMmmbl Bbl CHavana
He nonyyute oT LleHTpa nogaepxkm Windows Hukakux yBejoMneHun. Tem He MeHee, B
pasgene LleHTp nopgaepxku > besonacHocTb 6ygeT MOXHO HanNTK criegyoLlee
npumedaHue: lNpunoxeHue Avira Desktop coobuwaem, 4mo oHO 06Ho81eHoO 00 HoseliweUl
g8epcuu U MOUCK 8UPYCO8 BKITHOYEH. DTO 3HAYUT, YTO Ball NpoayKT Avira o6HOBNEH A0
nocnegHen BEpCUn, CKaHep B peXnmMe pearnbHOro BpemMeHn Avira akTMBeH.

Mpunoxxenue Avira Desktop peakTneupoBaHo

Cneayowee yBeoMIeHWe BblgaeTcsa Npu OTKNIOYEHHOM CKaHepe B pexunme pearnbHOro
BpeMeHu Avira nnm npu octaHoBKe ero paboTbl.

Jawmta ot eMpycoE (Bummanwne!) =
BrnrounTe cefivac

Mpunomxenune "Avira Desktop” cooBuyaet, 4Te oHo oTKAOYEHD,

He nenyyate Bonelwe cooblyeHna Ha Temy: "ob MenyyeHwe gpyrol aHTUENPY CHOM
AHTHEWMPYCHON 3aLnTe" nporpamMmel B CETH
MpumeyaHne

AkTuBMpoOBaTb UM oTKNYMTb Avira Real-Time Protection MoXHo B pasgene
Cratyc LenTpa YnpaBneHus Avira. O BkntodeHun Avira Real-Time
Protection cBugetTensCTByeT PacKpbITbI KPACHbIN 30HTUK B NaHernv 3agad.
OT1aernbHble KOMMOHEHTBI Avira TakKe MOXHO BKITHOYUTL LLETYKOM MO KnaBuLle
Bkrnroyums cetivac B LleHTpe nogaepXku. MNMpu nonyyeHun coobLeHus,
TpebyroLwero noaATBEPXAEHUS MPOAOIIKEHNA paboTbl NporpaMmmbl Avira,
LLenkHUTe no KHornke Paspewums, Avira Real-Time Protection 6ygeT BknoyeH.

Mpunoxxenue Avira Desktop ycrapeno

Ecnu Bbl TONBKO YTO yCTaHOBUAM Avira Nnu ecnun no Kakon-nmbo npuymHe cann BUPYCHbIX
CUrHaTyp, NOMCKoBas cuctema unm nporpaMmmHble hansbl Bawwero npogykra Avira He
OblNn aBTOMaTMYECKM OBGHOBMNEHLI (HAaNpUMep npu nepexoae ¢ bonee paHHen Bepcumn
onepaumoHHon cuctembl Windows € yxxe yCTaHOBMEHHbLIM NPorpamMMHbIM NpoayKToM Avira
kK 6onee nosaHen Bepcumn), Bbl NonyumTe cnegytowiee coobuieHuve:

JawmTa o1 eupycos (Brumanwne!) =
(O BHOBWUTE CEAYAC

Mpunoserne "Avira Desktop” cooBlyaer, uTo oHo Hy#gaeTcA B oBHOBAEHNI,

He nonyyate Bonewe cooBlyeHna Ha Tewy: "ob Monyuenue gpyrof aHTUBMPY CHOI
AHTHBM[Y CHOM 3aLLmTe” nporpaMmel B CETH
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MpumeyaHune

UTtobbl LleHTp nogaepxkn Windows cyen npoaykT Avira akTyanbHbIM, Nocne
YCTaHOBKW Nporpammbl HE06Xx0AMMO nponssectn obHoBneHne. O6HOBUTL
CUCTEMY MOXHO C NOMOLLbI0 PYHKLMKM OBHOBNEHNE.

Ha komnbroTepe He 06Hapy)>XeHO HU OAHOW aHTUBUPYCHOW NPOrpaMmMbl

9710 coobuleHne Boigaetcs LieHTpom nogaepxkn Windows, ecnu LieHTp noaaepkm He
OBHapyXun Ha KOMMNbOTEPE aHTUBMPYCHbLIX MPOrpaMm.

Jawmta ot eupycoe (Bummanne!)

Windows He oBHapy=#Wna aHTWEMPYCHOMD NPCrpamMmMHOre l Haiitw nporpammy & cetu
oGecneYeHka Ha 3TOM KOMMBHOTERE,

He nonyyate Bonble cooBuyeqmna Ha Temy: "ob
AHTUBMPYCHOM 3amuTe"

MpumeyaHue

O6paTtuTte BHUMaHwue, 4To aTa onums HegoctynHa B Windows 8. Windows
Defender, HaunHaga ¢ aTon onepawumMoHHOM CUCTEMbI, ABMSIETCA
npegycraHoBreHHon komnaHmen Microsoft pyHKumen 3almTbl OT BUPYCOB.

MpumeyaHue
YcTtaHoBUTE NpPOrpaMMHbIN NPOAYKT Avira Ha KOMNbIOTEP, YTOObI 3aLLNTUTDL Ero
OT BUPYCOB U UHbIX BPEAOHOCHbIX Nporpamm!

Baw komnbloTep 6onbLue He 3aWuLeH npunoXxeHuem Avira Desktop

910 npumevaHune LleHTtpa nogaepxkn Windows nosiBnsieTcs, €Cnv Cpok AENCTBUSA BaLLEW
NNUEH3nM Ha NpoaykT Avira UCTEK.

Ecnu wenkHyTb No knaesvwe BbINONHUTL AencTBUe, Bbl OyaeTe nepeHanpaBneHbl Ha
BebcanT Avira, rae MOXXHO NPUBPECTN HOBYHO NNLEH3UIO.

JawmTa ot BMpycoE (Brumanwne!) =
] BeinonHuTe geficTEne
Mpwnosenne "Avira Desktop” Gonewe He 3awmwaet saww MK,

He nonyuate Bonsle cooBuyeHun Ha Temy: “ob MpocmoTpeTs ycTaHoBNEHHBIE
BHTHBMPYCHOM 3aLLmTe' BHTHEMPYCHBIE NPHACHEHNA
MpumevaHne

O6paTtuTte BHUMaHue, 4YTO 3Ta onums AocTynHa Tonbko ans Windows 8.
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3awWMTa OT LUNMOHCKUX NPOrpamm U Apyrux HeXxenarenbHbIX NporpaMmm

Bbl moxeTe nonyuntb oT LleHTpa nogaepxkn Windows crnefytoLlyto MHpopmaumio,
KacaloLLytoCs 3alnTbl OT LWNMOHCKUX NPOrpaMm 1 ApYyrux HexenaTenbHbIX NporpamMm:

e [MpunoxeHne Avira Desktop coobLiaeT, 4TO OHO BKNKOYEHO

o Kak Windows Defender, Tak n Avira Desktop coobLmnu, 4To BbIKNOYEHbI
o [lpunoxeHne Avira Desktop yctaperno

o [lpunoxenne Windows Defender yctapeno

o [Mpunoxerne Windows Defender oTkntoueHo
Mpunoxxenue Avira Desktop coob6wiaeT, UTO OHO BK/IIOUEHO

lMocne ycTtaHoBKM npoaykTa Avira n nocnegyowero oGHOBMEHNA NporpaMmbl Bbl CHavarna
He nony4yute oT LleHTpa nogaepxkn Windows HMKakux yBegomneHun. Tem He MeHee, B
pasgene LleHTp noanepxku > beaonacHocTb 6yaeT MOXHO HaWUTK cneayoliee
npumevanue: lNpunoxeHue Avira Desktop coobuwaem, 4mo OHO 8K/THOYEHO. DTO 3HAYUNT,
4YTO Ball NpoaykT Avira Tenepb OOHOBMEH 0 NocnegHen Bepcun, CKaHep B pexume
peanbHOro BpemMeHun Avira akTUBEH.

Kak Windows Defender, Tak u Avira Desktop coo6wunnu, uro BbiknroueHbl

CnepytoLlee yBeJOMIEHNE BblAAETCS, ECIIN CKAHEpP B PeXUMe pearibHOro BpemeHu Avira
BbIKMOYEH Unn ero paboTta ocTaHOBIEHA.

JawuTta oT NporpaMM-IWNMOHOE M HEXENATENbHBIX
nporpamMm

(Brumanmnel) MNpocmoTp BHTULLINNOHCKKX NPOrpam...

SawwTHre Windows v npunoxedne "Avira Desktop”
cooBLLAMIT, 4T OHW BBIKAHIYEHEI,

He nonyuate Gonblue cooBuyeHna Ha Temy: "o 3aLLKMTe OT
LUNMOHCKWX NPOrpai U NpoYerc BpejeHocHore Koaa'"

NMpumeyaHue

AKTMBUpOBaTb Unu oTkNtouMTb Avira Real-Time Protection MOXHO B pasgene
Crartyc LleHTpa YnpaBneHus Avira. O skniodeHun Avira Real-Time
Protection cBnaeTenbCTBYET pacKpbITbI KPACHbIN 30HTUK B MaHenu 3agau.
OTaenbHble KOMNOHEHTBI Avira Takke MOXHO BKITHOYNUTD LLETYKOM MO KnasuLle
Bkrnroyums cetivac B LleHTpe nogaepku. Mpu nonyyeHmm coobLeHuns,
TpebyoLLero noaTBepXaeHUa NpoaosrkeHnsa paboTel nporpammel Avira,
LLenkKHUTE no KHonke Paspewums, Avira Real-Time Protection 6ygeT BkmtoyeH.
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Mpunoxxenue Avira Desktop ycrapeno

Ecnu Bbl Tonbko 4TO ycTaHoBunu Avira, unm no kakon-nnbo npuynHe cann VDF,
MOWCKOBBLIN ABUXOK N NporpaMmmHble channbl Bawero npoaykra Avira He 6binm
aBTOMaTn4eckn obHoBreHbl (Hanpumep, ecnn oHn B 6onee ctapon OC Windows, Ha
KOoTopyto Bbin yXe ycTaHOBMNEH NpoaykT Avira, 0GHOBMAKOTCA 40 CneayoLwen Bepcun), To
Bbl nonyuute cnegytouwee cooblueHue:

3alWKTa OT NPOrpPaMM-WNHMOHOE M HEXENaTeNbHBIX nporpamm (Brumanne!) —_——
) | OEHoBWTE
Mpwnoxedne "Avira Desktop” cooBWaeT, 4To oHO Hy#a43eTcA B oBHOBNEHKH,
He nonyyate Bonblwe coobuyeHna Ha Temy: "o 2aLLuTe oT Monyyenue gpyrofl aHTMLINWOHCKCHA
LUMUOHCKKHX MPOrpamMm W NpoYerc BpejoHocHero koga" MporpamMmel B CETH
MpumeyaHne

UTtobbl LleHTp nogaepxkn Windows cyen npoaykT Avira akTyasnbHbIM, nocne
YCTaHOBKW NporpaMmmbl HeobxoaMmo npounssectn obHoBneHne. O6HOBUTL
CUCTEMY MOXHO C NoMoLLbi0 PyHKLMKM OBHOBNEHNE.

Mpunoxxenne Windows Defender ycrapeno

Cneaytowee coobuieHme MoxXeT nosiButbcs nocne aktusauum Windows Defender. 3to
MOXEeT 03Ha4yaTb, YTO Ball NPOAYKT Avira ycTaHOBIEH HenpaBuibHoO. MpoBepbTe
YCTaHOBKY.

JawmuTa oT NpoOrpaMmM-IWNUOHOE M HEXEeNaTENBHBIX nporpamm (Brumanne!) ————
. ) OEHOBNTE |
B 3awmTHnK Windows HY#A3ETCA B 0BHOBAEHMK,

HE NoNy4aTe DoNBLIE COODLIIEHMA HA TERM D Z3LLATE OT |_|I3."I':_."'-IEHI-1E,.'J,[‘3}'TI3ﬁ FHTULLMNWOH CKOM
LUMWOHCKMY Nporparied W NpoYerc BpeEf0HOCHOrD K03 ngorpgamMmbl B CETH

NMpumeyaHue
Windows Defender — aTto npegycmoTpeHHoe npunoxeHme Windows gns
3aLWmMThbl OT LUNWOHCKUX NPOrpaMm 1 BUPYCOB.

Mpunoxxenne Windows Defender oTknroueHo

Bbl nonyynte coobuieHne ot ueHTpa nogaepxkn Windows Windows Defender omkritoyeH,
€CNnn Ha BalleM KOMMbIOTEPE Ha HarMaeHo apyroro aHTuwnmoHckoro MNO. Windows
Defender (3awmtHuk Windows) [1— nporpaMmmHbI npoaykT Microsoft, no ymonyanuto
BCTPOEHHbIM B ONEPALMOHHYK CUCTEMY AN pacno3HaBaHus wnmoHckoro MO. Ecnu Bbl
yXXe yCTaHOBUIIN Ha CBOEM KOMMbloTepe Apyroe aHTusmpycHoe MO, To npunoxeHne
AeakTusupyeTcs.

Ecnu npoaykT Avira ycTaHOBNEH NpaBuiibHO, Bbl HE AOMMKHbI NOMy4YaTb 3TO coobLeHmre,

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 243



R‘ AVI RA YcTpaHeHne npobnembl, pekoMmeHaaumm

TaK Kak LLeHTp NOAAEPXKN pacno3HaeT npoaykTbl Avira asTomaTtudecku. lNposepbTe,
npaBunbHO N paboTaeT Avira.

JawMTa OT NPOrPaMM-WNHMOHOE M HEMENATENBHBIX NPOrPamMm
(Brmmanne!) BrnrounTe cefivac

B Zawwrine Windows otnrouen,

He nonyyate Gonblie cooBlyeHna Ha Temy: "o 2aLuTe oT Monyuerue gpyrof aHTULLNWCOHCKOHA
LUMMOHCKWX NPOrpami M NpoYerc BpejoHocHore Koaa'" NperpamMmsl B CETH
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15. Bupycsl ugpyroe

15.1 Bupycsbl n gpyroe

Avira Internet Security Suite pacnosHaeT He TONbKO BUPYCbl U BP€AOHOCHbIE NPOorpamMmsl,
nporpamMmma MOXeT 3aluTUTb Bac U OT ApYrux yrpo3. B gaHHon rnasbl npeacTtasneH o63op
BNOOB BPELOHOCHbLIX NpOrapMm 1 apyrux yrpos. 34ecb onnucaHo Nx NpoucxXoxgeHue,
0COBEHHOCTU N HENPUATHbBIE NOCNEACTBUSA, K KOTOPbIM OHWU MOTYT NPUBECTW.

CooTBeTCTBYIOLLNE TEMDI:
o Kateropum yrpos

» Bupycbl n BpegoHocHble Nporpammbl

15.2 Kateropum yrpos
PeknamHble nporpammbl

Mopa peknamHbIMK NporpaMMamMmn NOHNUMAOTCS Takue NporpaMmbl, KOTOpbIE, BbINOMHAS
CBO OCHOBHYO (DYHKLIMIO, ELLE M JEMOHCTPUPYIOT NOSb30BaTEN0 peknamHble 6aHHepbI 1
BCMIbIBaOLLME peKnaMHble OKHa. DTN pekrnaMHble coobLeHnst nHoraa ObiBaeT oYeHb
CMNOXHO OTKMYUTL MU CKPbITh. [porpammbl BO BpeMsi AENCTBUSI BNUSIOT Ha paboTy
KOMMNbloTepa U SBNSTCA NPOBIEMHBIMU C TOYKM 3peHMst 6e30MacHOCTU AaHHbIX.

Baw npoaykt Avira pacnosHaeT Takue nporpammbl. Ecniv B HacTponkax B pasgerne
KaTeropun yrpos BkrtodeHa onumst PeknamMHble nporpamMmbl, Norb3oBaTtesb nonyyaeT
yBegomneHne o6 obHapyxeHun nporpaMmmon Avira pekramHbIX NporpamMm.

PexnamHoe MO/wnuoHckoe MO

lMporpamma, 4EMOHCTPUPYIOLWAA pPEKNaMHbIe MaTepuansl Unu nepegatowiast MMYHbIe
AaHHble nornib3oBaTens 6e3 ero cornacusi U yBegoMneHus TpeTbuM nuuam, MoXeT BbliTb
HeXenaTenbHOoN.

Baw npogykTt Avira pacnosHaeT pekriaMHble/LLINMOHCKNE nporpaMmbl. Ecnv B HacTponkax
B pasgene Kateropuu yrpo3 BKNOYEHa onuusi pekfiaMmHblie U LUNUMOHCKUE NporpamMmbl,
nonb3oBaTeNb Nofny4YaeT yBeaomsieHne o6 obHapyxeHum nporpammMon Avira peknamHbIX u
LUMMOHCKUX NporpamMm.

Mpunoxxenne
Moa npunoxeHnem nogpasymMmeBaloTCs NPorpamMmmbl, 3anyck KOTOpPbIX MOXeT BbITb CBA3aH
C onpeaeneHHbIM PUCKOM, UMK UCTOYHUK X MPOUCXOXAEHUA HE BHYLLAET AOBEpUS.

Baw npoaykt Avira pacnosHaet Takue "npunoxenus" (APPL). Ecnu B HacTponkax B
nyHkTe Kateropun yrpos BkrtoveHa onuus MpunoxeHue, Bbl Nonyyaete
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COOTBETCTBYIOLLEE NpeaynpexaeHne, ecnv nporpamma Avira samedaeT nogobHoe
rnoseaeHue.

Backdoor-nporpammbi

[nsa opraHnsaumm Kpaxkm gaHHbIX UM MaHUNynsaummn ¢ KomnetoTepom, backdoor-
nporpaMmma yaaneHHOro agMMHUCTPUPOBaHUS NMPOHUKAET B CUCTEMY Yepes YepHbIN XoA, O
4YeM Nnonb3oBaTerb, Kak NpaBuno, Aaxe He goragbiBaeTtcd. Yepes NHTepHeT unn J1IBC
KnueHTcKas yacTtb Takor nporpammebl (Client) MmoxeT ynpaBnaTbCs TpETbUMU NMLaMN.
Avira pacnosHaet backdoor-ytunutbl yganeHHoro agMUHUCTpupoBaHus. Ecnu B
HacTponkax B pasgene Kateropum yrpo3 ¢ NOMOLLBIO ranoyku BKAKYEHa onuns
Backdoor-nporpammsl, nonb3oBaTesb NosyvaeT yBegomreHne o6 obHapyxeHun
nporpamMmmon Avira Takux nporpamMmm nporpamMmm.

®dainbi co CKPpPbITbIMU paCclLIMPEHNAMMN

McnonHsiemble dhannbl, CKpblBalOLLME HACTOSILLME pacluMpenus pannos. ATOT MeToA
COKpPbITMSI YacTO UCNONb3yeTcs Bpe4oHOCHbIM [10.

Mporpamma Avira pacnosHaeT ¢ansibl C 4BOMHbIM pacluMpeHnem. Ecnn B HacTponkax B
pasgene Kateropum yrpo3 ¢ NOMOLLbIO ranioyvkun BKItoYeHa onums daunsnbl ¢ ABOMHLIM
paclwmpeHueM , NonNb3oBaTeNb NOSy4yaeT yBeAOMINEHME B Cnyyae obHapyXeHust
nporpammon Avira nogobHbIX 06BHEKTOB.

Mporpamma f03BOHA Ha NN1aTHble HOMepa

OnpepeneHHble ycnyru, npegnaraemole B VIHTepHeTe, andaoTca nnatHeimMi. OnnaTa B
"epmMaHun ocyLecTBnsieTcsa Yepes nporpaMmmMmbl KOMMYTUPYEMOTO SOCTYNa C HOMepamu
0190/0900 (B AscTpun un LLiBenuapum yepes Homepa 09x0; B N'epmaHmMm cpeaHECPOYHO
yctaHaBnmBaeTtcs Ha 09x0). byayym ycTaHOBMNEHHbIMM Ha BalleM KOMMNbOTEPE,
nporpaMmmbl-gannepbl yCTaHaBAMBaKT COeANHEHUS ¢ aBOHEHTaMN, NMEOLLMU
KOMMepYecKne HoMepa, 3BOHKN Ha KOTopble TapuduumMpytoTcs Mo npeMunym-paspsagy.

lMpenoctaBneHne OHNamH-KOHTEHTA C BbiCTaBIEHNEM TenedOHHOro cyeTa ABMseTcs
3aKOHHbIM 1 MOXET BbITb NONE3HO Nofnib3oBaTensaM. KadecTBeHHble gannepbl paboTtatoT
Tak, YTO Nonb3oBaTeNb BCeraa otgaeTt cebe OTYET B TOM, KAKUMU yCIlyramu OH
Nosib3yeTCH N CKOSbKO 3a HUX NnaTuT. OHKU yCTaHaBNMBAKTCA HA KOMMNbIOTEP TOSBKO B
TOM cny4ae, ecnu nonb3oBaTenb AaeT Ha 3TO CBOE cornacue, hakT cornacusa gomKeH
ObITb O4HO3HAYHO M YETKO onpeaeneH. YCTaHOBMEHNE COEANHEHUS NPOrpaMM-4anneposB
oTobpaxaeTcs KOppekTHO. Kpome Toro, HagexHble gannepbl YeTKO MHPOPMUPYHOT O
pasmMepe CyMMbl.

K coxaneHuto, CyLLIECTBYIOT Aannepbl, KOTOpbIE C Lernbo obMaHa He3amMeTHO
yCTaHaBnMBaTCA Ha KoMnbloTepbl. OHM 3aMEHSAT, HAaNpPUMep, CTaHA4apTHoOe
coefuHeHVe Yepe3 ModeM nonb3oBartens uHtepHeT Ha ISP (Internet-Service-Provider) n
npu KaXkaom coeanHeHnn BbidbiBaloT goporoctosime Homepa 0190/0900. Tonbko npu
cnegyouwiem TenedoHHOM cYeTe Nosb3oBaTeNlb 3aMeYvaeT, YTo nNporpammMa-gannep
0190/0900 Ha ero KoMnbIOTEPE NMPU KAXO0M NOAKNIOYEHUN K VIHTepHeT Habupan Homepa-
npeMnyMm, YTO NPMBESO K MNOMNyYEHU0 CHETOB Ha ropasgo 6onee BbICOKME CyMMBbI.
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[ns kayecTBeHHOM 3aWmThl OT HexenaTtenbHbix gannepos (0190/0900), Mbl pekoMmeHayeM
NOMECTUTb UCNOSb3yeMblE UMW HOMEpPA B YEPHbIN CMUCOK.

Mo ymonyaHuto Avira obHapyxuBaeT Hambornee pacnpocTpaHeHHbIE NPorpamMmbl-
Aannepeobl.

Ecnu B HacTpownkax B pasgene Kateropum yrpo3 BkntoydeHa onuus NporpaMmmbl 4O03BOHA
Ha NnaTHble HoOMepa , Bbl NonyyYnTe yBegomneHme 06 obHapyXeHUn akTUBHOCTU TaKow
nporpaMmmbl. Tenepb y Bac NOSBISETCA BO3MOXHOCTb, NErko yaanaTb HexenaTtenbHble
nporpamMmmbl JO3BOHA. Ecnu Bbl BCe e XOTUTE NCNONb30BaThb Kakyko-rmbo nporpammy
A03BOHA, NOMECTUTE €€ B CMUCOK UCKITIDYaeMbIX U3 NPOBEPKN OOBHEKTOB.

DOULUVHT

duwmHr, n3BeCTHbIN Kak brand spoofing, aBnsaeTcsa cneunduyeckon dopmMon Kpaxu
AaHHbIX, HaLeNeHHOW Ha pearnbHbIX UM NOTEHUMarnbHbIX KNMMEHTOB HTepHeT-
npoBangepos, 6aHKOB, pasnUYHbIX CAYX0 N yupexxaeHun.

Mpwn nepenaym cBoero anekTpoHHOro agpeca B MIHTepHeTe, 3anofnHeHUs OHManH-
dopMynsipoB, BCTYNSIEHUN B HOBbIE rpynmnbl UK perucTpaumm Ha Beb-cantax BaLuu
AaHHble MOryT nonagatb K Tak HasbiBaeMbIM "Internet crawling spiders" n ncnono3oBaTbcs
0e3 Ballero paspeLueHus B Lendax obmaHa unm gpyrux npectynneHun.

Baw npoaykt Avira pacnosHaeT oMLLMHIOBbIE NporpamMmbl. ECnn B HaCTponkax B MyHKTe
KaTeropun yrpos BkrtoyeHa onums PULLKHS, Bbl NoflydaeTe COOTBETCTBYIOLLEE
npegynpexaeHue, ecnu nporpamma Avira 3aamevyaeT nogobHoe nosefeHue.

Mporpammbi, HapyLwialow e UacTHylo cpepy

Mporpammbl, BAUSIIOLLME HA 6e30MacHOCTb Balllei CUCTEMbI, Bbi3biBaloLNE
HexxenaTenbHY NPOorpamMmMHy0 akTUBHOCTb, BTOPratoLLMecs B NpMBaTHY cdepy, MoryT
ObITb ONACHLIMU U ABMAKTCS HEXenaTenbHbIMU.

[Mporpamma Avira pacrnosHaeT nporpaMmmbl, HECYLLIME PUCK BTOPXKEHUNA B NPUBATHYHO
chepy. Ecnn B HacTponkax B pasgene Kateropum yrpos BkrtoveHa onuma NMporpammel,
HapyLwalLme YacTHy cdepy, nonb3oBaTenb NonyvyaeT ysegomrieHne oo
obHapyxeHun nporpammon Avira Takmx NPUNoXeHun.

MporpaMmmbi-LUYyTKH

Mporpammbl-LIyTKN paspabaTtbiBatoTCs, HANpUMep, AN NOAHATUS HacTpoeHus. OHu, Kak
npaBumo, He MOryT CaMOCTOATENBbHO Pa3MHOXaTbCA U HEe HAHOCAT Bpeda. [locne 3anycka
Takon NporpaMmbl KOMMNbLIOTEP 4EMOHCTPUPYET YTO-HNUOYAb HEOObLIYHOE Ha MOHUTOPE,
COnpoBOXaas 3To 3BYKOM. B kayecTBe NpMMepoB Nporpamm-LUyTOK MOXHO Ha3BaTb
CtupanbHyto mawuHy B anckosoge (DRAIN.COM) n MNMoxunpatenen akpaHa
(BUGSRES.COM).

Ho, BHumaHune! Bce cuMnToMbl Takmx pasBriekaTesibHbIX NporpamMmm MoryT ObITb TakkKe
MMUTNUPOBaHbl BUpyCaMn Uin TpoAaHaMu. B KOHLE KOHLOB, 3TK nporpamMmbl MOryT npocTto
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ncnyratb noJsib3oBaTend, Ui MoryT noMmo4b emy camMmoMy CTaTb MHNLMNATOPOM DENCTBUM,
NMPUYNHAKLLNX Bpea.

Avira B COCTOSIHUM pacrno3HaBaTb U YHUUTOXaTb Takne nporpammel, 6narogaps
BCTPOEHHBIM PaCLUMPEHHBIM MOUCKOBLIM U MAEHTUMUKALMOHHBIM PyHKUMSM. Ecnv B
HacTpoWkax B pasaene [JononHuTerbHbIe KaTeropumn yrpo3 BKNOYEHa onums
Mporpammbl-WyTKK , Nonb3oBaTenb U3BeLwaeTcsl 06 06HapYKeHUM Takux 06 LEKTOB.

Urpbi

Mbl He NPOTUB KOMMbLIOTEPHBIX UrP, HO COBCEM He 06A3aTenbHO urpatb B HUX B pabovee
BpemMsi (MOXeT BbITb, 3a UCKITOYEHMEM 00EeEHHbIX NepPepPLIBOB). TeM HE MeHee, MHorne
COTPYAHMKM MOCBALLAOT Maccy cBoero pabovero BpeMeHu pasfimyHbiM KOMMNbOTEPHbIM
urpam u passriedeHnsam. Yepes VIHTepHeET MOXXHO 3arpy3nTb Maccy urp. Urpbl no
3MIEKTPOHHOM NOYTE TaKKe NONb3YyHTCH NOMYNSAPHOCTLIO: OT WaxmMart 4o "Mopckoro 6os",
cywiecTtByeT 60rbLIOe KOSIMYECTBO TaKUX Urp, rae Xo4bl B Urpe OTrnpaBnsaoTCs Y4aCTHUKY
yepes ANEKTPOHHYHO MOYTY.

WcecnepoBaHusa nokasanu, YTO COBOKYMHOE BPEMS, NOTPAYE€HHOE COTPYAHMKAMUN Ha Urpbl,
[OCTUINO B AEHEXHOM BbIPXXEHUN AOBOJSIbHO BHYLUMTENBHOW BENWUYNHEL. [To3aToMy
COBEpLUEHHO NOHATHO CTpemMneHne Bce bonbluero Yicna pabotogatenen orpagntb
pabouune cTaHuum OT UrpoBoro 1 pasenekarensHoro MO.

Baw npogykt Avira pacnosHaeT KOMMbOTEPHbIE UrPpbl. ECNn B HacTpourkax B pasgene
KaTteropuu yrpo3s BkntodeHa onuumst Urpbl, nonb3oBaTesib nosyvyaeTt yBegomneHme o6
obHapyxeHun nporpammon Avira Takmx npunoxeHun. Nocne yero urpbl, B NPSMOM
CMbICIe CrloBa, 3aKaHYMBAKOTCH, TaK KaK y Bac NosiBNSETCSA BO3MOXHOCTb yaansaTb UX
OY€eHb Nerko.

O6maHHasa nporpamma

"MoppenbHble aHTMBUPYCHI" (Scareware) unu "noxHele aHTueupycol" (Rogueware) - ato
noaaenbHble NPorpaMMbl, KOTOPble COOOLAOT O BUPYCHOM 3apaXXeHUn 1 OnacHoCTH U
NPy 3TOM BHELLHE OYeHb NMOX0XW Ha NpodeccnoHarbHble aHTUBUPYCHbIE NPOrpamMMbl.
MoppensbHble aHTUBMPYCHI NpefHa3Ha4YeHbl A8 3anyrmBaHus nonb3oBaTtenen U npuaaHns
UM HeyBepeHHOCTU. Ecnn xepTBa nonanack Ha yoouky U cuntaeT cebs noaBepKeHHON
yrpose, 3a4acTyto 3a OTAerbHYIo NnaTy en npeanaraeTcsa ycTpaHeHne HeCyLLeCTBYOLWEN
onacHocTu. B gpyrux cny4asx xepTtsa, NoBepyBLUAA B HAanageHue Ha Hee, NpuHyxaaeTcs
K onpegeneHHbIMU eNCTBUAM, BCreCTBUE KOTOPbIX AeNCTBUTENbHO ByaeT CoBEpLUEHO
HanageHwve.

Ecnu B HacTponkax B pasgene Kateropumn yrpo3 BkntoveHa onuns O6mMaHHbIe
nporpammbl, Bbl NOfy4nTe yBeaomreHme o6 obHapyXeHnn akTMBHOCTU TaKom
nporpaMmmbl.

HeC'raHnap'rH bl€ NaKOBLUMNKN

dannbl, cxaTble npun NOMOoLWN HeCTaHAAapPTHbLIX NporpamMmm-nakoBLIMKOB, MOIyT ObITb
OTHECEHbI K NOJO03PUTETIbHbLIM.
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Avira pacnosHaeT OedaTenbHOCTb HECTaHOAPTHbLIX NAaKoBLUMKOB. ECcnu B HacTponkax B
pasgene Kateropun yrpo3s BkntoveHa onuna HeobblvHble nakoBuwmkn (PCK),
nonb3oBaTeNb Nofny4aeT npeaynpexaenne B cnyyae, ecnuv Avira o6HapyXuT nogobHble
OOBbEKTHI.

15.3 Bupycbl n BpegoOHOCHblE MpOorpammbl

PeknamHble nporpammbl

Mopa peknamHbIMK NporpaMMamMmn NOHUMAIOTCS Takne NporpaMmbl, KOTOpbIE, BbINOMHSAS
CBOI OCHOBHYO (DYHKLIMIO, ELLE U AEMOHCTPUPYIOT NOSb30BaTEN0 pPeKNamMHble 6aHHepbI 1
BCMIbIBaOLLME PeKNaMHble OKHa. DTN pekrnaMHble coobLeHNst nHoraa ObiBaeT oYeHb
CNOXHO OTKMYUTb MU CKPbITb. Mporpammbl BO BpeMsi AEVCTBUS BNUAIOT HA paboTy
KOMMNbloTepa U SBNSOTCA NPOBNEMHbIMU C TOYKM 3peHMst 6e30MacHOCTU AaHHbIX.

YTunuTbl yaaneHHOro agMMHUCTPUPOBaHUS

Backdoor (3agHsasa oBepb, YepHbI xo4) MoxeT, obxoas cuctemsl sawmtel ot HC[,
Nosly4MTb KOMMbKOTEP MOA CBOW KOHTPOSb.

Mporpamma, paboTtatoLLasi B CKpbITOM pexume, AaeT Norib3oBaTento NpakTu4ecku
HeorpaHuyeHHble npaea. C nomoLbio backdoor-nporpaMmm MOXHO NOMy4YUTb AOCTYN K
nepcoHarnbHbIM AaHHbIM nonb3oBaTend. OgHako, Yyale Bcero 3Tu nporpamMmmbl
NCronb3yTcs AN MHPUUMPOBAHNA CUCTEMbI KOMMbIOTEPHLIMW BUPYCaMU U YCTaHOBKU
Ha Hee BpPeOHOCHbIX MporpamMm.

3arpy304Hble BUpPYCbI

3arpy304Hblil U rMaBHbINA 3arpy304HbIA CEKTOP XXECTKOro AMCKa MOXET BbITb MHMUMPOBaH
3arpy3o4HbiMy BUpycamMu. 3TN BUPYCbl U3MEHSAIOT BaXXHY0 MHOpMaLumio, Heobxoammyto
Ans 3anycka cuctembl. OQHO U3 HEMNPUATHBIX NOCNEACTBUI: HEBO3MOXHOCTbL 3arpy3Kku
onepaumMoOHHON CUCTEMBI...

Bot-cetn

Moa Bot-ceTbio NnoHMMaeTcs yaaneHHo ynpaensiemas cetb (B IHTepHeTe), cocTodwas 3
OTAENbHbIX NEPCOHAbHbBIX KOMMBIOTEPOB, CBA3bIBAOLLMXCA Mexay cobon. KoHTponb cetu
AOCTUraeTcs C MOMOLLBIO BUPYCOB NN TPOSIHCKMX NPOrpaMm, MHOULNPYHOLLUX
KOMMbIOTEP, OHM OXMOAOT AarbHENLINX YKa3aHUIN 3rI0yMbILLIIEHHMKA, HEe MPUHOCS Bpeaa
NHULMPOBAHHBLIM KOMMNbIOTEPAM. OTW CETU MOTYT NPUMEHATBCH AN pacchbifiku cnaMma
unu opraHmnsaumm DDoS aTak; nonb3oBaTenu y4acTBYOLWNX KOMMBIOTEPOB MOTYT U He
aoragbiBaTbCs 0 npoucxoasiwem. OcHoOBHOM noTeHuman bot-ceten 3aknio4aeTcs B TOM,
4YTO Takme ceTu MOryT AOCTUraTb YNCNIEHHOCTU B HECKOSbKO ThICAY 3N1EMEHTOB, Ybs
COBOKYMHasA NponyckHasi CnoCOBHOCTb MOXET NOCTaBUTb Nofg Yrpo3y nobyto cuctemy
006paboTkn 3anpocos.
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xkcnnounT

OkcnnonT (6pelwb B 6e30nacHOCTM) - 3TO KOMMbIOTEPHAA NporpaMmma Unm ckpunT,
NCNOb3yLWNIA cneunduyeckne yassMMmocTu onepaumoHHON CUCTEMbI U NPOrpamMMbl.
dopmon aKcnonTa cunTatoTCs atakm U3 IHTepHeTa ¢ NOMOLLbIO ynpaBrisieMblX NakeToB
AaHHbIX, KOTOPblEe UCMNONbL3YIOT ya3BuMocTn cetesoro 0. Tak B cuctemy moryt
NPOHMKaTb NPOrpaMmsbl, C MOMOLLbIO KOTOPbIX MOrYT OblTb MOMYyYeHbl pacLUMpPEHHbIE Npasa
poctyna.

Hoax (o6maH, noXxb, MUcTUMKaLmSA, LyTKa)

Y>ke HecKkonbko neT nonb3oBatenu VMIHTepHeTa nonyyatT coobLLeHNsi 0 BUpycax,
pPacnpoCTPaHSLLINXCS SIKOObI C MOMOLLbIO 3M1IEKTPOHHON MOYThI. ATW NpeaynpexaeHus
paccbinatTcsi ¢ Npocbbor NnepeHanpaBuTb NX Kak MOXHO GonbLUEMY KONMYECTBY
nonb3oBaTenei 1 Konner Ans Toro, Ytobbl NpegocTepeydb BCex OT "onacHocTu'.

INoBywikn

Honeypot (ropwoyvek mefa) - ceteBas cnyxba, (nporpamma unu cepeep). 3T1a cnyxba
nMeeT 3agady HabnaaTtb 3a ceTbio U ukcmpoBaTth aTaku. OBbIYHbLIN NOoNb3oBaTeNb He
3HAET MMEHM 3TON CryxObl, NO3TOMY HMUKOrAa K HEW He obpawaetca. Ecnn
3I0YMbILLNIEHHUK NPOBEPSET CETb HA HanMume ys3BUMOCTEN, OH MOXET BOCMNOSb30BaTbCH
ycrnyramu, NnpeasioKeHHbIMU JTIOBYLLKOW, O YeM MOMeEHTanbHO OyaeT caenaHa 3anuch B
nor-cpannel, a Takke cpaboTaeT curHanmnsaums.

MakpoBupychbl

MakpoBUpYyCbl - 3TO ManeHbkne NporpaMmbl, HanMcaHHbIE HA MaKPOS3bIKe NMPUNOXKEHUI
(Hanp., WordBasic ana WinWord 6.0), koTopble pacnpoCTpaHATCs TOMNbKO cpeau
AOKYMEHTOB, CO3[aHHbIX AN 3TOro NpunoxeHus. NloaToMy OHU eLle Ha3blBakTCA
AOKYMEHTHbIMKU BUpycamu. [Ins Toro, 4Tobbl OHM CTanu akTMBHbIMU, TpebyeTca 3anyck
COOTBETCTBYHOLLEIO NPUMOXKEHNSA N BbINONIHEHNE NHPMLUMPOBAHHOIO Makpoca. Mo
CpaBHEHMO C 0BbIYHBIMU BUPYCaMU MaKPOBMPYCbl HanagatT He Ha UCMOSTHAeMble
hanrnbl, a Ha JOKYMEHTbI COOTBETCTBYHOLLUX MPUSTOXKEHNNA.

PapMuHr

®dapMuHr - 3TO MaHMnNynaums xocT-pannom Beb-6paysepa ans nepeHanpasneHus
3anpoca Ha danbLmBbIA cCanT. OTO NPOM3BOAHAs OT Krnaccn4eckoro puwimnHra. apmmHr-
MOLLEHHUWKM cofepXaTt cepaepa 60nblmx 06 bEMOB, Ha KOTOPbIX XpPaHATCSA danbLinBble
Beb-cTpaHuubl. PapMUHT MOXHO Ha3BaTb OBOLLMM NOHATUEM pa3nuyHbIX TMNoB DNS-aTak.
Mpn MmaHnynAuMM XocT-gpannom ¢ NOMOLLbIO TPOSTHCKOW NporpamMmbl Unv Bupyca
NPoOn3BOAMTCA MaHMNyNAuusa cucteMon. B pesynbtaTte cuctema cnocobHa 3arpyxaTtb
TONbKO (hanbcudULMpoBaHHble BED-CanTbl, JaXe eCnv Bbl NPaBuibHO BBOAMTE agpec.
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dOunHr

Phishing o3Ha4aeT "BblyknBaHue" nmyHon nHgopmaumm o nonb3osartene NHTepHer.
3noyMbILLNEHHNK OTNpaBNAeT CBOEN XepTBe NMCbMO, B OTBET Ha KOTOpOe Heobxoanmo
BBECTU JINYHYIO MH(pOpMaLMIO, Npexae Bcero aTo um4a nonesosartens, naponu, PIN n TAN
Ansa goctyna kK 6aHKOBCKMM cdeTam OHNanH. C NOMOLLbH NOXMLLEHHbBIX AAaHHBIX MOLUEHHUK
MOXeT BblaaTb cebs 3a CBOI XepTBY U OCYLLECTBNATL AEACTBUS OT UMEHM HUYETO He
nogospesatoLlero nmua. AcHo, 4To 6aHKM U CTpaxoBble KOMNaHUN HUKOr4a He NpocAT
KNueHToB npucnaTtb Homep kpeanTtHon kapTol, PIN, TAN unu gpyrue naponu no Email,
SMS unu no TenedoHy.

MonumopdHbIe BUpYyChI

MonumopdHbIe BUPYChI - UICTUHHBbIE MacTepa MacknupoBkn 1 nepesonnoLwieHns. OHn
N3MEHSAIOT CBOM COBCTBEHHLIN NPOrpaMMHbIA KOA, a MO3TOMY MX JOBOSIbHO CITOXHO
0OHapyXuTb.

MporpamMmmMmHble BUPYCbI

KomnbroTepHbIM BUPYC - 3TO nporpammMa, obnagatoLias cnocobHOCTLIO Nocrie CBOero
3anycka caMoCTOATENbHO NPUKPENAATLCA K APYrM nporpaMmMmam, MHpUUMpYSa Nx Taknm
o6pa3oM. Bupycbl pa3smMHOXKaTCA CaMOCTOATESNBHO, YTO OTIANYAET UX OT FTOrMYECKNX
BoM6 1 TpostHCKMX nporpamm. B oTnuymne oT Yeps4, BUpYCy Bcerga Heobxoauma
nporpaMmma, BHYTPM KOTOPOW OH MOXET 3anucaTtb CBOM BpeAoHOCHbIN kod. OBbl4HO BUPYC
He n3MeHsaeT paboToCnoCOOHOCTL MPOrpamMmsbl, K KOTOPOW NPUKpennaeTcs.

Rootkits

Rootkits - Habop NporpaMmHbIX CPEACTB, KOTOPbIE YCTAaHABNNBAKOTCA B CUCTEMY,
obecneunBasi COKpbITUE BXOAA B CUCTEMY 3MOYMbILLNIEHHUKA, COKPbITUE NPOLLECCOB U
KOMMpPOBaHUSA AaHHbIX - MONPOCTY rOBOPS: Aenas 3NnoyMbllUIeHHUKa HEBUAMMbIM. Bbl
nbiTaeTecb 0GHOBUTbL Y)XKe YCTAHOBMEHHYHO LLUMMOHCKYI0 NPOrpaMmy Uin yCTaHOBUTb
yaaneHHoe wwnuoHckoe 0.

CKpunT-BUPYCbI U YepBU

3T BMPYCbl 04EHb MPOCThI B HAMMUCaAHUM U MPU HanNM4Mn HEOOBXOANMbIX TEXHOMOMIA MOTyT
OblTb pacnpocTpaHeHbl Mo BCEMY MUPY BCEro 3a HECKOIbKO YacoB.

CKpunTOBbIE BUPYChI M YEPBU UCMONb3YIOT CKPUMNTOBbLIE SA3bIKW, TaKMe Kak, Hanpumep,
Javascript, VBScript n gp., 4tobbl fo6aBnATL cebst K HOBLIM CKpUNTaM UMK
pacnpoCcTpaHATLCA Yepes Bbi30B (PYHKUMI OnepaLMOHHON CUCTEMBI. 3a4acTyro
WHMUMPOBaHME NPOUCXOANT MO SNEKTPOHHOM NOYTE UK B pesyrbTaTe obmeHa
hannamu (QOKyMeHTamn).
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YepBeM HasblBaeTcs nporpamma, pasMHoXatoLascs CaMoCTOATeNbHO, HO He
VHVUMpPYOLLas Apyrie nporpammbl. YepBu He MoryT cTaTb YacTbio APYrMX Nporpamm.
OyeHb YacTo B cMCTEMAX C PECTPUKTUBHOW MONUTMKOM 6GE30NaCHOCTN YepBU SBMSOTCS
€OVHCTBEHHOW BO3MOXXHOCTbIO 06ecneynTb NPOHUKHOBEHNE BHYTPb BPeOOHOCHbIX
nporpamMmm.

LLinnoHckue nporpammbil

LLInnoHckmne nporpaMmbl NepechinatT nepcoHanbHble aHHble Nonb3oBaTens 6e3 ero
Begoma v paspelueHusi npoussoautento MO unu TpeTbum nuuam. LLInMoHckme nporpamMmbl
aHanu3npyoT NoBedeHne nonb3oBaTens VIHTepHeTa, a OCHOBbLIBasICb Ha 3TUX AaHHbIX,
AEMOHCTPUPYIOT pekrnamMHble 6aHepbl UK BCMbIBalOLWME OKHA, KOTOPbIe MOryT
3anHTepecoBaTb 3TOro MNONb3oBaTENS.

TposiHCcKue nporpaMmmbl (KPaTKO: TPOSHbI)

TposiHCKMe nporpaMmbl B NocrneaHee BpeMsi BCTpeYatTCa OBOSbHO YacTo. Tak
0603HavaTCs NporpaMmbl, KOTOPbIE AOMKHbI BbINOMHATL onpeaeneHHble OYHKUUN, HO
nocne 3anycka 4EMOHCTPUPYIOLLME CBOE NCTMHHOE NLIO, BbIMOJSTHASA COBEPLLEHHO Apyrue
AencTens, 06bl4HO paspyLUMTENbHOrO Xapakrtepa. TposiHCKMe nporpaMmmbl HE MOTyT
pPa3MHOXaTbCA CaAMOCTOSTENBbHO, YTO OTNIMYAET UX OT BUPYCOB M YepBen. BonbLUMHCTBO
N3 HUX NMetoT nHTepecHble MmeHa (SEX.EXE nnn STARTME.EXE), koTtopble
NPOBOLMPYIOT NOMb30BaTENA Ha 3anyck TPOSHCKMX NporpamMm. HenocpeacTBeHHO nocne
3anycKka OHW CTaHOBATCHA aKTUBHbIMWU U, HANPUMeEp, 3anyckatoT oopmaTnpoBaHme
XXeCTKoro aucka. [iponnep sBnseTca ocobbiM BUAOM TPOSIHCKOW NporpaMmmbl. OTa
nporpaMmmMa paccaxxmBaeT BUPYCbl B CUCTEME.

O6maHHasa nporpamMmma

"MoppenbHble aHTMBUPYCHI" (Scareware) unu "noxHele aHTuBMpycol" (Rogueware) - 310
nogaenbHble NPorpaMMebl, KOTOpble COOBLLAIOT O BUPYCHOM 3apaXXeHUU 1 OMacHOCTU U
NPV 3TOM BHELLHE OYeHb NMOX0XW Ha NpodeccnoHarbHble aHTUBUPYCHbIE NPOrpaMMbl.
lMoppensbHble aHTUBMPYCHI NpedHa3HayYeHbl 4N 3anyrmpaHusa nonb3oBaTenen u npuaaHus
UM HeyBepeHHOCTU. Ecnn xepTBa nonanack Ha yoouky U cuntaeT cebs noaBepKeHHON
yrpose, 3a4acTyto 3a OTAerNbHYI0 NraTy en npeanaraeTcsa ycTpaHeHne HeCyLLeCTBYOLWEN
onacHocTu. B gpyrux cny4dasix xepTsa, NOBepmBLLAA B HanageHue Ha Hee, NpuHyxXgaeTcs
K onpegeneHHbIMU eNCTBUAM, BCreCcTBUE KOTOPbIX 4eNCTBUTENbHO ByaeT coBepLUeHO
HanageHwve.

3ombu

3om6u-lK - aTo KoMnblOTEP, MHPULMPOBAHHBLIA BPEAOHOCHLIMU NPOrpaMmMamu,
NO3BOSIAKOLMI 3M0YMbILLSIEHHUKAM, NpecneayoLwmm KpUMUHanbHble Lenu, yaaneHHo
agMuHucTpuposaTb cuctemy. MHduumposaHHbin MK 3anyckaeTt, Hanpumep, Denial-of-
Service (DoS) aTaky nnu paccbinaeTt cnam/uLLmnHr nucbma.
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16. WMHudopmaumsa mn cepBuc

B aTom pasagene cobpaHbl cBeaeHUs, kacatowmeca nHcopmaumm n cepemucos Avira.
e KOHTaKThI

e TexHuyeckasa nogaepxka

e [logosputensHbln hann

o Coo0LLeHne 0 NoXXHOM cpabaTbiBaHUN

« OO6paTHas cBsA3b Ans Bawen 6e30nacHOCTU

16.1 KoHTakThI

Mbl C yOOBONBCTBMEM MOMOXEM BaM, €CNK Y Bac €CTb BONPOCHI UIK NOXenaHus,
Kacarowmecs npogykuumn Avira. Hawm KOHTaKkTHble AaHHbIE MOXHO MOSYyYnUTb B LIEHTPE
ynpasneHus LleHTp koHTpon4, B NyHKTe MeHo CnpaBka > O6 Avira Internet Security
Suite.

16.2 TexHnueckas nogaeprkka

Cnyxba Texnogaep»ku Avira Bcerga rotoBa NnoMoYdb, €Cnv y Bac eCTb BONPOCh! UNn
TeXHU4Yeckue npobnemsi.

Bcto Heobxoanmyto MHGOpMaL Mo MO HALWMM KOMIMMEKCHbIM yCryramMm NoaaepXkm MOXHO
HaTN Ha canTe:

http://www.avira.com/ru/support

[ns 6onee GbICTPON N KAYECTBEHHOW NOMOLLM Mbl NPOCUM Bac NPeaoCcTaBnATb Ham
cnenyoLLyo MHpopMauumio.

e WHdopmauumsa o nuueH3un. 3ta nHpopmaums otobpaxkaeTca B MEHIO NporpamMmbl B
nyHkTe CnpaBka > O Avira Internet Security Suite > UHcopmaumsa o nuueHsnm. Cwm.
NHdpopmauma o nuueHsnu.

o WHdopmauums o Bepcun. MHdopmauuo 0 BEPCUKN Bbl HANAETE B MEHIO NPOrpaMmbl, B
nyHkTe CnpaBka > O6 Avira Internet Security Suite > UHcopmaumusa o Bepcuun. Cwm.
NHdpopmauma o Bepcumn.

o Bepcusa onepaumMoHHOM cUCTEMbI U, NPpY HEOBXOOMMOCTH, YCTAaHOBIEHHbIE NaKeTbl
OOHOBNEHUS.

« YcTaHOBNEHHble NPorpaMmbl, HanpMMep aHTUBMPYCHbIE NPOrpaMMbl OPYrUX
npoussoauTenei.

o TOYHbIN TEKCT cOOBLEeHUA NporpaMMbl UK darna oTyeTa.
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16.3 Mopo3putenbHbin pann

Bl/lpbeI, KOTOpPbI€ MNMOKa He O6Hapy)KVIBaI-OTCFI HalWnMun npoayktamMiu, a Takxke
noao3puTteribHble (baﬁ]'lbl Bbl MOXeTe BbICblflaTb Ham. Mbl npenocrasndemMm BaM HECKOJIbKO
BO3MOXXHOCTEN CBA3ATbCA C HAMW.

e Hangute HyXHbIN (bann B MeHeoxepe KapaHTUHa UueHTpa ynpasneHus LieHTp
KOHTponst KoHconu Avira Server Security 1 Beibepute nyHKT OTnpaBuTb hann B
KOHTEKCTHOM MEHIO NN HaXXMUTE COOTBETCTBYIOLLYYHO KHOMKY.

o OTtnpaBbTe HeobGxoanmbIn hann B 3aapxmsuposaHHom Buae (WinZIP, PKZip, Arj, n
T. 4.) BO BfIOXXEHMM NMCbMa No crnegyowiemMy agpecy:
virus@avira.ru
Tak kak HEKOTOpble MOYTOBbIE LWNH03bl paboTatoT ¢ aHTuBMpYCHbIM MO, 3awmTnte
dann(bl) naponem (noxanyncra, He 3abyabTe COOOWMTL ero Ham).

e Y Bac eCTb TakKe BO3MOXHOCTb OTNpaBUTb NOA03pUTENbHbIE (bannbl Yepes Hall CanT:
http://www.avira.ru/sample-upload

16.4 CoobLieHne 0 NO>KHOM cpabaTbiBaHMMU

Ecnu Bbl nonaraete, 4to naket Avira Internet Security Suite cuntaeT nogo3putenbHbIM
rapaHTMPOBaHHO «YUCTbIN» dpansl, OTApaBbTe 3TOT pann B apXMBMpPOBaHHOM BUAE
(WinZIP, PKZip, Arj...) B kKayecTBe BINOXEHNS 3NEeKTPOHHOro NUcbMa Ha crnegyowmmn
agpec:

virus@avira.ru

T. K. HEKOTOpPbIE MOYTOBbIE W03kl paboTatoT ¢ aHTMBMpPYCHbIM 10O, 3awmTtuTte ann(bl)
naponem n He 3abyabTe COOBLWNTL Ero HaM.

16.5 O6paTHas cBA3b AN Bawen 6e3onacHOCTU

Avira cuntaet 6e30nacHOCTb KIMEHTOB CaMOK MaBHOM CBOeW 3aaadven. [1nsa aToro
Kakgoe oTaenbHoe pelleHne Avira u Kaxxgoe oTaenbHoe oGHoBNeHne Ao nydnvkaumm
TWaTenbHO NPOBEPSOTCS HALLMMK 3KCNepTamMmmn OTHOCUTENbHO KayecTBa 1 6e3onacHOCTM.
Camo cobou pasymerowmnmMca 9BnaeTcsa Ang Hac Cepbe3HOe OTHOLLEHNE K BO3MOXHbIM
YSI3BMUMOCTSIM CUCTEMbI, ObICTpasi U OTKpbITasi peakumns Ha HUX.

Ecnu Bbl 06HapYXnnu ysi3BMMOCTb B OAHOM M3 HaLLMX NPOrpaMMHbIX NPOAYKTOB,
oTnpasbTe, NoXanymncra, Ham coobLueHne 06 3ToOM Ha cnegyrLwun agpec:

vulnerabilities@avira.ru

Avira Internet Security Suite - PykoBopactBo nonb3osatens (Ctatyc: 29 Nov. 2013) 254


mailto:virus@avira.ru
mailto:virus@avira.ru
file:///C:/xampp/htdocs/oemhelpgen_av14/oempartner/23/ru/builds/Build_2013-11-29__13-28-02/online/info_service/adr_web_virus_upload
mailto:virus@avira.ru
mailto:vulnerabilities@avira.ru

Bce Ha3BaHus MapoK 1 MPOAYKTOB ABNAIOTCA TOPrOBbIMW MapKamMn NN 3aperncTprupoBaHHbIMKU TOProBbIMU MapKamm
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