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1.1 Optenet Security Suite

Optenet Security Suite is a tool that optimizes Internet usage and provides the highest levels of security.
It offers the most effective protection on the market for both IT equipment and Users.

This is achieved through the combination of highly effective individual components.

In addition, Optenet Security Suite is a transparent application that does not affect the functioning of
other applications, system performance, or the speed of communications.

Optenet Security Suite is the most advanced and complete protection tool on the market. Various
modules complement each other. The highly effective Anti-virus tool makes it difficult for harmful
programs to install themselves and expose children to undesirable content. With Web Filter content
control, the risk of downloading a virus is greatly reduced. If a virus does infect the machine, the
Firewall, which controls activity, minimizes the harm that it can cause. Undesirable mail (or Spam) can
be blocked with the Anti-spam service which uses Intelligent Multilanguage Content Analysis
technology. The level of false positives is inferior to 0.4% and it is eliminated through the use of a
qguarantine module. Finally, the Anti-phishing service protects againstphishing sites and Internet fraud,
keeping personal data safe and confidential.

1.2 Main Features of Optenet Security Suite

= Over 99% effective in filtering.
= Error rate less than 0.1%, eliminated completely through the Contributions service.

= Integrates the most advanced technology: databases of websites, viruses and Spammers, Semantic
Analysis Engine for online content and Spam blocking, heuristic analysis of executables, content-
based protocol identification, etc.

= The filters do not affect communications; it takes less than a millisecond to analyze a web page.

= Automatic database and program updates.

Optenet | 6



Optenet Security Suite PC. User Guide

= Reports on all filtering processes.

= Broad interpretation of the definition and nature of viruses, incorporating worms, trojans, spyware,
adware, etc.

1.3 Optenet Security Suite Web Filter

Web Filter prevents access to undesirable Internet content, such as pornographic websites, dangerous
file downloads, Instant Messaging servers or P2P.

It captures traffic entering and leaving the PC. In addition to identifying the type of traffic, it requests
the relevant integrated service for analyzing, monitoring or tracing the content, ensuring that browsing
is safe and based on the configured parameters.

It is based on semantic analysis of website content and lists of sites that have been placed in various
content categories. The lists are updated every ten minutes. Independently of whether a website is
included on a list, semantic analysis verifies whether the page contains any text with inappropriate
content, in which case the User is blocked from accessing it.

1.4 Optenet Security Suite Anti-virus

Optenet Security Suite Anti-virus protects Users from viruses, spyware, trojans and worms that could
infect their PC equipment through email or browsing the Internet, as well as detecting viruses already
present on the computer.

Optenet Security Suite Anti-virus integrates latest generation virus detection technology developed by
European company Kaspersky Lab. It offers various levels of protection. These levels allow the User to
choose between preconfigured profiles. It is also possible to schedule scans or initiate them at any time.

1.5 Optenet Security Suite Anti-spam

The Optenet Security Suite Anti-spam protects Users from undesirable mail by using intelligent
multilingual content analysis technology to block Spam. The level of false positives is less than 0.4% and
is reduced to zero through the use of a quarantine module.

1.6 Optenet Security Suite Anti-phishing

Optenet Security Suite Anti-phishing protects Users from Internet fraud. It also provides complete
protection of personal information such as passwords, credit card numbers, telephone numbers,
addresses and other personal key information.

Protection is enforced by detecting fraudulent emails and by blocking sensitive information from being
entered by mistake on phishing websites as well as reaching the Internet.

1.7 Optenet Security Suite Firewall

Optenet Security Suite Firewall controls the execution of applications that connect to the Internet. It is
used to control connections, allowing Users to set the firewall to allow the connection, deny it or
prompt the User each time an application initiates a connection. It also prevents unauthorized access to
the User’s PC, for example, by hackers.
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Optenet Security Suite Firewall can be set to display an alert when a program attempts to connect to the
Internet. The User can allow or deny the connection and can make the decision to take the default
action whenever the program tries to connect.

1.8 Protocol Filtering

Protocol filtering detects connections and identifies the protocol type, performing various actions
depending on the configuration. This allows Users to control applications like Instant Messenger, P2P,
Chat, Email and Newsgroups.

1.9 Effectiveness

Optenet Security Suite leverages the most effective security service technologies. Content filtering uses
a combination of the semantic analyzer and predefined lists giving the Security Suite an effectiveness of
over 98%.The Anti-virus service achieves 99% effectiveness through integrated technology from
Kaspersky.

Moreover, Optenet Security Suite's combination of filters makes its overall effectiveness far superior to
that of each individual component.

For example, a piece of spyware could be blocked by any of the following mechanisms:
= Anti-virus detects spyware signatures.

= Anti-virus detects that the program is using techniques normally employed by spyware (heuristic
analysis).

= The website hosting the spyware is in the database of the Web Filter, which blocks access to the
page.

= The Web Filter content analyzer detects it as spyware.

= The administrator prohibits the download of executables as a preventative measure

1.10 Optenet Security Suite Languages

Optenet filters the main languages used on the Internet with over 98% effectiveness. The Security Suite
lists contain pages from all languages. Additionally, the Semantic Analyzer is trained periodically with
pages from around the world, enabling it to detect pages in all languages.

To achieve as high a level of effectiveness as possible (99%), for certain languages (e.g. English, Spanish,
French, Dutch, Portuguese, German and ltalian) a broad collection of pages is put together to train the
Semantic Analyzer.

1.11Browsing Speed When Using Optenet Security Suite

Optenet Security Suite is extremely fast and, as a result, is transparent to the User. Both the list query
and the content analysis process performed by the system take one thousandth of a second. It is
effectively an instantaneous process.
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1.12 Web Filter Security

If attempts are made to get around the filter, Internet access is blocked completely as a security
measure. Access can only be re-established using a password.

1.13 Unblocking Service for Pages Blocked in Error

Optenet Security Suite has an error rate of around 0.1%, the lowest on the market. In addition, it has an
unblocking service. If a page is blocked in error, the User can automatically send an email to our
Customer Care Center (CCC) explaining why the page should be unblocked. The User will be able to gain
access to the page in around 15 minutes.

1.14 Activation or Deactivation of the Security Suite

Optenet Security Suite is activated or deactivated using a password so that administrators can browse
without restrictions. The password is requested from the User at the time of installation. If the User
does not have the password or if someone attempts to deactivate the Security Suite, the system has
self-protection mechanisms that make it impossible to deactivate it.

1.15 Blocking P2P File Sharing and Downloading of
Programs

It is possible to block P2P file sharing and downloading of programs through the protocol configuration
of the Web Filter. The P2P server category can also be blocked, providing a greater level of security.

1.16 Blocking Instant Messanging Programs

It is possible to block Instant Messaging programs through the protocol configuration of the Web Filter.
The Instant Messaging server category can also be blocked, providing a greater level of security.

1.17 Blocking Email

It is possible to block email through the protocol configuration of the Web Filter. To block webmail, the
relevant category must be selected.

1.18 Updates

The list system is updated automatically via the Internet. This process requires no administration.

Optenet | 9
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2.1 Technical Knowledge

No specific technical knowledge is required to install or configure the filters.

2.2 System Compatibility

The OSSPC is available for the following operating systems:
= Windows XP Sp2
= Windows Vista (32 and 64 bits)

= Windows 7 (32 and 64 bits)

Windows XP sp2 512 MB 200 MB
Windows Vista 32 bits, 64 bits 1GB 200 MB
Windows 7 32 bits 1GB 200 MB
Windows 7 64 bits 2GB 200 MB

The system can be used with any Internet browser.

Optenet | 10
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Whether the tool is downloaded from the website or installed from a CD, it is recommended to save the
program to the computer’s hard disk and follow these steps:

1) Double click on the file Optenet (the name of the file is OptenetSecuritySuite.exe)

2) The Optenet interface is available in three languages: Spanish, English and Portuguese. Select
the language and click [Next].

OPTENET Security Suite - InstallShield Wizard

Select Installation Language
Zelect ane af the following languages:

Spanizh
FPoruguese

| IrehafS baeidl

cBack [ Net> | cCancel |

3) End User Agreement. Accept license terms:

Optenet | 11
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OPTEMET Security Suite Setup

OPTEMET Security Suite

EMD USER AGREEMENT

PLEASE READ CAREFULLY
GEMERAL TERMS &ND CONDITIONS FOR SERVICE PROVISION

1. Definitions

OFTEMET: a Spanizh company that has developed products and services to be
contracted by an End Cugtomer through a previougly authonzed Partner and who holds
the property rights over such products and services.

Fartner: The company with whaorn the Customer contracts the OPTEMET Service and wha
1z authonzed to market the OPTEMET products and services with the teritory of Spain, LI

% | accept the terms of the license agreement

" | do mot accept the tems of the license agreement

|matallShield

< Back | Mext > I Cancel

4) Installation starts.

DOPTENET Security Suite Setup

Setup Status

OFTEMET Security Suite Setup iz performing the requested operations.

Inztalling

4 Sbyel tmptDisk ] StmplnetalhO ptenetFiles' avhkavEibazelddc kdo

Irnstallshield
5) Select the folder where the software will be installed. By default, Program Files directory will

be used. Click [Next].
x|

Select the folder where you want to install the software in.

I arder toinstall OFTEMET Security Suite in the choosen folder click an "Mext'.

Destination Folder
’7 CProgram FilesWOPTEMET Security Suite Browsze... |
IrnstallShield

< Back | Pt I Cancel |
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6) Enter the password to be used to access the Optenet Administration Console (filter
configuration).

This password ensures that only the administrator can make changes to the setup and remove
the program. It is recommended that a password is chosen that is personal and confidential
and should be kept in a safe place.

£ Remember that this password will be required to un-install Optenet Suite at a later time!

DOPTENET Security Suite Setup 1'

OPTEMET Security Suite password
a™

Type the password for administering OPTEMET Security Suite

Attention! Optenets pazsword protection helps ensure that only the administrator cat make
changes to the setup and remove the program. It iz recommended that you choose a password that
only you know and keep it in & zafe place.

YOUWILL MEED THE PASSWORD IM ORDER TO UMINSTALL OPTEMET AT & LATER TIME!

Enter the password please:

Fie-enter the password pleaze:

optenet.com

< Back | MHext » I Cancel

7) Password Reminder:
= Type a question and answer to be used in case the password is forgotten.

= Enter an email address to send the password in case the configured control question has been
forgotten. L The email address entered here will be the only email address where the password
will be sent in case it has been! This will prevent unauthorized Users from acquiring the
administrative password in order to alter filter settings and/or un-install the program.

|13



Optenet Security Suite PC. User Guide

OPTENET Security Suite Setup

Question, Answer

If pou forget vour pazzword the service can send it to an emall address. As
zecurty measure, you will be asked a question first.

Fleaze enter the question and the answer below, as well az the email address to which the password will be sent.

‘wie recommend that wou uze a question with an answer that only you know to avoid ather people modifying the filker.

Attention! The email address entered here will be the only email address that the password can be sent ta. This will prevent
unauthorized uzers from alkering the program’s zettings or uninstalling the program. v'ou can change the email anptime from the admin

settings.
Guestion: I
Anzwer: I
Email: I Re-enter the email I
optenet. can
< Back | Mext > I Cancel
8) Installation starts...
Setup Status
OPTEMET Security Suite Setup is perfarming the requested operations.
C:A M0 kaspersky_Bhdrivershinstdriverssmbdifufre_w2l_sBE\kIf sps
Imstallshield
Cancel |
9) Enter license code (this will most likely have been received via email when the product was
purchased).

Note: Where available, it may also be possible to use an evaluation license to try other
available products (complete suite etc). In this case, select the trial Product and click on [Next].
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Optenet Security Suite

' Adquired license

Enter the license code indicated in the received license email

" Evaluation licenss

OFTEMET Security Suite
OFTEMET “webFilter

< Back | MNext > I Cancel |

10) Finally, it is highly recommended to restart the PC to complete the installation.

@ The program may not work properly until the PC has been restarted.

DOPTENET Security Suite

In order for OPTEMET Security Suite to be installed properly,
wou must re-gtart the computer.

& ‘ez, | want bo restart my computer now.

 No, | will restart my computer later.

11) Once the computer has been restarted, notice that a new icon in shown on Windows Status
Bar.

Right-Click on it to open contextual menu (listed options might vary depending on installed
product):

Optenet | 15



Optenet Security Suite PC. User Guide

Optenet Security Suite Administrakion
Ipdate now

BEuy License

Deackivate Content Filker
Deactivate Antivirus

Start antivirus analysis

&7 1o

This icon will indicate filtering status or additional operations being performed at a given
moment:

Icon Meaning

Filer Active
Filter has been deactivated manually.

Software or anti-virus signatures are being updated.

Scanning for viruses

F
i

(ORVRC ReS

License has expired. No filtering is being performed unless a
license is acquired.

&
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Optenet Security Suite Console can be accessed:
= From the Windows Start menu.

= Right-clicking on the Optenet icon on the windows status bar and selecting [Optenet Security Suite
Administration].

An administrative password is required to prevent unauthorized access (this is the password indicated at
installation time).

g I
<@ W

@O P T E N E T OPTENET SECURITY SUITE PC Portugués Espafiol | Enalish | | Contact

Get optimal internet

04jMov 2008 Connection Enable

Once the password has been entered correctly, the administrative console will be shown:
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Services Tabs
[, The Bst of services will vary deperding on kbensed Product
- WebFiter (Conbent Filer, Parental Control, Applcation Manager)
Antivings
Firewad
« AniESpam
« Antiphizhing and Personsl Data Probsction

Manvigation Blar: Adtionsl Tabs: ) :] Condact us
- Frevious Page - Gereral General Saflings Change Ouses -0 5 Bt
- Hieme i - Rapors{mondor Service activity) - Technical Suppo
« Exit

(DOPTENET | OpTENET SECURITY SUITE PC  ((ranmpte | st | e 1) (om0~

-—-“'Grl npii-:l internet

[ General | (5 Webfilter | {3 Antivirus | @& Firewall | ) Antispam | (7 Antiphishing ﬂ'ﬂem] = O
M P00 Conrecnion Enabled

i General ) (General = > Services status )

== Services status

Senaces status

Change password Webfiter: | Acive = O Anthvinus: | Adive = O Frewak [Actve =] Q Antispam: [Atve =] O rthshinge - O

— @ o ) .

Advanced options

Prgasy

¥
Conbe I ABn | |
Aol . work dres.
R changes according 1o the service thal has besn selected (selectad TAE). Wl e refrashed emch time sn oplion menu (of the ) has been sshected,

Optenet Security Suite includes the following sections (when available, and depending on licensed

product):
= General
=  Web Filter

= Anti-virus

= Firewall

= Anti-spam

= Anti-phishing

= Reports
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This section provides general information about the tool and the included services, and enables general
configuration tasks such as:

= Enable/disable Services.

= Change administrative password.

= Configure software update.

= Change license code, configure a proxy (if required) etc.

When the [General] tab is clicked, this menu will be displayed on the left:

General

Services status
Change password
LIpgrading
&dvanced options

Prosy

5.1 Service Status

Optenet Security Suite includes the following Services (depending on availability according to the
product that is installed):

= Web Filter (parental control),
= Anti-virus,

= Firewall,

= Anti-spam

= Anti-phishing.
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In this section, these services can be activated or deactivated:

@ OPTENET Security Suite

< [ N
{JOPTENET

—/ Get optimal internet

~loi x|

OPTE N ET S ECU RITY S U ]TE PC Portugués Espafiol English Cantact [+ # Log Out

General | (Ij Webfilter | €0 Antivirus | @ Firewall | € Antispam | €3 Antiphishing | () Reports !
26Mar/2010 Connertion Enabled

General General == Services status
Services status
Services status

e ——— webfiter: [Active = O antivirus: [ctive =] 0 Frewal: [Active = O antispam: [Active = O antiphishing: [Zetive =] 0
Upgrading el 0K
Advanced options

Prosy

There is a combo box enabling independently the activation/deactivation of each service. An icon

indicates whether the service is currently active or not. If a service is not active, the configured filtering
restrictions will not be applied.

Icon Status

O Service is active
0 Service is inactive

@ Remember to click on [OK] button to apply changes.

5.2 Change Password

This section enables:

= The change of the administrative password.

The change of the question/answer to be used in case the administrative password is forgotten.

= The change of the session lifetime.
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General == Change password
Change password

The password set here is used to access the filker configuration pages. You can also optionally add a question (or phrase) that wil
help you remember the password,

Current password: | |

—

- g Mew password: | |

Repeat the nesy password: | |

@ DK [ view details

Session lifetime {minutes)

Set the delay for the password to be requested again (admin session), avoiding the risk of unauthorized access using an open adrmin
s@E5i0n,

Session lifetime (minutes): |30 |
(Hlanead time: 15 )
7 0K

5.2.1 Changing the Administrative Password

This is for making changes to the password used to access the administration of the Optenet filter that
was entered during the installation of the product.

ay
L) Remember that this password prevents unauthorized access, so that filtering configuration can only
be done by the administrator.

In order to change the password:
= Type current password.
= Type new password (and confirm it).

As an additional security measure, in case the administrative console is opened, it will be necessary to
re-enter the administrative password periodically (by default, each 30 minutes). This measure avoids the
risk of leaving the administrative console open enabling unauthorized Users to change the settings
without the adinistrator’s knowledge.

Enter the session lifetime (period before password is required to be re-rentered in order to continue
using the administrative console). Time expressed in minutes.
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5.2.2 Changing Password Recovery Question/Answer and Email
Address

General => Change password
Change password

The password set here is used to access the filker configuration pages. You can also
optionally add a question (or phrase) that will help you remember the password.

) Current password: || |
=
‘J,,-,' MNew password: | |

Repeat the new password: | |

(@ ok ]E View details |

From the [Change Password] window, click on [View Details]. A new window will be opened where the
password can be changed:

= The security question and answer. ‘£ Note: the answer is case sensitive.

And/or
= The email address.

General =» Change password == Yiew details
View details

-If you forget your password you will be showen this question and, if answered correctly, your passwiord wil
b sent to the emnal address you configure here,

For exarmple you could use --wWhat's the name of my first cat?--, with the answer --Felis--, The answer is
caze-sensitive: Felix is not the same as felix, Elix etc,

Please note too that this question will be shown to anyone that atternpts (and fails) to enter in the
configuration pages, For this reason you should choose a question that only you khow the answer to.-

Question: |Da_l,.l that | meet my wife |
Answer: [01/07/2003 |

Ernail address: [myaccount@mpdomain.com |

[#7 ok ][ Back |

Once these changes are saved, whenever the administrative password is requested, if it is forgotten,
then click on the link below:
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A new screen will appear asking for the Security question:

Password Reminder

Answer the password reminder and receive your passwiord now

Question: Ciay that | met my wife

Answer: |

Cannot remember the answer? The password will be emailed to your emai
ACCOUNE. myaccount@myDaomain.com

If you answer the question correctly your password will be sent to the email address yvou configured during the
installation or the last time you changed yowr password.,

= Inthe case where the answer is correct, a dialog will be displayed with the password.

g OPTENET Security Suite =]

Clorrect answer. Your password 18! 3000000000

= If not, the password will be sent to the email account defined during installation or the last time the
password was changed.
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5.3 Upgrading (Software Update)

Optenet Security Suite can be updated automatically so the User does not have to worry about new
versions. If automatic updates are not configured, Optenet Security Suite notifies the User when a new
version of the software is available. The User can also update the software manually and in real time.

The type of alert to be used when a new version is available can be selected.

Upgrade scheme

=5 O putomatic
& plert when new versions are avalable
0 Marual

¥ Play sounds when new versions are avalable.
[T Inform visually when new versions are available,

¥ oK

Optenet Security Suite V. 10.09,29 (build 2267
Last update 12 March 2010

[ Check for new versions

5.4 Advanced Options

This section allows the User to change the license code for the program.

General == Advanced options

¢ Advanced options

wour current license code is: [Demo Version |

*our current installed product is: [DPTEMET Security Suite |

e license code: | |- |- | | -

@ Change License Code

5.5 Proxy Settings

In case there is no direct connection to Internet, this section enables the configuration of the proxy. In
case the proxy requires authentication, enter the User and password to be used.
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General == Prowy
== Proxy

Configure a proxy for Internet access
& Do nat use a proxy

' Enter prowy configuration

Prowy HTTP: [ | Part:
T Prowy needs authentication
P —
Password: [
Retype Password: [
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This section enables Web Filtering to be configured (restrict the access to inappropriate web sites, the
download of certain file types, etc).

When the [WebFilter] tab is clicked on, this menu will be displayed on the left:

@ Webfilter

Configuration
Personal LURL lists
Feports

Profies
Contribution
Advanced conf,

Frotocols

6.1 Configuration

From the Web Filter configuration screen, it is simple to configure what Internet content Optenet
Security Suite Users will be able to access.

The screen is divided in different sections:
= Filter status

= Unblock Internet access

= Categories to be filtered

= SafeSearch

= File types to be filtered

= Browsing schedules
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6.1.1 Filter Status: Activate/Deactivate

The filter can be activated or deactivated as required:
Filter activation

C{g & on O OFF

= Inactive (Off): Users can access the Internet without restrictions.

= Active (On): Chosen categories are being filtered (restricted).

6.1.2 Internet blocked due to repeated attempts to access forbidden
pages
Internet Access blocked by repeated access attempts

[T Block Internet access for repeated access atternpts to restricted pages.

Send email to: | |

@__' Save Configuration M |: Unblock ]

It is possible to block the access to Internet in case the User tries to access, during a single session, more
than 10 forbidden pages. Mark the checkbox to activate this functionality.

= Only this User is blocked (not the rest of potential Users of the PC).
= To allow this User to navigate again, press on [Unblock] button.

= |t is possible to configure an email address to receive a notification whenever this policy has been
applied. The email will include:

The User that has been blocked.
6.1.3 Selecting Web Categories to block

Select the categories to block. Web pages classified under these categories will be blocked.

By default, some categories are already marked:

Categories to filter:

[T &lcohal and tobacca [T Criline starage ¥ fnonymizers ¥ &norexia and bulimia
[T Gambling [T Banners ¥ Bombs [ Chat

[ Shopping [T webmail W Drugs [T Dating

[T Farum [T Photo and video [T Hackers [T Games

[T adult games [T Instant messaging [ Maodels [ Music

[T Personal wehsites ¥ Pormography ¥ Racism [T Radio and tv online
[T Social networks [T Society V¥ Sects [T P2p servers

[T Sexuality [ Spyware ¥ vidlence

Alcohol & Tobacco: Websites that sell or promote the use of tobacco or alcohol for human consumption, as well as items and
products specifically related with its intake.
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Gambling: Websites providing access to on-line casinos, bingo halls and on-line contests based on SMSs; this category includes
websites where all kinds of bets can be placed and also offering training or actively promoting such activities

Shopping: Websites for online shopping of products or services. Sites allowing the offering and purchasing of goods between
individuals or between an organization and an individual. It includes automobile shopping and real state agencies, even though
no direct shopping is involved. It does not include gambling, travels and financial institutions.

Forums: Websites with a themed nature that invite you to participate with your personal opinions.

Adult games: Sites providing games of a violent, pornographic or erotic nature or content; also games related to hate, sects and
racism. It includes multi-player open games where action might derive to such content.

Personal Websites: Personal websites created by Users all over the world in order to present themselves or present specific
topics of interest to them.

Social Networks: Websites specifically devoted to setting up online communities where Users share information with each
other. These sites might have a professional or entertaining purpose. This category excludes pages about dating and adult
contacts.

Sexuality: Articles about sex, sex aimed at teenagers, sexual education etc., that do not contain pornography.

Online storage: Websites that offer Users the ability to store a large number of files, either as personal storage or sharing
platform. This category does not include P2P.

Banners: Publicity or advertising banners inserted into websites. It includes sites serving them.
Web-mail: Websites where you can send and receive emails.

Photo & Video: Websites that host and allow the publication and viewing of images and/or videos. This category does not
include professional and artistic photography.

Instant Messaging Servers: Websites from where you can download the programmes. It includes websites supporting SMS
sending from the Internet.

Pornography: Websites with a pornographic or obscene content. It includes access to chat rooms where this type of material
can be found.

Society: Websites with contents relating to celebrities; also content on fashion, décor, etc.

Spyware: Websites containing spyware. A spyware is a programme that recollects information from a PC to then transmit that
information through the Internet to external sources. All this takes place without knowledge and/or consent of the PC owner.

Anonymizers: Websites that allow Users to browse the Internet and access Internet content without being registered by third
parties.

Bombs (& Weapons): Websites that explain how to prepare, make, build, distribute and use explosives and explosive devices.
Also sites that provide information, promote or sell firearms and sharp weapons for sport, hunting or military use; it does not
include pocket and kitchen knifes. In this category individuals or organizations that promote terrorism are also included. This
category also includes pages related to the weapon, ammunition, and items for martial arts and personal defense (e.g. sprays,
brass knuckles), including collector items.

Drugs: websites that encourage the use of drugs or provide contacts / places where drugs can be bought. It include sites directly
selling prescription drugs without the supervision of a health professional. It does not include information / preventive
measures about drugs.

Hackers: Websites where you can find illegal software as well as info in order to illegally gain access to information systems,
hardware devices or personal equipments (cracking).

Models: Websites containing models’ photographs; websites where this type of photograph shows models fully or partially
naked are included in the pornography category.

Racism: Websites with contents of an openly xenophobic nature or which incite racist behaviour because of culture, race, sexual
orientation, religion, ideology, etc.

Sects: Websites of dangerous sects, such as the so-called devil worshippers.

Violence: Websites whose contents are openly violent, that incite violence or defend it.

Anorexia and Bulimia: Websites devoted to promote and instigate eating disorders.

Chat: Websites where you can communicate with other Users in real time.

Dating: Websites through which you can meet other people: match-making, find a partner, etc.

Games: Websites where you can play on-line or download computer games.

Music: Websites where you can acquire or download music or get information about singers and groups in general.
Radio & TV Online: Websites of radio stations and TV channels. It includes those ones supporting on-line broadcasting.

P2P Servers: Websites that contain P2P applications and programs
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6.1.4 SafeSearch

Select whether Google SafeSearch (and other Search Engines Search) is enabled. If this option is
activated, all Google searches will be done with the SafeSearch option enabled (ignoring User settings
for the Search Engine).

safeSearch

Select this option to remove adult sites and sexually explicit content from Google search results,
W active

6.1.5 Filetypes to be filtered

In addition to filtering web pages, Optenet can place restrictions on the types of file that can be
downloaded. The User can specify the file extensions that are to be blocked:

Files to fiter There are two lists:
Mot blocked: Blocked
e @ = Files where download is permitted
= Files to block
Shared Files: Shared Files:
| TN | MY - .
- . By default, all file types are permitted.
W zip M oz
' cun M can In both lists, files are organized in “families”:
Images: Images:
¥ Eme (Microsaft windows] T eMe (Micrasoft Wwindows) .
P oo oo = Compressed Files
¥ ipa (ipES) T ips arEG)
V¥ ipes T ees
M eng C ena " |mages
Music: Music: .
| CZRTH T mez = Music
¥ 566 (ogg worbis) M a6 (ogg Yorbis)
Programs: Programs:
¥ eat iscript M3-Dos) [T eat (script Ms-Dos) - Programs
W cLass (ava) M cLass (lava)
¥ ExE (Microsoft windows) T ExE (Microsoft windaws) .
W 15 (lavascriph) T 15 (lavaseript) " Vldeo
¥ rIF iMicrosaft windows) T r1F (Microsaft Windows) B
¥ (Wisual Basic Script) r (Wisual Basic Script) . (33
B scr (st st seveen | T 508 (st st sereen * Custom extensions. ‘I’ Note: at the bottom
T o tereset o T o theresen i of the lists, there is a section where additional
video: video: file extensions to block can be entered,
¥ asF (Microsaf vindows) T asF (Microsoft Windows) . . . . .
¥ avI (Microsoft Windows) D avI (Microsoft Windows) maklng it pOSSIbIe to fllter a” flle types'
¥ mou iapple Quicktime) T mov iapple Quicktime)
w e e R Optenet filter uses “Content Analysis” to detect,
for instance, MP3 files, even if they have been
Other extensions: . . .
renamed with a different extension. For
,—‘[ Add>> instance, if someone has renamed file
P queen.mp3 to queen.gif, the filter will detect
and block it.
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6.1.6 Browsing schedules

Surf schedule
% Active = Inactive

Days Intervals

S 1) I I I E— — ] —
Tussday  [18:00 | to [20:00 | |to| || |ta | |
Wadnesday |18:EID |tg |2D:E|D || |t.;.| || |tg| |
Thursday |18:EID |tD |2D:E|D || |tD | || |tD | |
Friday |18:DD |tD |2D:DD || |t|:| | || |tD | |
Saturday |1u:uu |tD |11:un ||15:nu |m |1?:nu || |tD | |
Suniday |1u:uu |tD |12:un ||‘IE:UD |t0 |18:DD || |tD | |

Example:08:00-09:30 12:00-14:00 19:00-22:00 [¥ou can configure up to three periaods)
Enter the maximum number of hours with access to internet

ekl

Internet access will be blocked upon reaching the configured time limit.

@ Save Configuration ) L Restore Configuration

This section enables additional conditions to restrict the access to Internet to be established:

= |If schedules are not activated, navigation will always be permitted (with the application of defined
restrictions based on forbidden web categories and file types that can be downloaded).

= |If schedules are activated, time limits for the use of Internet may be defined:

Define up to three time periods per day of the week.

@ Note: if no time period is set for a given day of the week, browsing will be permitted for
the entire day (or until the maximum number of hours per day is reached).

Maximum number of hours per day the User can navigate.

Maximum number of hours per week the User can navigate.

6) These options (Max. number of hours/day, Max. number of days/week) work independently
of the time shown on the PC’s clock.

Schedules can be activated or deactivated by checking the “Active” or “Inactive” options.
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6.2 Personal URL lists (Black & White Lists)

webfilter => Personal URL lists

6.3 Reports (Browsing history)

Personal URL lists

©

Allowed web pages

Adding a URL to the lists on this page allows yvou to override the normal treatment of a given web page

Sror

Blocked web pages

Orily the exact address* [T

i Add o] Add
Delete Delete

Orily the exact address* T

sy v ahioo, cammail, wesss, yabioo.comfshopping etc. ).

* If wou select this option, the filter will only block this exact Web page (e.g. wwew.yahoo.com),
If not, it will block this Wweb page and all the pages on this web server too (e.q. weew,vahoo,com,

It is possible to create a White list
of trusted URLs and a black list of
URLs to block regardless of the
category they belong to:

The filter can be customized so
that  specific pages from
“prohibited” categories can still
be viewed when the filter is
active. These are known as
Allowed Web Pages.

In a similar way, Users can be
prevented from viewing certain
pages, regardless of the category
the pages belong to.

To allow or block a single web page, check the option “Only the exact address”.

If not, the whole domain will be blocked.

Eg. If www.yahoo.com is entered and “only the exact address” is not checked, the following

sub-domains wil be blocked or permitted too:

www.yahoo.com/mail

www.yahoo.com/shopping etc

Reports on pages that Users have tried to access and whether they were blocked or not. Reports only
show information related to navigation while the filter has been active.

In this section, it is possible to:

Decide whether to save information about browsing attempts.

Mark the checkbox [Save reports] to log this information.

Decide the frequency of the deletion of browsing history files (in order to save disk space). By

default this is set to 15 days.

View navigation history (information available where [Save reports] option has been checked).
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http://www.yahoo.com/mail
http://www.yahoo.com/shopping

Webfiter == Reports
Reports configuration

M Save reports
Report files wil be deleted each days

| Accept

View reports

r;;. ; El;] Yiew repoits

Click on [View Reports] to define:

= Time range (from date to date)

= Number of lines to show (number of http requests to show):

weh filter == Reports
Reports

sy Start date: |20 =] 7 [Jun =] 7 |2002 =]

I" End date: [07 =] / [ =] / [2008 =]
Murnber of lines to show:

Reports:

Start haur: IUD -[
End hour: |23 'l

@I Show
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TETTETEr
bannersspyweare  html
general 07 Lul2005:1 001815
bannersspyware  hitml
genersl 07 L2008 001818
bannersspyweare  html

O O Z OO, T T T T S GO STt T

general 07 AUl2008:10:18:18
general 07 Aul2008:10:18:18
general 07 Lul2008:1 001818

bannersspyvware 2
general  OFAU2008:10:18:42

clawicd 07 AJuli2008:16:24:06
cavid 07 uli2003:16:24:06  hitpodes msn.comd 1

The report lines follow this format:

T O SO TR BT T =

bt e playboy comd
clawicd  OFAUN2008:16:24:05  hitpe ey microsoft. comisapitedic dil Pprd=isSpver=6&ar=msnhome
kttp: o microzoft.comifwlink rLinkld=547 29 &cicid=0x040a
portals  hitml

http: e elmundo eslicajasiespana0icontador 1
http: Mestaticos03 cache el-mundo netielmundoficonostiempodsol png
Fitp: ffad ez doubleclick netiadiME1 32 elmundo mecinteration /B297207 2.2, 57=300:250, 0rcd=121541 862120301 393117 1

0 modelspornographypress

Back

press

hitrml

kiddz

tat
1

1

hitml

T T G =T o= T e T =T T T TTEET T
hitp: ffad es doubleclick netfadiMia2 o6 elmundo/B2552490,57=7 256x90;0rcl=1 215415621 20301 392957 1

ittp: ad s doukleclick netfadiMe256 eimundoB2952490,52=7 2890, ord=121541862120301 392987 1

bsnnerspress  png

dil

| profile name | date | time | URL | not blocked (0)/blocked (1) | category | file type

6.4 Filtering Profiles

When different Users operate on the same PC, different rules for each User or set of Users should

probably be defined.

| Eg. Defining different restrictions for a 10-year old child, a 16-year old child and for a parent or adult. |

A filtering profile enables the filter to operate differently to the default settings and is only applied to

certain Users.

If no new profiles are created, the filter operates with the default configuration described above.

@ The administrator can provide each member of a family/company with an individual filtering profile
based on, for example, their age or position.
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If profiles are enabled, when Users try to establish an Internet connection, they are required to
authenticate against one of the defined profiles.

6.4.1 Enabling/Disabling the use of Profiles

wiebfilter == Profiles
Profiles

User profiles can be used so that the fiter behaves differently depending on
whio is surfing at the time, To activate the profiles press Activate Profiles,

-

@ Activate Profiles

Profiles are filtering modes customized according to who is browsing. Profiles are commonly used when
a PC has more than one User. For example, in families it is normal to set up different profiles for children

and adults.

To activate filtering profiles:

1) Access the filter administration menu.
2) Select the Web Filter tab.

3) Choose the Profiles option.

4) Click on [Activate Profiles].

If no special measures are required and all Users are to be treated in the same way by the filter, existing
profiles can be dsiabled. This is only possible if profiles were previously defined and enabled. To disable

filtering profiles:

1) Access the filter administration menu.
2) Choose the Profiles option.
3) Click on [Deactivate Profiles].

From now on, all Users will navigate using the default filter configuration
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6.4.2 Creating a new profile

Webfilter == Profies
Profiles

Press this button to deactivate user profiles, Once deactivated, all users will use the same general
profile,

Deactivate profiles

To create a new profile, you must enter a user name and a password, A valid profile name may not
include either spaces or puntuaction marks, except the underling character (),

Mew profie: |Ehildren |

11| Mew profile

To modify the profile's configuration, or to delete or change the profie's password, choose a profile
narme and press the correct button,

@J Modify configuration ]

[:J Delete profile

To create a filtering profile:

1) Access the filter administration menu.

2) Select the Web Filter tab.

3) Choose the Profiles option.

4) Click on Activate Profiles.

5) Enter the profile name in the New Profile box.

6) The name of the profile created will appear in the bottom box.

6.4.3 Configuring/Editing a profile

To configure or modify a filtering profile:

1) Access the filter administration menu.

2) Select the Web Filter tab.

3) Choose the Profiles option.

4) Select the profile to be modified or configured.

5) Click on [Modify configuration].

6) A new screen appears with the name of the profile that is being modified displayed at the top.

7) The profile appears empty if it has just been created. Otherwise the last saved configuration is
displayed. When a new profile is created, it must be configured otherwise by default it will be
empty.
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o rronens o [

Incluched wsers hot ncluded wsers

PAdministrator

< Add htary (wife)

) Tommy - Children 01

Dedete »» Jomy - Children 02

a Profile configuration
]
. 1"‘ ‘Web Filter Protocols
il - .';

[ Back
L

First, Users that will be included in the profile must be selected. The list of available Users in
the computer is shown:

wiebfilter == Profiles == Profie : Children
ﬁ'j Profile users

Included users Not included users
Tarnry - Children 01 I Administrator
Johny - Children 02 << Add Mary {wife)
Delete >>

8 Profile configuration

& . > -
\&@; ‘Wweb Filter Protocols

Back

Then, for the active profile the following can be configured:

= Web Filtering restrictions (categories, files to block, navigation schedules etc).

= Protocol restrictions (restrictions based on application protocols: P2P, instant messenger, Email,
Newsgroups, chat, virtual worlds, others).

Specific Web Filter Restrictions:

Click on [Web Filter]. A new window is opened in order to configure the filtering restrictions for this
profile.

Click on [Use General Configuration] to copy general settings. This profile can then be configured,
adding or removing restrictions:
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wiehfitter == Profiles == Profile : Children
Profiles

[ﬁ [ Usze general configuration ] ]

Show profile URL lists 7

Categories to filter:

M Alcohal and tobacco [T Orling storage ¥ Anarymizers ¥ Anarexia and bulimia
M Gambling [T Banners ¥ Eombs [ Chat
I shopping [ wiebmail ¥ Drugs [T Dating
T Forum [T Photo and video [T Hackers [T Games
T adult games [ Instant messaging [ Models [ Music
I Personal websites ¥ Parnagraphy ¥ Racism [ Radio and tv anline
T Social netwaorks [T Saociety ¥ Sects [ P2p servers
M Sexuality [ Spyware ¥ widlence
Files to filter
Not blocked: Blocked

Click on [Show Profile URL lists] to open a window where a specific white list and black list of urls can
be defined for this profile:

.. == Personal URL lists == Personal URL lists: Children
Personal URL lists

Adding a URL to the lists on this page alows you to override the normal treatrment of a given web page for this

profile,
y/ @

Allowed .web pages Blocked web pages

Orily the exact address* T Orily the exact address* T
O]  Add o] Add
@ | Delete @ | Delete
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Specific restrictions based on application protocols:

webfiter = > Profiles == Profle : Children
ﬁ Profile users

Included users Not included users

Tarmrry - Children 01 I Administratar

Jahny - Children 02 << Add Mary Gwife)
Delete »>»

a Profile configuration

@ e R )

L

Click on [Protocols]. A new window is opened in order to configure the filtering restrictions for this
profile:

wishfilter == Profies == Profie : Children

Instant S ' S wirtual
| Messenger ‘ Email . Mewsgroup that . wodds .. DOthers

pzp

This option regulates the use of P2P applications (Kazaa, Emule, Grutela, etc) that alow users to
share information: images, films, videos, software, etc,

Use of programs and applications

& pllowed 0 Blocked 0 Scheduled

Surf schedule
Days Intervals
Monday | to | || | to | || | to | |
Tuesday | | to [ Il | to [ Il | to [ |
Wednesday | [ o] I | to | I | to | |
Thursday | [ o] I | to | I | to | |
Friday | [ta Il | ta | Il | ta | |
Saturday | | to [ Il | to [ Il | to [ |
Sunday | [ o] I | to | I | to | |
Ewample:08:00-09:30 12:00-14:00 19:00-22:00 (¥ou can configure up to three pericds)

~

[@1 Save Configuration [@ Restore Configuration

Protocol restrictions will be described later in this manual.

6.4.4 Deleting afiltering profile

To delete a filtering profile:

1) Access the filter administration menu.
2) Select the Web Filter tab.

3) Choose the Profiles option.

4) Select the profile to be deleted.
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5) Click Delete profile.

wiebfilter == Profiles
Profiles

profile.

Deactivate profiles

& Priss this button to deactivate wser profiles, Once deactivated, all users will use the same general

To create a new profile, you must enter a user name and a password, A valid profile narme may not
include either spaces or puntuaction marks, except the underling character ().

Mew profile: | |

1| Mew profile

To rmodify the profile's configuration, or to delete ar change the profile's password, choose a profile
name and press the correct button,

:Children

@J Modify configuration

e
CJ l Delete pmﬁlel ]

6.5 Contribution — Add Websites to the filter

Contribute with addresses of Internet pages that are not being detected by the filter (a url not included
in Optenet lists nor detected by content analysis) but which should be considered to be included as part
of any of the web categories (porn webpages etc).

Optenet’s Review department checks the contributed addresses and assigns them to the appropriate
category.

When a page has been reviewed, it is placed in one of the filtering categories. Additionally, if Users
provide their email address, they are informed of what action has been taken regarding their request.

In contrast to the Personal Lists, the Contribution function is used to inform Optenet of a page that
should be filtered, to the benefit of all Users of the filter.
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(HOPTENET OPTENET SECURITY SUITE PC

“—~ Gel optimal internet

Add websites to the filter Contact Close

IF viou think this website page should be restricted vou can let us know writing the address of the page in
"website" and clicking on "Zend"

IF wou like, wou can give us vour e-mail address and Cptenet will send wou confirmation when the website
has been analvsed.

E-mail address {optional):

| Send )

web page address:

|http:ff Delete )

Dbservations:

6.6 Advanced Configuration

The web pages that are added to this list will not be filtered and will not appear in the browsing history.
Access will always be allowed to these pages or servers.

Simply add the names of the automatic update servers, for example, the website used to update the
Anti-virus.

Once these changes have been made, the computer must be restarted in order for the changes to take
effect.

The pages entered in this section are completely excluded from filtering. They will not appear in the
browsing history, they will never be blocked and they are exempt from browsing schedules.

webfilter == Advanced conf.
Advanced conf,

The options available on this page are advanced configuration options, and shiould not be
riodified unless absolutely necessary, If you are in any doubt as to whether or not you should
change the settings shiown here please contact our Clent Support Service,

@ Excluded Web Servers Eucluded Wb Servers

The server URLs that you add to this list will not appear in the navigation

histary, nar will they be filtered. If you have profiles activated these servers i Add

will not trigger the profile authentication window:,

Typically vou should only add automatic updating servers to these lists, for | fans.optenet com i’
example the wl used for antivirus updates, Windows updates etc, cacherniami optenet.com

Mote that you should only add the first part of the URL, For exarmple, if the cac:ess.opttenett. e

URL showen in the navigation history were g:tce en'::?"a?_np; gnfefeotrgom
hittoranteal fes. optaret. conyget trans. alPig=xat yvou should only add - categm opténpet am
cache511ss.optenet.com--. categss.optenet.com =|
Ay changes made here will only take effect after restarting your machine,

i | Delete
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6.7 Protocol filtering

In this section, the different application protocols to be filtered can be configured by selecting the action
that should be taken with each one:

= Allowed — access to the programs and applications for that protocol category is permitted.
= Blocked — access to the programs and applications for that protocol category is blocked.

= Scheduled — access is regulated by time, depending on the timeframes specified in the Surf Schedule
table:

On the days where a timeframe is specified, access will be permitted only on those
timeframes.

On the days where a timeframe is not specified, access will be permitted the entire day.

The defined protocols are:

P2p

= |nstant Messaging

= Email

= Newsgroups

= Chat

= Virtual worlds

= Port configuration (others).

Web filter == Protocols

Instant S ' S virtual
'\ Messenger § Email . Mewsgroup - cthat . Worlds - Others

This option regulates the use of P2P applications (Kazaa, Emule, Grutela, etc) that allow users to
share information: images, fims, videos, software, etc,

Use of programs and applications

' slowed & Blocked O Scheduled

Surf schedule

Days Intervals
Morclay | |to] I Jto] I |to] |
Tuesday | [to] I [to| i | ta |
Wednesday | [to] I [to] Il | to |
Thursday | [to] Il [ta || |ta | |
Friday | [ta] I |to| || |ta | |
Saturday | [to] [ |to] I | o] |
Sunday | [ to I [to] I | o] |

Example:08:00-09:30 12:00-14:00 13:00-22:00 (¥ou can configure up to thres periods)

~

[[g]_“ Save Configuration [d':J Restore Configuration
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6.7.1 P2P

This option is used to control the use of P2P applications (e.g. Emule, Gnutella, Kazaa) used to share
pictures, films, videos, software, etc.

I Where P2P protocols are set to be blocked, if the web category “P2P Servers” is not being blocked
(see [WebFilter >> Configuration]), the program will also request these types of websites to be blocked:

x
<@ PZP Servers websites are not currently being blocked. Ta reinforce P2F blocking wou should also block web sites
\'\'{‘ cateqorized as PZF Servers. Elock this Category?

Acepkar I Cancelar |

6.7.2 Instant Messaging

This option is used to control the use of Instant Messaging applications (e.g. Microsoft MSN Messenger,
Yahoo Instant Messenger, ICQ 5.0, AIM), used to send messages and share files in real time.

% Where IM protocols are set to be blocked, if the web category “Instant Messaging Servers” is not

being blocked (see [WebFilter >> Configuration]), the program will also request these types of websites
to be blocked:

Microsoft Internet Explorer x|

<P Instant Messaging wehsites are not currently being blacked. Ta reinforce IM blacking vwou should alsa black weh sites
\‘Q/‘ categorized as IM Servers, Block this Category?

fceptar I Cancelar |

6.7.3 Email

This option is used to control the use of email accessed through the protocols POP3 (port 110), SMTP
(port 25) and IMAP (port 143).

To filter access to webmail, select this category when configuring which categories to filter.

% Where email protocols are set to be blocked, if the web category “Web Mail websites” is not being
blocked (see [WebFilter >> Configuration]), the program will also request these types of websites to be
blocked:

Microsoft Internet Explorer x|

9 ‘\WebMail websites are not currently being blocked. To reinfarce Email blocking wou should also block web sites
\'\'/’ categorized as WebMail Servers, Block this Categaory?

Aceptar I Zancelar |

6.7.4 Newsgroups

This option is used to control the use of newsgroups (e.g. NNTP), used as discussion forums where Users
can exchange opinions.
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6.7.5 Chat

This option is used to control the use of chat applications (e.g. IRC), through which Users communicate
with each other.

% Where Chat protocols are set to be blocked, if the web category “Chat” is not being blocked (see
[WebFilter >> Configuration]), the program will also request these types of websites to be blocked:

Microsoft Internet Explorer x|

P | Chat Websites are not currently being blocked. To reinforce Chat blocking vou should alsa block web sites categorized
‘-—"/ as Chat Servers, Block this Cakegory?

Aceptar I Cancelar |

6.7.6 Virtual Worlds

This option is used to control the use of Internet-based virtual world games (such as Second Life) where
Users can inhabit and interact via avatars.

Additionally, by enabling the Advanced configuration checkbox, a list of exceptions with URLs/addresses
can be configured to allow or block access, as follows:

Use of virtual worlds is allowed and there are no addresses in the advanced configuration list:
access is allowed to all addresses in the virtual world.

Use of virtual worlds is blocked and there are no addresses in the advanced configuration list:
access is blocked to all addresses in the virtual world.

Use of virtual worlds is allowed and addresses present in the advanced configuration list:
access is only allowed to the addresses in the list.

Use of virtual worlds is blocked and addresses present in the advanced configuration list:
access is blocked to all addresses in the list.

virtual Words Second Life

Accepted Wirtual worlds:

¥ Second Life gl Add
Delete

6.7.7 Other

This option is used to define the default behavior (access blocked or allowed) for all other ports not
included in the configuration of the previous tabs. In either case, exceptions to the above rule can be
defined by entering specific ports or range of ports to be blocked or allowed, as applicable.
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weh filter == Protocols

Instant Virtual

pPzZP i Email Newsgroup that Words Others

This option blocks of allows access to all other ports not included under the previous headings.
To establish exceptions enter the ports you wish to permit or block below:

c Block all other ports
Exceptions:

i add ] Delete

o Allow all other ports
Exceptions;

(i add ] Delete

6.8 Reinforcing the blocking

Sometimes, there is a similarity between web categories and families of protocols:

Protocol Web Category
P2P P2P Servers
Instant Messanging Instant Messaging
Email WebMail

Chat Chat

etc

For this reason, whenever the filter is configured to block any of these web categories, the program will
ask if related protocols are to be blocked to reinforce the blocking (if those protocols are not set to be
blocked yet).

In a similar way, whenever a given protocol is blocked, if the similar web category is not being blocked,
the program will ask if related websites should also be blocked.

Eg: If a given profile should not use applications based on email protocols, the program will ask if
webmail sites for this profile should be blocked.
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Optenet Security Suite includes its own Anti-virus tool with a complete range of functionality.
This section enables the configuration of malware detection.

When the [Anti-virus] tab is clicked, this menu will be displayed on the left:

@ Antivirus

Protection level
Aralysis
Watching agent
Updating
Reports

Cuarartine ()

7.1 Protection Level

In the Optenet Security Suite Anti-virus section, the level of protection for the computer can be
configured.
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Antivirus == Protection level
Protection level

I Cugtomized - I

¥ analyze programs included in compressed files,
¥ snalyze self-extract executables,
[T Use hieuristic anakysis.,

Protection level © Custornized

Protection level to be set by user,

Protection level .
High

= Recommended

Cuztomized
High
R ecommendead

= Customized.

Only where the “Customized” mode is selected, the User can fine-
tune the behavior of the Anti-virus (Anti-virus techniques and files
to be analyzed):

= Analyze programs included in compressed files
= Analyze self-extract executables.

= Use heuristic analysis

7.2 Analysis

In this section, the Anti-virus can be launched and an analysis performed, based on the default
parameters, and custom settings for the analysis can be configured.

Antivirus == Anakysis
Analysis

@ Express analysis 1 The aralysis will be rmade wsing the default pararmeters,

@ @ Custom analysis ) Click this buttan ta define custom parameters,

@ Analysiz configuration ) Click this buttan ta configure the analysis.

The Anti-virus can analyze all PC units and memory.

Click on [Analysis configuration] to open a new window and define default settings:
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¥hat elements do you want to analyze?
V¥ Memory

When wirls found IGuarantine infected process. ;I

Wihen suspicious found | Duaranting infected process. = |

¥ File System

[~

When virus found |Quarantine infected fils.
when suspicious found | Buarantine infected file.

&

Elements to analyze:
W wyhole computer
¥ analyze hard disks
¥ analvze floppy drives
' tnalyze CORCM/DVD drives
I Analyze USE drives
[T Folders or Drives.
[T snalyze elerments by file extension

Elements to except from analysis:

Elernents to except from analysis:

Select Files,

DrivejFolder: [ |

(i1 Add

i | Remove

QL Select

3y

Schedule
F e
7 Configure programmed analysis

0 Don 't perforrn prograrmed anakysis,
& Daily analyze at |IZ|9 vI |30 = Hours
€ weekly analyze [Mondsy =] at [030=] : [301=] Hours

Optenet Security Suite PC. User Guide

Memory Analysis:

Decide whether memory analysis has to be performed.
If a virus is found while scanning the memory, one of the
following measures can be taken:

= Alert that a virus has been found.

= Kill the infected process.

= Quarantine the infected Process.
In a similar way, a decision can be made on what to do
with a suspicious virus that has been found.

File System Analysis:

A decision can be made on what to do whenever an
infected file or suspicious virus has been found.
Configure the units that will be analyzed by default:
= The whole PC
= Just some units according to their types:
Hard Disks
Floppy drives
CDROM/DVD Drives
USB drives
= Some folders and drives. A new window will be
shown to select the folders and/or drives to be

analyzed:
Drives

Dirives; Folders: Files:

Set Drive
Set Folder

(@] 0K

= Optionally, files to be analyzed according to
their types (compressed files, music files,
programs ...) can also be indicated.
Exceptions

Indicate drives or folder that will not be analyzed.

Scheduling the analysis

It is possible to configure programmed analysis (with the
settings defined before).
Options:

= Do not perform programmed analysis

= Daily at a agiven hour

= Weekly at a given day and hour

Click on [Custom Analysis] to scan for viruses at this moment without modifying default analysis
settings. A new window will be opened in order to configure current analysis:
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DPTENET Security Suite - Antivirus - |EI|1|
— kemory
Analyze———— When wvirus found————— —When suspicious found
Mo analysis " Only log " Onlly log
& Al memary " Kill process 7 Kill process Cancel |
' Send process to quaranting % Send process to quaranting

— File spstem

nalyse
v \Whole computer I File extensions:
¥ Irclude Hard Disk drives

¥ | Include foppy drives I Add |

¥ | Include COROM/DVE dives
Delete |
¥ Irclude USE dives

™| Tk follawsing folders:

Add |
Delete |

~when vius found

 Orly log " Clean file ' Delete file & Send file to quarantine

—when suspicious found

 Orly log " Clean file ' Delete file & Send file to quarantine

Start the analysis. A new window will show the evolution of the analysis:

il
Analyzing: chwindowshsystem32hdlcachentdl. dil
Analysis has started. il

Analvzing memaory.
Memaory anakyzed.

Anahzing file system
s _>l_I

|

| LCloze I Cancel |

Click on [Express Analysis] to scan for viruses at this point using default settings. A new window will
show the evolution of the analysis.

7.3 Watching Agent

In the Anti-virus configuration section, a scan can be configured to be performed every time a file or
folder is modified. This analysis will be automatic and transparent to the User. The configuration options
for this automatic analysis are the same as those described in the previous section.
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Antivirus == Watching agent

-

From this Antivirus configuration option, it is possible to configure the execution of machine's analysis every time
that any file or folder have been modified, This kind of analysis is automatic and transparent to the user,
-

Select data source

¥ File system.

whien virus found | Quarantine infected file =
Whien suspicious found | Duaranting infected file. =l

Elerments to analyze:
M whole computer,
W Include COROMIDVD drives
¥ Include USE drives
[T Shared Folders,
¥ Include USE drives
™ Falders or Drives.
[T analyze elements by file extension

7.4 Updating

The Optenet Security Suite Anti-virus database can be updated automatically so that the User does not
have to be concerned about keeping it up to date. If automatic database updates are not configured,
Optenet Security Suite can be configured to notify the User when new updates are available for

download. The User can also update the Anti-virus database manually and in real time, or schedule
daily, weekly or monthly updates.

Antivirus == Update
mManual update

Marual update [@ Update Now ]

Updating policy

& Don 't perform programmed updates,

% & Daily update |'39 = : [00=] Hours
0 Update weekly every | Monday =] at |UE‘;| : |DD;| hiours

0 Monthly 01 =] at {09 =] : foo =] hours

I DK

7.5 Anti-virus reports

In this section, a summary report can be viewed on the scan performed by the Anti-virus. Additionally in
this section, log files can be programed to be deleted automatically to save disk space.
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Antivirls == Reports
Reports configuration

¥ Save reports
Report files will be deleted each days

#| Accept

Viiew reports

ek
%
%y

E.L_:l" View reports

Click on [View reports] to check Anti-virus activity log. Select the time period and the number of lines to
be shown:

Antivirus == Reports

Reports

Start date: |19 =] f [Mar =] /2010 =]
'*‘?(L End date: [26]=] / [Mar =] / [2000 =]

Murnber of lines to shion:

Reports:

Start hour: |DE| 'i

Erd b |23 'i
E;l Show

26Mari2010:18:11:33
26Mari2010:18:11:35
26Mari2010:18:11:35
2E6Mari2010:18:30:43
2EMar2010:18:31:13
2EMar2010:18:31:50
‘driver.cab: ¥

26Mar 201018 37.23
26Mari2010:18:37: 24
26Mar 2010:19:09: 39
26Mar 2010:19:09:45
26Mari2010:19:09:45
2E6Mar2010:19:09:45

Araly=ing file system. e

File =ystem analysed: 1 files analysed, 0 infected.
Analysis done.

Analysis started.

Lnalysing file system. .

File  ciwvindows'driver cachei3S8wriver.cab  Error  error: ScanFile, o wvindows\driver cacheli386
File system analy=zed: 3168 files analysed, 0 infected.

Aralysiz cancelled. .

Aralysis started. .

Aralysing file system. . . L

File =ystem analysed: 128 files analyzed, 0 infected.

Analysis cancelled. .

Back

7.6 Quarantine

In this section, the files in quarantine can be viewed. These files can be unblocked or deleted. The files
can also be searched or the entire contents of the quarantine can be deleted (empty the quarantine).
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-6 OPTENET Security Suite

=101
< [l | W
(:} 9“ ﬂ;ﬁ% OPTENET SECURITY S U ITE PC Portugués Espafiol English Contack
General (@ web filter €3 antivirus | §@ Firewall | € antispam | €3 AntiPhishing | ) Reports il

@ Antivirus

Protection level
Analysis
Watching agent
Updating
Reports

e (4) iy

Aritivits == Quaranting

( unblock [

Delete

)(

Empty

)

I  Filename

™ B eicarcom2.zip
I E)eicarcom2 zip
™ B eicarcom2.zip
I B eicarcorn2.zip

Location
cidocuments a..
cidocuments a
cidocuments ...

cidocuments a...

087uli2008 Connection Enable

[ < ] [ Search ] [ > ]
Date
ritoricbi rus Today, 17:30
ritoriotel rus Today, 17:30
ritariowi rus Today, 17:30
ritariatel rs Today, 17:30

@ Note: the menu [Quarantine] (on the left), will also indicate the number of quarantined files.

Optenet | 50



Optenet Security Suite PC. User Guide

Optenet Security Suite includes a powerful Firewall that is easy to configure.

When the [Firewall] tab is clicked, this menu will be displayed on the left:

@ Firewall

Security level
&pplications
Metvorks

IPs=

Services
Protocols

Feparts

8.1 Security Level

In the Optenet Security Suite Firewall section, the level of security for the computer can be configured.
The available levels of security are:

= High
= Recommended

= Customized

Both in [High] and [Recommended] levels, preset configuration will be used. &Only in case of selecting
the[Customized] Protection level, changes to the configuration being done in the different sections will
be allowed to be saved.
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Security level

I Cugtomized = |
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Security level © Custormized

In the customized level you will be able to
rodify the configuration wsing the links of the
hiorizontal rmenu

8.2 Application Control

In this section, access to the Internet can be granted to applications.

Initially, the list includes applications that normally have access to the Internet when they are executed.

Firewall == Application configuration
Application configuration

B
¥ Ask each time the application executes.
¥ Activate sound alerts.

Apply the following default action: |Bluckthistime 'I
Allow or block services (inbound/outbound) to the following applications:

Application

In this option you can add, modify or delete applicactions that have access to the Internet. By adding
applicactions to this list, you can grant access to the Internet to those applications. Initialy, the list has
some applications that normally have access to the Internet when they are executed.

Preset Configuration.
Operating System Applications
applications

CAWINDOWS\ System 32°\services exe
CAWINDOW S \system 32 avchost exe
CAWINDOW S \system 32\ sass exe
C
C
C

SWINDOW Shaystem 32 elnet exe
AWINDOWS \system 32 netstat exe
AWINDOWS system32\F TP EXE

The firewall can be configured so that it alerts the User whenever any new (unknown) application

(notincluded in the list) attempts to access the Internet and optionally activate sound alerts.

If alerts are activated, whenever an application tries to access the Internet a balloon will be
shown over the Optenet Security Suite icon (on the windows status bar), asking for

instructions and the appropriate action to take:
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= Allow this time: This time, access to Internet will
be permitted.

= Block this time: This time, access to Internet will
be blocked.

= More options ...: (see next image):

= More information about this application: Obtain
additional information about the application (if
available).

= Help about this dialog.

If no action is chosen after a given period of time,
the default action will be applied (See below).

If [More options] is selected, this dialog will be shown,

Firewall . enabling the configuration of default options for this
Application application to be applied whenever it tries to access
|..'\MSN'\Msnlnstaller\msninst.e:-:e Internet:

» Enable all traffic.
» Enable only outbound traffic.
»  Block all communications

Actions

I :
Allow only output traffic And optionally:
_ » Monitor program activity

[ watch the program's traffic » Ask each time the program
executes.

[ Ask user everstime it's executed . .
These options are saved to the list of known

0K, | Cancel | applications, and can be edited at any time.

» Select the default action to be taken whenever any new application attempts to access
Internet (or if a prompt for action to be taken has been indicated), and no option has been

selected in a given period of time:
Firewall => Application configuration Options:

== Application configuration . .
If the User does not choose what to do, default action will

In this option you can add, modify or delete a be:

applicactions to this list, you can grant access:

some applications that normally have access tc = Block this time: This time, the access to the Internet

will be denied (recommended).
¥ ask each time the application executes. = Allow this time: This time, the application will have
W Activate sound alerts. access to Internet.
= None: Keep on prompting for what to do until the

Apply the following default action |Elock this time *I User chooses an option.

Block this time

Allows or block services (inbound/o T — v

For each application in the list, the types of inbound and outbound services that are allowed or denied
can be configured. Select an application from the list and click on [Change]:
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Allow or block services (inbound/outhound) to the following applications:

Application
C:MArchivos de programa“Mozilla Firefoccomponentstalkback exe -~
C:M\Archivos de programa“Moszilla Firefox\Firefox exe B
C:\Archivos de programa\Maxthon'\Waxthon exe ol Add _
R b i | Delete
“Archivos de programatWindows Live Messenger\msnmsgr.exe
“MArchivos de programa*Adobe’Acrobat 6.0%ReadertAcro Rd 32 exe i | Change 4
INDOW S System32taskmar.exe
CAWINDOWS\System32\Wga Tray.exe b

A new window will be displayed enabling specific behavior for this application to be configured:

= .. == ChArchivos de programalMshl Messengermsnmsgr, exe
Application configuration

‘a application Name: [ C:archivos de programalMsi Messengerimsnmsgr . exe |

[T sk each time the application executes,
[T mMonitar prograrn activity

$ Allowed services to this application:

Inbound services: Outbound services:
JaLL =] [ public =l JALL =1 [ public B
( aad ) pelete ][ change | ( adad ) pelete ][ change |
Service - Permission Service - Permission
ALL-public ALL-public
ALL-private ALL-private

*:_i Double click an element to change its permissions.

(@ ok ) [ Back )

The inbound and outbound services are:

Services:

DHCP DHCPC DHCPS
DNS FTP HNS
HTTP HTTPS IKE
NetBios NPP POP3
RLP SFTP SMB
SMTP SSH TELNET
UPNP RDP RPC
RLP

Additionally these services can be:
= Public

= Private.
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See later in this manual how to create/customize services.

8.3 Network entries

In this section, connections established from the machine can be monitored in real-time. Only
applications entered on the relevant list (Application Configuration section) are monitored. This section
provides the following information about live connections:

= Protocol: type of communication protocol of the connection.
= Listening IP: IP address against which the connection has been established.
= Listening port: the port on which the connection has been established.

= Application: the application that has established the connection or listening ports (even though there
is no active connection).

= Status: the status of the connection (private, public, blocked)

Network entries

You can monitor network connections established into your PC for any application added to the applications list ("Applications” section),
This option showes the folowing information about the current connections:
Protocol: connection communication protocol type.
Network: IP uzed in connection.
Port: port used in connection,
Application: application for current connection,
Status: connection status,

Protocol Listening IP Lls;eor:lng Application State
TCP 192,168, 1427 139 SYSTEM private
TCR 0.0.0.0 13390 CYARCHIVOS DE PROGRAMAYOPTENET SECURITY SULTEVBIMYOPT _PMON. EXE public
TCRP 0.0.0.0 s CYWINDOWS\SYSTEM32\SWCHOST.EXE private
TCP 0.0.0.0 445 SYSTEM private
TCR 0.0.0.0 10237 CYARCHIVOS DE PROGRAMAYOPTENET SECURITY SUITEVBINYOPT _SECS.EXE public
TCRP 127.0.01 1029 CYWINDOWS\SYSTEM32) ALG EXE private
LUopP 192,168 1427 137 SYSTEM private
upp 0.0.0.0 4500 CYWINDOWS\SYSTEMIZYLSASS EXE blocked
upp 0.0.0.0 445 SYSTEM private
LUopP 0.0.0.0 500 CAWINDOWS)SYSTEM32ILSASS EXE private
we  woon mm  GpeGmescesccmcermer ey
LUopP 127.0.01 1900 CAWINDOWS)SYSTEMIZYSWCHOST.EXE private
Upp 127.0.01 123 CYWINDOWS\SYSTEM3I2\SWCHOST. EXE blocked
Lop 192.168.142.7 1900 CYwWINDOWS\SYSTEM32\SWCHOST. EXE private
LUopP 192,168, 1427 123 CAWINDOWS)SYSTEMIZYSWCHOST.EXE blocked
uop 192.168.142.7 138 SYSTEM private

7| Hefresh

8.4 IP Configuration (IP Black & White Lists)

In the Firewall configuration section, two lists of IPs can be defined:
= Allowed IPs: White list of IPs with which the computer can establish a connection.

= Blocked IPs: Black list of IPs that are unable to establish a connection with the computer.
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Firewall == IP configuration

Allowed IPs
N == IP range
[ | frorm: [ [t [ |
[ﬂ Add ] [ﬂ] Remove ] [tD Add W [m:l Remove ]
10.0.0.0-10.255.255.255
127.0.0.0-127.255.255. 255
17216.0.0172.31. 255 285
192168.0.0-192.168.255.255
Restricted IPs
N == IP range
[ | from: | Jto: [ |
[ﬂ Add ] [ﬂj Remove ] [tD Add l [ﬂj Remove ]

8.5 Service Configuration

The services defined in this section will be the ones that can be used by applications (allowed, denied
etc) e.g: define that telnet.exe can apply telnet services that in turn are defined as a set of TCP and/or
UDP Port ranges.

Specific services can be created defining TCP and UDP port ranges to be allowed or blocked (when used
by the different applications).

Firewall == Services configuration
== Services configuration

'ﬁ Here you can configure the services for your system.

Service
Network Prirting Pratocal (NP} ~ (6] Add )

Post Office Protocol - Version 3 (POP3) |
File Transfer Protocal (FTF)

Simple File Transfer Protocol (SFTF) | Delete
Dynamic Host Configuration Protocol ve-client

Dynamic Host Configuration Protocol vB-server)

Intemet Key Exchange {IKE) for secure associations [E Edit
Dynamic Host Configuration Protocol (DHCP)
Universal Plug and Play {UPnF}

Remote Desktop Protocol(ROP)

[

== Ping

Select this option to block ping packages. All the ICMP packages will be blocked
Allow ping: ™

7| oK

The services configured by default are:

DHCP Dynamic Host Configuration Protocol

DHCPC Dynamic Host Configuration Protocol version 6 Client
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Dynamic Host Configuration Protocol version 6 Server

Hypertext Transfer Protocol over Secure Socket Layer

Network Basic Input Output System

DHCPS

DNS Domain Name Service

FTP File Transfer Protocol

HNS Host Name Server

HTTP Hypertext Transfer Protocol
HTTPS

IKE Internet Key Exchange
NETBIOS

NPP Network Printing Protocol
POP3 Post Office Protocol version 3
RDP Remote Desktop Protocol
RLP Resource Location Protocol
RPC Remote Procedure Call

SFTP Simple File Transfer Protocol
Telnet Remote character terminal
SMB Service Message Block

SMTP Simple Mail Transfer Protocol
SSH Secure Shell

TELNET

UPNP Universal Plug and Play

New services can be added to this list by defining their TCP and UDP ports:

Firewall == Services configuration == Add

,ﬁ Service Mame : | |

Service Description : | |

UDP ports
== Port => Range
[ | Beginning [ | end |
(0 Asda ] (i1 Deete | (0 A ] (@0 Deete
TCP ports
== Port =>> Range
[ | Beginning [ | end [
(1 Ad ) (@] Delete | (31  Add ] (i) Delete
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8.6 Protocols

In this section, this option regulates protocols to block, allow or allow only according to a given
schedule. Itis a shortcut to the Protocol Manager described before for the Web Filter Service (WebFilter
>> Protocols):

Instant . Virtual
-.\\ Haanaur Email Newsgroup that Others

pzp _ Words

This option regulates the use of P2P applications (Kazaa, Emule, Gnutell, etc) that allow users to
share information: images, fims, videos, software, etc.

Use of programs and applications

@ Alowed ¢ Blocked ¢ Scheduled

Surf schedule
Days Intervals
Monday | | to | [ | to | Il | to | |
Tuesday | | to | [l | to | I | to | |
Wednesday | | to [l | to I | to | |
Thursday | | to | [l | to | I | to | |
Friday | | to | [ | to | Il | to | |
Saturday | | to | [l | to | I | to | |
sunday | to | [l | to | I | to | |
Example:08:00-09:30 12:00-14:00 19:00-22:00 {You can configure up to three periods)

an Save Configuration | [&] Restore Configuration |

8.7 Reports

In this section, a summary report can be viewed on the actions taken by the Firewall. Additionally in this
section, log files to be deleted automatically to save disk space can be programmed.

The time period can be defined for the report as well as how many lines the report should display.
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Reports configuration

¥ Save reports
Report files will be deleted each

¥ Accept

View reports

@ @1 View reports

OPTENET Security Suite

days

< [l |
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=lojz

JOPTENET

—/Get optimal internet

General

Firewall > Reports
Reports

@ Firewall

Security level

(@ wweb filter

Start date: [30]=] / [Jun =] / [2008

OPTENET SECURITY SUITE PC

Portugués

Start hour: [00 =

Espaicl

€ antivirus | @ Firewall | € antispam | €3 AntiPhishing | § Reports

English Contact
—

081[2008. Canngetion Enables

Applications i@ endcate: [ [0S [0S End hour: [232
Metwarks Hurmber of lines to shou: @ Show
s Reports:
Services
p—— 030u200213:30:14  (System]  LISTEN TCP Q000445 - ALLOW ] =
0302008133014 [System]  LISTEN  TCP 192165142739 - ALLOW
133044 [CWAND: exel LISTEN TCP 0000135 - ALLOW ]
0302008133044 [System]  OUT  UDP 1921681427437 192168142255137 DENY ||
0310/200813:30:44  [C\Archivos de programaOPTENET Secury SulelimiOPT_SecS.exe] LISTEN TCP DOOBAMZET - ALLGW ]
0310/200813:30:25  [CArchivos de programaiRealyNCWNEAUAINYNCA.exe] LISTEN TCP 00005300 - ALLOW [|
0302008133025 [CUArchivos de programaiRealNCWNCAUAINVNCA.exe]  LSTEN  TCP 0000800 - ALLOW []
0340008133026 [ NOT_LISTEN TCP 00005300 - ALLGW [
03W0/20081 33026 [CAYChivDS de programaiRealyNCWNCAWNINVNCA.exe]  LSTEN  TCP 00005300 - ALLOW [
030U/2008 13:30:50  [GWrchivs de progtamaiOPTENET Security SulelintOPT_PMON exe]  LISTEN TGP 000013580 - ALLOW [
|

Back
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Optenet Security Suite includes a comprehensive and powerful Spam protection that helps combat the
ever-increasing amount of Internet Spam.

In this section, the tool can be configured for Spam detection and access to quarantined emails.

When the [Anti-spam] tab is clicked, this menu will be displayed on the left:

@ Antispam

Opftions

Personal Lists

Advanced Configuration
Quarantine (o)
Reparts

9.1 Options

In this screen, the action to be taken whenever a Spam email is detected can be selected:

= Send it to Quarantine — Quarantine can be reviewed at any time, and the decision on the action to be
taken regarding the email.

= Tag it —a tag will be added to Spam emails. This tag can be customized by the User and added to the
following locations:

» Subject [Prefix] — as a prefix in the subject of the email

» Subject [Replace] — the tag will replace the subject of the email

» Body —the tag will be added at the beginning of the body of the email

» Send as attachment — the original email will be added as an attachment to the final email.

= Delete it — Spam emails will be deleted automatically.
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Antispam == Options
Actions on spam
what do you want to do with undesirable mail?

" Send it to Quarantine

% Tagitwith:  [[SPAM] | in | Subject Prefix -]

" Delete it
#| OK

9.2 Personal Lists (Black & White Lists)

This section is for the creation of personal Black and White lists (Trusted list of Senders, Banned list of
senders).

= Emails received from senders in the Trusted List will not be considered Spam by the filter.

= Emails received from senders in the Banned List will be considered as Spam and processed according
to the settings chosen in the [Anti-spam>> Options] section.

Addresses to the lists on the left can be added by manually entering the address or copying a list of
addresses from an external source. Existing addresses can be deleted by selecting them in the right lists
and clicking [Delete].

A When copying and pasting a list of addresses please ensure that each email address is in one line.
Antispam == Personal Lists

Trusted list
Senders to be accepted:
Add
- << Delete
o\ -

™ Orly accept emals from senders in the Trusted list

Banned list
Senders to be rejected:
8 Add
@ << Delete

& 0K

9.3 Advanced Configuration

Advanced configuration options for Anti-spam service:
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Antispam == Advanced Configuration

The options avalable on this page are advanced configuration options and shiould not be modified unless necessary, If vou are in any doubt as to
whether you should change the settings below please contact our Technical Support Team.

Filtering categories

Select the categories you want to use for filtering. Emal messages containing URL hypetlinks from the selected categories will be marked
as Spam and processed according to the configuration set in the Options section,

¥ Pormography W Spam advertisers

Filter behaviour

¥ Do not scan emails larger than Ke

File types to block

Select the file types you do not want to receive. Emal messages containing files of the type or types selected will be marked as Spam and
processed according to the configuration set in the Options section,

Avalable file types: Selected fle types:
Shared Files -
AR
F&R
ZIP
Images Add
gr‘\gP [Microsoft Windows| W\
JPG [JPEG)
JPEG
PHG hd|

Other fle
wpes ][ Add

Itis possible here to configure:

= Filtering categories: Emails including URL links to websites classified as any of the selected categories
will also be considered as Spam and processed according to the settings chosen in the [Anti-spam >>
Options] section. Available categories:

“Pornography”
“Spam advertisers”

= Filter behaviour: in this section, the maximum file size of emails to be analyzed (in KB) can be
defined. When an email exceeds the specified size, even if it contains Spam characteristics, it will not
be identified as Spam.

Recommended value: 128 Kb (usually, Spam emails, even including attached files, are small).

= File types to block: in this section, file type(s) can be defined as undesirable not be received in the
email inbox.

Email messages containing files of the selected file types as attachments will be considered as Spam
and processed according to the settings chosen in the [Anti-spam>> Options] section.

Select predefined file extensions from the list or

Include additional file types by entering their file extension.

9.4 Quarantine

In this section, the emails sent to quarantine can be reviewed.

The number of emails in quarantine is displayed next to the menu on the left.
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Cuarantine (1)

Antispam == Quarantine

[_nul Spam ] [_ Delete | [_Unhlm:k ] [_ Empty ] Iterms/page |5 ;I 1Df1[_ < ] [_ Search | [_ > ]

Click on an itern to expand the frame and display the first few lines of the body of the message,
Click on the ittern again to collapse the frame and return to the list mode,
If the emal contains a virus, this wil be indicated with the virus icon in the virus column,

r Sender Subject Date Virus
Tue, 4 Moy 2002

[T tibarbasc@sammy,com Get this for free! 16:3%:56 +0000
(GMT

Choose the number of emails to be shown per page (5, 10, 25, 50, 100).
Individual emails can be selected and any of the following actions can be applied to the selected emails:

= Not Spam: Selected emails should not have been considered as Spam. These will be sent to User’s
email inbox.

= Unblock: Selected emails, regardless whether they are Spam or not, will be unblocked and sent to
the User’s email inbox.

= Delete: Delete selected emails (these will not be sent to User’s inbox).

= Empty: Delete all existing emails in quarantine (even though these are not selected).

oy
‘L) Where a given email contains a virus, a specific icon will be displayed on the [Virus] column.

If the list of Spam Emails is too long, the list can be filtered by indicating selection criteria based on:
Range of dates when the email was received.
Sender email
Subject
The list of results can be placed in order (ascending or descending) by:
Date
Sender

Subject
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Search
@ Start date: [30 <] / [Mar =] 7 |2010 120 =] : |00 =]
=  £nd date: [30 <] / [Mar =] / [2010 |20 x| : fo0 |
Sender: |
Subject: |

Sort by: |Date =
Accept

9.4.1 Quarantine Configuration
Antispam => Quarantine => Configuration

Quarantine configuration

™ Inverse order

If 3 quarantined message is marked as Mot Spam by user, the sender wil be added to the Trusted list: |[No -

Quarantined messages wil be deleted after days

&

This screen can be accessed through a sub-menu in Quarantine and allows the following quarantine

options to be configured:

=  Whether the sender has to be added to the Trusted list automatically, whenever an email is checked
as Not Spam by User. Default value: Do not add automatically to Trusted List.

= Period to maintain messages in Quarantine. Once this time has elapsed, emails will be removed

automatically.

9.5 Reports

Emails that have been considered as Spam by the filter can be viewed. Reports only show information

related to traffic while the filter was active.

In this section, it is possible to:

= Decide whether to save information about emails considered as Spam or not.

Mark the checkbox [Save reports] to log this information.

Decide the periodicity of the deletion of report files (in order to save disk space). By default

this is set to 15 days.

= View Anti-spam detection history (information available where [Save reports] option has been

checked).
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Antisparn => Reports
Reports configuration

[T Save reparts

Report files will be deleted each days
| Accept

View reports

@ @ | View reports

Click on [View Reports] to define:
= Time range (from date to date)

= Number of lines to show (number of Spam emails to show):

Antisparn == Reports
Reports

o Start date: |D4 'I I |Nuv 'I f|2008 'I Start hour: |DD 'I
2) End date: |El4 vlleov vlleDElE vl End hour: |23 vl

Nurnber of lines to show: |1U | E.C[" Show )
Reports:
optenet.com 127001 test@testoptenstcom - 04Mowi2008:16:3556  tibar basci@sammy.com  testi@test optenst com 3729 Getthiz for
freel POP3 AC O - 1

Back
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Optenet Security Suite includes a comprehensive and powerful Anti-phishing engine that monitors both
web traffic and mail traffic, identifying suspicious activity and protecting against phishing attacks.

Optenet Anti-phishing provides:

= Protection from potential and verified fraud sites that try to obtain sensitive User information
simulating other legitimate websites, including emails containing links to these sites

= Personal Data Protection: Specify credit cards, passwords, account numbers, telephone numbers,
addresses or other personal key information in order to ensure that such information is used in a
secure and non-fraudulent manner while browsing the Internet.

In this section, the tool can be configured for Anti-phishing detection (including access to quarantined
emails) and Personal Data key definition.

When the [Anti-phishing] tab is clicked, this menu will be displayed on the left:

@ Antiphishing

Options

Personal lists

Personal Data Protection
Quarantine (0}
Reparts

10.1 Options

In this screen, protection against phishing as well as the action to be taken on phishing emails or URLs
can be enabled or disabled.

Optenet | 66



Optenet Security Suite PC. User Guide

Antiphishing == Options

Antiphishing detection

* Enable
" Disable
Action
Verified phishing websites | Block / Delete -
Suspicious phishing websites | Alert / Send to quarantine = |

& OK

There are two types of phishing websites:
= Verified Phishing sites.
= Suspicious Phishing sites

It is possible to specify different actions depending on that classification (different actions for suspicious
and verified phishing sites):

= Block/Delete:

Web: Phishing websites will be blocked (whenever navigation to those phishing URLs is
attempted)

Mail: Phishing emails will be automatically deleted.

= Alert/Send to quarantine:

Web: the User will be warned that the page being accessed has been reported as a phishing
website, with the action to:

Continue anyway.
Do not continue.
Mail: Phishing emails will be sent to the quarantine.
= Allow/Modify subject:
Web: access to the website will be permitted without restrictions (not recommended).

Mail: Emails will be delivered but a tag will be added to the subject.

10.2 Personal Lists (Black & White Lists)

Create Black and White lists:

White List Black List
Trusted List of Senders (email) Banned List of Senders (email)

Trusted List of URLs Banned List of URLs

= Trusted list of Senders: Email Senders that will never be considered as phishing sources.
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= Banned list of Senders: Email Senders that will always be considered as phishing sources.
= Trusted list of URLs: URLs to be considered as not being phishing sites.

= Banned list of URLs: URLs to be considered as phishing sites.

Filter behavior:

= URLs in the Trusted list and Emails received from Trusted senders will never be considered as
phishing.

= URLs in the Banned List and Emails received from Banned Senders will always be considered as
phishing and processed according to the settings chosen in the [Anti-phishing>> Options] section.

Addresses to the lists on the left can be added by manually entering the address or copying a list of
addresses from an external source. Existing addresses can be deleted by selecting them in the right lists
and clicking [Delete].

A When copying and pasting a list of addresses, ensure that each email address is in one line.

AntiPhishing =» Personal lists

Trusted list

Senders to newver consider phishing:
R Add
S 3 << Delete

URLs to never consider phishing:

¢

) "ué" << Delete
Banned list

Senders to shways consider phishing:
8 Add
@ << Delete

URLs to always consider phishing:

j- Add
@ << Delete

7 0

-~

10.3 Personal Data Protection

Personal data protection allows personal data such as credit cards, passwords, account numbers,
telephone numbers, addresses or other personal key information to be entered, modified and deleted in
order to ensure that such information is used in a secure and non-fraudulent manner while browsing
the Internet.

In this screen, the personal data protection functionality as well as the action to be taken when the
program detects an attempt to send stored personal data in the computer can be enabled or disabled:
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= Mask: when a User enters any of the stored personal data on a website, the data will be sent
encrypted in a form that cannot be recognised by the receiver (replaced by asterisks).

= Alert: when a User enters any of the stored personal data on a website, a message will warn him/her
of the attempt to send this personal information, requesting the administrator’s password.

If the password is correct, the data will be sent as normal.

Otherwise (or if the Cancel button is pressed) the information is sent encrypted in a form that
cannot be recognised by the receiver (replaced by asterisks).

Additionally, an email account can be con figured to receive notifications each time any kind of personal
data is being sent (or has been attempted to be sent) to the Internet.

Personal Data Protection

{* Enable Action

" Disable (-Mask v] [p ”D—_iz.__.-:|rn',ff-‘\ccnur|t@l'\a1',fDomain.cnm |]

Adding Personal Data:

To configure personal data, for each section enter a name (or alias) and the value (at least four
characters) for the credit card, password, telephone number, address and personal key information, and
click on [Add]. The entered name appears in the List on the right.

In order to improve the security:

= Personal data will be requested to be re-entered.

= Personal data will always be displayed protected (replaced by asterisk).

Deleting Personal Data:

To delete personal data, select the element to be deleted in the list on the right, and click on [Delete].
Updating Personal Data:

To modify a value, select it in the List on the right and click on [Edit].

The relevant values will appear in the fields on the left, where they can be edited. Where a change is
applied to a name (or alias), a new record will be added.

Click on [OK] to save the settings.
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= Personal Data Protection

% Enable Action

€ Disable Mask =

=== Credit Cards

== Passwords

=
dr"
g

L —

Add »>
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Card rumber: | - |-

Re-enter card I -] -]

| Delete ]
| << Edit

rurnber:

== Telephone Numbers

¢ Gy

== Addresses

== Other Keys

—é_ig

10.4 Quarantine

In this section, emails sent to Anti-phishing quarantine can be reviewed.

Password alias: | [ Add >>

Password: | ( Delete

Re-enter password: | [ << Edit

Telephone alias: | [ Add 3>

Telephone number: | [ Delete

Re-eniter telephong | [ << Edit
rurmber:

Address dlias: | [ Add >>

Acidress: | ( pelete

Re-enter address: | [ << Edit

Key name: | [ Add>>

Key value: ‘ [ Delete

Re-enter key value: ‘ [ << Edit

The number of emails in quarantine is displayed next to the menu on the left.

Cuarantine (1)

Arti-Phizhing == GQuarartine

Lnut Spam ] L Dslete 1 L Unblock | [‘_ Emply 1' Items/page [5 ;I 1of1 L
Chick on an itemn to expand the frame and display the first few ines of the body of the meassage

Chck on the itemn again to colapse the frame and return to the kst mode,

1f ther ernal contans & vines, this will be ndcated with the virus icon in the vins column

Subject

r Sender

[T tibar. basc @samery. com

Choose the number of emails to be shown per page (5, 10, 25, 50, 100).

Gat this for fes

_‘Lsaunh ]L ;) "

Date Yirus

Tug, 4 Nov 2008
16:35:56 +0000
(GMT)

Individual emails can be selected and any of the following actions can be applied to the selected emails:
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= Not Phishing: Selected emails should not have been considered as Phishing. These will be sent to
User’s email inbox.

= Unblock: Selected emails, regardless whether they are phishing or not, will be unblocked and sent to
the User’s inbox.

= Delete: Delete selected emails (these will not be sent to User’s inbox).
= Empty: Delete all existing emails in quarantine (even though these are not selected).
(D Where a given email also contains a virus, a specific icon will be displayed on the [Virus] column.

ArtiPhishing == Quarantine

Emt Phishing| L Delete | LUnthck ) L Empty | temsfpage |5 =l éf L < ) L Search | L >
1

Click on an itern to expand the frame and display the first few lines of the body of the message.
Click on the itemn again to collapse the frame and return to the list mode,
If the emnail contains a virus, this will be indicated with the wirus icon in the virus column,

- Sender Subject Date Virus

Tue, 4 Hov 2002
15:26:54 +0000
(GMT)

[MMASE Meed affordable Drugs? Purchase Online here;-

[T tibar.basc @sammy.com GerericCialix $2.20, Geneticviagr $2.23 ytlpg rozo

If the list of Phishing Emails is too long, the list can be filtered by indicating selection criteria based on:
Range of dates when the email was received.
Sender email
Subject

The list of results can be placed in order (ascending or descending) by:

Date
Sender
Subject
Search
Q Start date: [30 =] / [Mar =] / |2010 [20 =] :]o0 ~|
2 End date: [30 =] / [Mar =] / |2010 [20 | : |00 ~|
Sender: |
Subject: |
Sort by: [Date = [ Inverse order

pr—
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10.4.1 Quarantine Configuration
Antiphishing == Quarantine »> Configuration
Quarantine configuration

If 3 guarantined message is marked as Not Phishing by user, the sender will be added to the Trusted list: [Ne _-

Quarantined messages wil be deleted after days

& OK

This screen can be accessed through a sub-menu in Quarantine and allows the following quarantine
options to be configured:

=  Whether the sender has to be added to the Trusted list automatically, whenever an email is marked
as Not Phishing by User. Default value: Do not add automatically to Trusted List.

= Period to maintain messages in Quarantine. Once this time has elapsed, emails will be removed
automatically.

10.5 Reports

Emails that have been considered as Phishing by the filter as well as URLs that have been categorized as
phishing sites can be viewed. Reports only show information related to traffic while the filter was active.

In this section, it is possible to:
= Decide whether to save information about emails/URLs considered as phishing attacks.
Mark the checkbox [Save reports] to log this information.

Decide the frequency of the deletion of report files (in order to save disk space). By default this
is set to 15 days.

= View Phishing detection history (information available where [Save reports] option has been
checked).

Antiphishing == Reports
Reports configuration

¥ Save reports
Report files will be deleted each days

| Accept

View reports

=
B E;l View reports

Click on [View Reports] to define:

= Time range (from date to date)
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Number of lines to show (number of phishing attacks to show):

AntiPhishing == Reports
Reports

= Start date: |D4 vl,f Maw 'I f|ZDDE - Start hour: |DU 'I
2) End date: |D4 vl,f Mov vl,r|2uus - End hour: |23 vl

Mumber of lines ta show: |1U | !.C[1 Show )
Reports:

Antiphishing Wweb

MoData =]
E

Antiphishing Mail

optenst.com 1270041 test@testoptenst.com - 04Mow/2008:15.26:54  tihar basc@sammy com test@test optenst.com 4578 [MMASEMNeed

affordable Drugs? Purchase Online here:- GenericCialix $2.80, Genericviaar $2.23 wilpg reze POP3 ACPH 0O - 1

Other

MNolata =]

Back
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23] |

11 REPORTS

In this section,a summary of the actions taken by Optenet Security Suite can be viewed.

== Reports Reports can be viewed on the activity of the following
>> Reports services (list of services may vary depending on installed

Click to view filter reports : here product):

Click to show antivirus reports : here .

Click to view firewall reports : here = Web Filter

Click to view antispam reports : here L

Click to view antiphishing reports : hera = Anti-virus

= Firewall.

= Anti-spam

= Anti-phishing
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2 CONTACT SUPPORT

[ -

(JOPTENET OPTENET SECURITY SUITE PC [Py e prera. ca N

Get optimal internet

\ || @ webfilter | € Antrus | @ Firewall| @ Antispam | & Antiphishing | @ Reports | m @

30/Mar/2010 Connection Enabled

General => Services status

General .
== Services status
Services status
Change - Webfilter: e Antivirus: e Firewall: e Antispam: e Antiphishing: | Ie
Upgrading m
Advanced options

Proxy

Click on [Contact]. A new window will be opened with the email account for:
= Customer support requests.

= Technical support requests.
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13 UN-INSTALL

To un-install Optenet Security Suite, simply use the shortcut created on the computer’s Start menu.
During the un-installation process, the administrator password will be requested, preventing any other
User from removing the program.

o IMPORTANT: Do not attempt to un-install the program by deleting the Security Suite directories and
files since this could result in irreparable damage to the installation, causing loss of Internet access
completely. Always use the shortcut on the computer to un-install the software.

@ If the Optenet Security Suite installation application executes on a machine where the software is
already installed, the un-installation process for the existing version will be initiated (once the
administrator password has been entered) overwriting files.
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