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1. BBegeHue

1. BBegeHue

obecneumBaer
MHOTrOYPOBHEBYIO 3alUMTy CUCTEMHOM MaMsTH, XXECTKUX OMCKOB W
CMEHHbIX HOCUTENEN OT MNPOHUKHOBEHW BUPYCOB, PYTKWUTOB,
TPOSIHCKMX MPOrpaMM, LUMMOHCKOrO M pekiaMHoro MO, Xakepckux
YTUIUT U PasfIMYHbIX BPeAOHOCHbIX OOBEKTOB M3 OObLIX BHELUHMX
MCTOYHUKOB.

BaxkHOl 0COBEHHOCTbLIO NMpOrpaMMbl ABNseTcs
MoZynbHas — apXuTeKTypa. ucnonb3syer
nporpaMmMHoe s4po U BUpYCHble 6a3bl, 0blumne A1 BCeX KOMMOHEHTOB
W pasnuuHbiX cped. B HacTosllee BpeMsi Hapsify C nporpaMmon

NOCTaB/IATCA BEPCUM aHTuBMpYyca ana IBM®
0S/2®, Novell® NetWare®, Macintosh®, Microsoft Windows
Mobile®, Andorid®, Symbian®, a Takxe psga CACTEM CEMEWCTBa
Unix® (Hanpumep, Linux®, FreeBSD® u Solaris®).

ucnonb3yetr yaobHylo U 3dPeKTUBHYIO
npoueaypy OOHOBMEHUSI BUPYCHbIX 6a3 M BepcuMit MPOrpaMMHOr0
obecneyeHuns yepes VHTepHeT.

cnocobeH Takke obHapyxusaTb U yaansiTb C
KOMMblOTEPA pas/MuHble HeXenaTesnbHble MporpaMMbl (pekiaMHble
nporpaMMbl, MPOrpPaMMbl 03BOHA, NPOrPaMMbI-LLIYTKM, NOTEHLMANbHO
onacHble Mporpammbl, NporpamMmbl B3n0Ma). [na  obHapyxeHust
HexxenaTeslbHbIX MPOorpaMM W AEACTBUIA Haj COAEPXALUMMU KX
daiinamn NpUMEHSIIOTCS  CTAHAApTHble CPeACTBA  aHTUBUPYCHbIX
KOMMOHEHTOB

MOXeT BK/Io4YaTb B cebs cneaywwne
KOMIMOHEHTbI:

. — @HTUBMPYCHbIA CKaHep € rpaguyeckum
uHTepdelcom, KOTOpbIM  3anyckaeTca Mo 3anpocy
nonb30BaTesNst UM MO PacnuCaHWio ¥ NMPOBOAWUT aHTUBUPYCHYHO
npoBepKy KoMnbioTepa. CyLlecTBYeT Takxe BEPCUS MPOrpaMMbl
C WHTepdeicoM KoMaHAHOW CTPOKM (

)
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1. BBegeHue

— @HTUBMPYCHbIA CTOPOX, KOTOpbIA
MOCTOSIHHO HaxXOAWTCS B OMEPaTWBHOM MAMSITW, OCYLUECTBsS
npoBepKy (ainos 1 NamaTn «Ha NeTy», a Takxe obHapyxwuBas
NpOsIBNEHUS1 BUPYCHOW aKTUBHOCTY;

— MOYTOBbIN @HTUBMPYCHBIA CTOPOX, KOTOPbIN
nepexsaTbiBaeT 0O6palleHnsi JOObIX MOYTOBbLIX  KWEHTOB,
paboTalolmMx Ha KOMMbIOTEPE, K MOYTOBLIM CepBepaM Mo
npoTtokonam POP3/SMTP/IMAP4/NNTP (nog IMAP4 umeetcs B
Buay IMAPvdrevl), obHapyxuBaeT # obe3BpexuBaeT
MOYTOBbIE BUPYChI IO MOMYYEHUS MUCEM MOYTOBbIM KIIMEHTOM C
cepBepa Unu A0 OTrNpaBku NUCbMa Ha NOYTOBbLIN CepBeEp;

— MOAK/IIOYAEMbIN MOAYNb, KOTOPbIN
npoBepsieT noyToBble sAwmkn Microsoft Outlook Ha Bupychl;

— KOMIMOHEHT, KOTOpbIiA
MO3BOJISIET 3aperMcTpMpoBaHHLIM  MONb30BATENSAM  MONyYaThb
06HOBNEHNs BUPYCHbIX 6a3 u apyrux aiinos , a
TaKXe NPOM3BOAUT UX aBTOMATUYECKYH YCTaHOBKY;
— MoZy/fb ynpaBneHus, C MOMOLLbID KOTOPOro
OCYLLECTBASIETCA  3anyck W HacTpohka  KOMMOHEHTOB
nporpaMmbl
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1. BBegeHue

1.1. O yeM 3Ta AOKYMEHTaUuUsA

HacTosilee pykoBOACTBO COAEPXWT HeobxoauMble cBeAeHus Mo
ycTaHoBke M 3(@PEKTUBHOMY  WUCMOMb30BaHWIO  MpPOrpamMbl

MogpobHoe onucaHWe BCEX 3/IEMEHTOB rpaduyeckoro MHTepdeiica
COLEPXUTCS B CMpaBOYHOM CUCTEMe, AOCTYMHOM Ans 3anycka W3
Mtob0oro KOMMOHEHTa NPOrpaMMbl.

HacTosilwee pykoBOACTBO COAEPXMUT noapobHoe onucaHue npouecca

YCTAGHOBKM, @ TakXKe HayanbHble pekoMeHjauum Mo  ero

MCNONb30BaHWI0O ANS  pelleHns Haubonee TUMUYHBLIX npobnem,

CBSA3aHHbIX C BMPYCHbIMW Yrpo3amu. B OCHOBHOM paccmaTpvBaloTcs

Hanbonee crtaHaapTHble pexuMbl paboTbl KOMMOHEHTOB MPOrpamMbl
(HacTpoMKM MO YMONYaHMIo).

B MpunoxeHusix copepXxuTcs NoapobHas cripaBoyHasi MHbopMauus
Mo HaCTpoiike NporpamMbi , NpeaHasHayeHHast
AJ151 OMbITHBIX MOJIb30BaTENEN.

B CBSI3W C MOCTOSIHHBIM pa3BUTUEM WMHTepdEC NporpamMMbl MOXET
He CoBMagaTb C MpeACTaBleHHbIMU B [aHHOM  [IOKYMeHTe
u306paxeHusMU. Bceraa akTyarnbHyo CrpaBoyHyo MHGOPMALMIO Bbl
MOXeTe HalTW Mo agpecy
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1. BBegeHue

1.2. Ucnonb3lyeMbie 0603HaYEHUSA N

COKpalyeHus

B naHHoM PYKOBOACTBE UCMOJNIb3YHOTCA 0603HaLIeHVIFI, npuBeAEHHbIE B

Tabnuue 1.

Ta6bnuua 1. 0603HaueHuns

MonyxupHoe HayepTaHue

3eneHoe U NonyXXxupHoe
HauepTaHue

3eneHoe un
NoAYEPKHYTOE
HayepTaHue

MOHOWMPUHHEI WPUGT

Kypcus

3ATJIABHBIE BYKBbI

3Hak nuoc («+»)

BocknmuaTesnbHbIM 3HaK

HassaHus 3MeMEHTOB rpacbuyeckoro
nHTepdenca 1 npvMepbl BBOAA, KOTOPbIM
Heo6X0AMMO BbIMOHUTL B TOYHOCTU TakK, Kak
OH MpVBEAEH B CripaBKe.

HavmeHoBaHus npopykToB <«[okTtop Be6»
MJIN UX KOMIMOHEHTOB.

CCbINIKM Ha CTpaHULibl CMPaBKky U Be6-CalThl.

MpuMepbl Kofa, BBOAa [l KOMaHAHOM
CTPOKM M WHDOPMauuM,  BbIBOAUMOW
MOJ/Ib30BATESO MPUTIOXKEHNUEM.

TepMyHbI 1 3aMeLlaoLmnii TeKCT (MpUBoaUTCS
BMECTO MHbOpMaLuu, KOTOpylo HeobXxoamMo
BBECTW MONb30BaTeNio). B cnyyae npumepos
BBOJA KOMaHAHOW CTPOKU KypCWB YKa3blBAET
Ha 3HaueHUs NapaMeTpoB.

Ha3BaHus knaBuLl KflaBnaTtypebl.

YKa3blBaE€T Ha OAHOBPEMEHHOCTb HaXaTus
K/IaBuLL KnaBuaTypbl. Hanpumep, 3anmce ALT
+F1 0603Hayaer, 4YTO HEobXOAMMO HaXaTb
knaBuwy F1, yaepxuBas HaxaTow KiaBuLly
ALT.

Ba)kHOe 3aMeyaHvie Wnu npegsynpexaeHue o
MOTEHLUMANbHO OMACHbIX WM YpeBaTbIX
olMBKaMU CUTyaLmsX.

10
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1. BBegeHue

1.3. CucreMHble TpeboBaHus

Mepen ycTaHoBkol nporpammbl Autueupyc Dr.Web cneayert:

e yJanuWTb C KOMMbIOTEPA APYyrve aHTUBMPYCHblE MpOrpamMMbl
[N NpefoTBpalleHUsl BO3MOXHOW HECOBMECTUMOCTU  MX
PE3UAEHTHBIX KOMMOHEHTOB C Pe3UAEHTHbIMY KOMIMOHEHTaMK

Dr.Web;

e B C/lyyae yCTaHOBKM BpaHamayaspa, yaanuTb C KOMMbloTepa
[pyrve MeXCceTeBble 3KpaHbl;

e YCTAHOBUTb BCe pPEKOMeEHAYEMbIE npoussoanTenem
OI'IepaLl,VIOHHOVI CUCTEMbI KpUTUYECKne 0o6HOBREHNMS.

Wcnonb3oBaHne nporpammbl AHTuMBMpyc Dr.Web BO3MOXHO Ha
KOMMbIOTEPE, YAOBNETBOPAIOLEM CeAYOLMM TpeboBaHUsM:

OnepaumnoHHast
cucTeMa

MecCTo Ha XeCTKoM
ancke

Mpoueccop

[ins 32-pa3psaHbiX ONepaLMOHHBIX CUCTEM:

e Windows® XP c naketoM o6HOBNeHWn SP2
unm SP3;

e Windows Vista®;
e Microsoft® Windows® 7;
¢ Microsoft® Windows® 8.
[ins 64-pa3psaHbiX ONepaLMoHHbIX CUCTEM:
¢ Windows Vista®;
e Microsoft® Windows® 7;
¢ Microsoft® Windows® 8.

Bo3MOXHO, MOTpebyeTcs 3arpyauTb C CalTa
Microsoft n ycraHOBUTb  O6HOBNEHUS  psiga
CUCTEMHBIX KOMMOHeHTOB. AHtuBuMpyc Dr.Web
coobwmut  BaM, npu  HeobxoauMoCTW,  UX
HamMmeHoBaHus n URL.

330 MB ans pa3MeLleHnsi KOMMOHEHTOB NPOAYKTa.

dalinbl, CO3O4aBaeMble B XOAE  YCTAHOBKM,
noTpebytoT A0MOIHUTENBHOrO MecTa.

MonHas nopaepxKa cMcTeMbl KOMaHA i686.

11



1. BBegeHue

CBobogHast
onepatnBHasa NaMAaTb

Pa3pelueHne

Mpoyee

512 Mb un 6ornblue.

PekoMeHlyeMoe paspelleHne 3KpaHa He MeHee
800x600.

MoakmoyeHne k cetn MHTepHeT ang obHoBneHus
BUPYCHbIX 633 ¥  KOMMOHEHTOB  MPOrpamMMbl
AHTuBMpYC Dr.Web.
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1. BBegeHue

1.4. JinueHsnpoBaHue

MpaBa nosnb3oBaTeNss Ha WUCMOJSb30BaHNE
perynupyloTcs nNpu MOMOLWM crieumanbHoro daina, HasblBaeMoro
KroyesbiM ¢hallsiom.

Ons paboTbl MporpamMmbl BaM Heobxoaumo
" KntoueBom darin.

[loNONHUTENBHYIO MHGMOPMaLMIO O CPOKax M TUMax JIMLEH3MPOBAHUS
MOXKHO HaWiT¥ Ha oduUMANbHOM calTe no agpecy

1.4.1. KmoueBoi ¢ann

Kntouesoli aiin umeet paclumpeHue .key 1 COAEpXUT, B HYaCTHOCTH,
cneayoLyo MHdopMaumio:

e nepeyeHb KOMMOHEHTOB, KOTOpble paspeLleH0 MCMonb30BaTb
[aHHOMY NoJIb30BaTENIO;

e Mepuoa, B TeYeHWe KOTOPOro paspelleHo MCrosb30BaHue
aHTUBMpYCa;

e [pyrvie orpaHuyeHmns (B YaCTHOCTU, KONMYECTBO KOMMbIOTEPOB,
Ha KOTOPbIX paspeLLeHO UCMOb30BaTh aHTUBUPYC).

CyLlecTByeT Tp1 TUNa KoYeBLIX (HalinoB:

e JIUUEH3UOHHbIU KrodYesol ¢hbalifi, KOTOpbIM npuobpeTaercs
BMeCTe C NporpamMmom M MO3BOJIAET KakK
Nnonb30BaTbCA MPOAYKTOM, TakK W rMofly4aTb TEXHUYECKYIO
noanepxky.  lMapameTpbl  3TOoro  k/o4yeBoro  aiina,
perynvpylolMe npaBa  MOSb30BaTeNs, YCTaHOBMEHbl B
COOTBETCTBUM C MOJIb30BaTENIbCKUM JOrOBOPOM. B Takon dain
TaKxke 3aHOCUTCA MHdOpMauus O nofib3oBaTenie U npoaasLe
npoAayKTa;

13
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1. BBegeHue

e deMoHcmMpayuoHHbIL KrodYesoll ¢halis, KOTOpPbIA UCMONb3yeTcst
LNsl O3HAKOMJIEHMS C MpOAYKTOM. Takow knwoueson ainn
obecneuvMBaeT  MOMHYID  (DYHKUMOHANIbHOCTb  OCHOBHbIX
KOMMOHEHTOB, HO WMEET OrpaHUYeHHbI CPOK [AelcTBus —
30 oHeir (MpY  NOMy4YeHUM [EMOHCTPALMOHHOMO KJloya Mo
aKkumm — 3 mecaua);

,D,eMOHCI'paLI,VIOHHbIﬁ K/KOY BblAAE€TCA Ha OAHY U Ty X€E MalUUHy
He vaue 4yem 1 pa3 B 4 mecsua. I'IpM noJsly4eHUN KIHOHEBOro

SIS .
q)avma Nno akunn — TONbKO pa3s B roa.

e 8peMeHHbIl Krrodesol ¢halis, KOTOPbIM UCMONb3yeTcsl B TOM
Cllydae, ecnM  MpuM  YCTaHOBKE Bbl He  yKasblBaeTe
JIMLUEH3MOHHLIN MW AEMOHCTPALMOHHBIN  KNtoyeBon  dain.
TakoM KJIIO4EBOW ainn obecneuynsaeT NOJIHYI0
(pyHKUMOHaNbHOCTL KOMMOHEHTOB NPOrpaMMbl

, OQiHaKO OBHOBNEHMs He ByayT 3arpyxaTbCs A0 TeX Mnop,
rnoka Bbl He yCTaHOBUTE JIVLLEH3VOHHBbIVA unm
[IEMOHCTPALIMOHHBIN KilodeBon cdann. Takxe B

6yayT oTcyTcTBOBaTb MNyHKTH Mok Dr.Web u
O6HoBNEHMe.

Kniouesor  aiin aBnsercs  OelicmeumeribHbIM — NpU
O[IHOBPEMEHHOM BbIMOMHEHWUN CEAYIOLLMX YCNOBUIA:
e CPOK [ENCTBUS NULIEH3UN HE UCTEK;
e K/OY PaCrpoCTPaHSIETC Ha BCE WCMONb3yeMble NPOrpamMMoit
mozynu;
e LIENOCTHOCTb KJIH0Ya He HapylueHa.

Mpy HapyweHun NobOro U3 yCroBWiA KOYEBON alin cTaHOBUTCA
HedelicmeumeribHbIM, TPU 3TOM nepecTaet
o6Hapy>xuBaTh 1 06e3BpeXxuBaTbh BPEAOHOCHbIE MPOrpaMMbl.

14
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1.4.2. MonyuyeHune knroueBoro ¢gaina

Kniouesolt caiin noctaensietcs B Buae daiina ¢ pacwmpeHveM .key
unu B Buae ZIP-apxvBa, coaepxallero 3ToT dalin.

Bbl MOXeTe MoMyuuTb KIOYEBOW JIMUEH3WUOHHLIM halin OAHMM U3
cnepyoLwmx crnocobos:

e B Mpouecce Ha oduuManbHOM caite

e B npovecce ’

e BMECTE C AMCTPUBYTMBOM NPOAYKTa, €C/IM NIMLIEH3NOHHBIN thaiin
6b111 BKJIHOYEH B KOMIEKT MOCTABKMK;

e Ha OTAE/IbHOM HOCUTENE.

KntoueBble chalnbl, MOMyYEHHbIE wim B
KOMMMeKkTe  AuUCTpubYTVBa, YCTaHaB/IMBAIOTCS  ABTOMAaTUYECKM.
KntoueBble hainbl, MOMyYEHHble APYrMM MyTeM, HeobXoauMo

MonyueHune KnoyeBsoro  cpaina B npouecce
perncrpaumm Ha caite

PernctpaumMsi Ha calWTe M 3arpy3ka Klo4yeBoro  daiina
OCyLIeCTBNsIETC Mo ceTv WHTepHeT. [eped HayanoMm YyCTaHOBKM
y6enuTecb, UYTO Ball KOMMbIOTEP MMEET [EWCTBYIOLIEe WHTEpHET-
coeavHeHue.

[Ons nonyyeHUs JIMLEH3VOHHOTO KtoYeBoro aina Heobxoaum
PErucTpauMoHHbIN CEpUHLIN HOMep MnpoaykTa. Bo Bpemsi AaHHOW
npoueaypbl NonyyeHne AEMOHCTPALMOHHOIO dhaiina HEBO3MOXHO.

1. 3agMTe Ha  caWT, agpec  KOTOpOro  ykasaH B
PErncTpauUmMoHHOM KapToUKe, NpuiaraeMon K npoaykTy.

2. 3anonHuTe GopMy CO CBEAEHWSIMU O MoKynaTene.

3. BeeauTe perncTpauMOHHbIN CepuiiHbI HoMep (HaxoauTcs Ha
perucTpaumoHHON KapTouke).
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4. CdopMMpoBaHHbLIN  KItOYeBOW  ain  BbICbINaeTca Mo
3NeKTPOHHOW nouTe B Buae ZIP-apxuBa, coaepxallero dainn
C paclmpeHvemM .key. Takxke Bbl MOXETe 3arpy3uTb apxuB CO
CTpaHuLbl perncTpaumm.

5. Mocne nonydyenuns knouyeBoro daina ero Ha
BalleM KOMMbloTepe.

MonyueHne wnroueBoro caina B npouecce yCTaHOBKMU
nporpamMmmbl AHTMBUpPYC Dr.Web

Pernctpaumsi Ha calWTe M 3arpy3ka Klo4yeBoro  daiina

d ! ,, OCYUECTBNSETCA N0 CeTM WHTEpHeT. Meped HauasioM YCTaHOBKM
y6enuTecb, 4YTO Ball KOMMbIOTEP MMEET [EWCTBYIOLIEe MHTEpPHET-
coeavHeHue. Bo BpeMsi faHHOM npolesypbl BO3MOXHO MOJy4YeHue
[EMOHCTPaLMOHHOrO daiina.

1. 3anyctute ycrtaHoBKy npoaykta (CM. pasgen

2. Ha ware KnioueBoii cpaitn Dr.Web Bbibepute Monyuutn
caiin B npouecce yCTaHOBKM.

3. BbINOMHWUTE OCTasbHbIE LWarkn YCTAaHOBKU B OObIYHOM peXMME.
Ha 3aBepLiatoLleit cTaauu yCTaHOBKM 3amycTUTCS
nonyyeHuns knoueBoro danna. Mo 3aBeplueHnn npoueaypbl
aBTOMATUYECKW 3arpy3nT W YCTAHOBUT
KJTOYEBOW NIMLLEH3NOHHBIN hann.

PekoMeHayeTCsl COXpaHsTb JIMLEH3UOHHBIN  KoYeBoi dain  f1o
UCTEYEHNs1 CPOKa ero aenctsus. Mpu nepeycTtaHoBKe NpoAyKTa WU B
C/lydae YCTaHOBKM Ha HECKONbKO  KOMMbIOTEPOB  MOBTOPHast
perncTpaums CepumHoro Homepa He Tpebyercs. Bbl  MoxeTe
UCMonb3oBaTh  KModeBon  ain, MOMyYeHHbIk NpU  MepBoOu
perucTpauum.

,D,eMOHCI'paLI,VIOHHbIVI K/IKOY MOXET UCMO/b30BaTbCA TOJIbKO Ha TOM
A ™ % KOMMbOTEPE, Ha KOTOPOM Bbl MPOXOANIN PErNUCTPALIMIO.
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MoBTOpHan perucrpaumsa

MoBTOpHas perncTpauus MoXeT noTpeboBaTbCs B C/lydae yTpaThbl
KntoyeBoro caina. [pu NOBTOpPHOM perncTpauum HeobxoamMo
YyKasaTb Te e MNEepCOoHalibHble AaHHble, KOTOpble Bbl BBEAM MNpU
nepeBor perucTpauuu. [lonyckaeTcss WCNONb30BaTb APYrov aapec
3MIEKTPOHHON NOYTbl — B TakoOM cCJlydae KodyeBon dann 6yaet
BbIC/1aH MO HOBOMY aapecy.

B cnyyae 1cnonb30BaHWs AEMOHCTPALMOHHOIO Kloua BbIAAETCS TOT
A = % e kntoYeBoW alif, KOTOpbIV Bbln BblAaH paHee.

KonMuectBo  3amMpocoB Ha  MonydyeHve  knodeBoro  (aina
OrpaHMYeHo — perucTpauus C O4HUM U TEM XXe CepUMHBIM HOMEPOM
pjonyckaetcs He 6onee 25 pas. Ecam 3TO 4MCno npeBbilleHO,
knoueBon ain He OyaeT BbicnaH. B 3ToM cnydyae obpaTuTech B

(B 3anpoce cnegyetr noapobHo
onucaTb CUTYaLMIO, YKasaTb NepcoHasnbHble JaHHble, BBEAEHHbIE Npu
perncTpaumm, U cepuiHbii Homep). KnioueBow dann 6yzeT BbicnaH
BaM CyX601 TEXHNYECKON NOAAEPXKKM MO 3MEKTPOHHON nouTe.

17
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1.4.3. lNpoaneHmne nMUEH3NN

B HEKOTOpbLIX Chyyasix, HarpuMep, MPU OKOHYaHUM Cpoka AeWcTBus
JMLEH3UM MW NPYU UBMEHEHUM XapaKTEPUCTUK 3alUMLLAEMON CUCTEMbI
nnm TpeboBaHuii kK ee 6e30MacHOCTM, Bbl MOXKETE MPUHSTL pELLEHMe
0 NpUOBPETEHNN HOBOWN MM pacLLUMPEHHON NNLEH3UM Ha

B TakoM cnyyae BaM MOTpebyeTcs 3aMeHUTb Yxe
CYLLECTBYIOLMIA M 3apErMCTPUPOBAHHLIN B CUCTEME JMULEH3VOHHLIN
KSto4eBol aiin. noaaepXXvBaeT 06HOBMEHME
NMUEH3UM  «Ha  NeTy», Npu  KOTOpoM  He  TpebyeTcs
repeycTaHaBNMBaTb aHTUBMPYC WM NpepbiBaTb ero paboTy.

3ameHa knoueBoro cgaina

1. Ytobbl nNpoAUTL  NULEH3WMIO,  WUCMONb3YNTe
Ons  npuobpeTeHuss HOBOW WNAM  NPOAJIEHUS
TeKyllei NMUEH3MM Bbl TakXe MOXETe BOCMO/b30BaThCS
Ballel nepcoHanbHOM CTPaHWUKOM Ha oduuManbHOM caiite

KOMMaHum , KOTOpas OTKpbIBAeTCS B OKHE
WHTEepHeT-bpay3epa MO yMOMYaHWO Mpu Bbibope MyHKTa
Moii Dr.Web «kak B , TaK U B

2. Ecnv Tekywwmn  knoveBon  daiin  HeAeUCTBUTESEH,
MepeksIloUUTCS Ha  MCMoMb30BaHue
HOBOrO KJtoueBoro daina.
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1.5. MeTtoabl 06HapyxeHus

Bce AHTUBUPYChbI OAHOBPEMEHHO WCMNOMb3YKT HECKOJIbKO
METOA0B 06HaDY)KEHWi| BPEAOHOCHbIX 06'bEKTOB, YTO NO3BONAET
MaKCUMaJIbHO TLWATENIbHO NPOBEPUTL NOAO3PUTESIbHbIE d)aﬁﬂbl.

1. B nepBylo ouepesb MNPUMEHSIETCS CcueHamypHbIl aHanu3.
OH BbINOMHSIETCA  NyTEM aHanuM3a Koja MoAO3pUTESbHbIX
daiinoB Ha npegMeT COOTBETCTBUS CUrHaTypaM M3BECTHbIX
BUpYcOB (cuzHamypoli Ha3blBaeTCs HenpepbiBHasi KOHeYHast
rnocnefoBaTenbHOCTL 6aiT, HeobxoamMMast 1 JocTaTouHas Anst
ono3HaHusi Bupyca). Mpu 3TOM cpaBHeHMe NPOBOAMTCS MO
KOHTPOJIbHBIM CyMMaM CUrHaTyp, YTO MO3BOMSIET 3HAUUTENBLHO
CHM3UTL pa3Mep 3anuceit B BUPYCHbIX 6a3ax JaHHbIX,
COXpaHMB MpU 3TOM OAHO3HAYHOCTb COOTBETCTBUSI W,
CneaoBaTeslbHO, KOPPEKTHOCTb  OGHapyXeHuss U neveHust
3apaXeHHbIX  aiinos.

CocTaBfieHbl Takum obpas3oM, 4To 6narogaps ofHoW 3anwicu
MOXHO 0OHapy>XuBaTb Liefble KNacchl Yrpos.

2. lNocne 3aBepleHVss CUrHATypHOrO aHanu3a npUMeHsIeTcs
YHUKanbHass  TEXHOJIorusi , koTopas
Nno3BONSIET OMpeaenuTb HOBble UM MOAWUMUUMPOBAHHbIE
BMPYCbl, WCNOMb3YIOWME U3BECTHbIE MEXaHW3Mbl 3apaXXeHus
daiinos. Tak, Hanpumep, 3Ta TEXHONOrMS  3aliMuiaeT
nonb3oBaTeNien aHTUBUPYCHBIX peLIeHui OT TaKux
BMPYCOB, KakK BMpyc-aHTaxucT Trojan.Encoder.18 (Takxke
M3BECTHbIN MOA Ha3BaHMeM gpcode). Kpome TOro, MUMeHHO
BBEAEHVe No3BONISIET  3HAYUTESILHO
CHU3UTb KOJIMYECTBO JIOXKHBLIX CpabaTbiBaHUN 3BPUCTUHECKOMO
aHanusaTtopa.
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3. Pabota 3BpUCTMYECKOrO aHanM3aTtopa OCHOBBLIBAETCA Ha
HEKMX 3HaHUuaX (38pucmukax) O XapaKTepHbIX MpU3HaKax
BMPYCHOro 1, HaobopoT, 6e3onacHoro koda. Kaxabiii npusHak
uMeeT  onpefeneHHbin  Bec  (YMCNO,  MoOKasbiBakollee
Cepbe3HOCTb W [OCTOBEPHOCTb AAHHOro mnpu3Haka). Ha
OCHOBaHWN CYMMApHOrO BECa, XapaKTepu3ylOLEero Kaxziblii
KOHKpETHbIA haiin, 3BPUCTUYECKUIA aHANU3aToOp BbIYUCISET
BEPOSITHOCTb 3apaXkeHus aina Hen3BeCTHbIM BUPYCOM. Kak
n nmobas cuctemMa MNpoOBEPKM  TUMOTE3 B YCIOBUAX
HeonpefeneHHOCTN, 3BPUCTUYECKMIA  aHanM3aTop  MOXET
[onyckaTb OLWWOKM kak nepBoro (MpOMycK HeWU3BECTHbIX
BMPYCOB), TaKk 1 BTOPOro poaa (NoxHas Tpesora).

Bo Bpems noboit U3 NpoBEPOK KOMMOHEHTbI aHTUBMPYCOB
MCNONb3YIOT CaMylo CBEXYID MWHMOPMaUMIO O BCEX WU3BECTHbIX
BpeAoOHOCHbIX mporpammax. CurHaTypbl BUpYycoB, WHdOpMaums
06 ux npusHakax W Modensx nosedeHus o6HoOBNsieTCS cpasy
XKe, KakK TOMbKO CreunanucTbl

0obHapyXuBalOT HOBble Yrpo3bl, WMHOraa — Ao
HECKOMbKMX pa3 B 4ac. [laxe ecnv HOoBeMWwuid BUPYC NPOHMKAET Ha
KOMMbIOTEP, MWHYS pe3ufaeHTHble CpeacTBa  3aluTbl, nocne
obHOBneHWs BUPYCHbIX 6a3 OH  6yaer obHapyxeH B crucke
NpOLECCOB U HEWTpanM30BaH.
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1.6. NpoBepka aHTUBUpPYCa

Bol  MOxeTe npoBepuTb  paboTOCNOCOBGHOCTb  AHTUBMPYCHbIX
nporpamM, Ob6Hapy>XuBalOWMX BUPYCbl MO WX CWUrHaTypam, C
ncnonb3oBaHMeM TectoBoro cainna EICAR (European Institute for
Computer Anti-Virus Research).

MHOrMMM pa3paboTuMkaMu aHTUBMPYCOB MPUHATO NS 3TOW Lenu
UCMONb30BaTb OAHY U Ty Xe CTaHAapTHYH0 nporpamMy test.com. 3Ta
nporpamMMa 6blna creuuanbHo paspaboTaHa Ans Toro, 4TOOb
nonb3oBaTeNb, He MnoaBepras CBOM KOMMbOTEP OMACHOCTM, MOr
NMOCMOTpETb, Kak YCTaHOB/EHHbIN aHTMBUPYC 6ynet
curHanuaupoBaTh 06 obHapyxeHun Bupyca. [Mporpamma test.com
He sBnseTca cama Mo cebe BpeOOHOCHOW, HO CreuuanbHo
0bpabaTbiBaeTcs  GOMBLUMHCTBOM  @HTUBMPYCHBIX MPOrpaMM  Kak
BUpYC. Ha3blBaeT 3TOT «BUPYC» CNefyoLmUM
obpa3oM: EICAR Test File (Not a Virus!). lNpumepHo
TaK ero Ha3blBaloT U ApYrUe aHTUBUPYCHbIE NMPOrpaMMbl.

MporpammMa test.com npeacTaBnseT coboi 68-6anTHbIi COM-cdaiin, B
pesynbTaTe UCMOSTHEHMSI KOTOPOro Ha KOHCOMb BbIBOAMTCS TEKCTOBOE
coobuleHne: EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

®daiin test.com COCTOMT TOMBKO U3 TEKCTOBbIX CUMBOJIOB, KOTOpLIE
(hOpPMUPYIOT C/IEAYIOLLYIO CTPOKY:
X50! P$QAP[ 4\PZX54( P*) 7CC) 7} $SEICAR-STANDARD-
ANTIVIRUS-TEST-FILE! $H+H*

Ecnu Bbl co3gaauTe daiin, cogepxxallmii NPpUBEAEHHYIO BbiLIE CTPOKY,
1 COXpaHWTe ero noa UMeHeM test.com, To B pe3ynbTaTe MoayymTCs
rporpamMma, KoTopasi U 6yAeT ONMUCaHHbIM BbilE «BUPYCOM».

Mpu pabote B He npepbiBaeT
3anyck TectoBoro canna EICAR M He onpegenser AaHHYo
orepaumio kak OMacHylo, Tak Kak AaHHbl dalin He npeacTaBnsieT
yrpo3bl Ans KomnbtoTepa. OAHaKo Mpu KOMMPOBAHUW WM CO3AaHUM
Takoro @aiina Ha KOMMbloTepe aBTOMaTUYeCKM
obpabaTbiBaeT (aisn kak BpeLoHOCHYO NMporpaMMy U Mo yMONYaHUIo
nepemeLLaeT ero B .

21



T4
)}
““

2. YcTaHOBKa nporpamMmsl

P
$

2. YCTaHOBKa NporpaMmmbl

Mepes ycTaHOBKOW MpOrpaMMbl HaCTOSTENbHO
peKoMeHayeTcs:

e YCTAHOBWUTb BCE KPWUTUYECKME OOHOBEHMS, BbIMYLUEHHbIE
KoMMaHuel Microsoft ans Bawel Bepcun onepaLMoHHON
cucteMbl (MX MOXHO 3arpy3uTb M YCTaHOBUTb C CaiTa
OOHOBNEHWM KOMMaHWM MO  aapecy

)i

e MpOBEpPUTb MpU MOMOWM CUCTEMHbLIX CpeacTB painoByto
CUCTEMY U YCTPaHWUTb OBHapY>XeHHble AedeKThl;

e 3aKpPbITb aKTUBHbIE NPUIOXEHUS.

Mepen yCTaHOBKOW CrieflyeT Takxke yAanuTb C KOMMbloTepa Apyrve

d ! j, aHTMBMDYCHble ~ MpOrpaMMbl 1 MEXCETeBble  3KpaHbl  And
NpenoTBpaLleHUsl BO3MOXHOW HECOBMECTUMOCTU WX PE3UAEHTHbIX
KOMMOHEHTOB.

22
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2.1. NepBan ycTaHOBKa

A [ns ycraHoskn Dr.Web HeobxoanMbl npaBa AAMUHKUCTPaTOpa.

YcTaHoBka nporpamMmbl AHTuBupyc Dr.Web BO3MOXHa B /1l060M K3
CNEeAyIOLMX PEXMMOB:

e B (hOHOBOM pexuMe;

e B 06bI4HOM pexuMe.

YcTaHOBKa C NnapaMeTpaMym KOMaHAHOW CTPOKM

[Ona 3anycka ycCTaHOBKM nporpammbl AntuBuMpyc Dr.Web c
napamMeTpamMmm KOMaHAHOWN CTPOKM, B KOMaHAHOW CTPOKe BBEAUTE UMS
UCTIONIHSIEMOro halfia C Heo6XoAUMbIMM MapaMeTpamu (NapameTpbl
B/IMSIIOT Ha YCTaHOBKY B (DOHOBOM pexuMme, $3blK YCTaHOBKM,
nepesarpysky NoOCle€  OKOHYaHMS  YCTAHOBKM WM YCTAHOBKY
bpaHgmayspa):

reboot ABTOMaTuyeckasi —Mepesarpyska KOMMblOTepa nocne
3aBEpLUEHUS YCTaHOBKM.

installFirewall Bygert ycraHoBneH Bpanamaysp Dr.Web.

lang SA3blk MpoAykTa. 3HayeHue MnapaMeTpa — Koj a3blka B
dopmare ISO 639-1.

silent YcTaHoBKa B (POHOBOM pexunMe.

Hanpumep, npu 3anycke cnegytollei koMmaHabl 6yaeT npoBeaeHa
yCcTaHoBKa nporpammbl Autusupyc Dr.Web B (hOHOBOM pexume K
npoBeeHa nepesarpy3ka rnocne yCTaHOBKMU:
C: \Documents and Settings\drweb-900-win.exe
/silent yes /reboot yes
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YcraHOBKa B 06bIYHOM pexxume

YTo6bl 3aMyCTUTb YCTAHOBKY B OBbIYHOM PEXMUME, BOCMOJSIb3YUTECH
O[IHUM U3 Cnefyolmx METOAO0B:

e B C/lyyae MocTaBKM YCTAHOBOYHOrO KOMMJ/IEKTa B BUAE €ANHOMO
UCTIONIHSIEMOTo chalinia 3anycTUTE Ha UCMOJIHEHWE 3TOT daiin;

e B C/ly4yae NOCTaBKM YCTAHOBOYHOIr0 KOMMEKTa Ha MpMEHHOM
AucKe BCTaBbTe AUCK B npvBoA. Ecnu ang npvBofa BKIOYEH
pexuM aBTo3anycka Aucka, npouesypa yCTaHOBKM 3anyCcTUTCS
aBToMaTuyeckn. EcnM  pexuMm  aBTo3arnycka  OTKIIOYEH,
3anycTuTe Ha BbiNonHeHWe dalin autorun.exe, PacrooXeHHbIN
Ha aucke. OTKPOETCA OKHO, CoAepXKallee MEeHI0 aBTo3arnycka.
HaxxMnTe KHOMKY YCTaHOBUTD.

Cne,qyﬁTe YKasaHuaM nporpamMmbl YCTaHOBKW. Ha niobom ware go
Ha4dana KonmpoBaHUA d)aﬁﬂOB Ha KOMNbKOTEP Bbl MOXXETE BbINO/THUTb
cneaywouiee:

e yTOGbl BEpHYTbCA K MpeabldylieMy wary nporpaMmmbl
YCTaHOBKM, HaXxMuTe kHorky Hasaga;

e YTOGbI MEPENTU Ha Creaylowmid War nporpaMMbl, HaxmuTe
KHonky Aanee;

e yTO6bI NMpepBaTb YCTaHOBKY, HAXXMUTE KHOMKY OTMeHa.

Mepen  HayanoM  YCTaHOBKM  MPOBEPSIETCS  aKTyallbHOCTb
4 Y. ycraHoBouHoro caiina. B cnyyae, ecm cywectByer 6Gonee HOBbIl
YCTaHOBOYHbIN ¢haiin, BaM GyaeT NpeanoXeHo ero ckavatb.
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Mpoueanypa ycTaHOBKM:

1. EciM Ha BalleM KOMMbIOTEPE YXE YCTaHOB/IEH [pyron

aHTUBMPYC, TO MporpaMma YCTaHOBKW MpeaynpeauTt Bac O
HECOBMECTUMOCTH  AHTUBMUpYCa Dr.Web 7] MHbIX
QHTMBUPYCHBIX PELIEHWI, U NPEANIOXUT yAANUTb WX.

O3HakoMbTECH € JIMLUEH3UOHHbLIM cornawleHuem. Ona
NpoAO/HKEHUA YCTAHOBKKU €ro HeobxoanMMo NPUHATDb.

"% Dr\Web Anti-virus for Windows Fod@ 5=
'W‘DI.WEB @ Russian... ~

Braroaapum Bac 3a Beibop
Dr.Web Anti-virus for Windows 9.0

Dr.Web Anti-virus for Windows oBecneunsaeT MHOMOYPOBHEBYHD 3ALLNTY CHCTEMHOI NAMATH, 3 CTUX
JMCKOB M CMEHHBIX HOCUTENEll OT NPOHUKHOBEHUI BUPYCOB, PYTKUTOB, TROAHCKUX NPOrpaMmM,
LUMNMOHCKORO W PEKNAMHOrO MO, XakepCkix yTUAUT i PaZNMUHLIX BPEACHOCHLIX OB HEKTOR 3 NHOBKIX
EHELLHUX UCTOUHWKOE.

[NA NPOACNKEHNA YCTAHOEKI HEOGXOAUMO NPHHATE MHUEHINOHHOE COTNALLEHNE W HAXATh KHOMKY
=flanee=,

[7] 91 npuHimate yenoena MiuexanosHoro comaleqia

000 oo e, 5522013

Ha cnepytowem ware Bam 6ygeT npeasioXXeHo YCTaHOBUTH
Bbpanpgmayap Dr.Web.

25



2. YcTaHOBKa nporpamMmbl | 26

E Dr.Web Anti-virus for Windows | B 2R

% DrWEB

bpanamayap

BpaHamaysp Dr.Web npegHazHaueH AnA 3aLUWTHI BALLEro KOMMLKOTEPA OT HECAHKLMOHWPOBAHHOMD
AOCTYNa H2BHE W NPEAOTEPALLEHNA YTEUKH BAEXKHEIX A3HHKIX NO CETH.

YcraHoenTe Epangmayap Dr.Web

Q0O =flokTop Be

4. [anee BaM 6yp,eT NPEANOXEHO NOAKNIOYUTBLCA K NMporpamMMme
ynydweHua Ka4yectBa nporpaMmMHoro obecneyeHus.

E Dr.Web Anti-virus for Windows | B 2R

% DrWEB

Dr.Web Cloud

Bbl MOXKETE NOAKNKOMMTECA K <0B1a4HLIM= CePBICaM. 3TO NO3BONUT KOMMOHEHTaM BaLuell
AHTWBMPYCHOM 2aLLUNTH OCYLIECTENATE NPOBEPKY AaHHLIX, HCMNOAL3YA HAHBONEE CREXYH
WHhOpMaLND 0f yTPo3aX, KOTopan B OBHOBNASTEA Ha CEPBEPAX KOMNaHIK =/ okTop Beb» &
pEeXUME DeankHOTO BpemMeHH. TP 3TOM Ha CepEepa KOMNaHUM OyayT aBTOMATHYECKI OTNPAENATECA
ceefennA 0 pabote DrWeb Ha Balwem koMNsrOTERE,

Tony4eHHan oT Bac MHOOPMALNA He BYJeT MCNONb30EaTLEA ANA BaLUEH MASHTMGUKALMA WA ANA

CBA3N C BamW. [10INTHKS KOHQUAEHUNANLHOCTH,

1 xouy NOAKNKYNTBECA K CEPBUCAM (PEKOMEHOYETCA)

A pewy noagHee

000 =flokTop Beb




T4
)}
““

P
$

2. YcTaHOBKa nporpamMmsl

5. Ha ware KnioueBoii daiin Dr.Web nporpamma ycTaHOBKu

npegynpeaut Bac O TOM, 4TO Ana paboTbl nporpammel
AuTuBupyc Dr.Web  Heobxoaum  kouyeBon  chain
(JIMUEH3NOHHBIA U AEMOHCTPALUMOHHbIN). BbinonHMTE 0aHO
M3 CneayoLwwmx AeUCTBUM:

£/ Dr.Web Anti-virus for Windows o=l @ | s
DrWEB
Permctpauma
JINA NCNONb30BaHNA Beex Bo3moxkHocTell Driweb Anti-virus for Windows 9.0 TpefiyeTca kntouesoi
aiin.
© MonyunTs aiin B NpoYECcCce YCTaHOBKM
© MonyunTs knrouesoii daiin nozaxee
@ Yyasate nyTe k AeiicTeytoweny daiiny &
C:\Program Files\DriWeb\drweb32 key
Bnageneu: SS Pro Beta tester
Aara armeauun:  2013-07-03
Aata okoHvaHuA: 2013-09-02
000 <R B, 1992-2013 Hesan

e €CNM Y Bac eCcTb K/YEBOW (halin M OH HAXoAUTCS Ha
XKECTKOM [MCKE WM CMEHHOM HOCWUTene, HaxmuTe
KHomky O630p W Bbibepute KknouyeBor dann B
CTaHAApTHOM OKHe OTKpbITUS haiina;

e €C/M Y BaC HeT Ko4yeBoro (aina, HO Bbl FOTOBbI €0
NoslyuyuThb B NpOLIECCe YCTaHOBKM, BbibepuTe Monayuntb
¢aiin B npouecce yCTaHOBKM;

e [N MPOAO/MKEHUSI YCTAHOBKM C BDEMEHHbLIM KIIHOUEBbIM
darnnov Bolbepute MonyunTb kKNroueBon dpaiin
nosaHee. O6HoBNeHMs He 6yayT 3arpyxaTbCs A0 Tex
nop, MOKa Bbl He YKaXETe JIMUEH3UOHHbIA Uu
[lEMOHCTPALIMOHHBIN KtoueBon dainn.

Mcnonb3yite  TonMbko  KtoyeBoM  (haiin  BapuaHTa
Autueupyc Dr.Web. KnioueBolt aitn AomkeH MMeTb
pacwmpenve .key.
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2. YctaHOBKa nporpamMmbl | 28

HaxmuTte kHonky [Janee.

6. OTKpOeTcs OKHO C coobLieHneM O FOTOBHOCTU K YCTaHOBKE.
Bbl MOXeTe 3anyCTuTb NPOLECC YCTaHOBKM C NapaMeTpamu no
YMONYaHUIO, HaXaB KHOMKY YCTaHOBUTb.

£ Dr.Web Anti-virus for Windows o=l @ | s

% Dr.WEB

Cuctema rotoga K ycraHoeke Dr.Web Anti-virus for
590

Windows 9.0

YetaHoBka Dr.web Anti-virus for Windows 9.0 Ha koMnsoTep € Apyroil aHTUBMpYCHOI Nporpammoii
WIN MEXCETEBLIM IKPAHOM MOXKET NPUBECTH K HENPEACKasyeMuIM NOCNeACTBUANM (BKNKOYAR 0TKa3
CHCTEMBI 3ALLMTHY). ECH NOAOGHAA NPOrPaMMa YCTAHOBNEHA, HAKMUTE KHOMKY <Bbixod», UToBk!
NpepEaTs YCTAHOEKY, YAANHTE aHTHEUPYC AW MEKCETEROH 3KPaH U 2aHOBO 2anycTute MacTep
ycTaHoekn Dr.Web Anti-virus for Windows 9.0,

EC/M BLl YBEPEHDI, 4T HA KOMMLHOTEPE HE YCTAHOBNEHO APYIMX aHTMBIPYCOB, HaXMUTE KHONKY
YCTaHoBUTb.

MapaMeTpsl YCTAHOBKM

‘ Hasan | | YeTaHoenTs ‘ ‘ Buixon ‘

[ns Toro 4ytobbl CaMOCTOSATENBHO Bbl6paTb YCTaHaB/MBaEMbIE
KOMMOHEHTbI, YKas3aTb MNyTb YCTAHOBKM WU HEKOTOPLIE
[ONONHUTENbHbIE napaMeTpbI YCTAHOBKH, HaXXMute
I'IapaMeprl YCTAHOBKM. [aHHasa onuums npeaHa3Ha4yeHa
[N ONbITHBIX NOJSIb30BaTENEMN.

7. Ecnv Ha npegblaylieM wware Bbl HaXanu KHOMKY YCTaHOBUTb,
TO nepenauTe K onucaHuio wara 10. B npoTMBHOM cnyvae
oTkpoeTcs okHO [MMapameTpbl ycCTaHOBKM. Ha nepBol
BK/IAAKE Bbl MOXETE W3MEHWUTb COCTaB YCTaHAB/IMBAEMbIX
KOMMOHEHTOB. Ha nepBoW BKMagKe Bbl MOXETE M3MEHWTb
COCTaB YCTaHaB/IMBAEMbIX KOMMOHEHTOB. Ha nepBoit Bkiaake
Bbl  MOXET€  M3MEHUTb  COCTaB  YCTaHaB/IMBAEMbIX
KOMTMOHEHTOB.



2. YcTaHOBKa nporpamMmsl

% DrWEB

[NapamMeTpbl yCTaHOBKM

KomnoneHTsl I'Iyn: YCTaHOBKW [llononHuTensHbIe ONUUA

Mopyne aBToMaTH4eckoro oGHOBNEHHA 3.6 MB
AxTyannzauua supycHbix Gaz v komnonentos Dr.Web

[/] Ckanep 56 MB
MpoBepka koMNblTEPa HA BURYCH N0 TpeDoBaHN0

SplDer Mail 6.2 MB
3awyuTa NoYTH OT BUPYCOB

SplDer Guard 0.2 MB
38LHTA KOMNEHTEPE B DEXUME PEANEHOTD BPEMEHH

MNopxnioyaemelii mogyne ana Microsoft Qutlook 5.3 MB
MpoBepka nouTtoBkx Awmkos Microsoft Outlook Ha Bupycel 1 cnam

Bpaugmayap 6ME ~

8. Ha cneaytoweii Bkfagke npu Heob6XOAMMOCTM Bbl MOXeETe
W3MEHUTb NyTb YCTaHOBKM.

% DrWEB

[NapamMeTpbl yCTaHOBKM

KomnoneHTsl I'Iyn: YCTaHOBKW [llononHuTensHbIe ONUUA

YKaxuTe Nanky ycraHoBKM:
C:\Program Files\DrWeb Obaop
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2. YcTaHOBKa nporpamMmsl

Ecnu Ha ware 5 Bbl ykazanu AeWCTBYIOLIMIA KIOYEBOW ain
wnn  Bbibpanu nyHkT Monyuutb daitn B npouecce
YCTaHOBKM, TO Ha MOCNeAHEN BKIaAKe OKHa Bbl MOXeTe
YCTaHOBUTb (naxok 3arpy3uTb o6HOBNeHusi BO BpeMs
yCTaHOBKM, 4TObbl B Mpouecce yCTaHOBKM 6blnn 3arpyeHbl
aKTyanbHble BUMPYCHble 6a3bl M Apyrve MOAynu aHTMBMpYca.
Takke BaM byaeT nNpeanoXeHo HaCTPOUTb CO3AaHMe APMbIKOB
AN 3anycka nporpammel Autusupyc Dr.Web.

£/ Dr.Web Anti-virus for Windows o=l @ | s

% DrWEB

[NapamMeTpbl yCTaHOBKM

KomnoHeHTbl ”y’ﬂ: YCTaHOBKW [llononHuTenbHble onNuun

3arpyauts 0BHOBNEHWA BO BPEMA YCTAHOBKM
Co3nare Apneik Ha pabouem cTone

Coaaare Aapneik 8 rpynne «Mycks

00 «flokrop BeG», 1992-2013 | Omena |
MNMocne TOro, Kak BCe HeobxoauMmble wu3MeHeHus 6yayT
BHECEHbI, HaXXMuUTe KHOMNKy OK.

Ecnu Ha ware 5 Bbl Boibpanu MonyunTb daiin B npouecce
YCTaHOBKM, TO Ha C/ieflyloLeM Liare nporpaMma norbiTaeTcs
nonyunTb KoueBor cann uvepes VHTepHeT npu nmomoLm
NnpoLeypbl perucTpaumm nonb3osaTtens.
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2. YcTaHOBKa nporpamMmsl

Ecnv B npouecce yCTaHOBKM Bbl yKasanu WM MOAyYMnu
[JEeNCTBYIOWMI KNtoYeBOW ¢ain M Ha ware 9 ycTaHOBWM
¢naxxok 3arpy3uTtb 06HOB/IEHUA BO BpeMsl YCTAaHOBKM, a
TaKXe BO BpeMsl YCTAHOBKM MO YMOMYaHWUIO, 6yAeT BbINOSIHEH
npouecc 06HOBNEHUS BUPYCHLIX 6a3 M ApYyrMx KOMMNOHEHTOB
nporpamMmsl . OBbHOBNEHNE NpOBOAMTCS
ABTOMATMYECKUN U He TpebyeT AOMNOSHUTENLHBIX AEACTBUNA.

Ecm B COCTaB YCTaHaBMIMBAaEMbIX KOMMOHEHTOB BXOAUT
, ANa  3aBeplleHus  npolecca
YCTaHOBKM BbIMOJIHATE Mepe3arpy3ky KoMrbioTepa.
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e"r 2. YCTaHOBKa NporpamMMbi

2.2. YpaneHme n usMeHeHue nporpaMmmbl

1. 3aI'IYCTVITe nporpamMMy yCTtaHOBKW MpuU MNOMOLWLN  YTUNUTHI
YCTAHOBKU W yAaneHua nporpamMmm OﬂepaLl,VIOHHOVI CUCTEMDI

Windows.
2. B oTkpbiBLEMCS OKHe BbibepuTe pexmm paboTbl NporpamMmbl
YCTaQHOBKM:
e YTOObI WU3MEHUTb COCTaB yCTaHaB/IMBaeMbIX
KOMMOHEHTOB, Bblbepute BapuaHT U3MeHnTb
KOMMOHEHTbI;

e yTO6bl BOCCTAHOBUTbL AHTUBMPYCHYIO 3alUMTy Ha BalleM
KOMMbloTepe,  BblbepuTe BapuvaHT BoOCCTaHOBUTDL
nporpammy;

e yTOGbl YyJaNUTL BCE  YCTAHOBJ/IEHHbIE  KOMMOHEHTI,
BbIGEpUTE MYHKT YAANANTb NPOrpamMmmy.

"% Dr.Web Anti-virus for Windows =l = =

&DrWEB
Y naneHve van U3MeHeHWe KOMMOHEHTOB NPOrpamMmsl
Dr.Web Anti-virus for Windows

B //3MeHUTE KOMTOHEHTE
;"“;- VI3MEHNTE KOMMOHEHTEI BHTUBWPYCHOI 3L TRl Dr.Web B cOOTEETCTEMM © BaLLIMMK
bee noTpebHocTAMK,

BOCCTaHOBWTL Nporpami
L]
BoccTaHoBENTE aHTHBMPYCHYHO 3aWnTy Dr.Web Ha Bawem komnbroTepe.

f-";af.‘lT: nporpamMmy
VaanuTs aHTUEUpYCHyHo 3awwTy Dr.Web ¢ sawero kounsrorepa.

000 «/lokTop Bes, 19922013 | Omena |
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2. YcTaHOBKa nporpamMmsl

3. [Ona ypaneHuss nporpaMMmbl mnm
N3MEHeHUs cocTaBa KOMMOHEHTOB BBEAUTE Koz
noATBEPXAEHMUS, U306paXKeHHbIN B OTKPbIBLIEMCS OKHE.

4. Mpu Heo6x0AMMOCTU MO MPOCLGE MporpaMMbl Mepesarpysute

KOMNbIOTEP ANnd 3aBEPLUEHMA nNpoueanypbl yaaneHua wunum
NU3MEHEHNA COCTaBa KOMMOHEHTOB.
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2.3. NMpoueaypa nosy4yeHUs KJH04eBoro
¢danna

Mpouedypa  MonyyeHust  KIloYyeBOro  chaiina  3anyckaercs
aBTOMATUYECKU B MPOLIECCE YCTAHOBKU WU U3 MEHIO

nocfie 3aBeplUeHWst YCTAHOBKM W MOMOraeT MOAKIIUNTLCA K
oduumanbHoMy — canty M  3aperncTpupoBathb
NpoAyKT.

MonyueHune knroueBoro daina

1. Ha nepBom ware BaM 6yaeT NpeanoXeHo BbibpaTb: NOMyYUTb
[EMOHCTPAUMOHHBLIN MM NINLEH3MOHHBIA  KSItouYeBOM  haiin

(nozpobHo o kn4veBoM daline cM )
© Macrep perncrpatymt =
4=| [Ana pabotel npogykta DrWeb HeoBX0AMM NMUEH3NOHHEIR KNKDYEBOA Gain. Bel AonHs!
w 33perucTpUPOBATLCA W NONYUYNTE NGO NMLUEH3NOHHBIA, NMBO JeMOHCTPALMOHHEIR KNKYeBoil daiin

€ cepeepa Komnanun «[loktop Bebs

@ [lemoHCTpPaLMOHHEIA KNYeBoil hain
JLnA nonyueHiA AEMOHCTPALMOHHOTD KMKYEBOrD (aiina CepuitHeIi Homep He TpebysTca. Bl
MOKETE MOMY4UTE EMOHCTPALWMOHHEI KNKIUSBOR (afin NOBTOPHD TOMEKO MO HCTEUEHIN
ONPE/ENEHHOTD BPEMEHM
TNuuensuotHeli kniovesoi ¢ain. BeeanTte cepnitiblil Homep:

Yro Takoe knouerod daiin?

A& HAXOAUTCA CEpiiHEIR HoMEp?

Cnpaska Hazag | | Danee ‘ | Omennts

Ecnv y Bac MMeeTCcs perucTpaumoHHbIA CEpUHBIA HOMEp,
BblAaHHbIM BaM NpW MNpuobpeTeHMn aHTUBMpPYCa, BblbepuTe
BapuaHT JIMLEH3MOHHbIW KoueBoi dan 1 BeeauTe
CcepuiHbIN Homep. Ecnn Bbl ycTaHaBnuBaeTe nporpammy C
03HaKOMUTENbHBIMU Luensmu, BblbepuTe NYHKT
[leMOHCTPaLMOHHDBIA KAKOYeBoi ¢ain u nepenaute K
wary 2.
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2. YcTaHOBKa nporpamMmsl

Ecnu Bbl paHee yxe SIBNs/MCb NoSib30BaTeneM nporpamMmbl

h!.ﬂ Autusupyc Dr.Web, To Bbl MOXeETe NpoamTL AenCTBUE
nprvobpeTeHHOM NnueH3Mn Ha 150 AONONHUTENbHBIX OHEN.
[lns 3TOro yKaxuTe CepuiiHbll HOMep 60 NIMLEH3UOHHDI
KtoueBoit ann npeablayLuei peructpaumm.

Haxmute «kHonky [anee. OTKpoeTca OKHO BBOAa
PerncTpaumoHHbIX AaHHbIX.

B okHe BBOAa NepCOHanbHbIX AaHHbIX, HeobxoaMMbIX Ans
nony4yeHnsa Kr4veBoro q)aﬁna, 3anoJIHMTE BCE nNond WU
HaXXMUTE KHOMKY Oanee.

8 MacTep perncrpaupn =
Whiopmauma o nonb3osatens

PeructpaunonHoe uMa:

Anna Moleva

Pernon:

Russia -

Fopoa: ™
Saint-Petersburg

ALpec 3NeKTPOHHOI NouTk: "

a.moleva@drweb.com

MoanucaTscA Ha pacckInky

MonuTika koHdKAeHUMansHoCT! «flokTop Bebs

Cnpasxa [ Haaan ][ Danee ][Omewm;]

3. 3anyckaetcs npoueaypa 3arpy3kM M YCTaHOBKM K/HOUYEBOrO

danna. Ecnn nonydyenune knoyeBoro daina 3aBepLUnIoCh
YCMewHo, BbIBOAWUTCA COOTBETCTBYlOLlEE COOGLEHME WU
YKa3blBAETCS CPOK AEMCTBUS IMLEH3MN. B NpoTMBHOM cnyyae
BbIBOAUTCS coobLLeHNe 06 olmnbke.
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3. NMpucrynas k pabore

3. Mpucrtynas Kk pa6borte

I'IporpaMMa YCTAHOBKW NO3BONAET YCTAHOBUTb Ha KOMNbIOTEP
cneayrowmne KOMMOHEHTDI aHTMBMDYCHOﬁ 3allnThbl:

. ana Windows (c GUI-uHTepdeincom u
KOHCOJbHYIO BEPCUIO);

e CTOPOX ;

e [OYTOBbIN CTOPOX ;

e MOAKOYAEMbIA MOAYITb ;

e MEXCETEBOW 3KpaH ;

e MOZY/b YNpaBieHus

KOMNOHEHTbI aHTUBMPYCHOM 3alUmUTbl UCMONL3YIOT O6LIME BUPYCHbIE
6a3bl U eanHble anropuTMbl 0BHaAPYXXEHUS BUPYCOB B MPOBEPSEMbIX
obbektax. OpgHako MeToauka Bblbopa O6BLEKTOB ANS MPOBEPKM
CYLLeCTBEHHO pas3nMYaeTcs, 4YTO MO3BONSET MCMOMb30BaTb 3TH
KOMMOHEHTbI ans opraHusauum CyLLECTBEHHO pasHbIX,
B3aMMOJOMNOJHAOLLMX CTPATErni 3almThl KOMMNbIOTEPA.

Tak, nposepsieT (N0 KOMaHAe Nosib30BaTens Wim
aBTOMAaTWMYeCKW, MO PacnUCaHuIo) orpegenieHHble  daiinbl  (Bce
ainel, BbIGpaHHbIE NOrMYECKMe AWCKW, KaTanoru u T. A.). MNpu 3ToMm
Mo YMOSYaHWIO MPOBEPSIETCS TakXkKe ornepaTuBHasi MamMsiTb U BCe
aiinbl aBTo3anycka. Tak Kak BpeMsi 3arycka 3ajaHusi BblGupaercs
Monb30BaTeNleM, MOXHO HE OnacaTbCs HEXBATKW BbIYMCIUTENbHBIX
pecypcoB AJist ApYrMX BaXKHbIX MPOLIECCOB.
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3. NMpucrynas k pabore

Cropox MOCTOSIHHO ~ HaxoauTCs B MaMsiTy
KOMMbloTepa U nepexsaTbiBaeT obpalueHust k obbektam alinoBol
cuctembl. Mo yMonyaHMIO MporpaMMa MpPOBEpSieT Ha  Haniudve
BMPYCOB OTKpblBaeMble haiilbl  Ha CMEHHbIX HOCUTENSX U
3arnyckaemble, CO3[aBaeMble WM U3MeHsieMble alibl Ha XKECTKUX
Ivckax. bnarogaps MeHee aeTanvsMpoBaHHOMY cnocoby mnpoBepku
rporpamMMa MpaKTUYECKU He Co3faeT MoMex APYruM MnpoueccaM Ha
KOMMbIOTEPE,  OfHAKO,  3TO  OCYLEeCTBAsSETCS  3a  CYeT
HE3HAUUTENTIbHOTO CHUXKEHWSI HAAEXKHOCTN 0BHAPYXXEHUSI BUPYCOB.

[ocTonHCTBOM nporpaMmmbl  ABNAETCA HeﬂpepblBHbIﬁ, B Te4yeHune
BCEro BpeEMEHU pa6OTbI KOMMbOTEPQA, KOHTPOJ1b BMDYCHOﬁ CUTyauuu.
KpOMe TOro, HEKOTOopblE BUPYCbl MOryTt 6bITb 06Hapy)|<eHb| TOJIbKO
CTOPOXEM Nno CI'IeLI,M(bW-IHbIM NS HUX OeACTBUSM.

MOYTOBLIN CTOPOX TaKxke MOCTOSAHHO HAaxoauTcs B
namatu. [porpamMMa nepexsaTbiBaeT Bce oObpalleHus MoYTOBbIX
K/IMEHTOB BaLWIEro KOMMbOTEpPA K MOYTOBbIM CepBepaM Mo
npotokonamM POP3/SMTP/IMAP4/NNTP u nposepsieT Bxoasuylo (u
UCXOAsLLYI0) MOYTYy A0 ee npuema (UAn OTNpPaBKM) MOYTOBbLIM
K/IMEHTOM. OPVEeHTMpPOBaH Ha MNpOBEpPKY BCero
TeKyLlero no4ToBoro Tpaduka, NPOXOASLLEro Yepe3 KOMMbIOTEP, B
pe3ynbTaTte 4yero npoBepKa MNOYTOBLIX SLMKOB CTaHOBUTCA 6onee
acddeKTMBHOM U MeHee pecypcoeMKkon. B uvacTHoct, MoryT
OTCNEXMBATLCS MOMbITKM MAacCOBOW PaCChUIKM MOYTOBLIMU YepBAMU
CBOMX KOMUMA MO afpecHoW KHUre nosb30BaTenst C  MOMOLLbO
COBCTBEHHBIX peanusaumii NoYTOBbIX KIMEHTOB, KOTOPbIE MOrYT ObITb
BCTPOEHbl B (PYHKUMOHANbHOCTb BMPYCOB. JTO Takke MO3BONSET
OTK/IOYUTb MPOBEPKY MOYTOBLIX (DainoB B , 41O
3HAUUTENBHO CHWXAET NoTpebneHne pecypcoB KOMMbIOTEpa.

MepcoHanbHbIA ~ MEXCeTeBOM  3KpaH

npefHasHayeH  Ans  3aWuTbl  Ballero  KOMMbioTepa  OT
HEeCaHKLMOHMPOBAHHOIO [0CTyNa U3BHE W NpeAoTBpalleHus yTeuku
BaXHbIX [aHHbIX MO  CETW. no3BonsieT BaM
KOHTPONIMPOBaTb MOAK/MOMEHME W nepefady AaHHbIX MO CeTu
WHTepHeT M 610KkMpoBaTh MOAO3PUTENbHbIE COEAMHEHWSI HA YPOBHE
MaKeTOB W NPUNOXKEHWA.
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3. NMpucrynas k pabore

OpraHusaumMs aHTUBUPYCHOM 3aLUUTbI

Ona opraHuzaumm 3chdEKTUBHOW aHTUBMPYCHOM 3alimUTbl MOXHO
PEKOMEHAOBaTb CNEAYIOLLYI CXEMY WCMOb30BaHUsS KOMMOHEHTOB

e Mpu nomoLun Npou3BeCcTU MpOBEPKY BCel
aiinoBolt cucTeMbl KOMMblOTEpa C MPeAyCMOTPEHHbIMU MO
YMOMYaHuio  (MaKCMMasbHbIMM)  HacTpoWkaMu  MoApobHOCTH
NpOBEpPKK;

e COXpaHUTb HaCTPOWKM Mo yMONYaHuio;

e OCYLLECTBNSTb MOSIHYK MPOBEPKY MOYTbl Mpu  MOMOLUM

’
e OMOKMpOBaTb BCE HEU3BECTHbIE COEAMHEHUS C  MOMOLLBIO
’

e repuoaMuecku, Mo Mepe OOHOBMEHMSI BUPYCHbIX 6as,
MOBTOPSATL MOJIHYIO MPOBEPKY KOMMbloTepa (He pexe pas3a B
Hepeno);

e B C/lyyae BPEMEHHOrO OTKJIOYEHUS , ecnm B
3TOT MepuoA KOMMbIOTEP MOAKIIIOHANCS K CETU VHTEpHET wnu
npou3BoAunach 3arpyska (awnoB CO CMEHHOrO HOCUTens,
NMpOBECTM MOJIHYIO NPOBEPKY HEMEANEHHO.

AHTUBMpYCHasi 3almMTa MOXET O6biTb 3(MMEKTUBHON TOMBKO Mpu
YCNOBMU CBOEBPEMEHHOrO (JKenaTeNbHO EXEeYacHOro) MonyyYeHus
OOHOBNEHM  BUPYCHbIX 6a3 W apyrux annos

(cm. .

Mcnonb3oBaHWe KOMMOHEHTOB MporpamMMbl
r|0,qp06Hee OnncaHo B cneayrwnx pasgenax.
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3.1. Moaynb ynpasneHusa SpIDer Agent

Mocne YyCTaHOBKM MpOrpamMmMbl B 06nacTb
yBefoMneHuii Windows 106aBnseTcs 3Ha4oK &

an HaBeAeHUn  Kypcopa MbILIN Ha 3Ha4YO0K NOABAETCA
BCnnbiBalowiaad noAackaska C MHd)OpMaLI,MEI\;I O  3anyLlweHHbIX
KOMMNOHEHTAaxX, a TakXe [aTou nocnegHero o6HOBEHNS aHTuBMpyca n
KOJIMYECTBOM 3anucen B BUPYCHbIX 6azax. Takxke, B COOTBETCTBUM C
HaCTpOl‘;IKaMM, Haa 3Ha4ykoM MOryT nosiBNATbCA
pPas3nnyHblE NOACKAa3KU-yBEAOMJIEHUA.

C noMOLWbKD KOHTEKCTHOrO MEHI0 3Hayka Moayns YynpasneHus
OCYLLECTBNAETCA 3anyCKk WU HaCTpOl\;IKa KOMIMNOHEHTOB MNpOrpaMMbl

O nporpamme
3aperncTpUpoBaTE MNLEHINID
Moii Dr.Web

Cnpaexa

{5 SpIDer Guard 3
E;"SpIDer Mail 2
@.Epaﬂ,ﬂ,mayap 2
{_ﬁ: OBHoeneHne

{2 Cranep

EE OTkntounTe Camosalnty
WHeTpymenTel 2

Mone3oBaTENECKHIA pEXKMM

MyHkT O NnporpaMMe OTKpblBaeT OKHO C MHGOpMauMen o0 BeEpCUsIX
KOMMOHEHTOB  MpOrpammbl , a TaKkke o
BMPYCHbIX H6a3ax.

MyHKT 3aperncrpupoBaTb JIMLEH3UIO 3arycKaer
perncTpaumy nonb3oBaTens Ans nofydeHust knodeBoro daiina ¢
cepBepa KOMMNaHuu
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3. NMpucrynas k pabore

MyHkT Mot Dr.Web oTkpbIBaeT Bally NepcoHanbHyl0 CTPaHWLYy Ha
caliTe KOMMaHuu . Ha paHHoW cTpaHuue Bbl cMOXxeTe
nonyuntb WHGOpMauUMO O Bawel nuueHsun (CpPoK  AeiCTBuS,
CEpUiiHbIN HOMep), MPOANWUTb CPOK ee [EeUCTBUsl, 3aAaTb BOMPOC
cnyx6e noaaepXXKu 1 MHOroe Apyroe.

MyHkT CnpaBKa OTKpbIBAeT alin CnpaBkX MPorpamMMbl

MyHKT O6GHOBNIEHME OTKPbLIBAET OKHO , B
KOTOPOM Bbl MOXETE 3anyCcTuTb 06HOBNEHME.

MyHktol  SpIDer Guard, SpIDer Mail, Bpanpamayap,
O6HOBNEHNe OTKPLIBAOT AO0CTYN K HacTpovkaM, CTaTUCTUKE W
yrpaB/IeHNIO COOTBETCTBYIOWMX KOMMOHEHTOB.

MyHkT CkaHep 3anyckaet

MyHKT MHCTPYMEHTBbI OTKPbLIBAET MEHIO, NMpeocTaBstowee A0CTyn:

o K (cm. );
e K HacTponkaM obwwux napameTpoB paboTbl MpOrpaMMbl
(cm. ) #u
HacTporKaM OTAEeNbHbIX KOMMOHEHTOB;
o K (cm. );
e K CTaTUCTUKE KOMIMOHEHTOB;
o K ,

e K CO34aHMIO OTYETA.

Mpu obpaweHun B Cnyxby TeXHUYECKOM MOALEPXKKM KOMMaHuM

Bbl MOXeTe CdhopMMpOBaTL OTYET O Ballen
onepauMoHHON cucTeMe U paboTe Mporpammsbl . Ona
HacTpOMKM  MapaMeTPOB B OTKPbIBLUIEMCS  OKHE  HaXMuTe
MapameTpbl otyeTa. OTyerT 6ygeT coxpaHeH B Buae apxuea B
katanore Doctor Web, pacrnonoxeHHoM B nanke npoduns
nons3osatens %USERPROFILE%.
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3. NMpucrynas k pabore

MyHKT ApMuHucTpaTuBHbBINA/MoNb30BaTENbCKUIA pexxum
Nno3BONSIET  MepeknoyaTbcd  MeXay  NOAHOMYHKUMOHANbHBLIM
AAMUHUCTPaTUBHBIM pexvmmMom " OrpaHNYEHHbIM
Monb3oBaTesIbCKUM  peXMMOM  paboTbl C  MporpaMMon

. B Monb3oBaTenLCKOM peXxuMe Ae/CTBYIOT
cneaytowme OrpaHUYeHuUs: HefoCTYMHbl HAaCTPOMKM KOMMOHEHTOB U
QYHKUMM  OTK/IIOYEHUS BCEX KOMMOHEHTOB W camo3awuTbl. [ns
nepeknoyeHss B AGMUHUCTPaTUBHbIA PEXMM BaM HeobXxoauMbl
npasa agMMHUCTpaTopa.

[JaHHbli  MyHKT ~ OoTOBpaxaercs  TONMbKO  MpU  OTCYTCTBUM

4 ! . aAMVMHWCTPATUBHbIX MpuBunernit. Hanpumep, npu pabote B cpeae
Windows XP B monb3oBaTenbckoM pexume, unm B cpege Windows
Vista nnm Microsoft Windows 7 npu BK/IIOYEHHOW CUCTEME KOHTPOSIS
yyeTHoi 3anmcv UAC. B npOTMBHOM Clydae  [AaHHbIN MYHKT
HefoCTyrMeH U Cpa3y NpeaocTaBnsieT AOCTYM KO BCEM
PyHKUMAM.
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3.2. OCHOBHbI€ HAaCTPOUKM

HacTpoliku HEOOCTYMHbI B
is L pexume.

EAMHbIN UEHTp YynpaBneHus HacTpovikamu MO3BOMSIET 3ajaTb Kak
obwmre napameTpbl paboTbl AHTUBMPYCHOrO KOMMJeKca, Tak U
WHAOMBUAYANbHBIE  HAacTPOMKW  BCEX  KOMMOHEHTOB

32 UCKJ/IIOYEHNEM

O6was HacTpoiika AHTuBupyc Dr.Web

1. LWenkHute  3Ha4oK ﬁ B obnactu
yBegomneHun Windows.

2. B noameHio UHCTpyMeHTbl Bbibepute nyHKT HacTpoikm.
OTkpoeTcs pazgen OCHOBHbIe 06L1ero okHa HaCTpoek.

3. BHecnte HeobxogumMble  M3MeHeHus. NS nonyyeHus
MHDOPMaUMM O HaCTpoMKaX, PacrosioXXEHHbIX B pas3gene,
HaXXMWTe Ha ccbinky CnpaBka.
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3. NMpucrynas k pabore

3.2.1. Pazpgen YBegomneHus

B naHHOM pasgene  Bbl MOXETE 3a4aTb TUMbl  NOACKA30K-
YBeﬂ,OMﬂeHMVI, oTnpaBnsgeEMbIX NO NOYTE U NOABNAKOLWLNUXCA B BuAe

BCMNbIBAIOWEro OKHa Haj 3HaykoMm SplDer Agentw B obnactu
yBefoMnieHunii Windows.

& Hacrpoiikn E’@

(ol LT  SplDer Mail  SplDer Guard Bpanamayap

= YaeqomMneHus YBe0MNEHHA NO3BONAKT BaM ONEPATHEHO NONYYaTe MHHOPMALMIO 0 BEKHEIX COBLITHAX
8 pabote DrWeb: Hanpumep, of obHapyxeHHbIx yrpo3ax unu HeobxogumocTi
Obrosnetne olHoBneHNA.

AHTUBHDYCHARA CeTb
WenonbaoBate yBeaamMneHna

MpeBeHTUBHAR =
MapaMeTpl YBEAOMAEHNI
3auuTa

Dr.Web Cloud [”] Beicsinars yeenomneHnA Ha anekTpokHyto nouTy: e-mail He zagaH
CamozawyTa lNapameTpel NOYTL.
JononHuTensHo

CBpoc HacTpoek
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3. NMpucrynas k pabore

Hacrtpoiika yBegomMneHumi

1.

3.

UTobbl BKIIOUMTL  PEXUM  HOTUdMKaUMM O  CcoBbITUSX,
ycTaHoBuTe dnaxok Ucnonb3oBaTb yBEAOMJIEHMUS.
Haxmute kHonky Mapametpbl yBegoMneHui. OTkpoeTcs
OKHO CO CMMCKOM BO3MOXHbIX YBEAOMIIEHUNA.

% Mapametps! yeeaomnenii
Tun yBeqoMAeHnA SkpaH  [Mouta il
SplDer Guard “I|ﬂ

OBHapyskeHa yrpoaa 0
SplDer Gate ] [}
URL 3afnokupoeaH = =
OBHapy:xeHa yrposa [l
Pogurensckmil KoHTpons [} E -

He nokaawiBate yBEAOMAEHWA B NOMNHOIKPEHHOM PEMME

Orobpaxate yeegomnenna Bpangmayapa Ha 0TAENbHOM 3KPaHE B NONHOIKPAHHOM
pemuMe

BbibepuTe yBEeAOMMIEHMS, KOTOpblE Bbl XOTWUTE MONy4aTb, U
YCTaQHOBWTE COOTBETCTBYIOWME driaxku. YTobbl oTobpaxaTb
3KpaHHble YBELOM/IEHWS], YCTaHaBMBaliTe hiaxok B cTonbue
dkpaH. YTob6bl nosyyaTb  OMOBEWEHWS MO  MOuTe,
yCTaHaBnuBanTe cnaxok B ctonbue Moura.

Mpwn Heo6Xx0AMMOCTU 3afaiiTe AOMOJIHUTENbHbIE napaMeTpbI
0T06pa)KeHVIF| 3KPaHHbIX OrMOBELLEHUI:

He nokasbiBaTb ~ YcTaHOBMTE 3TOT (hNaxok, 4YTobbl He Mnosy4aTb
YBEAOM/IEHUS B YBEAOM/IEHUS Mpu paboTe C MpUNoXeHusMu B
MOJSIHO3KPAHHOM  MOJIHO3KPAHHOM pexume (MpocMoTp hubMOB,
pexume rpadukun u T. A.).

CHuMmTe  3TOT  hnaxoK, u4Tobbl  MosyyaTb
yBEAOMIIEHNS BCEraa.
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3. NMpucrynas k pabore

OTobpaxatb YcTaHoBUTE 3TOT (PrIaXOK, YTOObl yBEAOMNEHUS
yBEAOMIIEHNS ot Bpanamayaspa oTobpaxanucb Ha OTAENbHOM
BpaHaMayspa Ha  paboyeM cTone BO BPEMSI PaboTbl MPUIIOXKEHUN B
OTAENTbHOM MOJSIHO3KPAHHOM pexume (Urpbl, BUAEO).

3KpaHe B

MONHO3KPAHHOM CHuMMTe 3TOT (DNaXok, 4TObbl YyBEAOMMIEHUS
pexume BbIBOAWIMCb Ha TOM e pabouyem crone, Ha

KOTOpPOM 3anyLueHo NpuIoXeHne B
MOJ/IHO3KPAHHOM PeXMUME.

Ecnn  Bbl Bbl6paJ'IVI OAHO WAN  HECKONbKO  NOYTOBbIX
YBeﬂOMﬂeHMVI, HaCTpOVITe OTNpaBKy no4yrtel C  Bawlero
KOMMblOTEPA.

Mo okoH4yaHuu PE€AAKTUPOBAHNA HACTPOEK HAaXXMUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHUN WUNK KHOMKY
OTMeHMTb /15 0TKa3a OT HUX.
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3. NMpucrynas k pabore

HacTtpoiika nouTOBbIX YBEAOMIEHUH

1.

4.

YTobbl BKMOYMTL PEXMM HOTUDMKAUMM O COBbITUAX MO

noute, ybeaurtecsb, yto  naxok Ucnonb3oBaTb
yBeAoOMJIeHMs1 YyCTaHoBieH u B oOkHe [MapameTtpbl
yBefoMJIeHMUI BbiGpaHbl HY>XHbIE TUMbI OMOBELLEHNA.

YcTaHoBuTE  bflaxok BbicbiaThb YBeAOMJIEHMSI Ha
3JIEKTPOHHYHO MOuTY.

Haxmute kHonky [MapameTpbl noyTbl. OTKPOETCHS OKHO
HaCTpPOViKM NMapaMeTpoB.

% Mapamerpsl nouTs! @
Az pec 3MeKTPOHHON NOYTEl
MouToBwli cepeep Mopr
| s |
Norun

MNapons

BeaonacHocTe

|HE!T v|

MeTog, ayTeHTUdMKaLIM

| OBbIYHEIT Naponk - |

Mpoeepute | OTNpaEuTk TecToBoe cooblyeHue

B okHe [MapaMeTpbl MOYTblI YKaXUTE  CEAYIOLLYIO
nHdOopMaUmio:

Anpec YKaxute MOYTOBbI aapec, Ha KOTOPbIA Bbl
3NEKTPOHHOMN XOTWTE MOJlydaTb OMOBELIEHUSI  BblOpaHHbIX
noyThl TUMOB.
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3. NMpucrynas k pabore

MoyToBbIV CepBep YKaXuTe aapec MOYTOBOrO CepBepa, KOTOpblii
[JO/DKEH wucnonb3oBatb AHTuBMpyc Dr.Web
[U1S1 OTMPaBKM MOYTOBbIX OMOBELIEHUI.

MopT YKa)xuTe nopT rno4toBOro cepBepa, K KOTOPOMy
JO/DKEH noakmtoyatbess Antusupyc Dr.Web
[U1S1 OTMPaBKM MOYTOBbIX OMOBELIEHUI.

JlornH YKaxute  uMs  y4eTHOW 3anmcu ansi
MOAK/TIOYEHMS K MOYTOBOMY CEpBEpY.

Maposnb YKaxute Maposb  y4eTHOM  3anucy  Ans
MOAK/TIOYEHMS K MOYTOBOMY CEpBEpY.

Be3sonacHocTb Bbibepute nmapametpbl  6e3omacHocTM  npu
MOAKIOYEHNMN K MOYTOBOMY CEPBEPY.

Metoza Bbi6epute MeToz ayTeHTudbuKaumum,

ayTeHTUhUKALUMN  UCMONb3yeMbli ANt MOAK/IIOYEHNS K MOYTOBOMY
cepBepy.

5. Haxmute kHonky MpoBepuTb, 4TOOLI OTMPaBUTL TECTOBOE
COO0bLUEHNE Ha YKa3aHHbIM agpec Yepes3 3aJaHHbli MOYTOBLIV
cepBep. EcnM B TeuyeHMe HEKOTOPOro BPEMEHW Bbl He
nonyunte AaHHoe CoobLieHMe, MpoBEepbTE  HACTPOWKM
NMOYTOBLIX NAPaMETPOB.

6. o OKOHYaHUM PedaKTUPOBaHMSI HAaCTPOEK HAXKMUTE KHOMKY
OK a5 COXpaHeHUs BHECEHHbLIX WM3MEHEHWA WNWU  KHOMKY
OTMEHMTb [/151 OTKA3a OT HUX.

BpeMeHHOe OTK/IloueHUe YBeAOMJIEHUH

YT06bl BPEMEHHO OTKJIIOUYWUTL OTMPABKY MOYTOBLIX OMOBELLUEHWN,
CHUMUTE  hNIAXOK BbicbinaTh  yBefoOMJIeHUSs Ha
3JIEKTPOHHYHO MOuTY.

YTobbI BPEMEHHO OTK/IKOYUTb YBEAOMNIEHNA BCEX TUMOB, CHUMUTE
cbna>|<0|< Ucnonb3oBaTtb yBeAOMJiEeHUs.
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3. NMpucrynas k pabore

3.2.2. Paspen O6HOBNEHMue

B naHHOM pasgene Bbl MOXETE HaCTPOWUTb MapaMeTpbl O6HOBNEHMS
AuTtuBupyc Dr.Web. Bbl MOXeTe yka3aTb MCTOUYHUK OGHOBNIEHWH,
Kakue KOMIMOHEHTbl Heo6XoAMMO O6HOBNSATb, MEPUOAMYHOCTb, C
KOTOpo 6yayT npoucXoauTb OGHOBNEHWS, @ TaKXE HACTPOUTb
3epKano 06HOBJIEHWIA.

— ===
(oL SplDer Mail  SplDer Guard EBpaHgmayap
YBEnOMAEHUA OBHOENAEMEIE KOMMOHEHTSI

@ Bce (pexomeHAyeTCA)
2 Toneko Baasl

» OfHoBnenne

AHTUBUAPYCHAA CeTh
MepnognyHocTe o0bHOBREHUI

MpeBeHTMBHAA

sawuta

| 30 muHyT (pekoMeHgyeTCR) ¥

Dr.Web Cloud
WMcTounnk obHoenennii: MHHTepHeT (pekomenayertca)

Mpokcn-cepeep: BoiknioyeHo
MameHuTs. ..

3epkano obHoenexni: Buiknwoyero

WMameHuTes. .

Camozawura
LononHUTENEHD

Cbpoc HacTpoek

O6HoBNsiEMble Bbl MOoxeTe BblbpaTb OAWMH W3 BapWUaHTOB 3arpy3ku
KOMMOHEHTBI OGHOBMEHWIA:

e Bce (pekomeHpyerTcs), npu KOTOPOM
3arpyarotc OOHOBNEHWUS Kak Ans BUMPYCHbIX
6a3 Dr.Web, Tak n Ana aHTMBMPYCHOro siapa u
APYrMxX MpOrpaMMHbIX KOMMOHEHTOB AHTMBMPYC
Dr.Web;

e Tonbko 6a3bl, NPy KOTOPOM 3arpy>XatoTcs TOSIbKO
obHoBneHUss BuUpycHbix 6a3 Dr.Web u
QHTUBMPYCHOTO  s4pa;  ApyrMe  KOMMOHEHTHI
AnTtuBupyc Dr.Web He o6HoBRsIOTCS.
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3. Mpucrynas k pa6oTte | 49

MNepurognyHoCTb
06HOB/IEHUM

VCTOYHUK
06HOB/IEHUM

pokcn-cepsep

3epkarno
06HOBIEHWI

Bbl MoXeTe BblbpaTb MepuoavYHOCTb, C KOTOpOW 6ydeT
NpOV3BOAWTLCS MPOBEPKA Ha Hanmune 06HOBMIEHNI.

Bbl MOXeTe ykasaTb YAOOHbIM [And Bac WCTOYHMK
06HOB/IEHUM.

Bbl MOXETE HAaCTPOUTb MOAK/HOUEHNE K MPOKCH-CEPBEPY.

Bbl MOXeTe co37aTb 3epkano OGHOBMIEHWIA, KOTOpoe
CMOTrYT WCMOJb30BaTb APYrve KOMIMbIOTEPb! B JIOKANIbHOM
CeTu, Ha KOTOpbIX YCTaHOBNEeH npoaykT Dr.Web.
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3. NMpucrynas k pabore

50

UcTOYHUK 06HOBNEHUH

Ons Toro 4tobbl BbIOpaTh UCTOYHWMK OBHOBMIEHMIA, HAXXMMUTE KHOMKY
U3MeHnTDb.

WcTouHuk oGHOBNEHNI @

@ WnTepreT (perkomenayeToR)

NokankHas UnK ceTeBanA Nanka

AHTMBMDYCHERA CETh

MpoeepuTe 3anycTUTE Npouece oBHOBNEHIMA
Cnpaexa OTHMEHUTE

B OTKpLIBLUIEMCS OKHE YKaXuTe YyAobHbli AN Bac MCTOYHMK
06HOBNEHUIA:

e NHTepHer (pexkoMmeHpayeTcsi) — OGHOB/IEHME C CepBepoB

KOMMNaHun . DTOT WCTOYHUK YKasaH no
YMOJT4aHUIO.
e JlokanbHas WM ceTeBas nanka - O06HOBNeHWe w3

JIOKaNbHOM WKW CETEBOW Mamnku, B KOTOPYK CKOMUPOBAHbI
06HOBNEHNS. YKaXuTe NyTb K Manke (4Nns 3TOro HaxmuTe
KHOMKY O630p M Bbl6epUTE HYXHbIM KaTasior, WM BBeguTe
MyTb BPY4YHYI0), @ TAKXKE MMS MONb30BaTENS M Maposib, ecsiun

TpebyeTcs.
e AHTMBMpYCHas CeTb — OGHOBJ/IEHME Yepe3 IoKabHYH CETb C
KOMMblOTEPA, Ha KOTOPOM YCTaHOBMEH MNPOAYKT "

CO30aHO 3epKasio 06HOBEHWIA.
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MoakntoueHue Npokcu-cepeepa

Mo yMONYaHUIO WCMOMb3YETCS PEXMM MPSAMOro noakodeHus. Mpu
HeobXoAMMOCTM Bbl MOXeTe Bbi6paTb pexuM paboTbl C MpOKCU-
CEPBEPOM VM 3aaTb HACTPOMKM MOAKIIIOUYEHUS K NPOKCK-cepBepy. Ans
3TOr0 HaXkmuTe KHOMKy WM3MeHuTb. OTKPOETCS OKHO HAacTPOWKM

NOAKMIYEHNS.

# Mapamerpbl npokcu-cepsepa

@ He wcnonkaosats Npokcu-cepeep
) McnoneaoeaTe NpoKCH-Cepeep
Anpec Mopr.
1 80

Monk3oBaTens
Mapone

Tun aeTopu3aLun

Het |

Boibepute pexum WUcnonb3oBaTb MNPOKCU-CEpPBEP. YKaxute
HaCTPOVKM NMOAKIIIOYEHNS K NPOKCU-CEPBEPY:

Anpec
MopT

[Monb3oBaTenb

Maponb

Twun
aBTOpM3aUmMKn

YKaXxxuTe agpec NpoKcu-cepsepa.
YKaXxuTe nopT NpOKCcU-cepBepa.

YKaXuTe WMsi Y4YeTHOW 3anucu Ans MOAKIIOYEHUS K
NpOKCU-CEPBEPY.

YKaXuTe Naposib YYETHOW 3amnucu, MCrosb3yeMon s
MOAKJTIOYEHUS K MPOKCU-CEPBEPY.

Bbibepute  TMM  aBTOpM3auuu,  Tpebyembin  ans
NOAKITIOYEHMNS K NPOKCU-CEPBEPY.
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Mo OKOHYAHMM pPesaKTMPOBaHUS CMMCKA HaxmuTe KHonky OK ans
COXPaHEHUSI BHECEHHbIX M3MEHEHUH WM KHOMKY OTMEHUTb ANs
OTKasa OT HMX. YTo6bl OTPeaaKTUPOBATb HACTPOMKM MOAKOYEHUS K
NMpOKCK-CEPBEPY, ElLE Pa3 HAXMWUTE KHOMKY U3MeHUTDb.

Co3paHue 3epkana 06HOBNEHMIA

UTo6bl Ball KOMMbIOTEP MOMIM  WCMOMb30BAaTh KaK  WCTOYHMK
OGHOBNEHWI apyrve KOMMbIOTEPLI B JIOKAIbHOW CETW, Ha KOTOPbIX
YCTAQHOBMIEH NPOAYKT , HaXmuTe KHOMKy WM3MeHuTb B
nyHkTe 3epkasio 06HOBJIEHMIA U B OTKPLIBLLEMCS OKHE BblbepuTe
Co3paBaTb 3epkano 06HOBNEHUI. YKaXuTe MyTb K Manke, B KOTOPYO
6yayT konMpoBaTbcs O6HOBMEHWS. Ecnv Baw KOMMbOTEp BXOAUT B
HECKOJIbKO MOACETEN, Bbl MOXETE yKasaTb ajpec, KoTopblii GyaeT
[OOCTYNEH TOMbKO AJfii OAHOW M3 MoaceTel. Takke Bbl MOXeETe
yKasaTb NopT, Ha koTopoM cepBep HTTP 6yaeT npuHMMaTb 3anpochbl
Ha coeAMHeHue.

Co3paaHune 3epkana 0BHOBNEHMIA @

MapameTpel 06HOBNEHNA B NPeaSnaX NOKansHoA ceTh:
@) He cozpasaTb seprano obHoBREHMIA

Co30&8aTh 32pKano oGHOBNEHMI

MyTe

Anpec MopT

Help OTHEHUTE
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3.2.3. Paszpen AHTMBUpPYCHas CeTb

B maHHOM pasgene Bbl MOXETE pa3peluTb yAasieHHoe ynpasfieHue
BallMM aHTMBMPYCOM C APYrMX KOMMbIOTEPOB JIOKaNbHOW CeTU Mpu
MOMOLUM KOMMOHEHTa AHTMBMPYCHAs CETb. BXOXAeHWe B coCTaB
AQHTUBMPYCHOW CETM MO3BOJMSET CO3AaBaTb Ha BalleM KOMMblOTepe
3epkana 0bHOBNEHMY, @ TaKKe  YAAIEHHO  KOHTPO/IMPOBaTb
COCTOSIHME @HTMBMPYCHOW 3alwmTbl (NpocMaTpuBaTb CTaTUCTUKY,
BK/IIOYATh M OTKOUATh KOMMOHEHTHI AHTUEMpYC Dr.Web, a Takxe
M3MEHSATb UX HACTPOWKMN).

Ona  npepoTBpalleHUss  HEeCaHKUMOHMPOBAHHONO  A0CTyna K
HacTpolikaM AHTMBMpyCc Dr.Web Ha BalWeMm KoMrbloTepe
Heo6x04MMO 3aaaTb Naponb 4N yAaJeHHOro yrnpaBieHus.

& Hecrpoiikn E=5Ee)

(ol LT  SplDer Mail  SplDer Guard Bpanamayap

YaegoMneHna Bel MoxXeTe pa3pelunTe yaanexHoe ynpasnewne npoaykton DrWeb Ha Bawem
KOMMBKOTEPE C APYTUX KOMMSKITEPOR B NOKANLHON CETH, HA KOTOPLIX TAKXE YCTAHOBNEH
ObHoenenne npogykt Dr.Web. C yaanenHoro komneoTepa cTaHeT BO3MOMHO NPOCMaTpHBaTe
CTATUCTUKY, BKNKOYETE M OTKMKIYATE MOLYMH, @ TAKKE U3MEHATE MX HACTPORKM.
= AHTMBHPYCHER CeTb
MpeseHTHEHER ["] Paspewnte yaanenHoe ynpasnenne
3auuTa

CMeHuTs napons...
Dr.Web Cloud

Camoaawuta

[ononHuTensHo

CBpoc HacTpoek

53



T,
A

A

P
W

3. NMpucrynas k pabore

3.2.4. Pa3snen lNpeBeHTUBHas 3alyuTa

B paHHOM pasgene Bbl MOXETE HACTPOWUTb peakumio AHTUBUPYC
Dr.Web Ha [efcTBMS CTOPOHHWMX MNPWIOXKEHWI, KOTOpble MOryT
MPVBECTM K 3apaXXEHMIO Ballero KoMmmbtoTepa. Takke Bbl MOXeTe
3alUMTUTL CBOM JaHHblE OT HeXeNaTesbHbIX U3MEHEHW.

& Hacrpolinn [E=5 o |

OCHOBHbIE SplDer Mail  SplDer Guard Bpanamayap
Yae 0MAeHUA YpoBeHb DNOKMPOBKH NOA03pUTENEHEIX AeicTenil: MuHumMansHeIR (pekomerayeTca)
Obroanekxne
TSR CETE 3auynta oT noTep AaHHex: Belknovena

« MpesenTnanan Bbl MOXeTe HACTPOMTL Co3AaHue 3alyuiaeneix Dr Web konuii
3awuTta BaHsIX (aiinos.
Dr.Web Cloud Boccranoenrs, | TOBE OTMEHUTE HEXENATENLHLIE N3MSHEHWA, Bl MOKETE

BOCCTAHOBUTE CBOW (aiinsl N3 3aLLNLLaeMbIX KOMWIA.
Camoaawuta - .
Coagate Bel MOKeTe 3aMyCTUTL CO3AaHNE KONKA BPYUHYHD. Konun ewwé He

JononHuTensHo C03AaHbI.
CBpoc HacTpoek

Cnpaeka OK OTMEHNTE

YpoBeHb NPEBEHTUBHOM 3aLUTDbI

B pexxume paboTbl MMHMManbHbIN, YCTaHOBNEHHOM MO YMOJTUYAHWUIO,
Antusupyc Dr.Web 3anpeliaer aBTOMaTUYeCcKoe U3MEHeHue
CUCTEMHbIX  06bekToB,  MoaudMKaums  KOTOPbIX  OAHO3HAYHO
CBUAETENbCTBYET O MOMbITKE BPEAOHOCHOrO BO3LENCTBMS  Ha
OMNepPauUMoHHYIO CUCTeMY. Tarxke 3anpeLlaeTcs HU3KOYPOBHEBbIN
[OCTyn K Ancky n mogndmkaumsa danna HOSTS.
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anI MOBbILIEHHOW OMAacHOCTM 3apaXeHnUa Bbl MOXETE NOAHATb
YPOBEHb 3allnTbl A0 CpeAHero. B paHHOM pexume AonoNHUTENbHO
3anpeLwaeTcd AoCTyn K TEM KPUTUHECKUM O6'beKTaM, KOTOpbIE MOryT
NOTEHLMANIbHO UCMNO/1b30BaTbCA BPEAOHOCHBIMU NpOrpaMMmamMun.

B AaHHOM pexuvMe 3aliWTbl BO3MOXHbI KOHMIMKTbI COBMECTVMOCTU
CO CTOPOHHWMM MPOrPaMMHbIM  0BECneYeHneM,  UCTOb3YHLWMM
3alMLIAEMblE BETKW peecTpa.

Mpn He06X0AMMOCTM MOSIHOrO KOHTPOSIA 32 AOCTYNOM K KPUTUYECKUM
obbektaMm Windows Bbl MoOXeTe MOAHSATb YPOBEHb 3almTbl [0
MapaHompanbHoOro. B faHHOM cnyyae BaM Takoke byaer focTyneH
WHTEPAKTUBHbIVA KOHTPOIb 3a 3arpy3koii ApaiiBepoB, aBTOMaTUYECKUM
3anyckomM nporpamm 1 paboTon CUCTEMHbIX CIyX0.

LlenoctHoCTb [laHHas HacTpolika MO3BOJISIET OTC/IEXMBATb MPOLIECCHI,
3anyLeHHbIX KOTOpble BHEAPSIOTCS B 3arMyLUEHHblE MPUSIOXEHUS, YTO
NPUIIOXKEHWI ABNISIETC  Yrpo3oii 6e30macHoOCTM  KoMmnbioTepa. He

OTCNIEXMBAETCS MOBeAEHNe TexX MpoLEeccoB, KOTOpble
npobaeneHbl B uckntodeHuns SpiDer Guard.

LlenoctHoCTb [laHHasi HacTpoVika MO3BOJISIET OTC/IEXMBATb MPOLIECCHI,
atinos KOTOpble MOAUMULIMPYIOT Mosb30BaTenbckue dalibl no
nonb3oBartens W3BECTHOMY anropuTMy, CBMAETENbCTBYIOWEMY O TOM,

YTO TaKue MpPOLIECChl SBMAIOTCA Yrpo3oi 6e30MmacHoCTM
KOMMNblOTEpa. He oTCiexuBaeTcs MoBeAeHne  Tex
MpoLeccoB, KOTOpble  A06aBneHbl B UCKIIHOYEHUS
SplDer Guard. Ans Toro 4tobbl 3aWUTUTL CBOWM AAHHbIE
OT HECAHKLMOHMPOBAHHbLIX M3MEHEHWI, Bbl MOXETe
HacTpouTb  CO3[aHMWe 3alMLIaEMbIX KOMWUIA Ba)HbIX
aiinos.

daiin HOSTS ®aitn HOSTS u1crnosnb3yeTcsl OMepaLMOHHON CUCTEMOM
Ana ynpolleHns aoctyna K cetv MHTepHeTt. M3mMeHeHus
aToro aina MoryT 6biTb pe3ynbTaToM paboTbl BUpYca
WM Apyroli BPeAoHOCHOM MporpaMMbl.

Hu3koypoBHeBbIV  [laHHas HACTpOMKa MO3BOJISIET 3aMNpeLLaTh NPUIOKEHUSIM
[OCTYN K ANCKY 3aMNUCb Ha XXECTKUI AMCK MOCEKTOPHO, He 06pallasick K
aitnosoit cucteme.
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3. NMpucrynas k pabore

3arpyska [laHHasi HacTpolika NO3BOJISIET 3aMNpeLLaTh MPUIOKEHUSIM
[paliBepoB 3arpy3Ky HOBbIX UJI HEU3BECTHbIE paliBEpOB.
KpuTuyeckue MpouMe  HaCTpoOWKM  MO3BOMSHOT  3alMIE@TL  OT

obnactn Windows Moaudukaumm BeTkM peecTpa (Kak B CUCTEMHOM
npocwune, Tak 1 B Npodusx BCeX Nonb3oBaTenei).

Fy Ecnu npu ycTaHoBKe BaxkHbIX 06HOBneHWiA oT Microsoft nam npwu

A ycraHoBke u pabote nporpaMMm (B TOM 4uCiie  nporpaMmm

nedparmeHTaumn) BO3HUKAIOT npobnemsl, oTK/IIoYnTE
COOTBETCTBYIOLLME OMNLMM B 3TON Fpynne HacTpoeK.

3awuTa OT NOTEPU AaHHbIX

Ona  TOoro 4TOob6bl 3aWMTUTL BaXKHble (baﬁﬂbl OT  WU3MEHEHWM
BpEAOHOCHbLIM nporpaMMHbIM o6ecnequV|eM, Bbl MOXETE
BOCMNOJ/1b30BaTbCA qDYHKLlMeVI 3awuTtbl oT noTepu AaHHbIX. JTa
CbYHKLl,VIFI NO3BOJIAET CO34aBaTb KoMK COAEPXMMOIro Bbl6paHHbIX
BaMu nanok.

[N HacTPOWKM CO3AaHUsl PE3EPBHbIX KOMWI HaxxMuTe U3MeHUTDb. B
OTKPbLIBLUEMCSI OKHe BbibepuTe oOnNuMIO BKAOUUTL 3aWMUTY OT
notepn AaHHbIX. Haxmute kHonky [o6aBuUTb, YTOObLI YyKasaTb
Manku, COAEPXMUMoe KOTopbix 6yaeT konvpoBaThcsl. B nto6oit MoMeHT
Bbl MOXETe f06aBUTb HOBYIO Manky. Takxke Bbl MOXETE yKasaTb AUCK
OIS XpaHeHUs KOMUI U NEPUOANYHOCTb, C KOTOPOM 3TW Konuu ByayT
Co3aaBaThCs. Yepe3 ykasaHHbI MpOMeXyTok BpeMmenu Dr.Web
6ynet npoBepsTb (aiibl B yKasaHHbIX Marnkax Ha Haaudve
M3MEHEHWUI, U CO34aBaTb KOMWIO, ECITN U3MEHEHUS BbliIM BHECEHDI.

Takke Bbl MOXETE yAanUTb KOMUK, UTOBLI OUUCTUTL MECTO Ha AuCKe
(Ha camux daiinax yaaneHuwe Komnuii He OTpasuTcs), WM 3amnpeTuTb
3anycK Co3AaHus konui npu paboTe oT 6aTapeun.
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3. NMpucrynas k pabore

& HacTpoiiki 3aLmTel gaHHBX

@ BhIKNKUNTE 3ALUTY OT NOTEPU AaHHEDX
~) BRNKOUNTE 3aLUTY 0T NOTEPH AaHHEIX

Mankw

(C:) 40TE w2 204 B ceobogHo

MepuognuHOCTE

Kasaele 24 yaca

Cnpaeka

Bribepure AWCK ANA ¥paHeHna 3allnlaemMelx Konui

Yaanute Konun

He 3anycKate pelepEHOE KONWpOBaHWeE npu pabote ot batapen

OK

=3

Hobaeute

Yaanute

OTMEHNTE

B Cny4vyae, ecnu Balln (baﬁ)'lbl 6b1m NnoBpeXAEHbI, Bbl MOXETE
BOCCTaHOBUTb UX KOMWUM 3a ONpeEAENIEHHYIO AaTy. Ona storo B
FMaBHOM OKHE HaXXMUTE KHOMNKY BoccraHoBUTbL. B OTKpbIBLLUEMCSA
OKHE Bbl MOXETE Bbl6paTb AaTy, 3a KOTOPYIO BCE MMEOWMECA Ha TOT
MOMEHT Konuu d)aﬁﬂOB 6y,D,YT BOCCTAHOBJIEHbI B YKa3aHHYKO BaMu

nariky.

YTobbI 3anyCtntb COo3aaHue KOMui BPY4HYIO, B T[N1aBHOM OKHE
HaXXMUTE KHOMKY Co3paTtb. B OTKpPbIBLUEMCA OKHE 3afaliTe onucaHve

[Nl HOBOW KOMUM.
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3. NMpucrynas k pabore

3.2.5. Pazpnen Dr.Web Cloud

B paHHOM pasgene Bbl MOXETe MOAKMIOUMTLCA K «06nayHbIM»
cepBucaM KkoMmnaHun <«[oktop Be6» u nporpaMme ynydleHus
kayectsa paboTtbl npogykToB Dr.Web.

& Hacrpolinn [E=5 o |
(ol SplDer Mail  SplDer Guard Bpanamayap
YeegoMneHns Bel MoskeTe NPUHATE YYacTWe B NPOrpamMme yNyulieHnA kayecTea paboTel npogykToe
DrWeb. Ceegenna o pafore npogykra DrWeb Ha Bawem komnsroTepe GyayT
ObHosneune aBTOMaTM4eckl 0TNpaBnATLCA koMmnanun gJokrop Bebs. [lna storo nogkniountecs K

«00NayHEIMe CEpEUCAM.
AHTHBUPYCHEA CeTe

MonyuerHan oT Bac WHBOpMaLMA He Byger ncnone3oBaTecA ANA Balweil

MpeBeHTHBHAA 33l UTa
WAEHTAdMKALMIA WAK ANA CBR3M C BaMK.

DrWeb Cloud

@ F xo4y NOAKNKYUTECA K CEPBICAM (PEKOMEHAYETCA)
() A pewy nozaHee

Otyer
Kapantnn
[Npokcu-cepaep
H3klk
Camozauura

BoccranoBnenne

MonuTuka kondimgexunansHocTh «[oktop Beb»

«06nayHble» cepBMUCbI

Dr.Web Cloud Checker no3BONSIET aHTUBMPYCHOW 3aliuTe
Mcnonb3oBaTb CBexXyt uHdopMaumio 06 yrposax, o6HOBNSEMYIO Ha
cepBepax koMnaHum «[loktop Beb> B peXxume peanbHOro BpEMEHMU.

B 3aBMCMMOCTM OT HacTpoek obHoBNeHVs WMHGopMauus o6 yrposax,
MCMOMb3yMasi KOMMOHEHTAMM Ballell aHTMBMPYCHOM 3alumTbl, MOXET
ycTapeBaTb. Mcnonb3oBaHWe «06nayHbIX» CEPBUCOB MNO3BONSET
rapaHTMpOBaHHO OrpaauTb MOJSIb30BATESNIEN Ballero KoMmbioTepa OT
CaliToB C  HexenaTeslbHbiM  COAEPXWUMbIM, @ TaKkke OT
MHAUUMPOBaHHLIX (alisoB.
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3. NMpucrynas k pabore

Mporpamma ynyuwenuns kadyecrsa MO

Mpu yyacTum B MporpaMMe Ha cepBepa KOMMaHuu

6yayT aBTOMATUYECKM OTNPaBNsATbCA 06€3/IMUYEHHbIE CBEAEHWUSI O
pabote Ha BalUeM KOMMbIOTEPE, B YaCTHOCTH,
CBEAEHUS O CO3[AaHHbIX BaMW MpaBuiax .
MonyyeHHass WHdbopMauuss He 6ydeT  UCMoNb30BaTbCs  ANS
naeHTUdMKaLMM NoNb30BaTeNs UM CBA3U C HUM.

Haxmute Ha ccoinky TMonutuka KoHdMAEHUMANbHOCTH
«JloKTOp Be6>», YyTObbI 03HAaKOMUTbLCS C MOJSINTUKON
KOH(MAEHUMANBHOCTM  Ha  oduUManbHOM  caUTe  KOMMaHuu
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3.2.6. Paznen Camo3awmra

B maHHOM pasgene Bbl MOXETE HACTPOUTb MapaMETpbl 3aLUTHI
camoro  AuTuBMpyc Dr.Web OoT  HeCaHKLMOHMPOBAHHOMO
BO3AENCTBUSA, HANpUMEpP, aHTU-aHTUBUPYCHBIX NPOrpaMM, a Takxe OT
CJTyYaliHOro NOBPEXAEHMS.

& Hactpoiikn ==

(ol LT  SplDer Mail  SplDer Guard Bpanamayap

Yaegomnenns Brntounte Camosawnty

06 JlaHHaA HacTpoiika 3awuuiaet daiine 1 npougccel npoaykra DrWeb ot
Honenne HECAHKLAOHNPOBAHHLIX NIMEHEHMUI.
AHTUBHPYCHER CeTb

[T] 3anpewyars 3MynAuMo AefcTRIi Nonkz0BaTena

MpeseHTNBHAR =

3: S [laHHanA HacTpoiika aanpeuiaet niobbie namMeHenws B pabote Dr.Web, kpome
u4 BHOCHMBIX MOML30BATENEM BPYYHYID.

Dr.Web Cloud

[C] 3anpelyats nameHeHua f4aThl 1 BpEMEHN CHCTEMbI
» Camosawura =
= JlaHHan HacTpoiika 3anpeluyaeT pyYHoe U aBTOMATUYECKOE WIMEHEHWE HACTPOEK

LononHuTensHo BPEMEHN CHCTEMBI

Cbpoc HacTpoek [ 3awmuats naponem wactpoiik Dr Web

CmeHuTs napons

HacTpoiika BKAOUUTb CaMO3alUMTY MO3BOJISIET 3aWMUTUTL alisbl
M npoueccbl AHTMBMpyc Dr.Web 0T HeCaHKUMOHWPOBAHHOIO
poctyna. OTK/oYaTb CaMo3alLUMTy He pekoMeHayeTCs.

e B criyyae BO3HUKHOBEHWS MPOGJEM MpW UCMONb30BaHUU MPOrpaMM
A fedparMeHTaumMM, peKOMeHAyeTCs BPEMEHHO OTKIIIOYUTb MOAyslb
€amMo3aLUuTI.

[na TOoro 4rto6bl Npon3BECTN BO3BPAT K TOYKE BOCCTAHOB/IEHUSA
cUCTeMbl, HEO6X0AMMO OTKITIOUNUTD MOAy/b CaMO3allUnThI.
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3. NMpucrynas k pabore

HacTpoiika 3anpewaTtb 3Mynsiunio [EUCTBUI Nosib3oBaTens
Mo3BOJISIET NPeaoTBPaTUTL tobble U3MEHeHUs B paboTe

, MpOV3BOAMMbIE aBTOMATU3MPOBaHHO. B ToM uucne 6yaet
3aMpeleHo  UCTONIHEHWE  CKPUMTOB,  3My/Mpylowux  paboty
nonb3oBaTenst ¢ MNporpamMMon , 3anyLleHHbIX
CaMuM Mosb30BaTesNeM.

HacTpoiika 3anpewaTb U3MeHeHUe AaTbl U BpEMEHU CUCTEMbI
Mo3BOJISIET 3ab/IOKMPOBaTb PyvyHOE M ABTOMAaTMUYECKOE W3MEHEHWe
CUCTEMHbIX [daTbl M BPEMEHM, a TaKKe YacoBoro nosica. 3ITO
OrpaHWYeHne YCTaHaBNMBAETCA [/ BCEX MOJSb30BaTeNell CUCTEMBI.
Bbl MOXeETE HacTpoUTb B TOM CJ/lyJae, eciu
OCYLLECTBAANIACh MOMbITKA U3MEHUTb CUCTEMHOE BPEMSI.

Hactpoiika 3awmwatb naponeM Hacrtpoiikm Dr.Web
MO3BOJISIET YCTAHOBUTL  Maposib AN AOCTyma K HacTporkam

Ha BalleM KoMMblTepe. 3ajaliTe naponsb,
KOTOpbIM 6yaeT 3anpawmBaTbCs Mpu 06palleHMM K HACTpoMKaMm
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3. NMpucrynas k pabore

3.2.7. Paspen JONONTHUTENIBHO

B naHHOM pasgene Bbl MOXETE 3a4aThb AOMOJSIHUTENbHbLIE HACTPOMKK
paboTbl aHTUBMUPYCHON 3aLLUTbI.

@ feceeier ESEEr
(ol LT  SplDer Mail  SplDer Guard Bpanamayap
Yaegomnenua Hakik
Obrosnexne Russian (Pycckuii) -

AHTUBHPYCHAR CETb .
QOruer: HacTpOMKH NO yMOon4yaHW

MpeBeHTUBHAR
HMamennTs
3auuTa

Dr.Web Cloud KapaHTn: HacTpoiikn Mo ymonuaHnuio

Camo3zawuta MameruTs

= [ONonHATENEHD
Be30nacHeIe COBUHEHIA
CBpoc Hactpoek [Z] Mpozepat: sawmpposantLiii Tpadgni
B cnyyae olwmbkk NpoBepKN 3aLLMLLEHHBIX COBAMHEHNR (SSL) yeTaHoBHTE
ceprudmkar «[loktop Bebr Bpyunyto

3kcnoptuposars

Bbl MOxeTe BblbpaTb M3 BbiNagatollero CnuMcka $3blK MPOrpamMMbl.
Cnncok  SA3bIKOB MOMOJSIHAETCA aBTOMATUYECKM W COAEPXKWT BCe
[OOCTYMHblE Ha TeKyWWMW MOMEHT JloKanusaumMu rpaduyeckoro
uHtepdelica AHTueupyc Dr.Web.

Hacrtpoiikn OTuera

[nsa ynpaBneHust HacTpoiKaMu OTYETA HaXMUTE COOTBETCTBYIOLLYIO
KHOMKy U3MeHuUTDb.
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@OTHEI

Cnpaeka

BecTtu nogpobHele oTYeTHl (AaHHAA HAcTpoiika
COXPAHAETCA A0 Nepe3arpyaku)

[C] splDer Guard
[C] SplDer Gate

[C] splDer Mail

[C] Bpangmayap
[l OBroeneHne

[C] Cry6bul Dr.Web

LononHUTensHD

[C] Coapagats gamnsl namATh npu owmbKax Npogepki
(pekomengyetca)

Mpoaon#ars BecTM NogpofHLe 0TYETEI Nocne
Nepe3arpyakn (He peKkoMeHayeTca)

MocMoTpeTs (ains oT4eTOR

[l

o | [omamm |

Mo yMon4aHuio 451t BCEX KOMMOHEHTOB AHTHEMpPYC Dr.Web oTyeTbl
BEAYyTCS B CTaHOAPTHOM pexuMe, (OUKCUPYIOLLEM CNEaYHoLLYo

nHdOopMaumio:

SpIDer Guard

MpoBeneHne OGHOBNEHUI, 3aMycK U OCTaHOB CTOPOXa
SpIDer Guard, BupyCHble COObITUS, [aHHble O
npoBepsieMblX ~ ainax, WMeHax YMaKOBLIMKOB WU
COEPXMMOM  MPOBEPSIEMbIX  COCTaBHbIX  OOBLEKTOB
(apx1BoB, halinoB 3NEKTPOHHOW MOYTHI MK halIoBbIX
KOHTE/HEPOB).
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SpIDer Mail

BbpaHamaysp

Moaynb
06HOBNEeHus

Cnyx6bl
Dr.Web

PekomeHayeTca  ucnonb3oBatb 3TOT  peXuM  And
onpepeneHnss 06beKTOB, KOTOpble CTOpoX SplDer
Guard nposepsieT Hanbonee 4acTo. Mpu
HeobXxoaMMOCTY Bbl MOXeTe A06aBUTb Takne 06beKTbl B
CMUCOK MCKJTIOUEHMI, UTO MOXET CHWU3UTb HArpysKky Ha
KOMMbIOTEP.

MpoBegeHWe  OGHOBNEHWM, 3amyck W OCTaHOB
noyToBoro cropoxa SpIDer Mail, BupycHbie cobbiTus,
MapaMeTpbl NepexBaTa COEAMHEHNI, @ TakKe AaHHbIE O
npoBepsieMbix  (ainax, MMEeHax YMakoBLIMKOB U
COAEPXXMMOM MPOBEPSIEMbIX apXVBOB.

PEKOMeHAyeTCs  MCMoMb30BaTb  3TOT  PeXuM  Afs
MPOBEPKM  HACTPOEK MepexBaTa  COeAMHEHW ¢
MOYTOBLIMU CEPBEPAMU.

B cTaHaapTHOM pexwvMe BpaHamaysp He BegeT aiin
otyeTa. lMpy BKIOYEHNN pexrMa BefeHUs NoapobHoro
oT4yeTa CObMpalOTCs AaHHbIE O CETEBbIX NakeTax (pcap-
norn).

Cnncok 06HOBNEHHbIX ainoB AHTuBMpyc Dr.Web un
cTaTycbl WX 3arpy3ku, uHdopmauus o pabote
BCMOMOraTenbHbIX  CKPUMTOB, Aata WM BpeMms
npoeeAeHns 06HOBNEHUS, HMOPMaLMa O nepesanycke
KOMIMOHEHTOB AHTMBUpPYC Dr.Web nocne
06OHOB/IEHMS.

MHdopmaumsa o komnoHeHTax Dr.Web, wu3meHeHne
HaCTpOeK KOMIMOHEHTOB, BK/IIOYEHWE W BbIK/OYEHNE
KOMIMOHEHTOB,  COBbITUSI  MPEBEHTUBHOW  3aLLMTHI,
MOAKITIOYEHNE K aHTUBUPYCHOW CETH.
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3. NMpucrynas k pabore

MpocmoTp haitnos oTueToB

YTobbl MPOCMOTPETb OTYETHI, HaXXMUTE Ha ccbinky MocMoTpeTb
caiinibl 0OTYETOB.

Co3paHue gaMnoB NaMATH

Hactpoiika Co3gaBaTh AaMMbl NAMSATH NPy olM6Kax NpoBepku
(pekoMeHAyeTCA) MO3BOJISIET COXPaHATb MaKCMMYM  MONE3HOM
MHGOPMaLUMM O MpUYMHAX HEKOPPEKTHOW paboTbl KOMMOHEHTOB
, UTO TMO3BOSMUT CMeuManncTaM KoMMaHWUm

B JaNbHelweM npoBectu 6onee MONHLIM aHanu3

npobnemMbl U MpeasioxXuTb ee pelleHue. PekoMeHAyeTcs BKIOYaTb
[aHHYI0O HacTpoMKy Npu  BO3HWUKHOBEHMM oOwMBGOK B paboTte

BriroueHne nogpo6HbIX OTYUETOB

Mpu BepeHUM NOAPOGHBIX OTYETOB (DUKCUPYETCS MaKcUMasbHOe
KONMYECTBO MHboOpMaumuu o paboTe KOMIMOHEHTOB

, UTO MOXET MPUBECTU K 3HAYMUTENbHOMY YBEMYEHUIO
alifioB  OTYUETOB M  CHU3UTb  MPOW3BOAUTENLHOCTb  PaboThl
OrnepaLyMoHHON CUCTEMbI. PEKOMEHAYETCS UCMONb30BaTh STOT PEXUM
TONIbKO MNPV BO3HUKHOBEHUM NPO6SeM B paboTe KOMMOHEHTOB WU
no Npocbbe TEXHUYECKON MOAAEPXKKY KOMMAHWUK

1. YT06bl BK/IOUUTL pPEXWUM BeAeHWsl MOAPOOHOro OoTyeTa Ans
O[IHOTO U3 KOMIMOHEHTOB , yCTaHoBWTE
COOTBETCTBYHOLLMIA (DNAXKOK.

2. Mo yMonuyaHwWio nOApoObHLIM OTYET BeAeTcs [0 NepBoW
nepesarpysku onepaumoHHOM cucTeMbl. Ecnn Heobxoammo
3a(bl/IKCVIpOBaTb noseAaeHME KOMINOHEHTa B nepuoa Ao 1 nocne
nepesarpysky, yctaHoBuTe ¢naxok FMpogomxaTb BecTu
noapo6Hbie oT4yeTbl nocne nepesarpyskn (He
pekoMeHAayeTcs).

3. CoxpaHuTe U3MeHeHus.
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3. NMpucrynas k pabore

Mo ymonuaHuio alinbl OTYETa MMEKT OrpaHUYeHHbI  pasMep,
A = % paBHbili 10 MB.

Hacrtpoiikn KapaHTuHa

ans ynpaBneHus HacTpoVikamMu KapaHTWHa HaXmuTe
COOTBETCTBYIOLLYIO KHOMKY U3MEHUTD.

Bbl MOXeTe HacTpouTb napaMeTpbl paboTbl
OLIEHUTL €ro pa3Mep, a TaKxKe yAanuTb BCE U30/MPOBaHHbIe dalibl c
KOHKPETHOro AucKa.

CBCICTEa KapaHTUHA
& pa EX)

NocTynHele AUCKH Paamep kapaHtuHa, MB

Bel MoxeTe ouncTUTs KapaHTWH Ha EIbIEpEHHDM AWCKe fe3 BOIMOXKHOCTM BOCCTAHOBNEHUA
AaHHBIX.

OuncTuts..

[ ononHATENBHD

[C] B cnyuae obrapy#enna yrpoa Ha CMEHHOM HOCWTENE CO3[ABATE KApaHTMH Ha 3TOM
We HOCWTENe (peKoMeHOyeTCA)

Katanor CO34aeTCs OTAENBbHO Ha KaXXAOoM NOrMyeckoM
[Mcke, rae 6bim 0bHapyXeHbl NoAo3puTeNnbHbIe hannbl.
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3. NMpucrynas k pabore

Ouucrka KapaHTuHa

1. Ytobbl ymanuTb Bce (ainbl, MNOMELUEHHble B  KaTasor
Ha onpefeneHHOM aucke, BbibepuTe 3TOT ANUCK B
Crvcke.

2. Haxmute KHONMKy OUYMCTMTb W MOATBEPAMUTE 3arpoc Ha
yaaneHue.

B rpynne [lONO/MIHUTENbHO Bbl MOXETE 3aAaTb PEXWMM M30M[UMM
3apaXKeHHbIX 06bEKTOB, O6HaPY>EHHbLIX HAa CbEMHbIX HOCuTensiX. o
YMONYaHuo Mofo6Hble Yrpo3bl MOMELLAloTCA B KaTasor Ha TOM e
HocuTene 1 He wudpytotcs. Mpy 3ToM nanka cospaercs
TOMbKO B TOM Cllyyae, €C/IM BO3MOXHA 3anuCb Ha HOCUTESb.
Mcnonb3oBaHWe OTAENbHLIX KaTaloroB M OTka3 OT LWKdpoBaHUs Ha
CbEMHbIX HOCUTENSIX MO3BOMSET NPEAOTBPATUTL BO3MOXHYIO NOTEPID
[aHHbIX.

Bbe3onacHble coegnHeHus

Bbl MOXeTe BK/IOYATL B MPOBEPKY [AaHHble, NepedaBaeMble Mo
6e30MacHbIM  MpOTOKOMAM. [N 3TOro  yCTaHOBUTE  hnaXkok
MpoBepsaTb 3awmdpoBaHHbIi Tpadmk. EcivM KIMeHT, KoTopbii
nony4yaeT M nepeaaeT Takue AaHHble, He 0OpalLaeTcs K XpaHUIuLLy
ceptudmkatos  cuctembl  Windows, TO Heobxogumo  b6yger
3KCNOPTUPOBaTb CepTUdMKaT.

Ceptudmkar «lokrop Be6>»

Ecnn Bbl XOTUTE BKJIIOYWTL B MPOBEPKY AaHHble, rnepeaasaemble Mo
KpunTorpaguyeckoMy npotokony SSL (Hanpumep, B

Bbl MOXETE HaCTPOUTb NapaMeTpbl NPOBEPKU AaHHbIX, NepeaaBaeMbiX
no npotokony HTTPS, a B — no npotokonam POP3S,
SMTPS, IMAPS), To ana paboTbl HEKOTOpbIX KIMEHTOB, KOTOpbIE
nepefatoT U NONy4aloT Takue AaHHble U Npu 3TOM He obpallatoTcs K
XpaHUuLLy cepTudmKaToB CUCTEMBI Windows, MOXeT
notpeboBaTbCa cepTUGUKAT KOMMaHWUM . Haxmure
KHOMKY DKCNOPTUPOBATb M COXPaHUTE CePTUPUKAT B yAOOHLIN Ans
BacC KaTanor.
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3. NMpucrynas k pabore

3.2.8. Paspen C6poc HacTpoek

B naHHOM pasgene  Bbl  MOXETE  BOCCTAHOBUTb HaCTpOVIKVI
AHTUBUPYC Dr.Web no YMOJTHaHUIO, a TaKXe 3KCNopTUpOoBaTb UK
MMNOPTUPOBATDL UX.

& Hacrpoiikn E’E

(ol LT  SplDer Mail  SplDer Guard Bpanamayap

Yaegomnenna 3KCNOpT HACTPOEK .. Bl MoxeTe COXpaHNTe HACTPOKN NPOAYKTA, 3KCNOPTMPOBAR

WX Ha KecTknii Auck B Buge daiina.
Obroanekxne

AHTHBHDYCHER CeTh Ecnu y BaC yiKe eCTh paHee COXpaHeHH.IR dalin HacTpoek,

TO Bbl MOMETE UMAOPTUPOBATL 3T HACTPOMKKM U NPUMEHHTE

MpesexTnaHaR WX K JBHHOMY MPOSYKTY.

IayuTa B cnyuae aaTpyHeHmil, BOSHIKLIMX NOCAE MameHewni

Dr Web Cloud HACTPOEK NPOAYKTA, BOCCTAHOBNTE NapameTps no
YMOMUEHMH.

Camoaawuta

JononHuTensHo

= CHpoc HacTpoek
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3. NMpucrynas k pabore

3.3. MeHepxep NnLEeH3UNn

MeHemkep nuueH3uMi B JOCTYMHOM  Bufe  oTobpaxaer
MHDOPMaLUMIO, COAEPXKALLYIOCS B MMEIOWMXCA Y BaC KIIIOYEBbIX
tavinax nporpamMmbl AHTHBMpYC Dr.Web.

Ona pgoctyma K 3TOMy OKHy B nogMeHio WHCTpyMeHTbI

KOHTEKCTHOro MeHio  SpIDer Agent'ﬁ Bblbepute  MyHKT
MeHemxep NMLEH3MU.

@ MeHegxep AMUEHINIA

Jnuensuna Ha npoaykt Dr'Web

OBpaTUTE BHUMEHWE, Bbl MOMKETE BNAAETL HECKONBKMMK MUEHSHAMK Ha npoaykT Dr.Web, B cmoke
NpeAcTasneHsl BCe A0CTYMHLIE TMUEHSWM,

Tekylan NMUEH3WA:

12673587 -
THN NALEHZMA
CEpUITHEIN HOMED:
Bnanenew: 55 Pro privatebeta tester
HaTa aKTHBaLmu: 26.03.2012
[aTa oKoHYEHMA: 28.03.2013
Dain NMUEHSHM: C:\Program Files (x86)\Driweb\drweb32.key

Mony4WTb HOBYKD MMLEHSMD 7 ] [ OHnaiH-cepemc «Moii Dr.Webs YAENUTE TEKYIWYIO MUMUEHSMIO

Cnpaeka 3EKpEITE

MonyueHune knrouesoro caina

Ona nonyyenust kntoyeBoro daina ¢ cepeepa KoMnaHuu <«[loktop
Be6>» HaxmuTe KHOMKY MMOsIyYUTb HOBYHO JIMLEH3UIO U B
BbiMafjalolweM cnucke Bblbepute 4yepe3 ceTb MWMHTepHer.
3anycTuTCs NpoLieslypa NosTlydyeHus Kioyesoro daiina.
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3. NMpucrynas k pabore

Ons  paboTbl  nporpammsl Tpebyetcst
YCTaHOBUTb B 3alLMLLAEMON CUCTEME KJItoUeBOM daiin.

YcTaHOBKa NOJIy4EeHHOro kio4yeBoro daiina

1. Haxmute kHonky [losiyuuTb HOBYKO JNMvuUeH3ul0. B
BbiNajatolleM crnucke BbibepuTe ykasaB nyTb K cainy Ha
AUCKe.

2. YkaxuTte nyTb A0 KtodeBoro daina. Ecnm Bbl monyunnu
knoueBon dann B Buae ZIP-apxvBa, pacnakoBbiBaTb €ro
Heobs3aTenbHO.

3. ABTOMATMYECKM HaYHET MCMoJNb30BaThb
KnoueBom darin.

Mpu nonyyeHun kaouyeBoro anna wim B
KOMMMeKTe  AMCTpMOYTMBA  YCTaHOBKa  K/oyeBoro  (aina
NPOM3BOANTCS aBTOMATUYECKM U HUKAKUX AOMONHUTENbHBIX AEACTBUN
He TpebyeT.

Ona Toro uTobbl yaanuTb KatoueBoW aln M3 CMUCKa, HaXMuTe
KHOMKY  YAanuTb  TeKyWyH  JIMLEH3UIO. MocnenHui
MCMOMb3YEMbI KITHOY HE MOXET BbiTb yaasneH.

Mpu paboTe nmporpaMMbl KOYEBOW (aii Mo yMOMYaHWIO [OSMKEH
HaxoouMTbCs B KaTasore  YCTaHOBKU.

perynsipHo MpoBepsieT Ha/MuKe U KOPPEKTHOCTb KIIOYEBOro chaiina.
Bo u3bexaHue nopum kioya He MoadUUMpYIiTe KIKOUeBOW daiin.

Mpu  OTCYTCTBUM  [OEWCTBUTENBHOrO  KIOYeBOro  dhaiina
(IMUEH3MOHHOr0 WM AEMOHCTPALMOHHOM0)  aKTUBHOCTb — BCEX
KOMMOHEHTOB  6/10KMpYyeTCs.  YTO6bl MOMYyYUTb  AEUCTBUTENbHbIN
KOYeBOW  dpaiin,  BbibepuTe  MyHKT  3aperucrpupoBaThb

JINLEH3UIO B KOHTEKCTHOM MEHIO 3HauyKa
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3. NMpucrynas k pabore

3.4. MeHen)xep KapaHTuHa

Menemmwmep KapaHtuHa oTObpaxaeT [aHHble O COAEPXMMOM
Kapantuna Dr.Web, koTOpbI1 CnyxuT ans usonsumu dainos,
NnoAoO3puUTENbHLIX HAa Hanuyve BpedoHOCHbIX 06bekToB. [lanku
KapanTtyuHa €o34al0TC OTAENbHO Ha KaXAOM JIOMMYECKOM AMUCKeE,
roe 611 obHapykeHbl nogo3puTenbHble dainbl. Mpu 06HapyXXeHum
3apaXeHHbIX OOBLEKTOB Ha CbEMHOM HOCuTene, eciu 3anucb Ha
HOCUTENe BO3MOXHA, Ha HeM co3daeTcs nanka KapaHTuH u B Hee
NMepeHOCUTCS 3apaXkeHHbIN 06beKT.

Ona pgoctyma K 3TOMy OKHy B rnogMeHio WHCTpyMeHTbI

KOHTEKCTHOro MeHio  SpIDer Agenta Bblbepute  MyHKT
MeHnepxep KapaHTuHa.

'3 Menegxep kapaHTuHa E’

CMUCOK N30MMPOBAHHLIX (Bainos

[[] Obvekr ¥rpoza ~ [ara nobaeneHnA MyTs.

Cnpaeka Yoanute BoCCTaHOBWTE BOCCTAHOBUTE B ... 3aKpeITE
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3. NMpucrynas k pabore

B ueHTpanbHoi YacTu okHa oTobpaxaeTcs Tabnuua ¢ MHbopMaumen
0 COCTOSIHUM KapaHTWHA, BK/OYaloLWas crneaytolme nons:

O6beKT — CNMCOK WMEH OObLEKTOB, Haxoaswuxcs B
KapaHTUHe;

Vrpoza - knaccudvkaums — BPeAOHOCHOM — MporpaMmbl,
onpeaensiemas npyv aBTOMATUYECKOM

nepemeLleHnm obbekTa B KapaHTUH;
DaTta pobaBneHunsa — aata, koraa o6bvekT 6bin nepemelleH B
H

MyTb — MOMHbLIA NyTb, MO KOTOPOMY HaxoaWncs O6bekT A0
nepeMeLLEHNs B KapaHTUH.

B okHe Cbaﬁﬂbl MOryT BUAETb TOJIbKO T€ NOJIb30BATENN,
KOTOpPbIE NMEKOT K HUM AOCTYM.

UTo6bl  0TOGpasuWTb  CKpbITble  OGbEKTH,  3amycTuTe  Mnog
aOMWHUCTPATUBHOW Yy4eTHOW 3anucbio nmbo daiin  dwgrui.exe,
pacrosioXeHHbIi B KaTasiore YCTaHOBKM, JM60  COGCTBEHHO

B okHe KapaHTUHa AOCTYMNHbI cneayowne KHOMKU ynpaBieHUs:

BocctaHOBUTb — rMepeMecTuTb (alin M3 KapaHTMHa W
BOCCTQHOBUTb MepBOHAYanbHOE MecTonosnoxeHne daina Ha
KoMnbloTepe (BOCCTaHOBWUTb halyl MoA TeM XXe WMEHEM U B
nanky, B KOTOpPOW OH HaxoAwncs [0 MepeMelleHns B
KapaHTUH);

BocCcTaHOBUTb B — NepeMecTuTb daiifl Noa 3aAaHHbIM UMEHEM
B HY>XXHYI0 Narky;

Vicnonb3yiTe AaHHy0 GYHKUMIO TONIBKO B TOM Clyyae, ecu
A ® . Bbl yBEPEHDI, YTO O6BEKT 6e30MaceH.

e Yaanutb — yganutb daiin U3 KapaHTUHa U U3 CUCTEMBI.

[ns ogHOBPEMEHHOM paboTbl C HECKONbKUMK hainamm yCcTaHOBUTE
Gnaxkn psaoM € HasBaHMSIMM  OBbLEKTOB, a 3aTeM Bblbepute
HeobxoaMMoe AelncTBume.
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3. NMpucrynas k pabore

3.5. AHTUBMpPYCHaA CeTb

KoMnoHeHT He BXOAWUT B COCTaB NpoAykTa
OfHako Bbl MOXETe paspewunTb AOCTYn K
Ha CBOeM KoMmnbtoTepe. [ins 3Toro B pasgene

AHTMBMpYCHas ceTb

ycTaHoBuTe ¢naxxok PaspewmTb yaaneHHoOe yrnpaBiieHue U

3ajanTe Maponib, KOTOpbIM Heobxoaumo 6yaer BBeCTM  Ansi

yZAaNIeHHOr 0 YNpas/fieHns BalnM aHTUBMUPYCOM.

Ecnn BbI NCnonb3yeTe K4 AN , Bbl
£ ! i MOXETE CKa4yaTb COOTBETCTBYHOWYHO AOKYMEHTAUMKO Ha caiite
KOMNaHnn " YTO6bl O3HAKOMMUTLCS C

paboTol KOMMOHEHTa

Monb3oBaTento aHTUBMPYCa, KOTOPbLI MONYYUT yAaNneHHbIA AOCTYN K
Ha BaleM KoMmnbtoTepe, 6yayT AOCTYrMHbI
cnepytowme nyHKTbI:

O nporpamme

Moii Dr.Web
CnpaBka

¢ UHCTpyMeHTBI
o OTKNOUUTL/BrtouMTE CaMmo3awmTy

Macrep otyeTOB

YpaneHHoe ynpaBfeHWe MO3BOJMISIET NPOCMaTpuBaTh CTaTUCTUKY,
BKJIIOYaTb M OTK/OYATb MOAY/M, @ TAKXKE WU3MEHSTb UX HaCTPOMUKM.
KOMMOHEHTHI " HeaocTynHbl. HacTpoiku
cTaTUCTUKa Talkke HefOCTYMHbl, OAHAKO
YAQNEHHO MOXHO BK/IOUUTb UM OTKITIOUUTbL 3TOT KOMMOHEHT.
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4. CkaHep Dr.Web

4. CkaHep Dr.Web

Mo ymonyaHuio Npou3BOAUT  @HTUBUPYCHYIO
npoBepKy Bcex ainoB C UCMONb30BaHWEM KaK BMPYCHbIX 6a3, Tak U
3BPUCTMYECKOrO  aHanusatopa (anropuTMa, MO3BOMSAOWEr0 C
60NbLION BEPOSITHOCTBIO O0OHapyXuBaTb HEW3BECTHbIE MpOrpaMme
BMPYCbl Ha OCHOBE OBLIMX MPUHLMMOB MX cO3faHus). UcrnonHsemble
ainbl, ynakoBaHHble crieuuanbHbIMM YNaKoBLUMKaMK, NpU NpoBepKe
pacnakoBbiBatoTcsl. MpoBepsitoTca daiinbl B apxXmMBax BCEX OCHOBHbIX
pacnpocTtpaHeHHbix Tunos (ACE, ALZIP, AR, ARJ, BGA, 7-ZIP, BZIP2,
CAB, GZIP, DZ, HA, HKI, LHA, RAR, TAR, ZIP n ap.), ¢dannosbix
KoHTelHepax (1C, CHM, MSI, RTF, ISO, CPIO, DEB, RPM u gp.), a
Takxke cainbl B COCTaBe MWUCEM B MOYTOBLIX SALIMKAX MOYTOBbLIX
nporpamm (popmaTt nmMcem JosKeH cooTBeTcTBOBaTh RFC822).

B cnyyae obHapyxeHusi BpefOHOCHOro obbekTa

TONbKO npegynpexgaer Bac 06 yrpo3e. OT4yeT O pesynbTaTax
NpoBeEPKM NpuBOAUTCS B Tabnuue, raoe Bbl MoOXeTe BblopaTb
HeobxoauMmoe  geilctBMe  ans 06paboTkM  OBHApPY>XEHHOro
BPeAOHOCHOrO WAM MOAO3PUTENBHOrO 06bekTa. Bbl MoXxeTe Kak
NPUMEHUTb AEUCTBMS MO YMONMYAHUIO KO BCEM OBHAPY>XEHHbLIM
yrposaM, Tak W BbibpaTb HeobxoauMMbIi MeTog 0b6paboTku ans
OTAENbHbIX 06bEKTOB.

[eicTBMS MO yMONYaHUIO  SIBASIOTCS  OMTUMasbHbIMU  AJist
60MbLWIMHCTBA MPUMEHEHUI, HO NpU HEOBXOAMMOCTU Bbl MOXETE
U3MEHUTb WX B napameTpoB paboTbl

Ecnv peiicTBre ans OTAENbHOrO O6bekTa Bbl MOXETe
Bbl6paTb MO OKOHYaHWKM TMpOBEPKWM, TO oOblMe HACTPOWKKU MO
06e3BpeXmBaHNI0 KOHKPETHBLIX TWUMOB Yrpo3 HeobXxoauMO 3aaaBaTb
[0 Hayana npoBepKy.
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4.1. NpoBepka KOMNbIOTEpPaA

YCTAHaB/IMBAETCA KakK 0bblvHOE npunoxexHune Windows wu
3anyCckaeTtca no KOoMaHAE nonb3oBaTens (VIJ'IVI no pacnucaHuto,
CM. nogpasaen )

3anyck CkaHepa

PekomeHAayeTcs  3anyckaTb OT WMeHW Mosb30BaTeNs,
obnagatollero npaBamy aAMUHWUCTpaTopa. B npotvBHOM cnyyae Te
alinbl ¥ Nanku, K KOTOPbIM HEMPUBUIIENMPOBaHHbIN MOJb30BaTe b
He uMeeT pocTyna (B TOM UMCNie M CUCTEMHble Manku), He 6yayT
NMOABEPrHYThI NMPOBEPKE.

1. [na 3anycka MCNONb3yMTE OAHO W3 Ccheayowmx

CpeacTs:

e 3Ha4yoK Ha Pabouem cTone;

e MyHKT CKaHep KOHTEKCTHOrO MEHI0 3Hauka

® 5 o6nactu yBeziomneHuii Windows;

e MyHKT MeHio CkaHep Dr.Web B nanke Dr.Web nasHoro
MeHio Windows (oTkpbiBaeTca no kHorke Myck);

e CrneuManbHyr0 KOMaHZy onepaunoHHon cucteMbl Windows
(nogpobHee cmM. ).

YUTtobbl 3anyCcTuTb C HacTporKamu Mo YMOMYaHuIo
AN NpOBEPKM  KOHKPeTHoro daina wnaM  KaTanora,
BOCMO/Ib3YMTECb OAHUM U3 CNeayoWMX CnocoboB:

e BblbepuTE B KOHTEKCTHOM MeHI0 3Hauyka danna wm
katanora (Ha Pabouem ctone wnu B [lpoBOAHMKE
onepaumoHHon cuctembl Windows) nyHkT lMpoBepuTb
Dr.Web;

e [EepETanTe 3Ha40K q)aﬁna WUNn KaTtanora Ha 3Ha4oK Ui
OTKpbITOE rMaBHOE OKHO
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2. Tocne 3anycka CkaHepa OTKPbIBAETCA €ro rinaBHoOE OKHO.

Beiiop npoeepkn *

brictpas
Mposepka kpuTdedkx oBnactei Windows. PeKoMeHyeT(s NpOBOANTE Ka¥ayio Heenio,

Monnaa
Mposepka Gex Gaia0s Ha NOTMHECKIX AMCKEX M CMEHHBIE HOCHTENAX,

“ BribopouHas

| 3agafite o6nekTE An5 NPoBEDKH.

Ecnu Bbl 3anyckaete CkaHep Ha MpoOBepKy dailna wnm
KaTasnora, To Nnocne 3Toro HeMeneHHO HaYMHAETCS NpPoBepKa
3aAaHHOro obbekTa.

Bribopouran nposepka b ¢

p Cranep Dr\Web BninofHRET NPOBEPKY KOMMLKITEPE..,

Viddddddddddddddiddddididdiddid] { Mayza I { Cion I
Bpemsa sanycka: 12:18:52  MMpoBepeHHEe 06BekTE: 41

QCTanotk BPEMEHM: - Q6HapyXKeHo yrpos: 0

OBbekT: e \microsoft.net\fr 4w4.0.30319\eventlogmessages.dil

@ MoKasaTe AONOAHUTEABHYKD UHGOPHALMIO
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3. Ha BblbOp npegocTtaBnsieTcs TpW BO3MOXHBIX — PeEXMMA
nposepku: bbicTpas, MonHasa n Boi6opouHas.
Bo BpeMs 6bicmpoli nposepku NPOBEPSIOTCA:
e 3arpy304Hble CEKTOPbI BCEX AWNCKOB;
e OnepaTuBHas NaMsATb;
e KOPHEBOW KaTaNor 3arpy304HOro AnCKa;
e cucTeMHbIli kaTanor Windows;
e Karasnor Mov [IOKyMeHTbI;
e BpeMeHHble (alsbl;
e TOYKW BOCCTAHOBNEHUS CUCTEMBI;
e Hanuume pyTKUTOB (eC/n npoLecc NPOBEPKM 3anyLueH OT
MMEHW agMUHUCTpaTopa).

B pexume rosHoU nposepku  NPOWU3BOAWTCS  MOJHOE
CKaHWMPOBaHWe ONepaTMBHOMN NaMSTU U BCEX XKECTKUX AWNCKOB
(BKtOYas 3arpy30yHble CEKTOPbl), @ TakXKe OCyLIeCTBASETCS
rpoBepka Ha HanmMune pyTKUTOB.

B  pexwme  BbIGOPOYHON  NpPOBEPKM  MOMb30OBATESNO
npefoCTaB/seT BO3MOXHOCTb BbloupaTb nobble Gannbl u
nankv Anst aHTUBUPYCHOW NPOBEPKM.

i Ckawep Dr.Web =N |

BwiBopouHas npoeepka DA <

[T] OfvexTs nposepkn » 3anyckaTb NPOLECC NPOBEPKYN OT

[C] 5 3arpysourisie cextope scex guckos UMEHN agMUHNETpaTOpa
[T =1 onepatuetian nawsars

[2] 1 Kopmesoii katanor sarpysouHoro ancka
[0 ) cucremmsiis katanor Windows

1) Mom aorymens

[7] = Bpemermme gaitns:

[0 [ Toumm soccranoaner cacrems:

T pymema

€NKHITE 118 BRIEODE BAiNGE U NENOK, 3anycTuTs Nposepky
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4. MMpu 3anycke BbIGOPOYHOrO peXMMa B OKHE B
Tabnuue 3aaaloTcs 06beKTLl ANs NpoBepku: Nobble dainbl u
nanky, a Takke TakMe obbekTbl, Kak onepaTuBHas NamsaTb,
06bekTbl aBTO3anycka, 3arpy304Hble CEeKTopbl M T. n.). Ans
Hayana npoBepkM BblbpaHHbIX OOBLEKTOB HAXMUTE KHOMKY
3anyctuTb npoBepKy. B cnyuae nonHou unm  BbicTpoi
npoBepku BbibMpaTb 06bEKTLI He TpebyeTcs.

5. Tocne Havana NpoBepku B MPaBOW YacTWM OKHA CTaHOBATCS
JOCTynHbiMM kHonku [May3a u Cron. Ha niobom 3Tane
NPOBEPKMN Bbl MOXETE CAenaThb creaytollee:

e UTO6bl MPUOCTAHOBUTL MPOBEPKY, HAKMUTE  KHOMKY
May3a. [ina Toro 4to66l BO306HOBUTL NPOBEPKY Mnocne
nay3sbl, HaxxmuTe KHomnky Mpoao/MKUTD;

e UTO6bl MOMHOCTLIO OCTAHOBWTbL MPOBEPKY, HAaXMUTE
KHonky Cron.

KHonka Tlay3a He#ocTymHa BO BpeMsl  MPOBEpPKM
A ® L OnepaTMBHON MaMsTV U NPOLIECCOB.

78



T4
)}
““

P
$

4. CkaHep Dr.Web

4.2. flencTtBus npn obHapyxeHum yrpos

Mo okoHYaHWK MNpoBepkn CkaHep Dr.Web nuwb uHbOpMUpYeT 06
06Hapy>XeHHbIX Yrpo3ax W npeanaraeT NPUMEHWUTb K HUM Haubonee
ONTUManbHble [eiCTBUMS MO  06e3BpeXuBaHuio. Bbl  MoxeTe
06e3BpeanTb Bce 06Hapy>eHHbIE Yrpo3bl OAHOBPEMEHHO. [ 3TOro
rocre 3aBeplUeHUsl MPOBEPKM HaXMuTe KHOMKy O6e3BpeAuTb, U
Ckanep Dr.Web NpUMEHUT onTUMasibHble AEUCTBUS MO YMOJSTYAHMIO
L1 BCeX 06Hapy>XeHHbIX yrpos.

iﬂ Ckanep Dr.Web

MpoBepka zageplieHa o

)/ Ckarep Dr.Web o6Hapyxun yrpossl.
Pekomengyem sam HemeaneHno obesspeants obHapykerHeie yrposel. Ckanep Dr.Web npumenuT geficTens

COFNACHO HACTPOHKaM.

¥rpos oBHapykero: 307
¥rpos o6esepexeno: 0
Bpema nposepkn:  00:00:13

ObesspeavTs

~ | O6wekt Yrposa Meiicrene Myts
P eicar.rar Wnguumposatteiia.  Mepemectno v  C\Users\Anton\Desktop\Accept..\eicar.rar E|
b basefid.eml Mepemecturs v  C\Users\Anton\Desktop\Acc..\baseb4.em|
b 17z Mepemecture v  CAUsers\Anton'\Desktop\Acceptanc..\17z | _
b Mailbase . Nepemectums »  C\Users\Antom\Desktop\Accep..\Mailbase |
hacktool.exe Tool.HideApp Mepemecture v  C\Users\Anton\Desktop\Ac...\hacktool.exe
b messages.tbh WHouumposanHaa n..  Mepemectuts w»  Ch\Users\Anton'\DesktoplA..\messages.tbb

() CKpEITE A0MNOAHNTENBHYK HHBOPMALMID

N Mo HaxaTuio kHomkv O6e3BpeAnTb AENCTBUS MPUMEHSIOTCH K

ﬁ BblOpaHHbIM 06bekTam B Tabnuue. Mo yMonyaHuio Nocsie OKOHYaHMs
npoeepkn Ans  obesspexmBaHusi BbibpaHbl Bce 00bekTbl. [pu
HeobXx0AMMOCTU Bbl MOXETE BPYYHYHO Bbl6paTh KOHKPETHbIE 0ObEKTbI
win - rpynnbl - 06bEKTOB, [ANA  KOTOpbIX Tpebyercs npuMeHUTb
[e/CTBUS MO HaxaTuio kHonku O6e3BpeauTb. [ns  3TOro
UCnonb3ynte naxkn psgoM € Ha3BaHWSIMM - OOBEKTOB MU
BbiNaAatoLLiee MeHIO B 3arosioBke Tabnuuibl.
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Bbi6op gencTeus

1. B none [eWcrBuMe B BbINAZAKOWEM CMUCKE BblbepUTE
HeobxoauMoe gOeincTBMe Ans  kaxporo obbekta (Mo
YMONYaHuto npeanaraet onTuMmasnbHoe
3HayeHue).

2. Haxmute «kHonky O6e3BpeauTb.
06e3BpeaunT BCe BbibpaHHble Yrpo3bl O4HOBPEMEHHO.

MoposputenbHble  daiinbl,  NepeMelleHHble B ,
pekoMeHAyeTCs nepedaBaTb AN JanbHEMWero aHanvM3a B

,  Mcrnonb3ys
nyHkT OTnpaBuTb ¢aiin B nabopatopuro «Joktop Be6>» B
KOHTEKCTHOM MEHI0 .

CyLLEeCTBYIOT C/ieaytolme orpaHyeHmns:
e JIeYeHue Noao3pUTESbHbIX 06BEKTOB HEBO3MOXHO;

e MEpeMelleHne WM  yaaneHue O06beKTOB, He  SBJISHOLIMXCS
(haiinamu (HanpuMep, 3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

e HEBO3MOXHbI J0Oble AEMCTBMS ANs OTAENbHLIX (haiinoB BHYTPH
ApPXMBOB, WHCTANNALMOHHBLIX MAaKeTOB WM B COCTAaBE MUCEM —
[JENCTBME B TaKMX CNy4yasx MNPUMEHSIETCA TOMbKO KO BCEMy
06BbEKTY LennKkoMm.

MoapobHbIi 0TYET O paboTe MPorpaMMbl COXpAHSIETCs B BUae dalina
otyeta dwscanner.log,  kOTOpbl  HaxoauTCcs B  KaTasnore
%USERPROFILE%\Doctor Web.
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4.3. Hactpoika CkaHepa

U3MeHeHne HacTpoeK NporpaMMbl
1. Yrto6bl BhizBaTh HacTpoiikn , WENKHUTE Ha naHenu
WHCTPYMEHTOB UKOHKY HacTpoiiku .

OTKpOeTCs OKHO HacTpoeK, coaepxKalllee HECKOTbKO BKNAZOK.

2. BHecuTe HeobxoaMMblE U3MEHEHUS.

3. Ons 6onee noapobHoM MWHGOpMaUMM O  HacTpowKkax,
3afaBaeMbIX Ha Ka)kaol BKMaAKe, BOCMO/b3YMTECH KHOMKOW
CnpaBka %¥.

4. Tlo OKOHYaHuu PE€AAKTUPOBAHNA HACTPOEK HAaXXMUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHWUI WU KHOMKY
OTMeHa 15 0TKasa OT HuX.
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Bkniagka OCHOBHbIe

Ha aToli BK/lafiKe 3a[1al0TCs OCHOBHbIE MapaMeTpbl paboTbl CkaHepa
Dr.Web.

Hactpoiikn

AN - e, P
S E \Z/ '@

OCHOBHEIE Aeicrena Weknwoyenna OTyer CEBpoc HAaCTROEK

[} 3EYKOEOE CONPOBOXAEHNE COBEITHI

] ABTOMATMUYECKN NPUMEHATE AEIICTENA K yTPO3aM

= BEIKNI0HETE KOMMEIOTED NOCIE 3aEEPLWEHNA NDOEEPKN
[C] Mpepeisate nposepky NpK NEPEXOAE HA NUTaHKME OT AKKYMYASTOPA
[%] Mpu HeoBxoAMMOCTH DrPAHMYMESTE MCNOAB30BAHWE PECYPCOE KOMMBITEPA A0

| 50 % (pekomeHayeTea) *

®y 3anyckaTb NpOLECE NPOBEPKM OT UMEHM 3AMUHNCTPaTOPa

o [ onen |

Bbl MOXeTe BK/IIOUNTbL 3BYKOBOE COMPOBOXAEHME COBLITUIA, @ TaKxke
ykazaTb CkaHepy Dr.Web aBTOMaTMYeCKM MPUMEHATb AEUCTBUSA K
yrpo3aM M HacTpOUTb B3aMMOAEWCTBME MPOrpaMMbl C ONePaLIMOHHOM
CUCTEMOW.

PekoMeHayeTcsi 3amyckaTb CkaHep OT WMeHW Mofb3oBaTens,
obnagalolwero npaBamMu agMUHUCTpaTopa. B npoTWBHOM cCiydae Te
alnbl U Nanku, K KOTOPbIM HEMPUBMIErMPOBaHHbLIA MOJb30BaTENb
He MMeeT gocTyna (B TOM 4uC/e WM CUCTEMHble Manku), He 6yayT
NoABEprHy Tl NpoBepke. [ns 3Toro ycTaHoBuTe (haxok 3anycKaTb
npouecc NnpoBepKku OT UMEHU AaAMUHUCTPATOPA.
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1. MepeianTe B OKHE HacTPoOeK Ha BkIaaky JledcTBus.

Hactpoiikn
* Il © ©)
P _/ =/
OCHOBHEIE Aeicrens Weknwoyenna OTyer CEBpoc HAaCTROEK
[
WHUUMpOBaHHbIE! |J'Ie~wm: [pekomenayeTca) - |
Heusnednmere: | MNepeMewaTe & KAPaHTHH (pPEKOMEHAYeTCR) - |
MNogospuTensHee: | MepeMewaTs 6 KAPAHTUH [peKoMEHYETCR) -4 |
PeknamHeIe Nporpamm: | Mepemewars & KAPAHTUH [peKoMeHIyeTCH) - |
Mporpammel 4o3EOHE: | MepeMewaTe & KAPAHTHUH (peKOMEeHAYeTCR) - |
Mporpammer-wyTkm: | MNepemMewaTh 5 KAPAHTUH [PEKOMEHIYETCR) - |
MoTeHUMaNEHO onacHble: | Mepemewars & KAPAHTUH [peKoMeHIyeTCH) - |
MporpaMmel B3n0Ma: | MepeMewaTe & KAPAHTHUH (peKOMEeHAYeTCR) - |
KoHTeiiHepe: | MepemewaTh 5 KAPAHTUH [pEKOMEHYeTCR) - | B
? Cnpaska m

2. Bbibepute B Bbinagatowem cnucke WUHdUMUMpOBaHHbIE
peakumio CkaHepa Ha o6HapyxeHue WHDUUMPOBAHHOIO

obbekTa.

A OnTyMarnbHbIM SABNSIETCS 3HaYeHve JlIeunTb.

Bbibepute B BbiMagatoleM crincke Heusneuumble peakumio
CkaHepa Ha obHapyXeHue Heuzneummoro obbekTa. ITO
[eiicTBME aHANOMMYHO PacCMOTPEHHOMY B  MpeabliayLleM
MyHKTE, C TOW pasHWLEN, YTo BapuaHT JIeYnUTb OTCYTCTBYET.

B 60nblIMHCTBE CNyYaeB ONTUMAasbHbIM SBNSETCA BapuaHT
MepemMeliaTtb B KApaHTUH.

Buibepute B BbiMagatowem crucke TMogo3putenbHbie
peakumto CkaHepa Ha oOb6HapyXXeHue MOoAO3PUTENBHOIO
o6bekTa (NOHOCTBIO @aHAIOrMYHO NpeablayLEMY MYHKTY).



T4
)]
“N

P
$

4. CkaHep Dr.Web

AHaNOrMYyHO  HAcTpauMBaeTCs  peakuumsi Ha
obHapyxeHue 06bEeKTOoB, coaepxaLumx peknamHble
nporpaMmMbl,  MPOrpaMMbl  [O3BOHA,  MPOrPaMMbl-LIYTKMU,
NoTeHLMasIbHO OMacHbIe NPorpaMMbl 1 NPOrpaMMbl B3/IOMa.
AHaNOrMYHO HacTpauBalOTCs aBTOMaTUYeckue AeWCTBUS
npu 06HapY>XEHNN BUPYCOB WM MOAO3PUTENBHOMO
Koga B (halNoBbIX apXMBaX, WHCTASNSLUMOHHBLIX MaKeTax M
MoYyTOBbLIX  SlUMKAX.  [leMCcTBMS MO OTHOWEHMI0 K
BbllleyKa3aHHbIM  0ObeKTaM  BbIMOSHAOTCS  Hag  BCEM
06BbEKTOM, @ He TOMbKO Haj 3apaXXeHHoM ero 4yacTtblo. o
YMONMYaHUIO BO BCEX 3TUX CAy4Yasx MpeayCMOTPEHO
MHDOPMUPOBaHME.
Ons  ycnewHoro  3aBepLIEHUst  JIeYEHUS  HEKOTOPbIX
3apaxeHHblX  (MHbUUMpOBaHHbLIX)  dainos  Tpebyertcs
nepesarpyska onepauMoHHON CUCTEMbI. Bbl MOXeTe BbibpaTh
OZVH 13 BapWaHTOB:

o MepesarpyxaTb KOMMNbIOTEpP aBTOMAaTUYECKU. ITOT
peXUM MOXET MPUBECTM K TOTEPE HEeCOXPaHEHHbIX
JaHHbIX;

o MpennaraTtb nepesarpysky.
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Bknagka Otuer
Ha 3Toii Bknagke Bbl MOXETE HAaCTPOUTL MapaMeTpbl BeaeHust daiina
oT4yeTa.

Hactpoiikn

¢ B © - (©)

OCHOBHEIE Aeicrena Weknwoyenna OTyer CEBpoc HAaCTROEK

3apaiiTe ypOBEHE AETAANIALNM OTHETA
Makcumym
i CTaHAAPTHBIA

» 0BWaa MHPOPMALMA O NPOrpaMMe
» Bpema sanycka CkaHep DrWeb w o6lee BpemMa Kax A0l NPoBEpKX
» OBHapyXeHHbIE OWWBKN W Yrpossl

=
MuHnMyM

o [ onen |

BONbLWWHCTBO NapaMeTpoB, 3afaHHbIX MO YMOSYaHWo, chegyet
COXPaHUTb, OAHAKO MO Mepe HAKOMEeHUs onbiTa paboTbl C OTYETOM
Bbl MOXETE MW3MEHUTb CTEneHb AETasbHOCTM MPOTOKO/MPOBAHMS
COBbITMI (B OTYET BCErAa BKIIIOYAKOTCS CBEAEHMSI O 3apaXXeHHbIX W
MoJo3puTENbHbIX OBbeKTax; CBEAEHUS O MPOBEPKE YMakoBaHHbIX
(aiinoB 1 apxuBOB U CBeAEHUS1 06 YCMELHON NPOBEPKE OCTasbHbIX
(alinoB No yMoNYaHMIo He BKJItOYaloTCs).
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4.4. 3anyck CkaHepa U3 KOMaHAHOM
CTPOKHM

Bbl MOXeTe 3anyckaTb B PEXUMe KOMaHLHOM
CTpokW. Takoii crocob nNO3BOMSIET 3aAaTb HACTPOMKM TeKyLLero
CeaHCca NPOBEPKU U NepeyeHb MpoBepsieMblX 06BEKTOB B KauyecTse
MapaMeTpoB Bbi30Ba. VIMEHHO B TakoM peXWME BO3MOXEH
ABTOMaTUYECKUIA BbI30B Mo pacrnucaHuio.

3anyck CkaHepa U3 KOMaHAHOM CTPOKM

Utobbl 3anycTutb C [OMOJIHWUTENIbHBIMX  MapaMeTpaMu
KOMaHAHOM CTPOKW, BOCMOJIb3yUTECH CEAyoLLEN KOMaHAOM:

[<nymb_k_npoespamme>]dwscanner [ <obbekmbi>] [<kmoyu>],
rae

e <06bEKMbI> — CMNUCOK 06BLEKTOB AJ1s MPOBEPKY;

e <K/MOYU> — 3TO NapaMeTPbl KOMAHAHOW CTPOKM, KOTOPbIE
3a0al0T  HacTPoMKM  paboThbl . MNpn wnx
OTCYTCTBMM  MpOBEpKa  BLIMOSIHSAETCA C  paHee
COXpPaHEHHbIMW  HAcTpoWkaMu (MM HACTpoWKaMu Mo
YMONYAHWUIO, €CNI Bbl HE MEHSINN UX).

Crnmcok 06bEKTOB ANt NPOBEPKM MOXET BbITb MYCT WM COAepXaTb
HECKONIbKO ~ 3NIEMEHTOB,  pasfdeneHHblx npobenamu.  Hawmbonee
pacnpoCTpaHEHHLIMU SBASIOTCS Cleaytolme 06beKTbl NPOBEPKU:

e /LITE — NpOW3BECTU CTApTOBYIO MPOBEPKY CWUCTEMbI, Npu
KOTOPOW NpOBEPSAIOTCS OMepaTVBHas MaMsiTb, 3arpy304Hble
CEKTOpbl BCEX AWCKOB WM OO6beKTbl aBTo3arycka, a Takxe
MpOBECTY MPOBEPKY Ha HanMuue pyTKUTOB.

e /FAST — NpOU3BECTU CUCTEMBI.

e /FULL — NpOU3BECTM MOJIHYIO NPOBEPKY BCEX XKECTKMUX AUCKOB
N CMEHHBIX HoCuTENel (BKoYasi 3arpy304Hble CEKTOPSI).
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4.5. KOHCONbHbIN CKaHep

Takoke B COCTaB MpOrpaMMbl BXOAUT

, KOTOpbI MO3BOSET NPOBOAUTL NMPOBEPKY B
peXxuMe KOMaHAHOM CTPOKW, a TaKke MpeaocTaBnsieT 6onblime
BO3MOXHOCTW HaCTPOMKM.

q)aﬁﬂbl, noAo3puUTENbHbIE Ha HaM4ynue BPEAOHOCHbIX O6'beKTOB,
Lo NOMELLaET B

3anyck KoHConbHOro ckaHepa

Ytobbl  3anycTuTb
cneaytoLlein KoMaHaow:

,  BOCMONb3ynTeCh

[<nymb_k_npoepamme>]dwscancl [<kmoyu>][<obbekmsi>], roe
o <06bEKMbI> — CNNCOK OBBLEKTOB A/151 NPOBEPKMK;

e <K/IOYU> — CNWUCOK MapaMeTpoB KOMaHAHOW CTPOKM, KOTOpble
3a[aloT HacTpoWiku paboTl

Cnncok obbekToB Ans NMPOBEPKU MOXET 6bITb nycT UWnn coaepxatb
HECKOJIbKO 3/IEMEHTOB, pa3fiesiEHHbIX np06enaMV|. Bce knoun
KOMaHAHoM CTPOKMN Ha4MHaAETCA C CUMMBOJIa «/» U pasnenarTca

np06enaMV|. Cnncok ktoyen COAEPXNTCA
B
Mocne BbINONHEHUS BO3BpallaeT OoAuMH U3

cnepyoLwmx KoaoB:
0 — NpoBepka yCnewHo 3aBeplueHa, MHMUUMPOBaHHbIE 06beKTbI
He HaWaeHbl;

1 — npoBepka ycnewHo 3aBeplueHa, HalgeHbl MHMUUMPOBaHHLIE
06beKTbI;

10 — yka3aHbl HEKOPPEKTHbIE KIHOUK;

11 — knouyeBoW ann He HavaeH nvMbo He noaaepXuBaeT
;

12 — He 3anywieH ;

255 — npoBepka npepsBaHa rnosib3oBaTeneM.
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4.6. 3anyckK npoBepKu No pacnucaHuio

Mpy ycTaHoBKe B CTaHgapTHoM MnaHupoBLiMKe 3aaaHui
Windows aBTOMaTWuyecku cCO3AaeTCs 3ajaHuMe Ha npoBeaeHve
AHTUBMPYCHOV MPOBEPKM (OHO MO YMOTYAHMIO BLIKHOYEHO).

Ons  3anycka [MnaHvpoBwMka 3ajaHun  oTkpouTe [MMaHenb
ynpaBneHus (paclWMpeHHbli BUA) — AAMUMHUCTpUpOBaHue —
MnaHnpoBLMK 3afaHNNA.

B crnucke 3apaHuin BbibepuTe 3aAaHWe Ha aHTUBMPYCHYIO MPOBEPKY.
Bbl MOXeTe aKTUBMpOBaTb 3afaHWe, a TakXke HacTpouTb BpeMs
3anycka NpoBepKM ¥ 3aaaTb HeObXoaMMbIe NapamMeTpbl.

B HWXHEM YacTM OKHa Ha Bkragke O6WMe ykasbiBalOTCs 0bwme
cBeAeHUs O 3afiaHuM, a Takxke napameTpbl 6e3onmacHocTM. Ha
BKnagkax Tpurrepbl ¥ YCNOBUSl — pasNyHble YCNOBUS, MNpu
KOTOPbIX OCYLUECTBASIETCA 3anyck 3agaHusi. MpoCMOTPETb WUCTOPUIO
COoBbITMI MOXHO Ha BKkNaake XXypHan.

Bol Takke MoxeTe co3gaBaTb COOCTBEHHble 3adaHusl  Ha
aHTMBUPYCHYtO npoBepky. [logpobHee o paboTe C CUCTEMHBIM
pacnucaHnMeM CM. CMpaBOYHYKD CUCTEMY U [OKYMEHTaumio
onepauunoHHol cuctembl Windows.

Ecnn B coctaB ycCTaHaBneHHbIX KOMMOHEHTOB BXOAUT BpaHnamayap,
TO Nocne yCTaHOBKM 1 NepBoi nepesarpysku
cnyxba  cucteMHoro  pacnucanus  6yaeTr  3abnokuposaHa
KomnoHeHT Ha3sHauyeHHble 3apaHus Oyaer
(pyHKUMOHMPOBaTL TOMBKO MOC/E MOBTOPHOW Mepesarpysku, T. K.
HeobxoanMoe nNpasusio yxxe byaeT CO3AaHO K 3TOMY MOMEHTY.
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5. SpIDer Guard

— 3TO aHTUBMPYCHbLIA CTOPOX, KOTOPbIM MOCTOSIHHO
HaxXOAMTCS B OMEPATVUBHOM MaMsiTW, OCYLLECTBISS NpoBepKy daiinos
W NaMsTU «Ha NeTy», a Takke 06Hapy)XuBasi NPOSIB/IEHNUS BUPYCHOM
AKTUBHOCTM.

Mpy HacTpolkax MO YMOMYaHWIO CTOPOX «Ha JIETy» MPOBEpSIET Ha
)KECTKOM AMCKE — TOJIbKO CO3AaBaeMble WM U3MeHsieMble alinbl, Ha
CMEHHbIX HOCWUTENsIX — BCE OTKpbiBaeMble ainbl. Kpome Toro,
CTOPOX MOCTOSIHHO OTC/IEXMBAET AEMCTBUS 3anyLUeHHbIX MPOLECCOB,
XapaKTepHble ANs BUPYCOB, U MpU MX OBHapy>XeHUM GIOKMPYeT 3Tu
npoueccbl. Mpu  oBHapyXeHUU 3apaXkeHHbIX OO6LEKTOB CTOPOX

MpUMeHSIET K  HWUM  JeicTBUS  COriacHo
YCTAHOBJIEHHbIM HACTpOWKaM.

COOTBETCTBYIOILMM  U3MEHEHWEM HACTPOEK Bbl MOXETe 3ajaTb
ABTOMATMYECKYKD peakuMio CTOpOXa Ha BWpPYCHble
CobbITHS. Bbl CMOXETE CneanTb 3a HEel C MOMOLLbIO OKHa CTaTUCTUKM
1 darna otyeta.

Mo yMon4aHuio 3anycKaeTcs aBTOMaTMYeCKU Npu
KaXX[oM 3arpyske ornepaLyoHHOW CUCTEMbI, MpPWU 3TOM 3arnylLEHHbIN
CTOPOX He MOXeT OblTb BbIFPY)XEH B TeYeHue

TEKYLLEro ceaHca paboTbl ONepaLnoHHON CUCTEMBI.
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5.1. YnpasneHue SpIDer Guard

OCHOBHble CpefCTBa HAaCTPOMKM WM ynpaBneHus cTopoxeM SplDer
Guard HaxogATcs B NOAMEHIO SpIDer Guard, «koTopoe

OTKpbIBAeTCa MO LWenyky Ha 3Hauyke SplDer Agent & s obnactn
yBegomneHun Windows.

O nporpamme

3aperncTpupoBaTE NMLEH3NHD
Meii Dr\Web

Cnpaexa

;@SP]DET Guard CratucTuka
ﬁ SplDer Mail 2

@.Epaﬂ,qmayap 4
@OGHDEHEHME OTenHUNTE
CKaHep

ﬁ OtkntounTe Camozalmty

Hactpodiku

WHETpyMEHTBI 3

MonE30BATENBCKMA PEKIM

Mpyu Bbibope MyHkTa CTAaTUCTUKA OTKPLIBAETCS OKHO, CoAepiallee
cBefeHMs 0 paboTe cCTopoXa B TeyeHMe Tekyllero ceaHca
(KOIMYECTBO  MPOBEPEHHBIX,  3aPaXXEHHbIX W MOA03PUTESNbHbIX
06bEKTOB, NPEANPUHSATLIE ASUCTBUA U Ap.).

Mpu BbIGOpe NyHKTa MyHkTa HACTPOMKM OTKPLIBAETCA OKHO
HacTpoek cTopoxa (cM. Hacrporika SplDer Guard).

MyHKT OTKNIOUNTB/BKIIOUNTD NO3BONSET BPEMEHHO OTK/IIOUUTHL
WM 3aHoBO 3anyctutb SpIDer Guard (AOCTYMHO  TONbKO
nonb3oBaTenio, WMelWweMy nMpasa aAMUHWUCTpaTopa  [aHHOro
KOMMblOTepa).
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Mpn  otknoveHun  SpIDer Guard  3anpawwvBaeTcs  KoA
noaTeepxaeHns wnm naponb (ecnn B pasgene Camosawmra
OcHoBHbIx HacTpoek AuTusupyc Dr.Web Bbl ycTaHOBWUAM hnaxok
3awmuwatb naponem Hactpoiiku Dr.Web).

MyHkTbl HacTpoiikn, OTKNOUYUTL/ BKAKOUYMTD JOCTYMHbI TOSbKO B
AOMWHUCTPaTUBHOM pexuMe.

BoccraHoBUTb napameTpbl paboTbl MpOrpaMmMbl, UCMOSb3yeMble Mo
YMOMUaHMIO, @ TaKkKe 3KCMOpPTMPOBaTb WM  MMMOPTVMPOBaTb
HaCTpOMKM Bbl MoxeTe B OCHOBHbIX HacTponkax AHTUBUPYC
Dr.Web. [Ona storo B pasgene C6poOC HaCTPOEK Haxmute
COOTBETCTBYHIOLLYIO KHOMKY.
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5.2. Hacrtpoiika SpIDer Guard

OcHoBHble  MapameTpbl  paboTbl  CTOpOXa
CocpenoToueHbl B pa3aenax okHa Hacrpoiku SpIDer Guard.

U3MeHeHne HaCTpPoeK CToOpoXa

1. LWenkHute  3Ha4oK & B obnacm
yBezfomneHuii Windows u Bbibepute B noameHio SpIDer
Guard nyHkT HacTpoiiku.

2. BHecuTe HeobXxoaMMblE M3MEHEHUS B pa3fenax HacTpoek.

3. Y1obbl MoJy4YnTb MHdOopMaLMIO 0 HacTpolikax,
PacnonoXeHHbIX B pasgene, HaXMuTe Ha ccbiiiky CnpaBka.

4. o OKOHYaHMM peaaKTUPOBaHUS HaCTPOEeK:
e YTO6bl COXPaHWUTb U3MEHEHMS, HaXXMUTE KHOMKY OK;

e UTOObl OTKa3aTbCs OT BHECEHHbIX WU3MEHEHWM, HaXMuUTe
KHOMKY OTMEHMTb.
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Pasnen Nposepka

Mo yMONYaHMIO YCTAHOBMIEH PeEXWM MpOBEPKM ONTUMAaNbHbIN:
rpoBepka Ha XECTKMX AMCKaX — TOJbKO 3amnyCcKaeMblX, CO34aBAEMbIX
WM U3MeHsieMbIX (DalNioB, Ha CMEHHbIX HOCUTENsiX — BCeX
OTKpbIBaeMbIx halnos.

& Hactpoiikn

OcHosHble  SplDer Mail SplDer Guard Bpanamayap

» Mposepka Pexum nposepki

- "““ OnTUMAankHLI (pekoMergyeTca

eiicTenn (pu ayeTes)
o HEpEHUMﬂ,EﬂthM

Weknruaemele dains
QcobeHHoCcTH NpoBepKl

Wekniouaemee

npoueccs Wcnonkaosate 3BPUCTUYECKNA aHANK3 (PEROMEHAYETCR)
[MpogepATL KOMNLIITEP HA HANWYME PYTKUTOS (pekomeHayeTcs)

DoHOBaR NpoBEpKa HA HANMUKWE BPEJOHOCHLIX MPOrPamMM, CKPLIBAHLLINX CBOS
NpUCYTCTBME B CUCTEME, NO3BONAET 0GHAPYHMTE 3TH NPOrpaMMbl U, B CiyJae
HeobX04MMOCTH, CBOEBPEMEHHD BEINEUNTE KOMMNbHITEP.

JLONONHUTENBHEIE BO3MOKHOCTH

MposepATe pafoTalolme NporpamMMel 1 MOZYNK

[7] MposepaTs HHCTANNAWMOHHSIE NaKeTs!

[C] Mposepats obbektsl B NokanbHoi ceTu (He pekomexayeTca)
lMposepATe 00bEKTHI HA CHEMHLIX HOCHTENAX

BroknpoBaTe aBT03ANYCK CO CMEHHEDX HOCHTENE(

Fy Mpu pabote B onTuManbHoM pexxuMe SpIDer Guard He npepbiBaeT

& 3anyck Tecrtosoro anna EICAR 1M He onpepensieT  AaHHYyto

orepaumio kak OMacHytlo, Tak Kak AaHHbl dalin He npeacTaBnsieT

yrpo3bl Ans KomnbtoTepa. OAHaKo Mpu KOMMPOBAHUW WM CO3AaHUM

Takoro aiina Ha komnbtoTepe SplDer Guard aBTOMaTUYeCKM

obpabaTbiBaeT (ain kak BpeLOHOCHYO NMporpaMMy U Mo yMONYaHUIo
nepemellaet ero B KapaHTtuH.

B pexume napaHounaanblﬁ npou3BoANTCA MpPOBEPKa BCEX
OTKpbIBAEMbIX, CO34aBa€MbIX UIN U3MEHAEMbIX q)aﬁﬂOB Ha XECTKuX
ANCKax, CMEHHbIX HOCUTENAX N CETEBLIX AUCKAX.
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®naxok MWMcnonb3oBaTb 3BPUCTMYECKUI aHanNu3 BKIOYaeT
PEXUM 3BPUCTMYECKOTrO aHanmsaTopa (PEXWUM MOWCKA HEW3BECTHbIX
BMPYCOB Ha OCHOBaHWWM aHanu3a CTPYKTypbl cdaina).

Takke B AaHHOM pasgene BKIOYAETC (OHOBOE CKaHMpOBaHWe
OnepauUmMoHHON CUCTEMbI Ha 3apaXKeHue pyTKuTamu (BPeAOHOCHLIMU
nporpamMMamu, npefHasHa4YeHHbIMU [ COKPbITUSI U3MEHEHWN B
OMepauUMoHHON  cucTeMe, Takux KkKak pabota  onpeaeneHHbIX
npoLeccoB, MoanbUKaLmMs Koueln peectpa, nanok nnu dhainos).

Bxopasawwmin B cocTaB NO3BOJIAET B
d)OHOBOM peXxuMe npoBOoAUTb NMPOBEPKY BaLlen OﬂepaLl,VIOHHOVI
CUCTEMbl Ha HaM4ymMe CNOXHbIX Yrpos U npu HeobxoanMoCTH
npoBOAUT NeYyeHUe aKTUBHOIO 3apaXXeHus.

Mpy BKIHOYEHUM AAHHOW HACTPOMKM 6yaet
MOCTOSIHHO HAaxXoAMUTbCA B NamMsiTU. B oTnmume oT nposepku daiinos
«Ha NeTy», NPOBOAUMOI CTOPOXEM , MOWCK pYTKUTOB

Npou3BOANTCA B TaKux Kputudeckux obnactax Windows, Kak
obbekTbl aBTO3arpy3ky, 3anylleHHble npoueccsl W MoAynu,
onepatuBHass namsiTb, MBR/VBR auckoB, cucTeMHbin  BIOS
KOMMbIOTEPA U APYrUX.

OOHVM K3 K/KOYEBbIX KpUTEpueB paboTbl

ABnsieTcs 6epexHoe noTpebneHne pecypcosB onepaumMoHHON CUCTEMBI
(NpoLeccopHOro BpeMeHu, CBOH60OAHONM onepaTUBHOM MaMaTh U T. 4.),
a TaKKe y4eT MOLLHOCTM annapaTHoro obecneyeHusl.

Mpy obHapy>XeHun yrpos oroBellaeT Bac 06
yrpo3se 1 HeWTpanu3yeT onacHble BO3AENCTBUS.

Mpu npoBeaeHwy (DOHOBOM MPOBEPKU Ha HanMuMe pYTKUTOB U3
MpoBEPKM UCKtoYatoTcst aliiibl M Nanky, 3afjaHHble Ha BKIAAKe
KOMIMOHEHTa

RS N

Ytobbl BKIIOUMTL  (DOHOBYIO MPOBEPKY, YCTaHOBUTE  (pnaxok
n PoBepATb KOMMbIOTEP Ha Hann4yue PYTKUTOB
(pekomeHpyeTcs).
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BoiknioveHne SpIDer Guard He BnusieT Ha (DOHOBYIO MPOBEPKY.
Ecnu HacTpoiika BkOYeHa, (hOHOBasi MpoBepka OCYLLECTBASETCS
HEe3aBWMCUMO OT TOrO, BKJIKOYEH UK BbikMtodeH SpIDer Guard.

lpynna HacTpoek [ononHuTesibHble BO3MOXHOCTM M03BONSET
3a4aTb MapaMeTpbl TMPOBEPKM «Ha NeTy», KoTopble 6yayT
NPUMEHATbLCA BHE 3aBMCMMOCTM OT Bbl6paHHOro pexuma paboTbl
ctopoxa SpIDer Guard. Takke Bbl MOXeTe 3anpeTuTb
ABTOMATMYECKUA  3aMycK  aKTMBHOIO  COAEPXXMMOrO  BHELUHUX
HocuTenen paHHbix (CD/DVD  auckoB, dnew-namsatm u T. 4.),
ycTaHoBMB naxok BrnokupoBaTtb aBTO3amyCK CO CMEHHbIX
HocuTenen. Mcnonb3oBaHWe  3TOW  HACTPOWMKM  MOMOraet
nNpeaoTBpaTUTb 3apaXkeHWe Balero KOMMbioTepa Yepe3 BHELIHWe
HOCUTENN.

B c/lyyae BO3HWKHOBEHMSI MpobBieM Mpu yCTaHOBKE MporpamM,

H obpalatowmxca Kk anny autorun.inf, pekomeHayeTCs BPEMEHHO
CHATb (naxok BsIOKMpoBaTb aBTO3anyCK CO CMEHHbIX
HOCUTENEeM.

34ecb Bbl MOXETE 3a4aTb NPOBEPKY:
e (haiifoB 3arnyckaemblX MPOLECCOB BHE 3aBMCMMOCTW OT WX
pacrosioXeHus;
e YCTAHOBOYHbIX (haiinos;
e (hbaiinoB Ha CeTeBbIX ANCKaX;
e (haiinoB M 3arpy304HbIX CEKTOPOB Ha CbEMHbIX HOCUTESSIX.

HekoTopble BHelWwHWe HakonuTenu (B 4acTHOCTW, MOBUIbHbIE
f’"ﬂ BUHYeCTepbl C MHTepdelicom USB) MOryT npeAcTaBnsTbCs B CUCTEME
KaK >kecTkMe gucku. [loaToMy Takue YCTpoiCTBa — cnegyeT
MCMonb30BaTh C 0COBOI OCTOPOXHOCTbIO, MPOBEPSS Ha BUPYChl Npw
MOAK/IOYEHUN K KOMMbIOTEPY C MOMOLLbIO aHTUBMPYCHOro CraHepa.

OTka3 OT MpOBEpKM apXvMBOB B YC/IOBUSIX MOCTOSIHHOW paboThl
CTOpoXa He BefeT K MPOHUKHOBEHWUIO BUPYCOB Ha KOMMbIOTEP, a
NMWb OTKIAAbIBAET MOMEHT WX ObHapyxeHus. [py pacrnakoBke
3apaXeHHOro apxuBa (OTKPbITUM 3apaXeHHOro nucbMa) 6Gyder
caenaHa norbiTka 3anucaTb UHMUMPOBaHHbIN 06BEKT Ha AMCK, Npu
3TOM CTOPOX €ro HEMUHYEMO OGHAPYXXKT.
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Hacrtpoiika geicreum

B paspene p,eﬁcmvm Bbl MOXETE HACTpOUTb aBTOMAaTUYECKUE
LencTens CTOpOXa C 3apa>X€HHbIMU obbekTamm.

CocTaB [OCTYMHbIX peaKLlMVI 3aBUCUT OT TUNa BUPYCHOIo cobbITuS.

Peakuun Jleuntb, NMepemewaTtb B kapaHTMH, UrHopupoBaTtb 1
YaanuTb aHanornyHbl TakuMm e peakumsM CkaHepa. [edctsusi C
OOHapyXeHHbIMM  Yyrpo3aMyM  paccMOTpeHbl B M.  [lelicTBus
ans o06e3BpeXxxmBaHns yrpos.

MU3MeHeHne HaCTpPoeK CToOpoXa

1. B okHe Hacrpoitkm SpIDer Guard Bbibepute pasgen
DeicrBus.

& Hactpoiikn [E=R(Ech ~==

OcHosHble  SplDer Mail SplDer Guard Bpanamayap

Mposepia VIHpMUMpOBaKHEIE 06LEKTEI ‘ﬂELMTh (pexomenayercs) v ‘

» [eicteua

Henaneuumele ofbekTsl ‘ [NepemeLLaTe B KapaHTWH (pekomeHayeTcs)

Weknruaemele dains

MogoapuTensHee ofbexTsl ‘ MepemeLLlaTe B KAPaHTWH (pekoMeHayeTcR)
Wekniouaemee

npoueccsl

PeknamHble nporpammel ‘ MepemellaTe 8 KAPaHTUH (DEKOMEHAYETCR) ¥

Mporpammel A03B0HA ‘YJJEJ'IHTI: -

[Mporpammel-LuyTki ‘ MrHopupoBaTe (PeKoMEeHAYRTCA) -

Mporpammsl B3noMa ‘ Ignore (recommended) -

MoTeHUMansLHo onacHse ‘ Ignore (recommended) -

2. Bbibepute B Bbinapawowem crvcke WUHdUMUMpOBaHHbIE
obbekTbl  peakumMio  MnporpamMmbl  Ha  ObBHapyxeHue
uHdMUMpoBaHHoro obbekTa. PekomeHayeTcs yCTaHOBWTb
nevicteue JleunThb.
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Bbl6€pMTe B Bbinagatowem cnvcke Hensneunmoblie 06bEKTDI
peakuuno  nporpaMMmbl  Ha 06HaDY)KeHMe HEU3Ne4YmMmoro
obbekTa. PeKOMeH,CI,yeTCFl YCTAHOBUTb felncTeme
HEPEMEI.I.IaTb B KAaPAHTUH.

Buibepute B Bbinagatowem cnucke TMogo3putenbHbie
06beKTbl  peakuMto  MporpamMMbl  Ha  OBHapyXxeHue
nogo3puTenbHoro  obbekTa. PekoMeHAyeTCs  YCTaHOBWTb
JeiictBue UrHopuposaTtb 1y MepeMeLlaTb B KApaHTHUH.

Buibepute B BbiMagalowux  Cnuckax  PekslaMHble
nporpamMmbl 1 NMporpaMmbl AO3BOHA peakLMIO NPOrpaMMmbl
Ha obHapy>KeHue noao3puTenbHOro obbekTa. PekomeHayeTcs
yCTaHoBUTb AelicTere MepemelwiaTb B KAPAHTUH.
AHaNnoOrMyHo  HaCTpavMBaeTCs  peakuus MporpaMMbl  Ha
obHapyxxeHne O06beKTOB, COAEPXALUMX MPOrpaMMbl-LIYTKM,
MoTeHUManbHO OMnacHble NporpamMMbl M NpoOrpamMMbl B3fOMa.
PekoMeHAayeTcs ycTaHOBUTL AelicTBre UrHOpupoBaThb.

HaxmuTte kHonky OK.
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3agaHne UCKTIoUYEeHUI

B pasgene Uckntouaemblie ¢ainibl 3a4aeTCsl CNNCOK KaTanoros U
aiinos, ucklOYaeMbIX U3 NPOBEPKMU.

B none Cnucok ucknrouaembix nyted M ¢aitnioB npuBoauTcs
CMMCOK KaTanoroB v alnos, KOTOpble HE MPOBEPSIOTCS CTOPOXEM

B TakoM kayecTBe MOryT BbICTynaTb KaTanioru
KapaHTMHa, paboune KaTanoru HEeKOTOpbIX NporpaMM, BpeMEHHble
aiinbl (daiinbl noakaykum) u T. n.

Mo yMOnuYaHuio Cnmcok nycT. Bbl MoxeTe 106aBUTb K WUCKIIOYEHUSM
KOHKpEeTHble KaTanoru v ainbl UAKM UCMoNb30BaTb Macku, 4Tobbl
3anpeTuTb NPOBEPKY ONpeaeneHHoW rpynnbl dainos.

Bol MoxeTe oOpMMpOBaTb CMMCOK  WCKJIIOYEHUA  CReaytowmM
obpaszom:

e UTOObl YyKa3aTb KOHKPETHbIA CyLeCTBYIOWMIA KaTanor wnu
(aiin, HaxmMuTe KHOMKy O630p 1 BbibepuTe kaTanor unu gann
B CTaHAApTHOM OKHe OTKpbITMS daina. Bbl MoXeTe BpyuyHyio
BBECTW MOJHBbIN MyTb K ainy U katanory B nosie BBOAQ, a
TaKkKe OTpeaAakTMpoBaTb 3anncb B Mone BBoAA nepen
nobaBneHvneM ee B CNCOK;

e YTODObI UCKMIOUUTL U3 MPOBEPKM BCe halnbl UK KaTanoru ¢
onpedeneHHbIM MMEHeM, BBeAWTe 3TO MMS B NOMe BBOAA.
Yka3biBaTb MyTb K KaTanory unu ainy npu 3TOM He
TpebyeTcs;

e UTOObl WCKMIOUUTL M3 MpoBepkM alnbl WM - KaTanoru
onpedeneHHoro Buaa, BBeAUTE OMNpeaensiollyio UX Macky B
none BBoAa. Macka 3agaet obLyto YacTb uMeHn obbekTa. Mpu
3TOM:

e CMMBOJSI «*>» 3aMeHsieT Jitobylo, BO3MOXHO MNyCTylo,
MoC/efoBaTENbHOCTb CUMBOJIOB;

e CUMBON «? » 3aMeHsIeT No60oM, HO TONbKO OAWH CUMBON;

e OCTaNbHble CUMBOMIbI MackM HUYEro He 3aMeHsioT U

03Ha4yakT, YTO Ha AaHHOM MeCTe B UMEHU cbaﬁna nnm
KaTanora A0/MHKEH HaXxoanTbCA UMEHHO 3TOT CMMBOIJI.
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Mpumep:

e oTueT*. doCc — Macka, 3ajaloLlas Bce AOKYMeHTbl Microsoft
Word, Ha3BaHve KOTOPbIX HAYMHAETCA C MOACTPOKU «OTYET»,
Hanpumep, daiinbl oTuyeT-dheBpanb.doc, oTuyeT121209.doc
uT. a.;

e * exe — MacKa, 3ajalolasi BCe WCMONHseMble Gainbl C
pacwupeHuem EXE, HanpuMmep, setup.exe, iTunes.exe N T. 4.;

e photo??2?209. jpg - Macka, 3afawowas Bce daWnbl
n3obpaxeHuin dopmata JPG, Ha3BaHMe KOTOPbIX HAYMHAETCS C
noacTpoku «photo» n 3akaHumBaeTcs noacTtpokon «09», npu
3TOM MeXay [ABYMsl 3TUMW MOACTPOKaMu B Ha3BaHuu (aina
CTOWUT POBHO UYeTbipe MpPOU3BOJIbHLIX CUMBOMA, HaMpuMep,
photo121209.jpg, photomama09.jpg v photo----09.jpg.

KHonka [o6aButb no3sonser [obaBuTb K CMUCKY WCKITIOYEHNE,
YKa3aHHOE B noJie BBOAaA.

KHonka Ypanutb Mo3BoNseT yoanntb U3 CNnUCKa Bbl6paHHO€
UCKNKO4YEHNE.

B pasgene WUcknouyaeMmble npouecchbl  33[aeTCd  CNUCOK
NpOLIeCCOB, MUCKMOYaeMbIX U3 MNPOBEPKU. DOpMUPOBaHME Crmcka
NCKOYEHMN npoBoaAuUTCA  aHaJIorn4yHo d)OpMMpOBaHMlO

929



AT,
“N

P
W

¥

6. SpIDer Mail

6. SpIDer Mail

MoYTOBbLIN CTOPOX nepexsaTbiBaeT obpalueHns nobbix
NOYTOBbLIX K/IMEHTOB KOMMbIOTEPA K TOYTOBbIM CepBepaM Mo
npoTtokonam POP3/SMTP/IMAP4/NNTP (nog IMAP4 nmeetcs B Buay
IMAPv4revl), obHapy>xMBaeT 1 06e3BpeXMBAET MOYTOBbIE BUPYChI O
Nony4yeHUs MUCEM NOYTOBbLIM KIMEHTOM C CcepBepa WiN A0 OTMPaBKU
nMcbMa Ha NoYTOBbLIN cepBep.

HacTpoliky nporpammbl Mo YMOMYaHUIO SIBASIOTCS OMTUMasibHbIMMI
NS HauMHaloulero nosb3oBaTesnsi, obecneynBasl MaKCMMasibHbIN
YPOBEHb 3alUMTbl NPU HaUMEeHbLUEM BMELLATENbCTBE MOJIb30BaTENS.
Mpu 3TOM, oAHAKO, GJIOKMPYETCA psii BO3MOXHOCTEW MOYTOBbIX
nporpamMM (HanpuMep, HanpaBfieHME NWCbMa MO MHOTMM ajpecam
MOXET 6biTb BOCMPUHSATO KaK paccCblika, MOMyYEHHbI CMaM He
pacrosHaeTcsl), a TakKXKe YTpPauMBaeTcs BO3MOXHOCTb MOyYEHMS
nosie3HoM MHOpMaLMKM U3 aBTOMATUYECKN YHUUTOXEHHBIX NiuceM (13
He3apa)XEHHOW TEKCTOBOM 4acTu). bonee onbITHbIE MObL30BATENM
MOryT U3MEHUTb NapaMeTpbl MPOBEPKU MOYTHI M HACTPOMKM peakLum
nporpaMMbl Ha COBbITHS.

MOCTOSIHHO HaxoAUTCA B OMNEpPaTUBHOW MaMsiTy
KOMMbIOTEPA M MO YMONYaHMIO 3aryckaeTcs Mpu  3arpyske
OrepaLMoHHOM CUCTEMbI aBTOMaTUYECKU. Bbl MOXETe Ha HeKoTopoe
Bpemst paboTy NOYTOBOro CTOPOXA.
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MpuyHUKMN paboTbl NOYTOBOIO CTOPOXKa

AHTVBMPYCHBIN NMOYTOBLIM CTOPOX MOMYYaeT BCe BXOASLME MUCbMA
BMECTO MOYTOBOrO K/MEHTA W TMOABEPraeT WX aHTUBMPYCHOM
NMpOBEpKe C MaKCUMaslbHOM CTeneHbio noapo6HocTU. Mpu oTCyTCTBUM
BMPYCOB WM MOAO3PUTENbHBIX OOLEKTOB MNWCbMa MepeaarTcs
MoYTOBOW MPOrpaMMe «MNpo3paydHbiM» 06pa3oM — Tak, Kak ecnu 6bl
OHM  TMOCTYMWIN  HEMOCPEACTBEHHO C  cepBepa. AHaNOrMyHo
NMpoBEepAIOTCA UCXoasiume NcCbMa A0 OTNPaBKM Ha cepBep.

Peakumsi nporpamMMbl Ha WHGUUMPOBAHHLIE W MOAO3PUTENbHbIE
BXOASLUIME NWCbMAa, @ TaKXKe MMCbMa, He npolweawne MnpoBepPKy
(HanpuMep, C 4Ype3MepHO CNOXHOW CTPYKTYpOM), MO YMOSYaHMIO
cnegyowass (06 M3MEHEHMM 3TUX HACTpoek CM. noapaszen
):
e 13 3apaXeHHbIX NWCEM yaaNnseTcsl BpeAoHOCHast MHdbopMaums
(neuenwe);
e MMUCbMa C NOAO3PUTENbHLIMM OObEKTAMM MepeMeLaloTcs B
BMAE OTAENbHbIX (DaiioB B KapaHTWH, MOYTOBOM MporpaMme
nocblIaeTcst cooblueHme 06 3ToMm;

e MNWCbMa, He npoweawne MpoBEPKY, MNPOMYCKalTCs, Kak |
He3apaXXeHHbIe;

e BCE YAalleHHble WIN NepeMelleHHble MUCbMa OCTalTCa Ha
POP3- nnu IMAP4-cepsepe.

MHdWUMpOBaHHble MW MOAO3PUTENbHLIE UCXOASWME MUCbMa He
nepefaloTcs Ha cepsep, MONb30BaTeNb OrnosellaeTca 06 oTkase
OTMNpaBuTb NMCbMO (Kak MpaBu/io, MOYTOBas MporpaMMma npu 3TOM
€ro CoOXpaHuT).

MpM  HanMuMM  Ha  KOMMbIOTEPE  HEM3BECTHOro  BUpYyca,
pacnpoCTPaHAIOLIErocs Yepe3 3MEKTPOHHYI0 MoYTy, nporpaMma
MOXET OMNpeaensTb MpWU3HaKM TUMMYHOTO ANs TakuX BUPYCOB
«rnosefeHns»  (MaccoBble  pacceiiku). o yMonuaHwio  3Ta
BO3MOXHOCTb BK/IOYEHA.
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Talkoke MOXET 06HapYXMBaTb BUPYCbl B MOYTOBbIX
AlMKax HEKOTOpbIX (hOPMaTOB, OAHAKO MOYTOBLIA CTOPOX
nMeeT nepen psiA NPEUMYLLECTB:

e [la/IEKO HE BCe (bOpMaTbI MOYTOBbLIX ALWMKOB NONyNApHbIX
nporpamMMm  noaaep>XnBaroTcs ; HanpotuB, npu
MCNOJIb30BaAHUN TMOYTOBOro CTOPOXXa 3apaXeEHHble NUCbMa
AaXe HeE nonaaatoT B NOYTOBbIE ALWNKN,

° NPOBEPAET NMOYTOBbIE AWKMKN, HO TONbLKO MO 3anpocy
nonb3oBaTtenda nan nNo pacnmMcaHio, a HE B MOMEHT Mony4vYeHusa
noYyThbl, nNpu4eM JaHHOE [eNCTBME SIBNSIETCS ‘-IpeBBbI‘-IaﬁHO
PECYPCOEMKNUM U 3aHUMAET 3HAYUTENIbHOE BPEMS.

TakuM 06pasoM, NpU HacTpoikax BCEX KOMMOHEHTOB MO YMOSIYAHMIO
MOYTOBbIN CTOPOX nepebiM O6Hapy>XuBaeT W He
[OMYyCKAeT Ha KOMMbIOTEP BUPYCbl M MOAO3PUTENbHbIE O6GBLEKTHI,
pacnpoCTpaHsIIoLLMECS MO 3NEKTPOHHOM noyTe. Ero paboTa sBnsieTcs
BECbMA 3KOHOMMYHOW C TOYKWM 3PEHMSI Pacxofa BblYMCIIUTENbHbBIX
pecypcoB; OCTasbHble KOMMOHEHTbI MOFYT He MCMonb30BaTbCs ANs
MpOBEPKM MOYTOBbIX halinos.
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6.1. YnpasneHue SpIDer Mail

OCHOBHble CpeacTBa HACTPOMKM U yNpaB/ieHUSt MOYTOBLIM CTOPOXXEM
SpIDer Mail Haxogatca B noameHto SpIDer Mail, koTtopoe

OTKpbIBaeTCsd Mo LWenyKy Ha 3Hadke SplDer Agent & s obnactu
yBegomneHun Windows.

O nporpamme
3apErncTpUpoBaTh IMLEHIND
Maii Dr.\Web

Cnpaexa

ﬁSpIDer Guard 2

CratucTuka

@.Epaﬂ,qmayap 2
@OGHDEHEHME
Crkanep OTKNHUYNTE

Hactpodiku

@I OtkntounTe Camozalmty
WHETpyMEHTBI 3

MonE30BATENBCKMA PEKIM

Mpu Bblbope nyHkTa CTAaTUCTMKA OTKPLIBAETCS OKHO C
MHdopMaLumein o paboTe NporpaMMbl B TEKYLLEM ceaHce (KONUYECTBO
MPOBEPEHHBIX,  3aPAXEHHbIX,  MOAO3PUTENbHLIX ~ OGBLEKTOB U
npeanpuHATbLIE AeNCTBUS).

Mpu Bblbope nyHkTa HACTPOMKM OTKPLIBAETCS OKHO HaCTpOeK
noyToBoro ctopoxa (cM. Hactporika SplDer Mail).

MyHKT OTKNIOUNTB/BKNIOUNTD MO3BONSIET BPEMEHHO OTK/IIOUYUTH
WM 3aHOBO 3anyCcTuTb paboty SpIDer Mail.
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MyHkTbl HacTpoiiku, OTKAOUNTL/ BKAKOUNTD JOCTYMHbI TOSIbKO B

BoccraHoBuTb napameTpbl paboTbl MpOrpaMmMbl, UCMOSb3yeMble Mo
YMOMUaHMIO, @ TaKkKe 3KCMOpPTMPOBaTb WM  MMMOPTUPOBaTb
HaCTpOMKN Bbl MOXeETe B

Ona 3toro B pa3gene COGpOC HACTPOEK HaxMmuTe
COOTBETCTBYHIOLLYIO KHOMKY.

6.2. Hactpoiika SpIDer Mail

OcHOBHble MapaMeTpbl paboTbl NOYTOBOrO CTOpOXA
cocpenoToueHbl B pasgenax okHa Hacrpoiiku SpIDer Mail
(cm. ). BONbLIMHCTBO HAacTpoeK MO YMOMYaHUIO SBASOTCS
ONTUMasnbHbIMKM B  6OMbLWMHCTBE CfyyaeB. Huke onucbIBalOTCA
napaMeTpbl, 418 KOTOPbIX Yalle BCero BO3HWMKAeT HeobxoaAMMOCTb B
HaCTpoVKax, OT/IMYHBIX OT 3aAJaHHbIX MO YMOMYaHMIO.

U3MeHeHne HaCTpPoeK CToOpoXa

1. LWenkHute  3Ha4yoK ﬁ B obnactu
yBeziomneHuii Windows u Bbibepute B noameHio SpIDer Mail
nyHkT HacTpoikm.

2. BHecuTe HeobxoanMble M3MEHEHNS B pasgenax HaCTpoek.

3. Y1obbl MoJy4YnTb WHdOopMaLMIO 0 HacTpoikax,
PacnonoXeHHbIX B pasgene, HaXMuUTe Ha ccbiiiky CnpaBka.

4. o OKOHYaHMM peaaKTUPOBaHUS HAaCTPOeK:
e YTO6bl COXPaHWUTb U3MEHEHMS, HaXMUTe KHOMKy OK;

e UTOObl OTKa3aTbCS OT BHECEHHbIX WU3MEHEHWM, HaXMuUTe
KHOMKY OTMEHUTD.
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Pa3zpen MNpoBepka

& Hactpoiikn

‘OCHOBHbIE SplDer Mail SplDer Guard Bpanamayap

» Mposepka OcoberHocTn nposepky

Tei 3epucTuuECcKil aHannaaTop
eiicTenA
[Z] Mposepat: nHcTaNNAWMOKKLIE NakeTs!

Wckniouaemele
NPUNOHEHUA Mcnoneaoeate SplDer Mail B KauecTee NpoKCH-CepEEpa:

MaMeHnTs. ..
Cnpaeka OK OTMEHNTE

UcnonbzoBaHne SplIDer Mail B kauecTtBe npokcu-
cepBepa

MoutoBbIn cTopoxk SpIDer Mail nopaepxuBaeT  nepexsat
COEAMHEHUI C MOYTOBLIMKA CepBepamMu, paboTalowMMM COrflacHO
npotokonam POP3, SMTP, IMAP4 nnu NNTP.

UYTo6bl  M3MEHEHUTb  HAcTPOMKWM MNepexBaTa  COEAMHEHUN U
MCMonb30BaBaTb MOYTOBLI cTOpoX SpIDer Mail B kayecTBe
MpoKCcU-cepBepa, HaXXMUTE KHOMKY U3MeHUTb.
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& Hacrpoiika coegunennii SplDer Mail @
Mopr SplDer Mail Agpec cepeepa Mopr cepeepa
Mopt SplDer Mail Agpec cepeepa Mopt cepeepa Yaanuts

[ns Toro ytobbl YOannTb KaKou-nmMbo 31eMEHT U3 CMncKa, Bbl6€pl/ITe
€ro B CNNCKE N HAaXXMUTE KHOMKY Ypanutb.

[ns Toro 4To6bl 406aBUTL KAKON-NMBO cepBeEp WK rPynny CEpBEpPOB
B CMWCOK, BBEAMTE ero agpec (aomeHHoe ums unu IP-agpec) B none
Appec cepBepa, a HoMep MopTa, K KOTOPOMY MNpPOUCXOAUT
obpawieHure, B none MopT cepBepa, 1 HAXMUTE KHOMNKY Jlo06aBUTDb.

Agpec localhost He nepexsaTbiBaeTCa Npy yKasaHUM CMMBOMA
F ! ,,  *. [laHHbIf appec npu HeobXOAMMOCTU ClIEAYET YKasblBaTb B CrIMCKE
nepexearta B SIBHOM BUJE.

Hacrtpoiika nepexBaTta coegUuHEeHUI

1. CoctaBbTe cnmcok pecypcoB (POP3/SMTP/IMAP4/NNTP-
cepBepoB), obpaweHns K  KOTOpbIM  MpegnonaraeTcs
nepexsaTbiBaTb. epeHymepyiTe ux 6e3 NponyckoB, Ha4YuHast
Cc umcna 7000. ST HoMepa panee 6yayT MMeEHOBATbLCS

2. B Mo4YTOBOro CTOPOXa Bblbepute
pa3gen MpoBepka, 3aTeM HAXMUTE KHOMKY U3MEHUTD.
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3. [na kaxporo u3 pecypcos sBeaute B none Mopt SpIDer
Mail — , BblOpaHHbIA ANs MOYTOBOro
cepsepa, B none Appec cepsepa — JOMEHHOE UMS cepeepa
nubo ero IP-agpec, B none MopTt cepBepa — HOMep MopTa, K
KOTOPOMY NpouCXOAUT obpalleHne, W HaXMUTE KHOMKY
[Oo6aBuTb.

4. ToBTOpWTE 3TN AENCTBUS AN KAXAOro pecypca.
5. Haxmute kHonky OK.

B HacrpoﬁKax Nno4yTOBOro0 K/IMEHTA BMECTO ajpeca n

r ! L ropTa POP3/SMTP/IMAP4/NNTP-cepBepa YKaXxuTe
agapec localhost: <nopm_SplDer_Mail>, roe
<nopm_SplDer_Mail> - nopT, Ha3HaYeHHbIV

cootBetcTBytolemMy POP3/SMTP/IMAP4/NNTP-cepsepy.

[nsa poctyna K AOMOSIHUTENbHBIM HAacTPOMKaM NPOBEPKN HaXMUTE
KHOMKy PaclumMpeHHble.

& [lononHUTENEHEIE HACTROIKM NPOBERKK @
OnTMMnaaLnA nposepky
TaiimayT nposepki NUCLMa
250 | ceryHg,

LeicTens Hag nucemMom
Bcraeka aaronoeka ®-AntiVirus' s coobuienua
YaanaTe MoaNGMUMPOBAHHEIE NNCEMA HA CepBepe
MpoBepATL apxuekl

Makc. anuHa diaiina npn pacnakoske

30720 | KB

[T] Makc. koatdnumeHT cxatna apxuea
0

Make. YPOBEHE BNOMEHHOCTH B 2pXUB
64
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B OTKpblBLIEMCA [MANIOTOBOM OKHE Bbl MOXETE HaCTPOWTb
0COGEHHOCTM MNPOBEpKW, [EUCTBUS Hag TNMCbMOM, a Takxe
ONTUMM3ALMIO NMPOBEPKMU:

° TaﬁMBYT NMpPoOBEPKU MUCbMa — MaKCMMallbHOE BpeM4d, B
TEYEHNE KOTOpPOro nnUCbMO MPOBEPAETCA. Mo wucrteyeHun
YKa3aHHOIro BpeMEHM NpoBEPKa NMUCbMa NpeEKpaLlaeTca,

e MaxkcumanbHyro aAnvHy caiina npu pacnakoBke. Ecniu
rporpamMMa OMpeAensieT, YTo Moc/e pacrnakoBKW apxue byaeT
6onblle  yKasaHHOW  AJIMHbI, MpOBEpPKa W  pacrakoBKa
Npou3BOANTLCS He ByaeT;

e MaxkcuMmanbHbiii k03cduuUMeHT okaTtua apxusa. Ecim
rporpamMMa onpegenser, YTo KoadpUUMEHT CkaTus apxuBa
MpeBbIAET  YyKasaHHbIM,  pacrnakoBka M MpoBepka
Npou3BOANTLCS He ByayT;

e MaxkcuMasnbHbIii YpOBeHb BJIOXKEHHOCTM B apxuB. Ecniu
YpOBEHb BJIOKEHHOCTU B apXWB MPEBLILAET YKa3aHHbIN,
rpoBepka 6yAeT NPOM3BOAMTLCS TOSLKO A0 YKa3aHHOMO YPOBHS
BJIOXKEHHOCTM.
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Pazpen dencrBus

B 3TOM pazgene Bbl MOXeTe HacTpouTb peakuuto SpIDer Mail Hag
coobLueHnaMu npyu obHapy>XeHUn yrposbi.

 Hecpoii B
‘OCHOBHbIE SplDer Mail SplDer Guard Bpanamayap
Mposepia VIHMUMPOBEHKEIS MHCEME ‘ﬂELMTh (pekomenayercs) v
» [eicteua

Henaneuumele nucema ‘ [NepemeLLaTe B KapaHTWH (pekomeHayeTcR)

Wckniouaemele

NPUROMKEHUA Mo 03apuTEnsHEE NNCEMA ‘ MepemMeLyaTe B KAPaHTUH (pekoMeHayerca) =
HenpoeepenHele nucema ‘ WrHopupoeate (pekoMeHayeTca) -
MoBpeskaeHHbIE MHELMA ‘ WrHopupoeatk (pekomeHgyercs) -

MMporpammel [o3BoHa ‘ MepemeLlaTe 8 KapaHTWH (pekomeHgyeTca) v
[MporpammMel-LUyTkH ‘ MrHopupoBate (pekoMeHgyeTca) -
MMporpammel Banoma ‘ MrHopupoBate (pekomeHgyerca) -
MMoTeHuMankHo onacHse ‘ WrHopupoBath (pekomeHayeTca) -

PeknamHble nporpammel ‘ MepemellaTk 8 KAPaHTUH (DEKOMEHAYETCR) ¥

Peakuus nporpaMMbl AN KaXAOrO TWMA Yrposbl BbiOMpaeTcs B
BbiMaZalolMX CrMckax. PekoMeHAyeTCs YCTaHOBUTbL Creaylolime
JeicTBuS:

ANt UHMUMpOoBaHHbBIX NUCEM — JeiicTBue JIeunTb;

anst Hemzneunmmbix nucem v NMoao3putenbHbIX — LelCTBYE
MepeMewiaTb B KAapaHTUH;

ana  HenpoBepeHHbIx 1 [loBpeXAeHHbIX nuceM -—
JeiictBue UrHopupoBaTb;

AN PEeKNaMHbIX MporpaMM U MporpamMMm A03BOHa — AeiCTBue
MepeMewiaTb B KapaHTUH;

ANS  MporpaMM-lyTOK, MNporpaMM B3nOMa W MOTEHUMANbHO
ornacHblx nporpamMm — geiicteue UIrHopmpoBaThb.
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3auMTy OT NOAO3PUTENbHbIX MUCEM MOXXHO OTK/IKOYATb TOJIbKO B TOM
T C/ydae, Korga KOMMbkOTEP AOMONHUTENbHO 3allulleH MOCTOAHHO
3arpy>eHHbIM CTOPOXEM

Bbl MOXeTe YBEeNWUUTb HaAEXHOCTb AHTMBMPYCHOW 3aluWTbl MO
CPaBHEHWIO C YPOBHEM, MPeayCMOTPEHHBIM MO YMOJIYaHWIO, BbIGpaB B
ciucke  HenpoBepeHHble nucbMa nNyHKT  [epemelwiartb
B KapaHTUH. ®ainbl ¢ nepemelleHHbIMM NUCbMaMu B 3TOM C/lyyae
PEKOMEHAYETCS MPOBEPUTb

Takxe Bbl MOXETe MEPENTU B PEXMM, B KOTOPOM YAaneHHbIE WK
nepeMeLlleHHble NporpaMMoin NMUCbMa TakXKe HEMEASIEHHO yAansoTCs
Ha POP3/IMAP4-cepsepe. [nsa 3Toro ycraHosute dnar Yaansatb
moanuMuMpoBaHHbIE NMUCbMa Ha cepBepe B [OMOSHUTENbHbIX
HacTpolKax.
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Paszaen UcknroyaeMblie NpuIoKEHNSA

Mo yMonyaHuio MOYTOBLIM CTopox SplIDer Mail aBTOMaTUYECKM
nepexBaTbiBAaeT MOYTOBLIM  TpadUK BCeX  MOMb30BATENLCKMUX
NMPUMOXEHMIA Ha BalleM KOMMbioTepe. B 3ToM pasgene 3agaercs
CMMCOK  MPWMOXEHWIA, MOYTOBLIM TpaduK KOTOpbIX He 6yaer
nepexsaTbiBaTbCs W, COOTBETCTBEHHO, aHaNM3MPOBAaTLCS MOYTOBbLIM
CTOPOXEM.

& Hacrpolinn [E=5 o |
‘OCHOBHbIE SplDer Mail SplDer Guard Bpanamayap
Mposepka Bl MOXeTe WCKNKUNTE M3 NPOBEPKK ONpeJeneHHble MPHIOKEHNA.
ﬂEﬁCTEHH Mcknruaemele NPUNO¥eHnA:
= Mckniouaemsie OBaop...
NpUNoXEHHUA
Yaanute

UTobbl [06aBWUTL (haiin, marky WM Macky B CrMMCOK WCKIIIOYEHWN,
YKaXuTe HeobxoauMMoe WMsi B MOfie BBOAA WM HAXMWUTE KHOMKY
[Ao6aBuTb. YT0Obl yka3aTb KOHKPETHbIA CYLLECTBYIOLWMIA KaTanor
wnm dain, HaxmuTe kHonmky [lo6aBMUTb M BbibepuTe KaTasor wim
daiin B CTaHAApTHOM OKHe OTKpbITUS (aiina. KHomka YaanuTtb
Mo3BONSET YAAIUTL U3 CNNCKA BbIGPAHHOE UCKITIOYEHME.
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7. Dr.Web ansa Outlook

OcCHOBHble (hyHKLiMN KOMMNOHEHTa

MoaknoyaemMbll  MOAysb BbINOSHSAET
cneaytowme yHKUNK:

e QHTMBMpYCHasl NpOBepKa BIOXEHHbIX (aiiIoB  MOYTOBbIX
COOBLLEHNIA;

e MpoBepka MOYTbl, MOCTynawowen no 3awmndpoBaHHOMY
coefiMHeHuto SSL;

e OBHapy>XeHWe M HenTpanvsaumsi BpeaoHOCHOMO MPOrpamMMHOro
obecneveHus;

e 1CMONb30BaHue 3BPUCTUYECKOr0 aHanusartopa ans
[OMOJTHATESIbHOM 3aLMTbl OT HEU3BECTHbIX BUPYCOB.

7.1. Hactpoiika Dr.Web ans Outlook

HacTpolika napaMeTpoB ¥ MPOCMOTP CTaTUCTWUKU paboTbl NporpaMmbl
OCYLUeCTBNSIeTCA B MOYTOBOM npunoxeHun Microsoft Outlook B
pasgene Cepeuc — Mapamerpbl — Bkaaka AHTMBMpYC Dr.Web
(ans Microsoft Outlook 2010 B pa3gene ®aitn — MapameTpbl —
Hapcrpoiikn Heobxoanmo BbibpaTb MOAyb

W HaXaTb KHoMnKy MapameTpbl HAACTPONKY).

Bknagka AHTMBMpYC Dr.Web B HacTpoiikax npunoxeHusi Microsoft
Outlook pocTynHa TOMbKO NPU HamMuuu y MONb30BaTeNs Mnpas,
MO3BONSHOLLMX U3MEHSATb AaHHbIE HACTPOWKM.

Som
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Mapamerpe (-7 [neSm]
HacTpoiikm | HacTpokika noyTel CooblweHue I Opdorpadua |
BE30MACHOCTE | LononHMTERsHD | AnTuempyc Dr.Web
Ofiwme
Sl Avrusupyc Drweb akTusen I
|'\1 - pyc L [ [Hg) KypHan... ]
MpoBeprka NOYTE! Ha BUPYCE W CNam
;"-!. » WHPHLMPOBAHHEIE BADHEHMA NMCEM NPEACTAENANT Yrposy SES0NSCHOCTH BAlLErD
Y KOMMBIOTEPS
’ '&' MNpoEepka BAGKEHME...
AHTHCNAM-PHAETP....
CraruocTuka
Mpoeepero: 38 Yucrem: 30
% MHPUUHPOESHHE: 0 MepereweHo: ]
MogospuTensHE: 0 YaaneHo: ]
Breineueno: a MponyweHo: 0
HenpoeepeHHe!: 0 CRatd-nucemd: ]
[ OK ] [ OTtmena ] MPUMEHNTE

Ha Bknagke AnTMBMpYC Dr.Web otobpaxaerca Tekyllee
COCTOsiHME 3awuThl  (BK/IOYEHa/BbIkIoYeHa). Kpome TOro, oHa
npeaocTaBnseT AOCTYN K cneayowmM dyHKUMSM NPorpamMMmbl:

. — TO3BONSIET HACTPOUTb PErncTpaumio  cobbiTui

Nporpammsil;

. — TMO3BOMSIET HACTpOUTb NPOBEPKY

3NIEKTPOHHOW NMOYTLl U OMNpeAenuTb AeUCTBUS NMPOrpaMMbl Ans

0bHapy>XeHHbIX BPeAOHOCHbIX 06EKTOB;

. — NokKa3bIBaeT AaHHble 06 06bekTax, MPOBEPEHHbIX
1 06paboTaHHbIX NPOrpamMMoii.
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7.2. O6Hapy)xeHue yrpos

UCMoNb3yeT paznnyHble

BUPYCOB W Apyrux Yyrpo3 6e30macHOCTH
KoMmnbloTepa. K HalaeHHbIM MPUMEHSIIOTCS
onpeaensemble Mosb30BaTenem : neyeHvie

MHd)MLI,MpOBaHHbIX 06'bEKTOB, yoaneHne wunn nepeMelleHne B
Ans vx msonaumm n 6esonacHoro XpPaHEHUA.

7.2.1. BpeaoHOCHbIe 06beKTbl

obHapyxvBaeT cnegylowme BpeaoHOCHbIE

0b6beKTbI:

e MHOUUMPOBAHHbIE 06BEKTDI;

o (haiinbl-60Mbbl UM apXuBbl-6OMObI;

e peK/aMHble Nporpammsi;

e MporpamMmsbl B3/10Ma;

e MporpamMmbl JO3BOHA;

e MpOrpamMblI-LLUYTKM;

e MOTEHUMANbHO OMacHbIE NPOrpamMMbl;

e LUMWOHCKME NPOrpaMMbl;

e TPOSIHCKWME MPOrpamMmbl;

e KOMIMbIOTEPHbIE YEPBU U BUPYChI.
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7.2.2. lencTBuA

Mo3BOJISIET 3a4aTb PEaKUUIO MPOrpamMMbl Ha
O6Hapy>XEHWE 3apaX€HHbIX WM  MOAO03PUTENbHLIX  (alnoB ¥
BPELOHOCHbIX MPOrpaMM NpU MNPOBEPKE BJIOXKEHUIA 3NIEKTPOHHOM
nouyThI.

YTO6bl HAcTpOWTb MPOBEPKY BOXEHWA W ONpeaenuTb AeWCTBUS
nporpammbl  Ans  OBHapyXeHHbIX BpeAOHOCHbIX O0ObekToB, B
noyToBoM npunoxeHun Microsoft Outlook B pasgene CepBuc —
MapameTpbl — Bkiagka AHTUBMpYC Dr.Web HaxmuTe KHOMKY
MpoBepka BnoxkeHun (ana Microsoft Outlook 2010 B pasgene
®daiin - [Mapametpbl — HapacTpoiikm HeobxoaMmo BbIGpaTh

mMoAaynb N HaXaTb KHOMKY Ma paMeTpbl
HaACTPOWKN).
Mposepka BNoXEHNA @
MapatieT Pl NPOBERKH
A WHpuuHpoBaHHEE | BrineuTE hd |
HesbineueHHee | [NepeMECTUTE B KIPaHTHH A |
Monospurenbibe | [NEpeMECTITE B KAPaHTHH - |

BpenoHocHbe nporpamMmb

PeknarHEE Mporparse | [NEpeMECTITE B KAPaHTHH - |
Mporpamtel gossoHa | MNeperecTiTE B KapaHTHH - |
[N porpatars-UYTEH | [NepEMECTHTE B KapaHTHH - |
[Nporpatarel B300Ma | [epEMEcTHTE B KapaHTHH - |
[NoTEeHUMANEHD ONACHEES | [NEpEMECTITE B KapaHTHH - |
Mpu owHbke Npoeepkun | [EpEMECTHTE B KaPaHTHH - |

| MNpoEepATE apxuBL! [perOMEHLYETCH)

[ ak. l | OTreHa MpUtEHTE
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OkHo TpoBepka BJIOXEHWMW [OCTYMHO TOJMbKO MpY HamMuum y
Mo/b30BaTENs NPaB afMUHUCTPATOPa CUCTEMbI.

[Onsa OC Windows Vista u crapwe npu Haxatum kHonky MpoBepka
BJIOXKEHUN:

e [lpn BrmoyeHHoMm UAC: agmuHucTpatopy 6yaer BbigaH
3anpoCc  Ha  noaTBepXAeHWe  OeWCTBUIA  MpOrpamMbl,
nonb3oBatento 6e3 agMMHUCTpaTMBHBLIX MpaB 6yAeT BbiaaH
3anpoc Ha BBOZ YYETHbIX AAHHbIX aAMWHUCTPATOpa CUCTEMbI;

o [lpu BbikO4eHHOM UAC: aAMWHUCTPATOP CMOXET M3MEHSATb
HaCTPOMKM MPOrpaMMbl, Nosb30BaTeNlb HE CMOXET MONYYUTb
[OCTYMN K U3MEHEHWIO HACTPOEK.

B okHe [poBepka BNOXEHMI Bbl MOXETe 3afaTb AEWNCTBMS
nporpaMMbl ANst PasfMuHbIX KaTeropuil NpoBepsieMbIX O6bLEKTOB, a
TaKKe ANa C/ydasl, Korga npy nNpoBepKe BO3HMKIM OLMGKK. Kpome
TOro, Bbl MOXETE BK/IOUMTb UMW BLIK/THOUNTL NMPOBEPKY apXV1BOB.

Ons  3apjaHus  [OeNcTBMM  Haa  O6HApYXXeHHbIMM  BpeAOHOCHBLIMU
0bbeKTaMm CnyxaT cnefytoLme HaCTPoNKK:

e Boinagatowmii cnvcok MHMUMpOBaHHbIE 33JaeT peakuumio
Ha oO6HapyXeHWe O06beKTOB, 3apaXXEHHbIX W3BECTHbIMU U
(NpeanonoXnTeNibHO) U3NEYMMBIMU BUPYCaMu;

e Bbinapatowmii cnucok HeBbuleUYeHHble 33JaeT peakuuio Ha
obHapyxeHue 06bEeKTOoB, 3apakeHHbIX N3BECTHbLIM
HEeM3NEYMMbIM BMPYCOM, a TaKXke Korga npeanpuHsitTas
NonbITKa M3NeYEHNs He NPUHECNa ycrexa.

e Bbinagatowmin cnvcok NMoao3puTenbHble 33aeT peakumio Ha
obHapyxeHue 06bekTOB, NPEeanosIOKUTENbHO — 3apaXKeHHbIX
BMPYCOM (CpabaTbiBaHMe 3BPUCTUHECKOrO aHann3aTopa).

e Pazgen BpemoHOCHble nporpaMMmbl 33JaeT peakuuio Ha
obHapyxeHwve cnegytowero HexenatensHoro MO:

e peKaMHble NPOrpamMMmbl;
e MpOrpamMMbl JO3BOHA;

e MpOrpaMMbl LYTKK;

e MpOrpammbl B3/10Ma;

e MOTEHLMANBHO OMACHbIE.
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Boinapatowmii cnncok Mpu owmbke npoBepKu MO3BONSET
HacTpoUTb AEWCTBMSI MpOrpaMMbl B C/lydae, eCiv npoBepka
B/IOXXEHUSI HEBO3MOXKHA, HampuMmep, €CivM OHO MpefcTaBnsieT
Co601 NOBpeXAEHHbI MK 3aLUMLLEHHBIN naponem daiin.

®nar MpoBepka apXMBOB TMO3BOJSIET BK/OYUTL WU
OTKJIIOYUTL MPOBEPKY BIOXEHHBLIX (DAalNoB, NpeaCTaBASOWMX
coboVi apxuBbl. YCTAHOBWTE AaHHbIM dnar Ans BKIHOYEHUS
NMpOBEPKM, CHUMUTE — ANS OTKIIIOUEHMUSI.

CocTaB [OCTYMHbIX peaKuMﬁ 3aBUCUT OT TUMa BMPYCHOIo cobbITuS.

MpeaycMOTpeHbl  creaylowme OEUCTBUS  Had  OBHapy>XEHHbIMU
obbekTamu:

BbineunTb (nemictaue [OCTYMHO TONbKO ans
MHDMUMPOBaHHLIX O06bLEKTOB) — O3HayaeT, 4YTO nporpaMma
npeanpuUMET NOMbITKY BbIEYUTb UHPULMPOBAHHLIA O6BEKT;
Kak gns HeBblI/IeYEHHbIX (AENCTBME JOCTYNHO TOMBKO ANs
MHOWUMPOBaHHLIX ~ OBbEKTOB) —  O3Ha4yaeT, 410 K
MHMbULIMPOBAHHOMY BNOXEHWIO OyfeT MpUMEHEHO [elcTBue,
BblbpaHHOE AN HeBblNeYeHHbIX 06bEKTOB;

Yaanutb — 03HavaeT, 4YTo 06bekT byaeT yaaneH;
MepemMecTUTb B KapaHTUH — O3Ha4aeT, 4YTo 0b6bekT 6yaer
M30/IMPOBaH B KaTanore ;

MponycTuTb — 0O3HauyaeT, 4YTo 0b6bekT byaeT nponyweH 6e3
U3MEHEHUMN.
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Perncrpaumus cobbitum

perucTpupyeT owubkM ¥ npoucxoasiume

COBLITUS B CIEAYIOLLMX dXYPHAMaxX permcTpaumu:

(Event
Log);

7.3.1. )XypHan onepauMoHHOU CUCTEMBDI

B >xypHan peructpaumun cobbiTuii onepaumoHHon cuctembl (Event
Log) 3aHocuTcs cneaytowas uHdopMaums:

coobLieHuns o 3anycCkKe n OCTaHOBKE NporpaMmsbl;

napameTpel JIVLLEH3UOHHOMO KJIO4EBOrO daiina:
LeNCTBUTENbHOCTb UMM HEAEUCTBUTENBHOCTb NULIEH3UKN, CPOK
LencTeus nuueHsun (MHbopMaums 3aHOCUMTCS NpU  3anycke
nporpamMMel, B npouecce ee paboTel M NpuM  3aMeHe
JIMLIEH3MOHHOIO KJlo4eBOro daina);

napamMeTpbl MOAynei MnporpaMMbl: CKaHepa, $4pa, BMPYCHbIX
6a3 (MHdopMaumsa 3aHOCMTCA NpU 3anycke NporpaMMbl U Npu
06HOBNEHUN MOAynei);

CcoobLieHNe O HeaenCTBUTENBHOCTM JINLEH3UM: OTCYTCTBUE
KnoyeBoro  caina, OTCYTCTBME B K/OYEBOM  (haine
paspelleHMsi Ha  WCMNOSIb30BaHME  MOAYyNeN  Mporpammsl,
NMueH3uns 3abnokMpoBaHa, HapyLleHne LLeNoCTHOCTH
KnoyeBoro danna (MHdopMauma 3aHOCUTCS NpU  3anycke
nporpamMmel U B npoLecce ee paboTbl);

coobuieHns 06 obHapy>xeHun BUPYCOB;

YBEOOM/EHMSI O 3aBEepLUEHMM CPoKa [AEWCTBUS NULEH3UK
(wHdbopMaums 3aHocuTca 3a 30, 15, 7, 3, 2 u 1 gHein po
OKOHYaHus Cpoka).
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MpocMmoTp XKypHana perucrpaumm co6bITHi
onepauMoHHON CUCTEMbI

1.
2.

3.

OTKpOVITe MaHenb ynpaBsieHus OﬂepaLl,VIOHHOVI CUCTEMBDI.

Bbibepute pasgen AaMuHUCTpupoBaHue — [pocMmoTp
Co6bITHIA.

B neBoli yactu okHa MpocmoTp Co6bITHIT BbiIbEpUTE MyHKT
MpunoxeHue. OTkpoeTcs CNNCOK cobbITUi,
3aperucTpmMpoBaHHbIX B XKypHane  nosb30BaTesIbCKUMU
NpUNoXeHUsiMU.  CTOYHMKOM  coobLLeHui

aBnsercs npunoxeHne Dr.Web for Outlook.

7.3.2. TeKCTOBbIN YXypHaJl OT/IaAKH

B TekcToBbI XXypHan OoT/laAKu 3aHOCUTCA cieaytollasa VIHd)OpMaLI,VIﬂ:

CcoobLleHNss O AEUCTBUTENBHOCTU WIWM HEeAeUCTBUTENIbHOCTU
JIMLIEH3MUWY;

coobueHuns 06 obHapyXeHnn BUPYCOB;

coobLeHus 06 owmbkax 3anncK Unm YTeHus ainos, owmbkax
aHanmsa apxvBoB MUK GannoBs, 3alUMLLEHHbIX NApOseM;
napamMeTpbl MOAynei MnporpaMMbl: CKaHepa, $4pa, BMPYCHbIX
6as;

coobLueHns 06 3KCTPEeHHbIX OCTaHOBKaxX siApa NporpamMMmbl;
YBELIOM/IEHUS] O 3aBepLUEHMM CpOKa [eUCTBUS  NIULEH3UK
(wHdbopMaums 3aHocuTca 3a 30, 15, 7, 3, 2 u 1 gHein po
OKOHYaHWS CpoKa).

BeneHve TEKCTOBOro >XypHana nporpamMmbl NMPUBOAUT K CHUXKEHWUIO
6bICTPOAENCTBASA  CUCTEMbI, MO3TOMY PEeKOMeHAyeTCs BK/IYaTb
perucrpaumio cobblTUin TONbKO B CllydYae BO3HUKHOBEHMS OLWMGOK
paboTbl
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Hacrtpoiika perucrpaumm cobbiTui

1. Ha Bknagke AHTUBUpYC Dr.Web Haxxmute KHOMKy YXKypHan.
OTKpOETCA OKHO HAacTpoeK XypHarna.
2. Bbibepute ypoBeHb petanu3zaumm (0T O Ao 5) Ans 3anucu
cobbITUI:
e ypoBeHb 0 O3Ha4yaeT, 4YTO perucTpaumsi CobbITn B
TEKCTOBOM XXypHase OTNafiku He BeAeTcs;
e YpOBEHb 5 COOTBETCTBYET MaKCMMasbHOW AeTanvsauuu
PErncTpupyeMbix COObITUIA.

Mo yMonyaHuio perncTpaums CobbITuiA OTKOYEHa.

3. 3apaiite MakcuManbHbli  pa3mep (B kunobamntax) anna
XypHana.

4. HaxmuTte kHonky OK ansi coxpaHeHust U3MeHeHUM.

OkHO MXypHan [OCTYMHO TOMbKO MpU HalMuMu y Mosib3oBaTens
A ® & npaB aAMUMHWUCTPATOpa CUCTEMBI.

MpocmoTp xxypHana cobbiTuii

[ns NpocMoTpa TEKCTOBOro XypHasna cobbITWii NporpaMMbl HAXKMUTE
kHonky [MMokasaTb B nanke. OTKPOeTCS KaTanor, B KOTOPOM
XPaHWUTCSI XXypHas.
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7. Dr.Web ansa Outlook

CTaTuCcTuUKa NnpoBepKun

B moutoBoM npunoxenunn Microsoft Outlook B pasgene CepBuc —
MapameTpbl — Bknagka AHTUBUpYC Dr.Web (ana Microsoft
Outlook 2010 B pa3spene ®aitn — Mapametpbl —» HapcTpoikm
Heobxoaumo BblbpaTb MoAynb W HaxaTb
kHorky TMapameTpbl HaACTPOMKM) COAEPXKUTCS CTaTUCTMYecKas
uHdopmMaumns o6 obuwem konuyectse O06LEKTOB, MPOBEPEHHBLIX W
06paboTaHHbIX NporpamMMon.

O6bekTbl pPasnenaTca Ha cneayrowne Kateropuun:

MpoBepeHo — oblLee KONNYECTBO NPOBEPEHHLIX MUCEM;
MHdMUMpoBaHHBbIX — KOMMYECTBO NWUCEM, CoAepXallue
BUPYChbI;

Mopo3puTenbHbIX — KOMMYECTBO MUCEM, NPEANONOXUTENBHO
3apaXxeHHblX  BUpycoM  (cpabaTbiBaHMe  3BPUCTUYECKOrO
aHanusaTtopa);

BblleyeHO — KOIMYeCcTBO OOGBLEKTOB, YCMELWHO BblfleYeHHbIX
nporpammonu;

HenpoBepeHHbIX — KONMYECTBO OOBLEKTOB, MpOBEpPKa
KOTOpPbIX HEBO3MOXHA WM NPU MPOBEPKE KOTOPbIX BO3HWKIU
owwnbku;

YucTbIX — KONMMYECTBO NUCEM, He cofepXalumx BPEeLOHOCHbIX
06BeKToB.

3aTeM YyKa3blBaeTCs KOMYECTBO OOBLEKTOB, K KOTOpPbIM 6blnn
NpUMeHeHbI AeNCTBUS:

MepemMelwieHO — KOIMYECTBO 06beKTOoB, NepeMELLEHHbIX B
7

YpaneHo — KonnyecTso 06'bEKTOB, YAaneHHbIX U3 CUCTEMbI;

MponyweHo — KOMYeCTBO OOBLEKTOB, MPOMYLUEHHbIX 6e3
MU3MEHEHWI.
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Mo ymonuaHwio cTaTUCTMKa coxpaHsieTcst B daine drwebforoutlook.
stat, koTopbl HaxoauTca B kaTanore %USERPROFILE%\DoctorWeb
(B Windows 7, C:\Users\<ums nonb3zoeamens>\DoctorWeb).

®ann cratuctukmn  drwebforoutlook.stat BegeTcs oTaenbHo Ans
A= 4 KaKOOro nonb3oBaTens cUCTeMmbl.
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8. bpanamayap Dr.Web

npeaHa3HavyeH Ang 3alinTbl  Ballero
KOMMNbOTEPA OT  HECAHKUMOHMPOBAHHOIO  AOCTyna WU3BHE U
NpeAOTBPALLEHNA YTEYKN BaXXHbIX AdHHbLIX MO CETU. OTOT KOMMOHEHT
NO3BOJIAET BaM KOHTPONIMPOBATb NOAKIIOYEHME U nepeaadvy AaHHbIX
no cemn MHTepHET n 6)'IOKMpOBaTb noAao3puTeEsbHblE COEAUHEHUA Ha
YPOBHE MaKeETOB U I'IpW'IO)KeHMl\;I.

NPEAOCTABNAET BaM Cieayowme npenmyLlecrea:

KOHTPOSIb U (unbTpaumust BCEro BXOASALIEr0 U UCXOAsILLEro
Tpadvka;

KOHTPOJIb NMOAK/OUEHNS] HA YPOBHE NPUNOXEHNN;

vnbTpaums NakeToB Ha CETEBOM YPOBHE;

6bICTpOe NepekoyeHne Mexzay Habopamu npasu;
perncTpaumsi CobbITUN.
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8.1. ObyueHue bpaHamayspa

Mocne ycTaHoBkM BpaHamayspa HEKOTOpoe BpeMsi B npouecce
Bawel paboTbl 3a KOMMbIOTEPOM  MPOM3BOAWTCS  06ydeHue
nporpamMmbl. Mpu 06Hapy>KEHUM NOMbITKM CO CTOPOHbI OMNEPALIMOHHOM
CUCTEMbI UM MOJIb30BATENLCKUX NMPUSIOXKEHUI NOAKIOUUTLCS K CETH
Bpanamaysp npoBepsieT, 3afaHbl M ANg 3TUX NporpaMM Mpasuia
dunbTpaumM, M, ecM  npaBuna  OTCYTCTBYIOT,  BbIBOAUT
COOTBETCTBYIOLLEE MNpeaynpexaeHume:

¥ Dr.Web by

D Local Security Authority Process

Dr.\Web BpaHamaysp oBHapYH#MN NONEITKY AOCTYNA K CETH

MpnoKeHe O Local Security Authority Process
MyTb K NPMAOHKEHNID: C:\windows\system32Ysass. exe
Undposan nognvcs: & Mirosoft Windows

VAaneHHksId agpec: top:/f10.0.0.230

MopTt: 135 (epmap)

Hanpasnerue: WMcxoaswes

Jy.  Brmanme:
2 -OTcyTCTEYET CRTEE0E NDEBMN0 ANA NPMICKEHIA

3aMpeTHTE OAHOKPATHO PE3peWmTE OAHOKPATHO

N Mpu paboTe noa orpaHWYeHHON yyeTHoM 3anucbio  (MoCTb)
ﬁ Bpanpmaysp Dr.Web He BblAaeT nonb30BaTento npeaynpexaeHns
0 nonbITKax AocTyna K ceTu. MNpegynpexaeHns OyayT BblAaBaTbCcs
nof Y4YeTHOM 3anmucbio C MpaBaMu aAMWHWUCTPATOpa, €ciu Takas

ceccus akTMBHa OAHOBPEMEHHO C rOCTEBOW.
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O6paboTka coo6LeHni

1. Mpu o6Hapy>XEHWUM NOMbITKW NOAKIOYEHUS K CETU CO CTOPOHI
MPUSIOXKEHWMS!, 03HAKOMBTECH CO Cneaytolelt nHdopMaumeit:

MpunoxeHve

MyTb K
MPUIIOKEHNIO

Lindpposas noanuco

LleneBoit agpec

Mopt

Hanpasnexune

HanmeHoBaHMe mnporpaMmbl. YAOCTOBEPbTECH, YTO
NMyTb K HeMy, YyKkasaHHbli B none Myt Kk
MPUI0XKEHMIO, COOTBETCTBYET NpaBuIbHOMY

pacrosioXXEHUIO MPOrpaMMbi.

[MOMHBINM MyTb K UCMONHSIEMOMY (baliny NPUNOXEHUS 1
€ro umsi.

LincpoBas noanvcb NpUNOXeHUS.

TMpOTOKON M aApec XocTa, K KOTOPOMy COBEpLIAeTCA
MonbITKa MOAKHOYEHUS.

Mopt, no
MOAKMOYEHWS.

KOTOPOMY  COBEpLUAETCS  MOMbITKA

Twun coeanHeHns.

2. anIMVITe peweHne o I'IOﬂ,XOﬂ,FILIJ.EVI ona  AaHHOro cny4yas
onepaunm n Bbl6epVITe COOTBETCTBYIOLLEE ﬂ,eﬁCTBMe B HWDKHEN

4acCTu OKHa:

& Bpangmaysp DrWeb

Ex2
@

@ Internet Explorer

OfHapyerisl npofinems NPy NONBITKE CeTeBoro ACCTYNa

OTCYTCTBYET COOTBETCTBY

Mpynoskerive
MyTs K MpUnOKEHHio:
Undposas noanmcs:
Appec:

Mopr:

Hanpasnerite:

ceTeBoe Ny ana oy ()

Bl MOWETE PASPELLUT, 3AMPETHTS WAk 0CoBHIH OBPASOM HACTPOHTS CETES0M AOCTY ANA MPHATKEHYA. [na
37010 B0 SHIBEPHTE OAHO M3 MPEAYCTAHOBNEHHBIX MPasA, MME0 COSAANTE CBOE MPABHND AT MPHAGHERHA.

& Internet Explorer

C:\Program Files (x86)\Internet Explorer explore . exe
& Migosoft Corporation

tpiff10.4.0.14

4545 {worldscores)

Viexonsee

(@) MpIMEHHTL MDEAYCTAHOBNEHHOE NPABING

Ha nopT 4545 (worldscores) -

3pe

Ipu ceTeBkIE

() CozaaTk csoe npasine
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e yTO6bI OAHOKPATHO GM10KMPOBATL AaHHOE MOAKI/IOYEHWE,
BblbepuTe AelCTBME 3anpeTUTb OAHOKPATHO;

e yTO6bl OAHOKPATHO TMO3BO/UTL MPWUIOXKEHWIO AaHHOE
MoaktoueHve, Bblbepute  gelicTBue  PaspewmTtb
OAHOKPaTHO;

e yTobbl nMepedTM Kk dopmMe co3daHMs  npasBwna
dbunbTpaumm, Bbibepute aelictBe Co3paTb MpaBuUIIo.
OTKpOETCS OKHO, B KOTOPOM Bbl MOXeTe NIM6o BblbpaTh
npeaycTaHOB/IEHHOE MpaBWo, NGO BPYYHYHO CO34aTb
NpaBUIo Ans NPUIIOXKEHUN.

3. Haxmute kHonky OK. Bpaupamaysp BbIMOMHUT YKa3aHHYIO
BaMM onepaumio, N OKHO onoBeLLeHus: ByaeT 3akpbITo.

i' ! i [nsa co3paHuns npasun HeobxoanMbI npaBa aAMUHUCTPATOpa.

B cnyyasx, «korga nporpaMMma, OCYLLECTBASIOWAs  MOMbITKY
MOAKIOYEHMS, yxe u3BecTHa BpaHpmayspy (TO eCTb AN Hee
3afjaHbl  npaBwna  GwWabTpaumM), HO  3anyckaeTtcs  ApyruM
HEW3BECTHbIM MPUSIOXKEHNEM (poanTenbCKkmMM npoLeccom),
BpaHamaysp BbIBOAUT COOTBETCTBYOLLEE NpeaynpexaeHue:

Yeepomnerne bpanamayapa Dr.Web
@ nslookup
BpaHamaysp Dr.\Web obHapyin noneimky 4ocTyna K ceTh
MpunoseHne # nslockup
MyTb K NPUAGHKEHIIO: C:\Windows\System32nslookup.exe
Lndposan noanmcs: 4 Microsoft Windows Verification PCA
¥aaneHHeNn agpec: udp:/(10.0.0.235 (dc.i.drweb.ru)
MopT: 53 (domain)
Hanpasnerme: Wcxopawee
s BHUuMaEHME
= -CeTeB0E MDUNOKEHAE SAMYLLEHO HEMSBECTHBIM NPOLIECCOM

3anpeTUTb OAHOKPATHO PaspewnTs 0AHOKPATHO
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MpaBuna gna poauTeNnbCKUX NPOLLECCOB

1. Tpu obHapy>XeHUM NOMbITKN NOAK/IOYEHUS K CETU CO CTOPOHBI
NPUNOXXEHNS, 3aMyLLEHHOrO HEU3BECTHOW AN BpanamMayspa
nporpaMMol,  O3HaKOMbTECb  C  WHdopMauuen 06
UCTOJTHSIEMOM (paiine poanuTeNbCKOM NporpamMMmbi.

2. Korga Bbl MPUMETE pelleHWe O MoaxoAslleid AN AaHHOro
C/lydas onepauuu, BbIMOJHUTE OAHO W3  Cliedylowmii
LencTBUN:

e yTOGbl  OQHOKPATHO  6n0OKMpoBaTb  MOAK/IHOYEHME
NPUIOXKEHMS K CETU, HAXKMUTE KHOMKY 3anpeTUTb;

e YTOGbI OHOKpPaTHO No3BONNUTb NPUIOXKEHMIO
NOAKIOUYUTLCS K CETU, HAXXKMUTE KHOMKY PaspelumnTb;

e YTOGbLI CO3aaThb NpaBuo, HaxxMmTe Co3aaTb NPaBUIO U
B OTKPbIBLIEMCS  OKHE  3ajaiTe  HeobxoauMble
HaCTPOMKM ANS POAUTENLCKOrO MpoLiecca.

& bpanauaysp Dr\Web =
@
@ nslookup
OfHapyHeHsl MpoBneMs! NPy NONLITKE CETEBOMD AOCTYNA
CeTeBoe nj ¥ HbIM N} (w)
ECIM S He YBEPEHb! 5 TOM, 4TO MPHIDKEHHIO HEOBXOAHHO 3AMTYCKATS CETEBbIE MPOLECCs!, SAMPETHTE TaKYIo
BOSMOKHOCTE ANA MPHACHKEHIA
Onvcarie Paspeuuts | BnokvposaTe  Mspatens  MyTe
B Windows Command Processar ® @ & Microsof,., C:\Windows\System32\amd.exe

3. BpaHpamaysp BbINOMHWUT yKa3aHHYIO BaMM Omnepauuto, U OKHO
oroBeLleHnst 6yAEeT 3aKpbITO.
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8. bpaHgmaysp Dr.Web

Takke BO3MOXHa CUTyauusa, npu KOTOpOVI HENU3BECTHOE MPUIOXEHNE
3anyCcKaeTca ApyrMM HEU3BECTHbIM NPUTIOXXEHWEM, B TaKOM CJly4aE B
npeaynpexaeHnn 6yp,eT BbIBEJ€HA COOTBETCTBYOLas VIH(bOpMaLl,VIFI n
npu Bbl60pe Co3paTtb MpPaBUJ1I0 OTKPOETCA OKHO, B KOTOPOM Bbl
MOXETE HaCTpoOuUTb npaBuna KakK Ans I'IpVIJ'IO)KeHVIVI, Tak " ansa
pPoAUTENBCKUX NPOLLECCOB:

& Bpangmaysp DrWeb

@ nslookup

OfHapyerisl npofinems NPy NONBITKE CeTeBoro ACCTYNa

OTCYTCTBYET COOTBETCTBY ceTeBoe Ny ana ny ()
Bibl MOKETE PA3PELLNTS, 33MPETUTE UMW OCOBBIM OBPE30M HACTPOMTS CETEB0M AOCTYN ANA MPHACHKEHUS, [na
5T0r0 NGO SEIBERUTE OHO W3 NPENYCTAHOBNEHHIX NPASHA, THBO COSAAMTE CHOE MPABHAD ANA NPUNOKEHS.

(@) MpMMEHMTE NPEAYCTEHOBNEHHOE NPABND

pel npu ceTesLe Ha nopT 53 (domain) -

() CozpaTk cs0e Npasuno

CeTeBoe NpunoxeHHMe 3anyujeH0 HEM3BECT HBIM NPOLEeCcComM

ECTU1 Bb1 He YBEDEHSI B TOM, UTO MDHNOXEHHIO HEOEXO/LUND 3AMYCKATS CETeBble
FPOLIECCEI, 3ANPETHTE TAKYIO BOSHOHHOCTS AR MDMNCHKEHHS

Onucarie PaspewnTb  BnokvposaTh  Msaatens  MyTo

B Windows Command Processar @ @ & Microsof... C:\Windows\System32\emd.exe
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8.2. YnpasneHue bpaHngmay3apom

BpaHamaysp  yCTaHaB/MBAaeTC  Kak ~ KOMMOHEHT  CETEBOro
MOAK/IOYEHMS M 3aMyckaeTcsl aBTOMaTUYECKM Mpu  3arpyske
orepaumoHHoOW cucTeMbl. Mpy HEOBGXOAMMOCTM Bbl MOXKETE BPEMEHHO
npuocTaHoBUTL paboTy Bpanamayspa, NPOCMOTPETb CTaTUCTUKY
(DUNbTPaLMM U U3MEHWUTL HACTPOWKM MPOrpamMMbl.

N Mocne OTKPbITUSI CeccMn Mof OrpaHWYEHHOW YYEeTHOM 3anuchbio
ﬁ (Foctb) BpaHpmayap BblaaeT coobleHne 06 owmnbke gocryna. Mpu
3ToM B MeHio SpIDer Agent coctosHue Bpangmayapa
oTobpaxkaeTcsl Kak HeakTuBHoe. OfHako BpaHpMaysp BKIOYEH U
paboTaeT B COOTBETCTBMM C HACTPOMKaMM MO YMOMYaHUIO MM C
HacTpolkaMu, 3afiaHHbIMW paHee B aAMUHUCTPATUBHOM peXxuMe.

OCHOBHblE CpeacTBa HacTpoOMkM W ynpaenenus Bpanamayspom
cocpefioTodeHbl B noaMeHio bBpaHaMayap KOHTEKCTHOrO MeH
SpIDer Agent:

O nporpamme
3apErncTpUpoBaTh IMLEHIND
Maii Dr.Web

Cnpaexa
EJ SplDer Guard
E. SplDer Mail

paHaMay3sp
@. OBHoeneHNE

CKaHep

E OtkntounTe Camozalmty

CratucTuka

Hactpodiku

OTenounTe

WHETpyMEHTBI 3

MonE30BATENBCKMA PEKIM
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8. BpaHamayap Dr.Web | 130

MoameHio BpaHaMayap BKIOYAET CeaytoLme NyHKTbI:

Cratucruka OTKpbIBAET OKHO, cofepxkallee cBeaeHus 06 0bpaboTaHHbIX
BpaHaMay3poM cobbITUSIX.

HacTpoiku [JaHHbIi MyHKT HEAOCTYMNEH B M10/1b30BATENILCKOM PEXUME.

MpenocTaBnseT AOCTYN K OCHOBHOW YacTW HacTpavBaeMbiX
napameTpoB bpaHamayapa.

BoccraHoBuUTb rnapameTpbl paboTbl Nporpammbl,
ncnonb3yeMble MO YMOSYaHWIO, @ TaKkXe 3KCMOpPTMPOBATb
WM MMMOPTMPOBATb  HAacTpOWMKM  Bbl  MOXETE B
OCHOBHbIX HacTpolikax AHTUBMpPYC Dr.Web. [ins atoro B
pasgenie C6pOC HACTPOEK HAXMUTE COOTBETCTBYHOLLYIO
KHOMKY.

OTKOUNTL/ [JaHHbIi MyHKT HEAOCTYMNEH B M0/1b30BATE/ILCKOM PEXUME.

3anyctuTb
Mo3BONSIET BPEMEHHO OTKIOYMTb MM 3aHOBO 3anyCTUTb

MEXCETEBOW 3KpaH.

MyHKT 3anyCTUTb MOSIBNSETCA B MEHIO B TOM C/lyyae, Koraa
pabota bpanamayspa 6biia NpUOCTaHOBIIEHA.

BpeMeHHoOe oTk/oueHue bpaHgMayapa

Bbl MOXxeTe BPEMEHHO OTKJIOYaATb MEXCETEBOM 3KpaH.

OTknroueHue pyHkUM bpangmayaspa

[laHHOe [eiCTBME HEBO3MOXHO B [10/1b30BaTE/ILCKOM pexunme.

MpuberaiiTe K 3TOV BO3MOXXHOCTU C OCTOPOXHOCTbIO.

1. OTKpoiiTe KOHTEKCTHOE MEHIO 3Hauka SpIDer Agent &
2. B noagmeHio BpaHaMayap BbibepuTe NyHKT OTKOUUTD.
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8. BpaHamaysp Dr.Web | 131

Mpu OTK/IIOYEHUN bpaHamayapa 3anpalmBaeTcs koA

AR NnoaTBepXAeHust unu naponb (ecnn B pa3gene Camosawura
OcHoBHbIX HacTpoek AHTUBMpYC Dr.Web Bbl ycTaHOBMAM (pnaxok
3awmuwatb naponem Hacrpoiiku Dr.Web).

BoccraHoBneHue pyHKUMI BpaHgmayapa

1. OTKpoWiTe KOHTEKCTHOE MeHIO 3Hauka SpIDer Agent &
2. B noagmeHio BpaHaMayap BblbepuTe NyHKT 3anyCTUTDb.
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8. BpaHamaysp Dr.Web

8.3. HacTpoitka BpaHngmay3pa

/. Hactpoiiku Bpaupgmayspa HEOOCTYMHbl B  [10/1b30BATE/LCKOM
AL pexume.

[ns Hauyana paboTbl ¢ BpaHaMayspomM HeobxoamMmo:
e BLIOPaThL PeXXM PaboThbl NPOFrPaMMbl;
e HaCTpPOWTL CNUCOK aBTOPU30BAHHBIX MPUNOXKEHWIA.

Mo ymonuaHuio Bpanamayap paboTaeT B pexnme obydeHns. Mpu
3TOM BHe 3aBUCMMOCTM OT pexuma paboTbl NpoM3BOAWTCS
PErncTpaLmns cobbITUN.

B clyyae BO3HMKHOBEHMS NpobsieM ¢ obWwWM  AOCTYNOM K
ﬁ NOAKIIIOYEHNIO VIHTepHeTa (T.e. 6rokvpyeTcs goctyn B WHTEpHET ¢
KOMIMbIOTEPOB, MOAK/HOUEHHBIX K Y3/I0BOMY), HacTpOiTe Ha y3/I0BOM
KOMMbIOTEpEe MpaBWU/o Ans NakeTHoro hunbTpa, paspellaiollee Bce
nakeTbl U3 NMOACETM, COMMACHO BaLUUM JI0Ka/IbHbIM HACTPOMKaM.

OCHOBHble cpeacTBa HAaCTPOVMKM W YMpaB/ieHUst CeTEBbIM (PUNLTPOM
bpanpgmaysp Dr.Web cocpenoToyeHbl B noaMeHio BpaHamayap
KOHTEKCTHOro MeHio SpIDer Agent.

Hacrpoiika cereBoro cmnbrpa

1. OTKpoWiTe KOHTEKCTHOE MeHIO 3Hauka SpIDer Agent &

2. B nogmeHio BpaHamayap Bbibepute nyHKT HacTpoikm.
OTkpoeTrcqs  BKknagka bpaHaMayap OkHa  HACTpoek
Antusupyc Dr.Web, cogepxallas cneayowme pasgensb:

e pasgen [lpuioxeHns, B KOTOPOM 3a4aloTcs napameTpbl
hunbTpauum Ha ypoBHE NPUNOXKEHWIA;

e pasgen VHTepdelichl, B KOTOPOM 3aZaloTcs napameTpel
punbTpauum Ha ypoBHe CeTEBbLIX NaKeTOB;

e pasgen [ononHutenbHo, B KOTOPOM 3adaeTcs pexuM
paboTbl BpaHamayaspa.
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8. bpaHgmaysp Dr.Web

3. BHecnte HeobxogumMble  M3MeHeHusl. NS MonyyeHus
MHGhOPMaUMM O HACTPOMKAX, PacnosIOXXEHHbIX B pasfene,
HaXXMuUTE Ha ccbiiky CnpaBka.

4. Tlo OKOHYaHuu PE€AAKTUPOBAHNA HACTPOEK HAXMUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHUN WUNK KHOMKY
OTMeHMTb /15 0TKa3a OT HUX.

8.3.1. Paszpen MNpunoxeHuna

®unbTpauns Ha YPOBHE TMPUSIOXKEHWI MO3BOMSIET KOHTPOMPOBAThL
JOCTYN KOHKPETHBIX MPOrpaMM M MPOLIECCOB K CETEBLIM pecypcaM, a
TaloKe paspeluTb UK 3anpeTuTb 3TUM MPUNOXKEHUAM 3amycK Apyrux
npoueccoB. Bbl  MoxeTe 3agaBaTb MpaBuna  Kak  Ans
Mo/b30BaTENbCKUX, TaK U A4St CUCTEMHBIX NMPUIOXKEHWN.

Fex [ns kaxzaol nporpamMbl MOXeT 6blTb He 6onee oaHoro Habopa
A npasu GUILTPaLML.

& Hacrpoiikn =N Eo <=
OcHosHble  SplDer Mail ~ SplDer Guard Bpanamayap
» Mpunoxexns Mpunoxexue 2 13 0 MyTs =
Whtepdeiice &) PicPick = v C:\Program Files (x86)\PicPi...
OnonHUTENLHO [ Local Secur... = v C:\Windows'System32\sass. ...
[ Windows St... :=! | | C:\Windows\System32\wininit. ..
[=7] Windows Ses._.. & v C\Windows\System32ismss_ L
[ Windows Upd... i ¥ C\Windows\System32twuau ... 1
[=7] Windows Pro... :=! [ v C\Windows'\System32\wer...
[27 Services and ... :=! [ v C:\Windows'System32\senvic...
= Windows Expl... v v C:\Windows'explorer.exe
B windows Log... | | C:\Windows\System32\winlog. .. B
=7 WUHEA0-Win. . & v C:\Windows'\SoftwareDistributi__.
[ Userinit Log. .- i ¥ C\Windows\System32\useri._.
£ picpick_inst.exe [ v C:\Users\tester\Desktop\picpi...
@7 ianrenr, = 2 C-1W\find TamnllE180O7 + .

AamennTs, Konuposare Yaanure
Cnpaeka OK OTMEHNTE

133



T4
)}
““

P
$

8. BpaHamaysp Dr.Web

B paHHOM pa3gene Bbl MoXxeTe ¢OpMUpOBaTb Habopbl Mnpaswn
wnbTpauun, co3paBasl HOBble, PeAaKTUpYs CyLUeCTBylOLME Wnn
ynanss HEHyXHble  npaBuna. MpunoxeHve  OAHO3HAYHO
uaeHTUdUUMpPYETCS MOMHBIM MyTeM K WcronHsemomy dainy. [Ans
yKa3aHus sigpa onepaumnoHHon cuctembl Microsoft Windows (npouecc
system, Ans KOTOPOro HET COOTBETCTBYIOLLEr0 WCMOMHSEMOrO
¢ainna) ucnonbayetcs uMst SYSTEM.

Ecnu daiin npunoxeHus, Ans KOTOPOro 6bif0 CO3A4aHO Npaswsio,
n3MeHuncs (Hanpumep, 6blNO  YCTAHOBNEHO OOHOBMEHME), TO

NpeaioXUT MOATBEPAWTL, YTO MPUIIOXKEHWNE MOXET
obpaLLaTbCs K CETEBLIM pecypcaMm.

.'..

dopMmupoBaHue Habopa npaBun

[ns dhopMupoBaHus Habopa NpaBun BbIMOIHUTE OHO M3 CeayoLWi
[encTBui:

e yTo6bl CO34aTb Habop nNpaBWa AN HOBOM MpPOrpamMbl,
Ha)kmuTe KHonky Co3paTh;

e yTO6bl OTPEAAaKTMPOBaTb CYLIECTBYIOLWMI Habop npasu,
BbI6EpPUTE €r0 B CMIUCKE M HAXXMUTE KHOMKY U3MEHUTD;

e yTobbl f06aBMTL KOMMIO CyllecTBylowero Habopa npasun,
HaxxmuTe KHOMKy KonuposaTtb. Konusa pobasnserca noa
BblbpaHHbLIM Habopom;

e yTobbl ymanuTb BCe npaBwna Ans MporpamMmbl, BblbepuTe
COOTBETCTBYIOWMIA Habop B CMCKE W HAXMUTE KHOMKY
Ypanurto.

Ecnv Bbl co3ganu Grokvpylollee MpaBuio Ass npouecca Wm
YCTaHOBUIM pexvM BnokMpoBaTh HEM3BECTHbIE COeAVHEHMUS B
pasgene , @ TMoTOM OTKIoUMAM  6rokupyioLlee
MpaBuio0 WM  WM3MEHWIM peXuM paboTbl, 6GroKMpoBKa 6yaer
[eliCTBOBaTb [0 MOBTOPHOM MOMbITKM YCTaHOBUTb COEAMHEHME,
VHMLMMPOBAHHOW CaMu1M MpPOLIECCOM.
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MpaBuna gns NpuaoXKeHNH

B okHe Co3paHume HoBoro Habopa npasun (1
PepakTupoBaHue Habopa npaBuJ1) Bbl MOXETE HAaCTPOUTbL AOCTYN
NPUIOXeHU K CEeTeBbIM pecypcaM, a Takxke 3anpeTutb Win
paspeLunTb 3anyck ApYrux NpUnoXKeHWi.

[nsa pocTyna K 3TOMy OKHYy B BblbepuTe
pazgen MNMpunoxxeHus n Haxmute KHonky Co3paTb WM BbibepuTe
MPUSIOXKEHNE U HAXXMUTE KHOMKY U3MEHUTD.

Mpu pabote B , Bbl MOXETE€ WHULMMPOBATb
CO3faHuWe MpaBuia HEMOCPEACTBEHHO W3 OKHa OrOBELLEHUS O
MonbITKE HECAHKLIMOHUPOBAHHOIO MOAK/OYEHUS.

i CosgaHue HoBOro HaBopa NPaBnn ANA NPUACKEHNA @

Yiamure d]aﬂﬂ WnK npouecc, AnA KOToporo co3jaeTcA CeTeBOe Npasuno.

|| o)

[¥] 3anpalwmeate nogreepgenne B ciydae nameHerun obvexra (pekomengyerca)

14 3anyck CeTEBLIX NPUAOKEHNI:

He sagaHo A

kil flocTyn K ceTeBbIM pecypcam:

Paspeware Bce -

Cnpagka OK OtmeHuTE
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3anyck Apyrux npuaoXxeHuin

YTo6bl paspelwmnTb WK 3amnpeTuTb MPUIOXKEHUIO 3anyckaTb Apyrue
MPUIOXKEHWS,, B  BbiMAJaloWeM  Ciucke 3anmycK  ceTeBbIX
NpUNOXKEHUN BbibepuTe:
e Paszpewartb, 4TO6Gbl pa3pelwunTb MPUIOXKEHUIO 3amyckaTb
rpoLecchi;
e 3anpewartb, YTOObl 3aNPeTUTb TMPWUIOXKEHWIO 3amnyckaTb
rpoLecch;
e He 3apaHo. B 3TOM c/lyyae Ha 3TO npwioxeHwe 6yayT
pacnpoCTPaHsITbCS HAaCTPOMKU  BbIGpaHHOMO

[ocTyn K ceTeBbIM pecypcam

1. BblbepuTe TMN AOCTYNa K CETEBLIM pecypcam:

o PaspewaTtb Bce — BCE COEAMHEHUS NPUNOXEHWs ByayT
paspelLLeHbl;

e 3anpewatb BCe€ — BCE COEAVHEHUS MPUNOXKEHUS
3anpeLleHsl;

e He 3apaHo. B 3TOM ciyyae Ha 3TO nmpunoxeHue GyaoyTt
pacnpoCTpaHsTbCS  HacTPOMKM  BbIGpaHHOIO

e OCO6blIit — B 3TOM pexuMe Bbl MOXeTe co3faTb Habop
npaBun, paspeLlaoLmMx UK 3anpeLaolmx Te UM UHble
COEAMHEHUS! MPUITOXKEHUS.

2. Ecnu Bbl Bbibpanu TMn npasBuna Ocobbii, co3zante Habop
npaBun Ans NpUIOXKeEHUs UCMONb3Ys CreAyHoLmMe OnuUmnK:
e yTOObl A06aBUTH HOBOE MPaBWMO, HAXMUTE KHOMKY
Cozpartb. NpaBuno gobaenseTcs B KOHeL, CNUCKa;
e yTOObI OTPEAaAKTUPOBATL BbIOPAHHOE MPaBWO, HaXMWUTE
KHOMKy UI3MeHUTb;
e yTOObLI 4062BUTL KONWIO BbIBPAHHOrO NpaBua, HaXMuTe

kHonky KonupoBatb. Konusi pobaBnsercs nocne
Bbl6paHHOro npaewna;
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e yTObObl yAanuTb BblbpaHHOE MpaBWMIO, HAXMUTE KHOMKY
Ypanuto.

3. Ecnmn Bbl Bbibpanu co3gaHve HOBOrO WM peaakTupoBaHue
CYLLEeCTBYIOIWLErO MpaBWNa, HacTPoVTe ero napaMerpsl B
0TO6pasmBLIEMCS OKHe.

4. T1o OKOHYaHWM pefakTUPOBaHUSA CrUCKa HaXXMUTe KHoMKy OK

Ana  CoOXpaHEHUsA BHECEHHbIX M3MEHEHUN WM Ha KHOMKY
OTMeHMTb 15 OTKasa oT N3MEHEHUM.

Ona Kaxpgoro npaBufia B CNMCKe NPEeAOCTaBNSIETCS CreaytoLias
KpaTkas MHcbopMauus:

BrsroueHo CocTosiHne npasuna.

[elictBne YKa3blBaeT Ha AeNCTBUE, BbiNosHSeMoe Bpanamayspom
npyv MOMbITKE MPOrpaMMbl  MOAKIIOYMTBCA K  CeTU
NHTepHeT:

o BsOKMpOBaTb NakeTbl — GI0KMPOBaTh MOMbITKY
NOAKITIOYEHNS;

e Paspewartb naketbl - paspeLuTb
NOAKIIIOYEHNE.

Wmsa npasuna Ha3BaHue npasuna.

Tvn coeaHeHunst YKa3blBaeT Ha UHULMATOpa MOAKIIOYEHUS:

o Bxopsillee — MpaBWIO MPUMEHSETCS, €M
VHALMMPYETCS  MOAKIIOYEHWE U3 CeTM K
NporpaMMe Ha BalleM KOMMbIOTEPE;

o Wcxopswee - mnpaBuio NpUMEHSIETCS, €
NOAKIOYEHNE UHULMMPYET MporpaMMa Ha BalleM
KOMIbIOTEPE;

e JIloboe - MpaBWIO  MpUMEHSIETCS  BHE
3aBMCKMMOCTM OT TOrO, KTO SIBASETCS MHULMATOPOM
NOAKITIOYEHMUS].

OnucaHune [onb3o0BaTenbCckoe onvcaHne npasusa.
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Hacrtpolika napameTpoB npaBuia

MpaBuna wWNbTPaUMM PETYNIMPYIOT CETEBOE  B3aMMOLENCTBME
nporpamMMbl C KOHKPETHBIMM XOCTaMu CETW.

& C HOBOTO Np ana np
Obuwee
WmA npasuna: |N9W rule
Onucanue: Rule description

CocToRHMe: AKTHEHOD - Deiictene: | Bnokmposate nakeTtsl ~
Tun coearHeHnA: Broanwee M WypHanuposanue: | Briknioyeno

II‘)
~— B

HacTpoiikn npaeuna

INokaneHeli agpec NokanksHei nopr

I

| 1P all - || Moboit Moboit

TCP & UDP -

Cnpaska OK ] [ OtMeHUTE

Co3paHue npaBuna
1. 3apaiiTe cneaylolme napameTpbl Npaeuna:

O6wee

Wma npasuna MM co3gaBaemMoro/peaakTnpyemMoro npasuna.

Onucanve KpaTkoe onucaHue npasusa.
CocTosiHne CocTosiHue npasuna:

e AKTMBHO — MPaBWUJIO MPUMEHSETCS;

e HeakTMBHO - nMpaBWIO BPEMEHHO He

NpUMEHSETCA.
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Twun MNH1umaTop noakntoveHuns:

COERTIRER o Bxopsllee — NpaBuio NpUMEHSIETCs, e

WHULMUPYETCA NOAK/NKYEHNE U3 CETU K
nporpaMMe Ha BallleM KOMMbIOTEPE;

o WUcxopsilee - npaBuIO MPUMEHSIETCS,
€C/ MOAKITIYEHNE UHULMMPYET NporpaMMa
Ha BalleM KOMMbIOTEPE;

o Jlloboe — npaBuNO MNPUMEHSETCS BHE
3aBWCMMOCTM  OT TOrO, KTO SIBASIETCS
VHULMATOPOM MOAKITHOHEHNSI.

[eiictBue YKka3blBaeT Ha [IENCTBUE, BbINOJIHAEMOE
BpaHgMayspoM Npyv  MOMbITKE  MpOrpamMMbl
NOAK/IOUNTLCA K CETU UHTEpHET:

e BbnokupoBaTb nakeTbl — 610KMPOBaTb
NOMbITKY NOAK/TIOYEHUS;

e Paspewatb nakeTbl —  pa3pewnTb
NOAKIIIOYEHME.,

Hacrpoiiku npaBuna

MpoTtokon [poTOKO/IbI CETEBOrO M TPAHCMOPTHOIO YPOBHS, MO
KOTOPbIM OCYLUECTB/ISIETCS MOAKITIOYEHNE.,

MoanepxuBatoTCs cneaytoume MPOTOKO/Ibl
CETEBOr0 YPOBHS:

o IPv4;
o IPV6;
o IP all — npotokon IP no6oii Bepcuu.

MoanepxuBatoTCs cnepyowme MPOTOKOJb
TPaHCMOPTHOO YPOBHS:

o TCP;

e« UDP;

e TCP & UDP - npotokon TCP unu UDP;
e RAW.
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Bxoaswmin/
Wcxopsuwmi
appec

Bxoaswmin/
Wcxopsuwmi
nopt

IP-agpec ypaneHHOro Xxocra, Yy4yacTBylOLWEro B
noaKIioYeHnn. Bbl  MOXeTe  ykasblBaTb  Kak
KOHKpETHbIM agpec (PaBeH), Tak M AvanasoH
agpecoB (B pagmama3oHe), a Takke Macky
KOHKpeTHoV nogcet (Macka) WM Macku Bcex
MOACETEN, B KOTOPbIX Ball KOMMbIOTEP UMEET
ceteBoli agpec (MY_NETWORK).

YTo6bl 334aTh MpaBUIIO ANA BCEX XOCTOB, BblibepuTe
BapuaHT JTro60M.

MopT, NO KOTOPOMY OCYLLECTBSETCS NOAKITOYEHNE.
Bbl MOXeTe yKasblBaTb KaK KOHKPETHbIV MOpT
(PaBeH), Tak u pguanasoH noptoB (B
AvanasoHe).

Ytobbl 3agaTb nNpaBWiO ANS  BCEX MOPTOB,
Bbl6epyTe BapuaHT J1to60M.

2. o okoHuYaHuW peaakTUpoBaHUs HaxxmuTe kHorky OK ans
COXPAHEHWS!  BHECEHHbIX M3MEHEHWW WM Ha  KHOMKY
OTMEHUTb JJ1s1 0TKa3a OT U3MEHEHWIA.
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8.3.2. Paspen UHTepdencnbl

Ha cTpaHuue HacTpoek ceTeBblX uWHTepdeiicoB (HacTpoiiku
ceTeBbiX MHTepdeiicoB) Bbl MOXETe YyKasaTb, Kakoii Habop
npasun unbTpauuu NpUMeHSTb AJ1s NaKeTOB, NepefaloLLmnxcs Yepes
onpesAeneHHbIVi CETEBOIN MHTEPdEViC.

& Hacrpolinn [E=5 o |
OcHosHble  SplDer Mail ~ SplDer Guard Bpangmayap
Mpunoxenns CeTepoil wHTepheic Apantep MpaBuno
0 ST @ Mopknioyenne Apantep paovero cTo... Default Rule -
[ononHuTensHo
[MonHeli cnncok I [ HacTpouts. ..

Ha6op npaBun ans nHtepdeiica

1. Yrtobbl 3apaTb Habop npaBun  GuUAbTpaUUM  NakeToB,
nepenaloLLMxcs Yepes OnpeaeNeHHblii MHTepdenc, B OKHE
HacTpoek BEpanamayspa Bblbepute pasaen UHTepdencsl.

2. Halgute B cCnncke WHTEpecylowmii Bac WHTepdeic w
COMoCTaBbTE €My  COOTBETCTBYlOWMI  Habop  mpaswi.
Ecnv noaxogswmii Habop npaBun OTCYTCTBYET B CMMCKE,
cospante ero.

3. YT06bl COXpaHUTL HACTPOVKKM, HaXXMUTE KHOrMKy OK.
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Ons Toro 4tobbl yBUAETb BCE AOCTYMHble WHTEPdENCH], HaxMuTe
kHorky MMONMHBIA CRAMCOK. B OTKpbIBLIEMCS OKHE Bbl MOXeETe
yKaszaTb, Kakue WHTepdeichl [OMKHbI Bceraa oTobpaxarbcs B
Tabnuue. AKTUBHble MHTepdencel 6yayT oTobpaxaTtbcs B Tabnuue
ABTOMATUYECKM.

Ona Toro yTobbl HACTPOWUTL NpaBWMa AN MHTEPdENCOoB, HaXMUTE
KHonky HacTpomTb.

PdunbLTp NakeToB

OunbTpaumns Ha YpoBHE MAKETOB NO3BOJSIET KOHTPONMPOBATb AOCTYN

K CeTn BHE 3aBUCMMOCTM OT nNporpamm, NHNUMNPYIOLWLNX

noakntoyeHune. lMpaBuna NPUMEHSIOTCS KO BCEM CETEBLIM MakeTam

onpeaeneHHoro Tuna, KOTopble nNepeaarTcda 4Yepes OoAMH U3
Ballero KoMnbkoTepa.

,U,aHHbIl\;I BUA (bW'IpraLI,MM NpeAOCTABNAET BaM obwme MexaHu3Mbl
KOHTPOJI4, B OT/INHMNE OT

NMOCTaBSETCS CO CNeayloWmUMM NpeayCTaHOBIEHHLIMY
Habopamu npaswn:

¢ Allow All — Bce nakeTbl NponycKaTCs;

¢ Deny All — Bce nakeTbl 6110KMpYIOTCS;

e Default Rule — npasuna, onucoiBalowme Haubonee vacTto
BCTpevaloLwmecs KoHbUrypauum CceTu W pacnpoCcTpaHeHHbIe
atakM (MCronb3yeTcs MO YMONAYaHWMIO AN BCEX HOBbIX

).

Ons ypnobcTBa MCMonb30BaHUS M GbICTPOro MEPEKoYEHUs MeXay
pexvumMamum bunbTpauMmM Bbl MOXeTe 3aAaTb  AOMNOJSIHUTENbHbIE
Habopbl npasun.
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Ha6op npaBun ans nHtepdeiica

1. Ytobbl 3apgaTb napameTpbl paboTbl MaKeTHOro uibTpa, B

OKHe HacTpoek BbibepuTe pa3zen MakeTHbIN
hunbTp.
2. Ha aToli cTpaHuLe Bbl MOXeETE:
. Habopbl npaswn dunbLTpaumu, cosgasas

HOBblE, pedaKTMpys CyLLecTBylOWME WM yaansst
HEHY)XHble NpaBwna;

. AOMNONHUTENbHbIE NMapaMETPbI q)VU'IpraLI,VIVI.
3o Hactpoiikn naketHoro dmnetpa EI@
Mo ymon4aHuie  MnA Cosaatb...
Allow All W
Block All -
=} Default Rule Kenuposats
WzmeHUTb...

V| BRIOHATE AMHEMMHECKYID DHUNETPALMIO NAKETOS

V| ObpabaTeiBaTe hparMeHTUpPOBaHHEIE IP-NaKkeTwl

Copanra

dopMmupoBaHue Habopa npasun

[ins dhopMupoBaHus Habopa NpaBus BbIMNOSHATE OAHO U3 CIIEAYHOLIMX
[encTBumn:
e yTo6bl CO34aTb Habop nNpaBWa AN HOBOM MpPOrpamMbl,
Ha)kmuTe KHornky Co3paaTh;
e yTo6bl OTPEAAKTMPOBaTb CYLIECTBYIOLWMI Habop npasu,
Bbl6EpPUTE Er0 B CMIUCKE U HAXMUTE KHOMKY U3MEeHUTD;
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HaxxmuTe KkHOMKy KonuposaTtb. Konua pobasnserca noa
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Bbl6paHHbLIM Habopom;

e yT06bl YAANUTb BbIGPAHHLIN HAabop MPaBWJI, HAXKMUTE KHOMKY
Ypanurto.

[lonosiHUTe NIbHblE HACTPOUKM

YTo6bl 3a4aTb 06LMeE HACTPOVKM DUILTPALMKM NaKeTOB, Ha CTpaHWLe
naketHoro ¢uabTpa YCTaHOBUTE

Hactpoiiku
dnaxku:

BknounTb
[OVNHAMUYECKYHo
PpunbTpaumio
nakeToB

ObpabaTtbiBaTbh
pparmeHTMpoBa
HHble IP nakeTsb!

YcraHoBuTe 3TOT (Naxok, 4ToObl yuuTbiBaTL MpU
PunbTpaummn coctosiHne TCP-coeanHeHus U nponyckatb
TOJIbKO T€ MaKeTbl, COAEPXMMOE KOTOPbIX COOTBETCTBYET
TEKyLEMY COCTOSIHMIO. B TakoM criyyae Bce MaKeThl,
rnepefaBaeMble B paMKax COEAMHEHWS, HO  He
COOTBETCTBYIOLLME cneundmkaumm NpoTOKONa,
6nokupyloTcs.  3TOT  MexaHwW3M  MO3BONSIET  Jyylie
3aWMTUTL Baw KoMmmnbloTep OT DoS-atak (oTka3 B
0obCnyxmMBaHUM), CKaHWPOBAHUS PEeCcypcoB, BHEAPEHUS
[@HHbIX W APYrvX 3/I0HAMEPEHHbIX OnepaLyui.

Taloke pekoMeHAyeTCs YCTaHaB/InBaTb 3TOT (IAXOK npu
MCMoMb30BaHNMKN NPOTOKOMIOB CO CNOXHBIMW anroputMamu
nepepayn gaHHbix (FTP, SIP n T. n.).

CHuMUTE 3TOT (hnaxok, YTobbl hunbTpoBaTh NakeTbl 6e3
yyeTta TCP-coeaVHEHWIA.

YcraHoBute  3TOT  Naxok,  4YTOObl  KOPPEKTHO
obpabatbiBaTtb nepedady 60sblMX O6LEMOB AAHHBIX.
Pasmep makcumanbHoro naketa (MTU - Maximum
Transmission Unit) pns  pasHbix ceTeil  MOXET
BapbMpOBAaTbCS, MO3TOMY YacTb IP-nakeToB nNpy nepeaaye
MOXeT 6biTb pa3buTa Ha HeCcKkonbKOo (parMeHToB. [pu
MCMOMb30BaHUM AAHHOM OMUMK KO BCeM (DparMeHTapHbIM
MakeTaM TMPUMEHSIETCS OAHO UM TO e [JelcTBue,
NnpefycMOTPEHHOe  mpaBwiamv  GuabTpaumnm  Ans
roNnoBHOrO (NepBoro) nakera.

CHuMUTE 3TOT hnaxok, YyTobbl 0bpabaTbiBaTk BCEe MaKeTbl
no OTAENbHOCTY.

cnegywouwmne
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Ha6op npasun

B okHe PegakTupoBaHue Habopa npaBun 0TO6paXaeTcs CrncoK
npaBun GUILTPaLMK MaKETOB, BXOAALIMX B KOHKPETHbIN Habop. Bbl
MoXeTe (opMMpOBaTh CMWCOK, [06ABNsAs HOBblE WM peaakTupys
CYLLECTBYIOLLME MpaBuna GuUbTpaLmum, a Takke U3MeHss NOpsAAoK UX
BbINONHEHNUs. paBuia MPUMEHSIIOTCA MOC/ENOBaTENbHO, COMIacHO
0YepeaHOCTU B CrnCKe.

Bbl MOXxeTe q)OpMVIpOBaTb Cnuncok, fobaBnss HoBble UK penaKkTupysa
cyuwecTeyrowme npasuna (bVIJ'IpraLI,VIVI, a TakKXe U3MEHAA NopsaaokK mnx
BbINONHEHNS. [paBuna NPUMEHSAKOTCA NOCeAoBaTeNbHO, COrfacHo
o4yepeaHoCTn B CrNUCKeE.

:.i PegakTposaHue Habopa npasun = @
Default Rule
BrnioueHo [efcTene WMa npaBuna Hanpae... MypHanp... OnucaHie o
PaspewaTh Nak... EAPol: Au... & BewntoueHo  Allows to authe| =
PaspeWaTs Nax... PPPoE:Di.. BeinoyeHe  Allows PPPE L
PaspellaTs Nak... PPPoE:S.. & BelkmoueHo  Allows PPPoE £
PaspewaTs nax... GRE: Allo... & Bowntodero  Allows to estat -
Paspewats nak... ICMPv4:... = Bewnouero  ICMPv4 : Ping
Pazpewats nak... ICMPva:... - BeinroueHo  ICMPv4 :Ping =
4 1 3
I Co3AaTh. .. I I M3MEHHT. .. J I KonupoBaTh I I YaanuTe I
Cnpaeka [ oK ] I OThera
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Ona Kaxpgoro npaBufia B CNMCKe NPEeAOCTaBNSIETCS CreaytoLias
KpaTkas MHcbopMauus:

BkntoyeHo

[eicTeue

MmMs npasuna

Hanpasnexune

XypHanupoBaHue

OnucaHune

CocTosiHMe npasuia.

YkasbiBaeT Ha [eicTBuE, BbINOJIHAEMOEe
Bpanamayspom npu obpaboTke nakerta:

o BbnokupoBaTb NakeTbl — 6J'IOKVIpOBaTb MNakKeT;
o PaspelwsaTtb nakeTbl — rnepeaaTb NakeT.

Mms npasuna.
OTnpaBuTenb Nakera:

o - npaBuo NpUMEHAETCA, eC/in NMPUHNMaeTCa
MNaKeT U3 CceTu,

e = — MpaBANIO NPUMEHSIETCS, €CU MakeT
OTMPABNSETCS C BALLEro KOMMbIOTEPa;

o B - NpaBuIO MPUMEHSIETCS BHE 3aBUCMMOCTU
OT TOro, KTO SIB/IIETCA OTNPABUTENEM MAKETa.
PexuM peructpaumum cobbiTuii. YKasbiBaeT Ha To, Kakas
MH(OpMaLMs Jo/mKHa ObiTb 3aHECeHa B OTYET:

e TONbKO 3arojIOBKM — 33aHOCUTb B OTYeT
TOJIbKO 3arosi0BKM MakeToB;

e Becb naKeT — 3aHOCUTb B OTYET MaKEThI
LIESIMKOM;

e BBbIK/IIOYEHO — HE COXPaHATb MHGOpMaLMIO O
nakere.

KpaTtkoe onvcaHve npasuna.
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PepakTupoBaHue Habopa npasun

1.

Ecnu Ha cTpaHuue HacTpoiiku nakeTHoro cdunbTpa Bbl
Bblbpanu cosgaHve WM peaakTupoBaHue Habopa npaBun, B
OTKPLIBLUEMCS OKHE 3a4aliTe Ha3BaHWe Habopa npaswi.
Cozpaiite npaBwna GuUAbTpaUMK, WCMONb3ys Cheayowme
onuum:

e yT06bl [06aBUTL HOBOE MpaBWIO, HAXMUTE KHOMKY
Cozpartb. NpaBuno gobasnsercs B Ha4ano Crvcka;

e yTObObI OTPEeAaKTMpoBaTb BbibpaHHOE MPaBuo, HaXMUTe
KHOMKy U3MeHnTDb;

e yT0b6bI O6ABUTL KOMKMIO BbIBpAHHOrO NpaBwia, HaXMuTe
kHornky KonmpoBatb. Konusa pobaensercs nepeg
Bbl6paHHbLIM MpaBWIOM;

e yTObObl yAanuTb BblbpaHHOE MpaBWMIO, HAXMUTE KHOMKY
yYpanutb.

Ecnn Bbl Bblibpanu co3gaHve HOBOMO WM pedakTUpOBaHWe
CyLLEeCTBYIOLIEro NpaBuna, .
Wcnonb3yiTte CTPenoyku cnpaBa OT CNWCKa, 4TOObI
onpefenuTb  MNOPSIAOK  BbIMOSHEHWS  npaswun.  [lpasuna
BbIMOJIHAIOTCA MOCNefoBaTeNbHO, COrlaCHO O4epeaHoCTU B
cnucke.

Mo OKOHYaHWMM pefaKkTMPOBAHMS CMMCKA HaXkMuTe KHomnky OK
ANS COXPAHEHUS! BHECEHHbIX M3MEHEHWM WM Ha KHOMKY
OTMeHa A/19 0TKa3a OT U3MEHEHUIA.

-

Te nakeTbl, Ans KOTOPbIX HET NnpaBun B Ha60pe, ABTOMATU4ECKN
6J'IOKVIpy}OTC$|. WcknoveHns  CoCcTaBnsiloT Te  MaKeThl, KOTOpbIE
pas3peLwarTca npasniaMu B
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Co3pnaHue npasun hunbTpaumum

[Oo6aBneHune wnmn penakTMpoBaHue npaBuna
cpunbTpaummn

1. B oOkHe pPefaKTUpoBaHUA Ha6opa npaBui angd nakeTHoro

GunbTpa Haxxmute kHonky Cos3paTb wnu KHonky U3MeHUTb.

OTKpOETCS OKHO CO34aHWst WM PeaakTUpOBaHWs MpaBuna
NakeTHOM pubTpaLmm.

o
. JoBasuTe NakeTHoe Npasuno @
Vi rpacuna
OMMCaHWE  OMMCEHWE MPEBUIE
Cnpaska [ OK ][ OTmeHa

2. 3apaliTe cnegylolime napamMeTpbl NpaBuna:

Mms npaBuna MMs co3gaBaeMoro/pefakTupyeMoro npasuna.
OnucaHue KpaTkoe onucaHue npasuna.
[OeiictBre YKa3blBaET Ha  [OEUCTBUE,  BbIMOJIHAEMOE

Bpanamayspom npu obpaboTke nakerta:

o BsOKMpOBaTb NakeTbl — 6/I0KNPOBaTh
naker;

o PaspelwsaTtb nakeTbl — NepeaaTb NakeT.
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HanpaBneHvie OTnpaBuTENb NakeTa:

o Bxopsilee — MpaBuWiO MPUMEHSIETCS,
€C/IM NMPYHUMAETCS NaKeT U3 CeTu;

o Wcxopsiwee — npaBuiio NpPUMEHSIETCS,
€CNIM  MakeT OTMNpaBMsSiETCs C  Ballero
KOMMbIOTEPA;

e Jlroboe — npaBunO MNPUMEHSETCS BHE
3aBMCMMOCTM OT TOrO, KTO SIBASIETCS
OTMpaBUTEsIEM MaKeTa.

XypHanupoBaHvue PexuM perucrpauum cobbiTii. YkasblBaeT Ha
TO, KaKasi UHoOpMaLns AO/MKHa ObiTb 3aHeceHa
B OTYET:

e TONbKO 3aro/IoBK1 — 3aHOCUTb B OTYET
TOJIbKO 3arosi0BKM MakeToB;

e Becb NakeT — 3aHOCUTb B OTYET MaKEThI
LIESIMKOM;

¢ BbiK/IlO4YEHO = He COXpaHATb
MHMOPMaLMIO O MakeTe.

KpuTepui KpuTepui unbTpaumn. Hanpumep,
TPAHCMOPTHLIA UM CETEBOM MPOTOKOJ. YTO6bI
[06aBUTb  KpuUTEpU unbTpaumu, BbibepuTe
HY)XHbI KpUTEPUI B BbIMAJAMOLLEM CMUCKE W
HaxxmuTe KHonky [lo6aBuTb. Bbl MOxeTe
fobaBuTb Ntoboe  HeobXxoaMMoe  KONIMYECTBO
KpuTepueB. [1S  HEKOTOPbIX  3arosIoBKOB
[OCTYTMHBbI [OMO/HUTENbHbIE KpUTEPUK
punbTpaumm.

3. o okoHuYaHuW peaakTUpoBaHus HaxxmuTe kHorky OK ans

COXpaHEHUA BHECEHHbIX M3MEHEHUN UK Ha KHOMKY OTMeHa
Anga OoTKasa oT N3MEHEHUM.

Ecnu Bbl He 106aBUTE HU OAHOMO KpUTEpUst UNbTPaLUmM, TO AaHHOE
npasuno 6yaer paspewartb wan 6nokupoBaTb BCe MakeTbl (B
3aBMCUMOCTY OT HaCTpoiiku B none [lercraue).
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Hanpumep, npaBuno Ans MakeTHOro GWnbTpa, paspellalollee Bce
MaKeTbl U3 MOACETU, MOXET BbIMISAETb C/IEAYIOWMM 06pa3oM:

-+ JoBasuTe nakeTHoe Npaenno @

WMA npaskna  Hosoe npaswno

CnucaHme  OnucaHwe npaswna

LleficTene: [Pa3peLuaTb NakeTel v]
Hanmpasnexue: [BXOMLU.EE v]
KypHanuposarite: |Beinouero -
Kputepuii: [EihemetSNAP V] [ AoBaeuTs
Ethernet
NokaneHsl MAC-aapec E]
[my_compurer -

YaaneHHsit MAC-agpec

[J‘hoﬁoﬁ - ]

IPv4
NokaneHet IP-agpec E]
[my_compurer -

¥aanenHsi IP-aapec

4

[Mac&a ] 192.168,1,1/255,255.255.0

Cnpaexa [ O ][ OTmeHa ]

Ecnu B paHHOM npaBune BHyTpu 3aronioBka IPv4 ang napameTpoB
JNloxanbHbili IP-agpec v YaaneHHblt IP-agpec ykaszaTb
3HauyeHve JIo60M, npaBwno cpaboTaeT ans noboro naketa,
cogepxallero 3aronoBok IPv4 u oTnpaBneHHOro ¢ u3nyeckoro
afpeca NIoKanbHOro KoMnbloTepa.
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8.3.3. Pasgen onosIHUTENbHO

B 3TOM pasgene Bbl MOXeTe 3afaTb pexum paboTtsl BpaHamMayspa,
a Takxke obLMe HACTPOVKM hUNbTPaLMK ANs BCEX NMPUTOXEHWNA.

PexxuM paboTbl 3agaeT peakumio BpaHaMayspa  Ha CeTeBble
MOAKJIOYEHNSI HA YPOBHE MPUIOXKEHWIA.

& Hacrpolikn [ ol |

OcHosHble  SplDer Mail ~ SplDer Guard Bpanamayap

MpunoxeHns Pesxum pabotel Bpanamayspa Dr.Web

- () Pa3pellaTe HeW3BECTHLIE COBJMHEHIA
Wntepdeiicel . . * .
@ Pexum ofyyennn (Co3gapate NPaBMna 4NA MIBECTHLIX NPUNOXEHNA aBTOMaTIYeCKN)
) MHTEpaKTMEHEIR peskum

©) BrokMpoBaTh HEWIBECTHLIE COBAMHEHUA

= [ONonHATENEHD

Paapellats NOKANEHEE COEAMHEHUA
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Bbi60p pexxuma pabotbi

1. B okHe HacTpoek Bblbepute pasgen
[lononHuTenbHoO.
2. BblbepuTe oavH 13 cneayowmx pexxmmoB paboThbl:

e Paspewlatb HeU3BeCTHble COEAUHEHUSI — PEXUM,
npu KOTOPOM BCEM  HEW3BECTHbIM  MPUNOXKEHUAM
nNpeaoCcTaBnseTcs AOCTYN K CETEBLIM pecypcam;

e Pexxum o06yuyeHuns (cospaBatb npaBuna Ans
MU3BECTHbIX MPWIOKEeHU aBTOMaTUUYECKU) -—

, MpU KOTOPOM MNpaBuna Ans U3BECTHbIX

NPUNOXEHNIN pobasnsiotcs aBTOMAaTUYECKN
(ucnonb3yeTca No yMonyaHuio);

e NHTEpaKTUBHbIA pexuMm -— , npn
KOTOPOM  MONb30BaTeNO  MPEeAOCTaBNSETCS  MOJHbIN
KOHTPOJb HaZl peakumei ;

° BHOKMPOBaTb Hen3BecCTHbleé coeaMHEHUA — pexumMm,
npu KOTOpPOM BCe HENU3BECTHbIE NnoAaKM4YEHNA
ABTOMAaTU4eCKN 6ﬂOKMpy}OTC‘i|.

3. Haxmute kHonky OK.

Pe)xuM paspelueHnsi HeM3BECTHbIX NOAKIIHOUYEHUN

B 3TOM pexume AOCTYyn K CETEBbIM pecypcaM, BkItouas WHTepHeT,
MpeaocTaBNseTcsl BCEM HEM3BECTHLIM MPUIOXEHUSM, ANS KOTOPbIX
He 3apaHbl npaBwna dunbTpauun. Mpu  OBHAPYXXEHWUM MOMbITKM
NMOAKOYEHMS He BbIBOAMT HUKAKUX COOBLLEHWIA.

PexumMm o6yueHus

B 3TOM pexume npaBwuna Ans U3BECTHbLIX MPUIIOXKEHWI Ao6aBnsoTCS
aBToMaTuveckn.  [ina  Apyrux  MpUIOXKEeHWi

npesocTaBiseT BaM  BO3MOXHOCTb  BpYYHylO 3anpewatb  Wim
paspellaTb HEM3BECTHOE COEAMHEHUE, a Takxe COo34aBaTb NS Hero
npaBuIo.
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Mpyu 06Hapy>XeHWM MNOMbITKM CO CTOPOHbI OMEPALMOHHON CUCTEMBI
WU MONb30BATENLCKOMO MPUOXKEHUS MONYUYUTb AOCTYN K CETEBbIM
pecypcam npoBepsieT, 3aAaHbl W AN 3TUX Nporpamm
npasuna gwunbTpaumn. Ecnu npaBuna OTCYTCTBYIOT, TO BbIBOAMTCS
COOTBETCTBYIOLEE npeaynpexaeHve, rge BaM npeanaraeTcs
BbibpaTb nMb60 BpeMeHHoe pelleHwe, nMbo co3aaTb MNpaBuio, Mo
KOTOpOMy B  fdanbHenweMm noaobHble  noakmouveHus  6yayT
obpabatbiBaTbhCS.

310T PEXUM NUCNONBb3YETCA NO YMONIYaHUIO.

MHTEepaKTUBHbIA peXNUM

B 3ToM pexuMe BaM NpefoCTaBfSIETCA MOJHbLIM KOHTPOAb Haj
peakuveii Ha  O6HapyXXeHWe  Heu3BECTHOro
MOAK/IIOYEHNS,, W TakuM 06pa3oM  Mpou3BOAMTCS  OBy4eHue
nporpaMMbl B NPOLIECCE Ballei paboTbl 3@ KOMMbIOTEPOM.

Mpyu 06Hapy>XeHWM MNOMbITKM CO CTOPOHbI OMEPALMOHHON CUCTEMBI
WU MONb30BATENLCKOMO MPUOXKEHUS MONYUYUTb AOCTYN K CETEBbIM
pecypcam npoBepsieT, 3aAaHbl v AN 3TUX Nporpamm
npasuna gwunbTpaumn. Ecnv npaBuna OTCYTCTBYHOT, TO BbIBOAMTCS
COOTBETCTBYIOLEE npeaynpexaeHve, rge BaM npeanaraeTcs
BbibpaTb NGO BpeMeHHoe pelleHwe, nMbo co3paTb MnpaBuio, Mo
KOTOpOMy B  fdanbHenweMm noaobHble  noakmouveHus  6yayT
obpabatbiBaTbhCS.

Pe)xnM 67I0KMPOBKN HEU3BECTHbIX NOAK/IIOUEHUH

B 3TOM pexuMe BCe HEU3BECTHble MOAKMOYEHUS K CETEBLIM
pecypcaM, Bk/toYasi HTepHeT, aBToMaTMyYeckn 6noKuUpyoTCs.
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Mpyu O6HapY>XEHWUM MOMbLITKM CO CTOPOHbI OMEPALIMOHHOM CUCTEMBI
WK M0JIb30BaTENIbCKOrO MPUMIOXEHWS MOJTYUYUTb AOCTYMN K CETEBbLIM
pecypcam NpoBepsieT, 3aaHbl 1 A8 3TUX NPOrpamMm
npaBuna cdunbTpaumn. Ecnu npaBuna GunbTpaUmMmM OTCyTCTBYIOT, TO

aBTOMaTMYecKn 6110KUpPYeT [OCTyn K CETU U He
BbIBOAWT HWKaKUX COODBLLEHMIA. Ecnu npaBuna ¢unbTpauum ans
[@HHOTO MOZAKJIIOYEHNS 3aflaHbl, TO BbIMOJIHAIOTCSA YKa3aHHbIE B HMX
JencTeng.

[lonosiHUTe NIbHblE HACTPOUKM

HacTpoiika PaspeluaTtb JioKaJZibHble COeAMHEHUS MO3BONSET
BCEM MPUIOXKEHUAM 6EeCMpPEnsSTCTBEHHO YCTaHABNMBATL COEAVNHEHMS
Ha BalleM KkomnbloTepe. K TakMM MOAKIIOYEHUSM MpaBuia
NPUMEHATbCA He 6yayT. CHUMUTE 3TOT (NaXoK, UYTO6bl MPUMEHSTb
npaBuna GUIbTPaLUMKM BHE 3aBMCMMOCTM OT TOMO, MPOUCXOAUT n
coeauHeHue Mo CETU UK B paMKaXx BalLEro KoMmMbloTepa.

154



A7 P
)

P
W

@-’ 8. bpaHgmaysp Dr.Web

8.4. Perncrpaums cobbitum

Bce cobbitus, obpaboTaHHble , perncTpvpytotcs B
cneayoLwmx XypHanax:

. , XpaHaWwui MHGOpMaLMI0O O MNOMbITKax
MOAK/IIOYEHNST K CETM CO  CTOPOHbI  MPUIOXEHUA U
NMPUMEHEHHbIX NpaBunax GubTpauuy;

. ,  XpaHswwmin uHdbopmaumio 06
06paboTaHHbIX naketax, MpUMEHEHHbIX
npasunax GunbTpauum u uHTepdelicax, yYepes KOTopble 3Tu
nakeTbl 6binM NepefiaHbl. YpOBeHb [eTanu3aumv 3aBUCUT OT
HaCTpOeK KOHKPETHbIX NMpaBui NakeTHOM unbTpaLmu.

B okHe AKTMBHbIE MNPUIOKEHUS Takke oTobpaxaercs
, MOAK/OYEHHDBIX K CETU B JaHHbI MOMEHT.

Ona poctyna K KypHanaMm OTKpouTe 3Hauka

n B noaMeHwo BpaHaMayap BbibepuTe MNyHKT
CraTucrumka.
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8.4.1. AKTUBHbIE NPUSI0IKEHUSA

CrMcoK  aKTUBHBLIX MPUIIOXKEHWI  OToBpaxaeT uWHdbOpMauMio o
MPUSTOXKEHMSIX, MOAK/IOYEHHBIX K CETU B AHHbIN MOMEHT.

% Cramcrara [

Poautensckuil koHTpons SplDer Gate  SplDer Mail ~ SplDer Guard  [@s]e=EhIYEVET

=

AKTHBHEIE () Hanpasnetie MpoTokon  NoxanbHeld anpec ¥aanedHs “
) NPUNOKEHUA b ] dwservice.exe: 1516
4 (@) frefox.exe:2580
Hypran Moxonsies TCPva 0.0.0.0:49260 1g-cache.q
NpUNOKeEHn OMUAZET NOAKTIOHEHNE TCPv4 127.0.0.1:43243
HypHan nakeTHoro BxoaAwee TCPv4 127.0.0.1:49243 123
fmneTpa Wexoaswee TCPv4 127.0.0.1:49244 12

@ MunesHelper.exe:820
jucheck.exe: 2284

[ lsass.exe:516

] mDNSResponder.exe: 1468
9 miranda32.exe: 3860

[T services.ex=:476

&) Skype.exe:2308

[ svchost.exe: 1032

[ svchost.exe:368

[ svchost.exe:3748

1 svchost.exe: 382 a2
[ m 3

AT T T T T T TYTT YT

Crpasea

[ns Kaxgoro MpuIoXKeHUs OOCTyMHa criedylowas uHdopMaums ob
AKTUBHBIX COEAVHEHUSX:

Nms HassaHune npunoxeHus.

Hanpasnexune NHuumnaTop noaknoyeHus:

e Bxopsillee — MpaBUIO MPUMEHSIETCS, €CU
VMHULMMPYETCS  MOAK/IOYEHME U3 CETU K
nporpamMMe Ha BallieM KOMIbIOTEPE;

o Wcxopsiwiee — nMpaBuIO MPUMEHSETCS, €Cn
NOAKTIOYEHNE UHULMMPYET MPOrpaMMa Ha BalleM
KOMIbIOTEPE;

e Oxupgaetr nopkyeHue -— NpuIoXeHue Ha
BallleM KOMMbIOTEPE XAET NOAKIIOYEHNSA U3 CETU.
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[poTokon [poToKo/, MO KOTOPOMYy OCYLLECTB/SIETCA nepedada
[OAHHbIX.

JlokanbHbIN [poTokon ¥ agpec XxocTa, C KOTOPOro COBEpLUAETCH

afpec NOMbITKA MOAKMOYEHUS.

YOaneHHbIn [poTokon M agpec XocTa, K KOTOPOMY COBEpLUAETCA

afpec NOMbITKA MOAKMOYEHUS.

OtnpasneHo KonuyectBo  6aliT, OTMNpaBleHHbIX Yepe3  [daHHoe
COeAIMHEHME.,

MonyyeHo KonunuectBo ~ GaidiT,  MOMyYeHHbIX  4Yepe3  JaHHoe
COeAIMHEHME.,

B OKHe CTaTWUCTWUKM aKTUBHbIX MPUNOXEHUI Bbl MOXETE 3aBEPLUUTb
AKTVBHbIV Npouecc. s 3TOro LWeNKHUTE NpaBoi KHOMKOW MbIWK No
npoueccy B Tabnuue v BbibepuTte onuuio 3aBepLUMTb Npouecc.

N Ons Toro 4ytobbl  3aBeplMTb  JIOGOM  aKTUBHBIA  MpoLecc,

ﬂ HeobXoAMMbl MpaBa aAMMHUCTPaTopa. B MPoOTMBHOM Criyyae MOXHO

3aBEpLUMTb TOMbKO TE MPOLIECChl, KOTOpble 3anylueHbl OT WMEHM
nonb3oBaTtens.

Takxe C MOMOLLbI0O KOHTEKCTHOrO MEeHI0 Bbl MOXeTe 3abnokmpoBaTb
aKTMBHOE  COeAuMHeHue  unuM  paspewutb  3abnokupoBaHHoe
(3abnokupoBaHHble COeAMHEHWS OTMeyeHbl B Tabnuue KpacHbIM
LIBETOM).



8. bpaHgmaysp Dr.Web

8.4.2. )XypHan npunoXxeHnu

XypHan  NpUIOXEHWA  XpaHUT  MHbOpMaUMIO O  MOMbITKax
MOAKIOYEHNS! K CETW, COBEPLUEHHBIX YCTAHOBMEHHLIMW Ha BalLEM
KOMMbloTEpe NporpaMMamu.

® Cramncma =

Poautensckuil koHTpons SplDer Gate  SplDer Mail SplDer Guard  WSTETLITEIET]

AKTHEHEIE Bpens MprnoxeHre WMAnpasina  Hanpaenexwe [OeiicTene Uenes...
NPUNOXKEHNA

. Kypran
NpUAOXEHNI

HypHan nakeTHoro
fmneTpa

CoXpaHUTE. .. | \ OHUCTUTE

Copasea

Bpems [aTta n Bpems NOnbITKW MOAKIOYEHUS.

MpunoxeHne MOMHbIM MyTb K WCMOMHSEMOMy haiily MpUIIOXKEHMS],
COBEPLUABLUEro MOMbITKY MOAK/IIOYEHNS,, €ro uMs 1
naeHtTndumkatop npouecca (PID).

Wmsa npasuna HaseaHne npaBwna, cornacHoO KOTOPOMy MOMbiTka Obina
obpaboTaHa.

158



T4
)}
““

P
$

8. BpaHamayap Dr.Web | 159

HanpasneHve MNH1umaTop noaknoveHuns:

o Bxopsiiee — TNpaBUIO TMpPUMEHSIETCS, eCn
VHALMWPYETC  MOAKIIOYEHWE U3 CeTh K
NporpaMMe Ha BalleM KOMMbIOTEPE;

e Wcxopsiwee — nMpaBuIO MPUMEHSIETCS, €CU
NOAK/IOYEHNE MHULMMPYET NMporpaMMa Ha BalleM
KOMMbHOTEPE;
e JIlo60e — MpaBWIO  MPUMEHSIETCA  BHE
3aBMCMMOCTM OT TOFO, KTO SIBNISIETCS MHULIMATOPOM
NOAK/IOYEHUS.
Pe3ynbTaT YKa3blBaeT Ha AeNCTBUE, BbINOHEHHOE BpaHaMayspom

npu NonbITKE NOAKIIOYEHNS:

e 3abnokupoBaH — MomnbiTka NOAKMOYeHMs bblna
3abnoKkMpoBaHa;

o PaspelueH — nogkioyeHne 6bi10 paspeLueHo.

LleneBoii agpec  [pOTOKOJ, aApec yAaneHHOro XocTa M MopT, Mo KOTOPbIM
OCYLLECTBISNIOCh MOAKITIOUEHME.

Bbl MoxeTe COXpPaHUTb VIH(bOpMaLl,VIIO B OT4YeETE WIN OYUCTUTb
XKYpHarn.

CoxpaHeHue XypHana

YT06bI COXpPaHUTb VIH(bOpMaLl,VIIO 0 MonbITKax I'IpVIJ'IO)KeHVIVI
NOAKMIUYUTBCA K CETU, HAXKMUTE KHOMKY Coxpanrb N YKaXUTE UMA
daina.

OuucTka xypHana

YTobbI YOanUTb U3 XXypHana yCTapeBLYO VIH(bOpMaLl,VIIO O MonbITKax
I'IpVIJ'IO)KGHVIVI NOAKMIUYNTBLCA K CETU, HAXXMUTE KHOMKY OUnCTUTD.
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8.4.3. )XXypHan nakeTHoro mnbTpa

XypHan nakeTHoro GunbTpa XpaHUT WHQOPMaUMIO O nakeTax,
nepefaHHbIX Yepe3 YCTaHOB/IEHHbIE HA BalleM KOMMbIOTEpe CeTeBble
MHTepdeNChl, eCiM ANs 3TVUX MAKETOB YKa3aH PeXWM perucrpauum
cobbiTii TONbKO 3aronoBku Wi Becb makeT. Ecnv ana naketa
6b11 BblibpaH pexxum BbiksilOueHo, nHdopMaums 0 HEM OTpaXKaTbCsl
He 6yperT.

@ Cratuctuka

Poautenscikmil kKoHTpons SplDer Gate  SplDer Mail ~ SplDer Guard  [@se=EhivEWE]]

AKTHEHBIE Bpenma Hanpasnexie Vima npasnna Moaknouermie Conepxumoe nakeTa
NPUNOHEHNA
HypHan

NPUNOKEHWI

. Hypuan naketoro
fmnerpa

COXPEHHTE. .. O4UCTHTE

Crpasra
CromGeu  Omucawe
Bpems [ata u Bpemsi 06paboTky nakeTa.
Hanpasnexue OTnpaBuTeNb nakera:
o ™ — naKeT 6bIN NPUHST U3 ceTH;
e =/ — nakeT G6bI1 OTNPaBNeH C BaLIEro
KOMMNbtOTEpa;

o =- MaKeT, UayLwmii U3 ceTu, Hbi1 3a61I0KUPOBaH;

o« = - MaKeT, OTMNpaB/lEHHbIi C  Ballero
KOMMbloTepa, 6bin1 3a610KMPOBaH.
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MmMs npasuna HasBaHvwe npaBuna, COrllacHO KOTOPOMY MakeT 6bin
obpaboTaH.

MoaknoyeHne CeTeBOM WHTepdeENC, Yepe3 KOTOpbIM 6bin  nepeaaH
MakKkeT.

Copepxumoe WHdopMaumns o copepxmmoM nakeTa. [logpobHocTb

[eTanM3aumMn 3aBUCUT OT HacTPOeK MpaBuJl MaKETHOM
¢punbTpaummn (napametp Pexxum otyera).

Bbl MOXeTe cCOXpaHWTb WHGOpMaUMIO B OTYETE WM OYUCTUTL
XKypHan.

CoxpaHeHue XypHana

Ytobbl coxpaHuTb WMHdOpMauMio O nakeTax, 06paboTaHHbIX
Bpanpmayspom Dr.Web, HaxmuTe KHONKy COXpaHUTb N YKaXute
ums aiina.

OuucTka xypHana

YTo6bl YAanuTb M3 XXypHana YCTapeBlUyl0 MHGOPMaLMI0 O MaKeTax,
06paboTaHHbIX BEpaHaMay3poM, HaXKMUTE KHOMKY OUUCTUTD.
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9. ABTOMaTnueckoe o6HoBNeHue

9. ABTOMaTnueckoe obHoBeHue

Ons obHapyXeHusi BPefOHOCHbIX O6BEKTOB aHTUBMPYChbl KOMMAHWK
UCMONb3YIOT  CrieumasbHble

, B KOTOpPbIX COAepXUTCS MHdOpMaums 060 BCEX U3BECTHbIX
BPEAOHOCHLIX MporpaMMax. Tak Kak KaXablh [eHb MOSIBASIOTCS
HOBblE BMPYCHblE Yrpo3bl, TO 3TW 6asbl TPebylT MNepUOAMYECKOro
06HOBNeHNs1. Takoe OBHOB/IEHWE MO3BONSIET O6HapyXWBaTb paHee
HEM3BECTHbIE BMPYChl, 6/I0KMPOBaTb MX pacnpoCTpaHeHWe, a B psiae
C/Ty4aeB — U3MIEYMBATL paHee HeuseunMble 3apaXxxeHHble dainbl.

BpeMsi OT BpeMeHW COBEpLUEHCTBYIOTCS @HTMBMPYCHbIE anrOpUTMbI,
peanu3oBaHHble B BMAE WCMOMHSEMbIX (DAWOB U MPOrpaMMHbIX
6vbnuoTek. bnarogaps onbITy 3KCrayaTaumm

MCNPABNAOTCS O6HAPYXXEHHbIE B MporpaMMax OwubkM, 06HOBNSIETCS
cucTeMa MOMOLLM M JOKYMEHTaLuUsI.

[ns noppepxaHus akTyanbHOCTW BMPYCHbIX 6a3 M MPOrpaMMHbIX
anropuTMOB  KOMMaHuen peanv3oBaHa cucTeMa
pacnpocTpaHeHusi OOHOBNEHW uyepe3 ceTb VHTepHeT.

MO3BOJISIET BaM B TeYeHWe Cpoka [AencTBus
NVLEH3UN 3arpyXxaTb W YCTaHaBnMBaTb AOMOSIHEHUS K BUPYCHbIM
6a3aM 1 06HOBNEHHbIE MPOrpaMMHbIE MOAYN.
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9.1. 3anyck o6HOBNEeHUS

[na 3anycka Moayns 06HOBJIEHUSA Bbl MOXETE MUCMOSIb30BaTb OAHO
13 cnegyrwmnx Ccpeacts:

e B pEXMMe KOMaHOHOMW CTPOKM Bbi3BaTb WCMOJHSAEMbIN haiin
drwupsrv.exe 13 kaTasiora yCTaHOBKW MpOrpaMmbl AHTUBUPYC
Dr.Web;

e MyHKT O6HOBNEHME KOHTEeKCTHOrO0 MeHI0 3Hadka SplIDer
Agent & 5 o6nactu yBegomneHuii Windows.

Mocne 3anycka Moayns o6HOBNEHUS MOSIBUTCS AMANoroBoe OKHO,
B KOTOPOM oTO6paxkaeTcsi MHopMaums 06 akTyasbHOCTU BMPYCHbIX
6a3 1 KOMMOHEHTOB, a Takxe AaTa nocnegHero o6HoBneHus. Mpu
Heob6X0AMMOCTM M3 3TOr0 OKHA Bbl MOXETE 3anyCTUTb OBHOBIIEHME.
HacTpouTb HeobxoauMble MapaMeTpbl Bbl MOXeETe B pasgene
O6HoBNeHne OCHOBHLIX HacTpoek paboTbl NMPOrpaMMbl.

OTuéT 3anucbiBaeTcs B ann dwupdater.log, KoTopbli HaxoauTcs
ﬂ B kaTanore %eallusersprofile%)\Application Data\Doctor Web\Logs\
(B Windows 7 B katanore %allusersprofile%\Doctor Web\Logs\).

# O6roeneqwe DrWeb

ObHoBNEHNe
OBHoBReHue He TpebyeTcA
Dr \Web obHoBRAET BUpyCHble BA3kl M KOMNOHEHTEI MO 3anpocy
nonL30BaTens.

MocnegHee obHoenenne: 26.8.2013 14:05
3anycTute
Cnepgyrowee obHoenenne: Bpyunyio

Mouemy HeoBxoguMEl perynApHele obHoBNeHMA?
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3anyck o6HoBneHus

I'IpM 3anycke obHoBNEHNS nporpamMma npoBeEpAET  Hanandune
JMUEH3NUOHHOIO  Kno4eBoro q)aﬁna B KaTanore YCTaHOBKMW. I'IpM
OTCYTCTBUN KNKOYEBOIo q)aﬁna 06HOBNEHNE HEBO3MOXHO.

Mpu Hanuuum kNo4eBoro Gakna NnporpamMMa NPOBEPSIET Ha cepBepax
KOMMaHun , He sBNsSeTCs nM  KIo4eBon dainn
3abnokupoBaHHbIM (6110kMpoBKa aiina Npou3BOAUTCS B C/lyYae ero
auckpegutaumu, T. €. BbiiBNeHUS (QaKTOB ero  He3akOHHOro
pacnpocTpaHeHus). B cnyyae 6nokuMpoBku  OBHOBRNEHWe  He
NpOU3BOANTCS, KOMMOHEHTbI MPOrpamMmbl MoryT
6bITb 3a6110KMPOBaHbI; MOSIL30BATENIO BbIAAETCA COOTBETCTBYHOLLEE
coobLueHue.

B cnyyae 6n0KMpOBKM Ballero KaoyeBoro aina CBSXKWUTECH C
JWNEepoM, y KOTOpOro Bbl Mprobpenm

Mocne ycnewHoW nNpoBeEpKM K/o4eBoro (paina npomcxoaut
obHoBneHue.  [lporpaMMa  aBTOMaTU4YeCKM  3arpyxaetr  BCe
06HOBNEHHbIE (halnbl, COOTBETCTBYIOLLME BaLLEN BEPCUMM MPOrPaMMbl

, @ C/IM YCNOBMS BalLEN MOAMWUCKM paspeLuatoT
3TO, 3arpy><atoT HOBYIO Bepcuto (B C/lyyae ee BbIxoaa).

Mpu O06HOBNEHUM WCMONHSIEMbIX ainoB M 6GUMBNMOTEK MOXET
notpebosaTbCs  nepesarpy3ka  KoMMbioTepa. Monb3oBaTtenb
usgeLlaeTcs 06 3ToM npu NOMOLUM MHPOPMALIMOHHOIO OKHa.

' y n Ha4YMHaT UCMOb30BaTb
Lo 06HOB/NEHHbIE 6a3bl aBTOMATUYECKM.

Mpu 3anycke Moaynst aBTOMaTUYECKOro 06HOBMEHNS MO pacnmcaHuio
WM B pEXMME KOMaHZHOM CTPOKM WCMONb3ylOTCS MapaMeTpsl
KOMaHZHOW CTPOKM (CM. ).

164



T4
)]
“N

P
$

MpunoxeHus

NMpunoxxeHus

MpunoxxeHue A. [lononHUTENbHbIE
napaMmeTpbl KOMAaHAHOMN CTPOKM

[JlononHutenbHble  MapaMeTpbl  KOMaHAHOW  CTpoku  (k/oyu)
MCMONb3YIOTC ANS 3ajaHus MapaMeTpoB MNporpamMMmaM, KoTopble
3aMycKatoTCsl OTKPLITUEM HA BbINOJSIHEHWE UCTONHsieMoro daina. 3To
oTHOCUTCA K , n K

Kntoun HaumHaloTcsa € cumBona «/» N, KaK N OCTaJlbHbl€ NapaMeTpbl
KOMaHAHoM CTPOKW, pa3fenatoTca np06enaMM.

I'IapaMeprl nepe4vyncneHbol B a)'ld)aBMTHOM nopsake.

MapameTtpsbl ana CkaHepa n KoHCconbHOro
CKaHepa

e /AR —  aBTOMaTWYeCKM  MpUMEHSTb  AEWCTBUSE K
obHapyeHHbIM yrpo3am. (Tonbko ans ).

e /AC - nMpoBepsATb  MHCTaNNAUMOHHble  nakeTbl. [lo
YMONYaHUIO — ONUMS BKOYEHA.

e /AFS - WCMONb30BaTb MpsIMOM Clew Npu  yKasaHuu
BNOXEHHOCTW BHYTpM apxuea. [lo yMonyaHuio — onuus
OTK/IIOYEHa.

e /AR - npoBepaTb apxuebl. [l0 yMOnYaHWIO — oONuUMs
BK/tOYEHa.

e /ARC: <Yucrio> — MaKCMMalbHbIl YpoBeHb CxaTtus. Ecnu

CKaHep onpefensieT, 4to Ko3(MhUUMEHT CkaTus apxuBa
MpeBbILIAET  yKa3aHHbLIM, pacnakoBka W  MpoBepka He
npousBoanTcst. Mo yMonuaHuio — 6e3 orpaHUYEHUI.
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/ARL: <4ucrio> — MaKCUManbHbIl YPOBEHb BNOXEHHOCTU
npoBepsieMoro apxumea. o ymonuyanuio — 6e3 orpaHuyeHui.
/ARS: <4ucrio> — MaKCMMalbHbIi pa3Mep NpOBEPSIEMOro
apxvBa, B kunobanTax. Mo ymMmonuyaHuio — 6e3 orpaHuyeHui.
/BRT: <yuc/io> — TMOPOr MpPOBEPKM  YPOBHA  OKaTus

(MUHMManbHBIM pa3Mep dalna BHYTPU apxuBa, HauMHas C
koToporo 6yaeT npou3BOAUTBLCS MpoBepka KoadduumeHTa
oxaTust), B kunobaiitax. Mo ymonuaHuio — 6e3 orpaHnyeHui.
/ARX: <4ucfio> — MaKCUMasbHbIi pasMep MpoBepsieMbIX
00beKTOB B apxuBax, B kunobairax. Mo ymonyaHuio — 6e3
OrpaHUYEHNI.

/BI - BbIBECTM WHGpOpMaUMO O BUPYCHbIX 6a3ax. [lo
YMONYaHUIO — ONUMS BKOYEHaA.
/DR — peKypcMBHO poBepsATb AMpekTopun (NpoBepsTb

noaavpekTopum). Mo yMonyaHuto — onuust BKIlOYeHa.
/ E: <yucno> — NpOBECTV NMPOBEPKY B YKa3aHHOE KONWUYECTBO
MOTOKOB.

/FAST — Npou3BecTu cuctembl. (Tonbko

ana ).

/FL: <ums_gpalina> — NpoBepsTb NyTW, YKa3aHHble B daiine.
/FM: <macka> - npoBepsTb cainel no Macke. [lo
YMOJTHaHUIO — NPOBEPSIIOTCA BCE dhalnbl.

/FR: <peeyrnisipHOe_ebipaxeHue> — MnpoBepsiTb dainbl no

perynspHoOMy BblpaxkeHuto. 1o yMon4aHuio — NpoBepATCS BCe
aiinel.

/FX: <Macka> — He npoBepsiTb (halnbl, COOTBETCTBYIOLLME
Macke. (Tonbko Ans ).

/FULL - nNpOM3BECTU MOJHYI0 MNPOBEPKY BCEX JKECTKUX
OMCKOB UM CMEHHbIX HocuTenel (Bklo4as  3arpy3oyHble
cekTopbl). (Tonbko ans ).

/Hwnn /? — BbIBECTW HA 3KPaH KPaTKylo Cnpasky o paboTe ¢
nporpammoii. (Tonbko ans ).

/HA — Npou3BOAWTb 3IBPUCTUYECKUIA aHanu3 (ainos 1 Nouck
B HWX HEM3BECTHbIX BMPYcoB. [0 yMonuaHuio — onuus
BK/tOYEHa.
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/KEY: <kmoyeesol_cpalin> — yKa3aTb NyTb K K/IOYEBOMY
¢danny. MapamMeTp HeobXoauM B TOM Ciyyae, €Civ KSItoYeBOM
ain HaxoauTCcs He B TOW e AMPEKTOPMM, YTO U ckaHep. Mo
ymonyaHui — wucronb3yetcs drweb32.key wnu  gpyrow
noaxoaawmin knioyeson aitn 13 ampekTopumn c:\Program
Files\DrWeb\.

/LITE — NpOM3BECTU CTapTOBYH MPOBEPKY CUCTEMbI, MpU
KOTOPOW NPOBEPAIOTCS OMepaTMBHas NaMsTb, 3arpy30yHble
CEKTOpbl BCEX AWCKOB WM OBBLEKTbl aBTO3aMycKa, a Takxke
NpoBeCTM MNPOBEPKY Ha Hanuume pyTkutoB. (Tonbko Ans

/LN — npoBepsTb (aiifibl, HA KOTOpbIE YKa3blBAOT SIPSbIKM.
Mo yMonuaHuio — onuus OTKOYEHa.

/LS — npoBepaTb noA y4veTHoW 3anucbio LocalSystem. Mo
YMOJTH@HUIO — ONUMsl OTKIIKOYEHa.

/MA — npoBepsTb No4ToBble (ainbl. Mo yMonyaHuio — onuumst
BKJIOYEHA.

/MC: <yucro> — YCTaHOBWTb MaKCUMasibHOE YWCIO0 MOMbITOK
BblNeunTb Gann. Mo ymonuyaHuio — 6e3 orpaHnyeHui.

/NB - He co3gaBaTb pE3EPBHblE KOMUM  BblIEYEHHBIX/
yAaneHHbIX daiinos. Mo yMonyaHuio — onuust OTK/OYEHa.
/NI[:X] — YpOBEHb MCMONb30BaHUS PECYPCOB CUCTEMbI, B

npoueHTax. OnpenensieT KONMYeCTBO MaMsiTM WCMOMb3yeMOM
A1 MPOBEPKU U CUCTEMHBIN NMPUOPUTET 3aaaun npoBepku. Mo
yMOnYaHuto — 6e3 orpaHu4eHui.

/NOREBOOT - OTMEHSIET nepe3arpy3ky W BblK/toUeHue nocne

npoBepku. (Tonbko Ans ).

/NT - nposepsitb NTFS-notoku. o ymonuyaHuo — onuus
BKJTIOY€EHa.

/OK — BblBOAWUTb MOJSHBLIA CMUCOK MpOBEPSiEMbIX OOBLEKTOB,

conpoBoXaas HesapaxxeHHble nometkoin OKk. Mo ymonyaHuio —
onuus OTKOYEHa.
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e /P: <puopumem> — TPUOPUTET  3anylleHHOW  3ajauu

npoBepku B 06LLEel ouepeamn 3a4ay Ha NPOBEpPKY:

e 0 — HU3LLKUNA.

o | — HUBKMUN.

e N — 06blYHbINA. [TPUOPUTET MO YMONYAHMIO.

e H — BbICOKWIA.

e M — MakcUManbHbIN.
/PAL: <4uc/io> — MaKCUMaJibHbIi YPOBEHb BOXEHHOCTU
YNaKoBLMKOB  ucnonHsiemoro  paina. Ecnm  ypoBeHb
BNOXEHHOCTW MPEBbIWAET  YKasaHHbLIM, npoBepka byaer

NpPOU3BOANTLCS TOMBbKO A0 YKA3aHHOMO YPOBHSI B/IOXKEHHOCTW.
Mo ymonyaxuio — 1000.

/RA: <umsi palina> — gonucatb OT4YeT 0 paboTe NporpamMmbl B
yKa3aHHbI dann. Mo yMonyaHuio OTUYET He CO3AaeTcs.
/RP: <umsi ¢palina> — 3anucaTtb OTYeT 0 paboTe nporpamMmbl B
yKa3aHHbIn dann. Mo yMonyaHuio OTYET He CO3AaeTcs.
/RPC: <yqucrio> — TalMayT coeiMHeHusi ¢ Scanning Engine, B

cekyHgax. [lo ymonyaHmo - 30 cekyHa. (Tonbko Aans
).

/RPCD — MCMO/Sb30BaTb AMHAMUYeCKuUi naeHTugukatop RPC.

(Tonbko ans ).

/RPCE — MCMNOSb30BaTb AMHaMUueckuii uenesoi aapec RPC.

(Tonbko ans ).

/RPCE: <ueneeoli_adpec> — WCMNOMb30BaTb  YKa3aHHbIN

uenesol agpec RPC. (Tonbko ans ).

/RPCH: <ums_xocma> — WUCMNOoMb30BaTb yKa3aHHOE UMS XOCTa

ans Bbi3oBoB RPC. (Tonbko ans ).

/RPCP: <r1pomokKo/’> — WCMNOJMb30BaTb YKa3aHHbIA MPOTOKOS
RPC. Bo3MOXHO wcnonb3oBaHWe NpoTokonoB: Ipc, np, tcp.
(Tonbko ans ).

/QL — BbIBECTM CMMCOK Bcex alNoB, MOMELLEHHbIX B
KapaHTMH Ha Bcex Aauckax. (Tonbko Ans

).

/QL: <ums_noauyeckoeo_Oucka> — BbIBECTU CMUCOK BCeX
(aiinos, NoOMeLLEHHbIX B KapaHTWH Ha YKa3aHHOM JIOMMYECKOM
ancke. (Tonbko ans ).
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/QNA - BbIBOAUTb nyTn B [BOWHBIX KaBblYKaXx.

/JOR[:[dl[:p]] - ydanuTb (alnbl C yKa3aHHOro Aucka
<d> (ums_noeu4yeckoeo_0ucka), Haxogdwme B KapaHTUHe
Jonblie <p> (koruyecmeo) AHeW. Ecnn <d> 1 <p> He ykasaHbl,
TO 6yAyT ynaneHbl Bce dainbl, HaXOAsLMECS B KapaHTUHE, CO
BCEX norumdeckux auckoB. (Tonbko Ans

).
/QUIT - 3aKpbiTb nocne nposepkn (BHe
3aBUCUMOCTU OT TOro, 6bIMM N NPUMEHEHbI AEWCTBUSI K
obHapyxeHHbIM yrpo3am). (Tonbko ans ).
/REP - poBepsiTb MO CWMMBOMIbHbIM  CCbifikaM. [lo
YMONYaHUIO — ONUMS OTK/OYEHa.
/SCC — BblBOAUTb COAEPXMMOE COCTaBHbIX 06bekToB. [0

YMONYaHUIO — ONUMS OTK/OYEHa.
/SCN - BblBOAWTb Ha3BaHWEe WHCTaNNAUMOHHOIO naketa. o
YMONYaHUIO — ONUMS OTK/OYEHa.
/SILENTMODE - 3anyCTWTb NPOBEPKY B (POHOBOM pexuMe.
Ecnv npu nposepke 6yayT obHapy>eHbl yrpo3bl, OTKPOETCS
OKHO CO CMUCKOM Yrpo3. B npoTuBHOM
cny4yae okHO He byaet oTobpaxkeHo. (Tonbko ans ).
/SLS — BbIBOAUTb JIOMM Ha 3KpaH. Mo yMOnYaHuio — onuus
BKtoYeHa. (Tonbko Ans ).
/SPN - BblBOAWTb Ha3BaHWe ynakoslwuka. o ymonyaHuio —
onuus BKIIOYEHa.
/SPS — oTtobpaxaTb npouecc npoBefeHuss nposepku. [lo
YMON4YaHUIo — onuus BkoYeHa. (Tonbko Ans

).
/SST - BbIBOAUTL BpeMsi MpoBepku daiina. Mo ymonyaHuo —
onuusa OTKIIOYEHa.

/TB — BbINOMHATL MPOBEPKY 3arpy304YHblX CEKTOPOB MU
INABHbIX 3arpy304HbIX cekTopoB (MBR) »eCTKOro aucka.
/TM — BbINOMHATb MOMCK Yrpo3 B OMEPATUBHOW MaMSTU

(Brntoyas cuctemHyto obnacts Windows).
/TR — MpOBEPSTb CUCTEMHbIE TOUKM BOCCTAHOB/EHUS.
/TS — BbINONHATL MOMCK Yrpo3 B cainax asTo3anycka (no

nanke ABTO3arpy3ka, CUCTeMHbIM ini-baiinam, peectpy
Windows).
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e /W:<yucno> — MaKCUManbHOEe BpeMs MpPOBEPKM, B CeKyHAaX.
Mo ymonuaHuio — 6e3 orpaHnyeHui.

e /WCL - BblBO4, COBMecTMMbI c drwebwcl. (Tonbko ans
).
e /X:S[:R] — MO OKOHYAHMW MPOBEPKM NMEpPeBeCcTV MalUuHy B

YKa3aHHbIN ~ PeXuM:  BbIK/IIOYEHWUE/Nepe3arpysKa/ KayLumi
PEXUM/CNALLMNIA PEXXMM.,

3ajaHne OeWCTBUM C pas3MyHbiMi 0bbekTamu (C — BblIeuUTb, Q —
nepemMecTuTb B KapaHTwH, D - ypanuTtb, |- wrHopvpoBsaTb, R -
uHbopMUpoBaTh. [lencTBre R BO3MOXHO TOJIbKO ANns

Mo yMonuaHuoo Ana Bcex — MHMOPMUpoBaTb (Takxke
TONbKO Anst )):

e /AAD: <delicmeue> — AEWUCTBUS AN PEKSTaMHbIX MNporpaMM
(Bo3MOXHble  pgeiictBusi:  DQIR, no  ymMonyaHuio  —

MHMOPMUPOBAHUE)

e /AAR: <Qelicmeue> — [eUCTBUS C  WUHDUUMPOBAHHLIMU
apxuBamMn (BO3MOXHble AeWcTBMS: DQIR, Mo yMonYaHuio —
MHHOPMUPOBAHUE)

e /ACN: <Qelicmeue> — [deUCTBUS C  WUHDUUMPOBAHHLIMU

WHCTaNNSIUMOHHBIMKA NakeTaMu (BO3MOXHble fencteus: DQIR,
no yMOS4aHWio — MHPOPMUpPOBaHUE)

e /ADL: <Oelicmeue> — [EWCTBMSI C NporpaMMamu [03BOHa
(BO3MOXHble  genctBua:  DQIR, nNo  yMONMYaHUiO — —

MHMOPMUPOBAHUE)

e /AHT: <Oelicmeue> — pOEACTBMS C NporpamMMamu B3/IOMa
(BO3MOXHble  genctBua:  DQIR, N0  yMOnMYaHUiO — —
MHHOPMUPOBAHUE)

e /AIC: <Oelicmeue> — [ENCTBUS C HeuzneuymmbiMu cannamu
(BO3MOXHble  feicTBus:  DQR, NO  yMOnuYaHuto — —

MHMOPMUPOBAHUE)

e /AIN: <Qelicmeue> — [dEUCTBUS C  UHDUUMPOBAHHLIMU
dannamm (Bo3MOXHble aenctsusi: CDQR, No yMOMYaHuio —
MHMOPMUPOBAHUE)

e /AJK: <Oelicmeue> — [AEWCTBMSI C NpoOrpamMMaMu-LIyTKaMu
(BO3MOXHble  genctBua:  DQIR, nNo  yMONMYaHUiO — —
MHHOPMUPOBAHUE)
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e /AML: <Qelicmeue> — [OEUCTBUS C  WUHDUUMPOBAHHLIMU
noytoBbiMM  chainamn  (BO3MOXHble geicTBusi: QIR, no
YMON4YaHUIO — MHHOPMMPOBAHKE)

e /ARW: <Qelicmeue> — AENCTBUS C MOTEHLUMANIbHO OMACHLIMK
dannamm (BO3MOXHble AedcTBMS: DQIR, no yMONYaHuo —
MHMOPMUPOBAHUE)

e /ASU: <Qelicmeue> — OEACTBUS C NOAO3PUTENbHBIMU (harnamm
(BO3MOXHble  peictBus:  DQIR, nO  yMOnYaHuo  —
MHMOPMUPOBAHUE)

HekoTopble K/IOUM MOryT MMETb MOAMGUKATOPbI, C MOMOLLbIO
KOTOPbIX PEXWM SIBHO BK/OYAETCS NM60 OTKoYaeTcs. Hanpumep:
/AC-  pexuM SIBHO OTK/OYAETCS,
/AC, /AC+  PpEXWUM SBHO BKIOYAETCS.

Takasi BO3MOXHOCTb MOXET ObITb MOSi€3Ha B Clyyae, €Cv pexuM
BKJIIOYEH/OTK/IOUEH MO YMOSIY@HUIO WK MO BbINOJIHEHHLIM paHee
yCTaHOBKaM B  KOHdWrypauuoHHoM danne. CInCOK  KITOYen,
[OMyCKaloLWwmx NpuMeHeHne MoaudukaTopos: /AR /AC /AFS /BI
/DR /HA /LN /LS /MA /NB /NT /OK /QNA /REP /SCC
/SCN /SPN /SLS /SPS /SST /TB /TM /TS /TR /WCL.

Ona knoya /FL MoaucukaTop «-» O3HayaeT: MpoBepsTb NyTw,
nepeunciieHHble B yka3aHHOM daiine, U yaanuTb 3TOT daiin.

Onsa knoyen /ARC /ARL /ARS /ART /ARX /NI[:X] /PAL
/RPC /W, nNpUHMMAIOWMX B KayecTBe 3Ha4yeHusi MapaMeTpa
<yucro>, «0» O03HayaeT, 4TO MNapaMeTp wucnosb3yeTca 6e3
OrpaHUYEHNI.

MpvMep WCMOMb30BaHWsl KItOYEen nNpu  3anycke

[ <nyTb_x_nporpamme>] dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb BCe aiifbl, 33 MCK/IIOYEHWEM apxXMBOB, Ha aucke C,
MHOULUMPOBaHHbIE  (alinbl  1IeYNTb, HEWU3NEYMMbIE TMOMECTUTL B
KapaHTWH. [Ns aHanornmyHoro 3arycka

Heo6x0aMMo HabpaTb MMSl KOMaHAbl dwscanner.

171



MpunoxxeHus

MapameTpbl ans Moayns o6HoBNEeHus

O6wme napamMeTpbl:

-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg

--log-dir arg

--log-file arg (=dwupdater.log)

-r [ --repo-dir ] arg

-t [ --trace ]

-c [ --command ] arg (=update)

-z [ --zone ] arg

BblBECTM Ha 3KpaH KpaTKyl CrpaBkKy O
paboTe ¢ NporpamMmon.

oTyeTa:  error
(pacLumpeHHbiit),

YpoBeHb  AeTanu3auuu
(cTaHgapTHbI),  info
debug (0TnagouHbIN).

Katanor, B KOTOPOM
PEMNO3UTOPUI U HACTPOMKMU.

pa3MelLeHbl

Katanor,
OTYeT.

B KOTOpOM Oyger coxpaHeH

Wmsi daiina oTyeTa.

Katanor peno3utopus, (MO yMOMYaHUIO
<data_dir>/repo).

Br/1l0UnTL TPaccMpoBKy.

BbinonHsieMass koMaHpa: getversions -
nosyynTb  Bepcuu, getcomponents —
NoJly4nTb KOMMOHEHTbI, init =

MHMUManu3aumsi, update — o6HOBneHue,
uninstall — yganuTtb, exec — BbINOMHUTD,
keyupdate — o6HoBuTb KoY, download —
CKayaTb.

CrMcok  30H, KOTOPbIV
UCMOJb30BaTbC  BMECTO
KOHUrypaLroHHOM daline.

byner
3afaHHbIX B

MapameTpbl KOMaHAbl MHMUManu3aumm (init):

-s [ --version ] arg

-p [ --product ] arg

Homep Bepcun.

HassaHune npoaykra.
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-a [ --path ] arg

-n [ --component ] arg

-u [ --user ] arg
-k [ --password ] arg

-g [ --proxy ] arg

-e [ —exclude ] arg

MyTs, Mo koTopoMmy Oyaer ycTaHOBNEH

NPOAYKT. 3ST0T Kararnor 6yner
MCMONb30BaTbCs MO YMONYaHUIO B
KayecTtee Kartasnora ans BCEX

KOMMOHEHTOB, BK/IOYEHHBIX B MPOAYKT.
Mogynb o6HOBneHus 6yaeTr npoBepsTb
Hanuume KtoYeBoro aiina WMMEHHO B
3TOM Karasore.

MM KOMMOHEHTa W KaTasor YCTaHOBKU B
dopmate <name>, <install path>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
[Maponb nonb3oBaTens NpoKcu-cepeepa.

Mpokcn-cepeep onsi  ObHOBREHWs B
dopmMaTe <adpec>: <nopm>.

MMs  KOMMOHEHTa,  KOTopbii  Byzer
WCK/IOYEH U3 MPOAYKTa MPU YCTaHOBKE.

MapameTpbl kOMaHAbl 06HOBNEeHus (update):

-p [ --product ] arg

-n [ --component ] arg

Ha3BaHuwe npogykta. Ecim  Ha3BaHue
yKazaHo, TO  6yger  mpousBeaeHo
06HOBJIEHME TOMBbKO 3TOr0 MpoaykTa. Ecnm
MPOAYKT HE YKa3aH W He YyKasaHbl
KOHKPETHbIE KOMMOHEHTbI, 6y,qu
Npon3BEAEHO 0bHOBEHME BCeX
NpoaykToB. ECiM ykasaHbl KOMMOHEHTHI,
byner npov3BeaeHo obHoBneHVE
YKa3aHHbIX KOMMOHEHTOB.

MNepeyeHb KOMMOHEHTOB, KOTOpble
Heo6XxoavMMo O6HOBWTL [0 OMpeaeneHHow
mMoamdmKaumm.

®opmart: <name>, <target revision>.
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-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

-g [ --proxy ] arg

-u [ --user ] arg
-k [ --password ] arg

--param arg

- [ --progress-to-console ]

MNepe3anyck nocne 0O6HOBNEHUS MoAyns
06HOBMIEHMSA. 10 yMOMYaHWIO 3HayeHue
yes. Ecm ykasaHO 3HayeHMe no, TO
BbIBOAWTCS npeaynpexzaeHve o}
HeobxoaMMOCTH nepesanycka.

Monyuntb cnucok IP-agpecoB update.
drweb.com nepepn obHoBnEHNEM.

MOoXeT 6biTb OAHUM U3 CNEAYIOLUX:

o reset-all = NpUHyaUTENbHOE
06HOBNEHME BCEX KOMMOHEHTOB;

o reset-failed - cbpocuTe  BCe
M3MEHEHUS] ANS  MOBPEXAEHHbIX
KOMIMOHEHTOB;

o normal-failed = NonbITaTbCs

06HOBUTb KOMMOHEHTbI, BK/OYas
NMOBpPEXAEHHblE, [0  MNocneaHen
160 A0 yKasaHHOW Bepcum;

e update-revision = 06HOBUTb
KOMMOHEHTbI B Mpeaenax TeKyluen
peBu3nu;

e normal = 06HOBUTb BCE
KOMMOHEHTBI.

MNpokcn-cepeep ansi  OBHOBREHWs B
¢opmMaTe <adpec>: <nopm>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
[Maponb nonb3oBaTens NpoKcu-cepeepa.

MepenaTtb AOMONHMTENBHBIE NApaMeTpbl B
CKpUNT.
dopmMart: <umsi>: <3Ha4yeHue>.

BblBECTM Ha KOHCOMb MHGOPMaLM0 O
3arpy3ke 1 BbIMOJIHEHUWN CKpUMTa.
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Oco6ble napaMeTpbl KOMaHAbl UCNOJIHEHUS (exec):

-s [ --script ] arg
-f [ --func ] arg

-p [ --param ] arg

- [ --progress-to-console ]

MapamMeTpsl KOMaHAbl

(getcomponents):

BbIMOMHWTL YKa3aHHbIN CKPUMT.
BbIMOMHUTL (DYHKLMIO CKpUMTA.

MepenaTte AOMONHMTENBHBIE NapaMeTpbl B
CKpUNT.
dopmMart: <umsi>: <3Ha4yeHue>.

BblBECTM Ha KOHCOMb MHGOPMaLM0 O
Nporpecce BbINMOIHEHNS CKpUMTa.

nosy4yeHumsa KOMIMOHEHTOB

-s [ --version ] arg

-p [ --product ] arg

Homep Bepcun.

YKaxuTe UMs npogykta, uYTobbl YBUOETD,
KaKve KOMMOHEHTbl OH BKIOYaeT. Ecim
NpOAYKT He ykasaH, GyayT BbiBeAeHbl Bce
KOMMOHEHTbI 3TOI BEPCUU.

MapaMeTpbl KOMaHAbl NONyYeHUsI U3MeHeHuii (getrevisions):

-s [ --version ] arg

-n [ --component ] arg

Homep Bepcun.

VIMS1 KOMMOHEHTA.
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MapameTpbl kOMaHAbl yaaneHus (uninstall):

-n [ --component ] arg VM KOMMOHEHTA, KOTOPbIA HeobXxoarMo
yAnUTb.

-I [ --progress-to-console ] BbiBeCTM uHMOPMaUMIO O  BbINOSHEHWUN
KOMaHAbl Ha KOHCOJb.

--param arg MNepepaTb AONONMHUTENbHBIE MapaMeTpbl B
CKPUMT.

dopmar: <umsi>: <3Ha4yeHue>.

-e [ --add-to-exclude ] KoMnoHeHTbl, koTopble 6yayT yaaneHsl u
nx 0bHOBMIEHNE NPOM3BOANTLCS He byaer.

napamerpbl KOMaHAbl aBTOMaTUYECKOIro 06HOBNIEHUA KIO4Ya
(keyupdate):

-m [ --md5 ] arg KoHTponbHas cymma md5  craporo
KtoueBoro caiina.

-0 [ --output ] arg Mmsa daiina.

-b [ --backup ] PesepBHoe KOMupoBaHve CTaporo
KITOYEBOTO chalifia, ECIN OH CyLIECTBYET.

-g [ --proxy ] arg Mpokcn-cepeep  ans  O6HOBNEHMsS B
dopmMaTe <adpec>: <nopm>.

-u [ --user ] arg MMs nonb3oBaTensi Npokcu-cepeepa.

-k [ --password ] arg Maposnb nonb3oBaTensi NPoOKCU-cepeepa.

-I [ --progress-to-console ] BblBECTM Ha KOHCOMb MHGOPMaLM0 O

3arpyske KtoueBoro daiina.
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MapameTpbl kOMaHAbl ckaunBaHua (download):

--zones arg

--key-dir arg

- [ --progress-to-console ]

-g [ --proxy ] arg

-u [ --user ] arg
-k [ --password ] arg
-s [ --version ] arg

-p [ --product ] arg

daiin, cogepxallmii CCoK 30H.

Katanor, B KOTOPOM HaxoAuTCs KIO4YEBOK
anin.

BbiBeCcTv MH(OPMaLMIO O  BbIMONHEHUN
KOMaH/bl Ha KOHCOJb.

MNpokcn-cepeep onss  OBHOBREHWs B
dopmMaTe <adpec>: <nopm>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
Maposnb nonb3oBaTesnsi NPoOKCU-cepBepa.
Nms Bepcun

HassaHue npoaykTa, KOTOpbIN
HeobxoAMMO cKkayaTb.
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Koabl BO3BpaTa

BO3MOXHble 3HayeHus Koaa BO3BpaTa W COOTBETCTBYWOWME UM
cobbITns cneaywowme:

OK, He 06Hapy>XeHO BUPYCOB U/ NMOAO3PEHNUI Ha BUPYChI

O6Hapy>keHbl 3BECTHbIE BUPYChI

0

1

2 ObHapy>«eHbl MOANdVKALIMKN N3BECTHBIX BUPYCOB
4 O6Hapy»>keHbl NOA03PUTESbHBIE Ha BUPYC O6BEKTHI
8

B apxvBe, KOHTEHEPE WM MOYTOBOM SILLMKE O6HAPY>KEHbI
U3BECTHbIE BUPYChI

16 B apxvBe, KOHTEHEPE WM MOYTOBOM SILLMKE O6HAPY>KEHbI
MOANDUKALIMM U3BECTHBIX BUPYCOB

32 B apxuBe, KOHTENHEPE WM MOYTOBOM SILUMKE OBHAPYXKEHbI
NoAO3pUTESbHBIE Ha BUPYC 06BEKTHI

64 YcnewHo BbIMOSIHEHO JleYeHMe XOTs Obl  OAHOro
3apaXeHHOro BMPYCOM 0bbekTa

128 BbinonHeHo  yaaneHve/neperMeHoBaHue/nepeMelleHmne
XOT$1 6bl OAHOrO 3apaXKeHHOro daiina

Pe3ynbTupytowmii kKoa Bo3BpaTa, (POPMUpYEMbI MO 3aBeEPLUEHUIO
MpoBEPKW, PaBEH CyMMe KOAOB TeX COObLITWIA, KOTOpblE MPOU3OLLM
BO BpeMsi MpoBepku (U ero cnaraemble MOryT OAHO3HAYHO 6bITb MO
HeMy BOCCTaHOB/EHI).

Hanpumep, kop Bo3Bpata 9 = 1 + 8 o03Ha4yaeT, 4YTO BO Bpems
npoBepku obHapyXeHbl U3BECTHblE BUPYChl (BUPYC), B TOM Yucne B
apxuBe; o06e3BpexuBaHVe He MpoBOAMIOCL;, 60Mblie  HUKaKuX
«BUPYCHbIX» COBbITUI He BbiO.
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MpunoxxeHune b. Yrpo3bl n cnocobbl nx
06e3BpexxnBaHus

C pasBUTUEM KOMMbIOTEPHBLIX TEXHOSOMMIA M CETEBLIX pELLEHUI, BCe
bonbluee pacnpoCTpaHEHWE MOJSyYaloT PasfiMyHble BPEAOHOCHbIE
NporpaMMbl, HanpaB/iEHHbIE Ha TO, YTOObI TaK WM MHAYe HaHeCTw
Bped nonb3oBaTensM. Mx pasBuTME Hayanocb €le B  3Moxy
3apOXAEHMS  BbIYUC/IUTENIbHOM  TEXHWKM, " napannenbHo
pasBMBaINCb CPEACTBA 3alUMTbl OT HMX. TEM He MeHee, A0 CUX Mop
He CyLLeCTBYeT eauHOM KnaccudumKaumm BCEX BO3MOXHbIX Yrpo3, YTo
CBSI3aHO, B MepBYl0 oyepefb, C HEMpeACKa3yeMblM XapakTepoM WX
pasBUTUS M MOCTOSIHHLIM  COBEPLIEHCTBOBAHMEM  MPUMEHSIEMbIX
TEXHOJIOTUMA.

BpenoHOCHble MporpaMMbl MOFYT PacnpoCTPaHATLCS Yepes NHTEpHeT,
NOKaNbHY0 CETb, 3NIEKTPOHHYIO TMOYTY W CbEMHblE HOCUTENU
WMHdopMauun. HekoTopble paccuuTaHbl Ha HEOCTOPOXHOCTb U
HEOMbITHOCTb MONIb30BATENST M MOTYyT [EeiCTBOBaTb  MOJSIHOCTBIO
AaBTOHOMHO,  Apyrve SBASKOTCS  JWWb  WHCTPYMEHTaMu  1og
ynpaB/iEHWEM KOMMbIOTEPHLIX B3/IOMILMKOB M CMOCOGHLI HaHeCTH
BpeA AaXe HaAeXHO 3aLUMLIEHHBIM CUCTEMAM.

B [naHHOM rnaBe npeacTaBneHbl OMWCAHMS BCEX OCHOBHBLIX U
Hanbosniee pacrnpoCTPaHEHHbIX TWUMOB BPEAOHOCHBLIX MporpamMM, Ha
60pb6y C KOTOPLIMM B MEPBYIO OYepedb W HanpasieHbl pa3paboTku
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Knaccudpumkaumsa yrpos

KoMnbroTepHble BUPYCbI

[MaBHOW OCOBEHHOCTLIO TAKMX MPOrpPaMM SIBASIETCS CMOCOBHOCTH K
BHEAPEHWIO CBOEr0 KOZa B MCMOJHAEMbIN KOA4 APYrvx Nporpam.
Takoe BHeApeHue Ha3biBaeTcsl HDULMPOBaHMEM (U 3apaXKeHUEM).
B 60/bLWMHCTBE Cny4YaeB MHPUUMPOBaHHLIA hain caM CTaHOBUTCS
HOCUTENIeM BUpYCa, NpUYEM BHeAPEHHAs YacTb koda He obsizaTenbHo
byaeT coBnafdatb C OpWUrMHanoM. [JencTeusi 6ONbLUMHCTBA BUMPYCOB
HanpaB.fieHbl Ha MOBPEXAEHUE WM YHUUTOXEHWE AaHHbIX. Bupychl,
KOTOpble BHeapsitoTca B chalifibl  onepaumMoHHOM cucTeMbl (B
OCHOBHOM, WCMOSHSieMble aiinbl U AMHAMUYeCKne 6ubNMoTeKK),
aAKTMBMPYIOTCS MpW  3arycke MOPaXXEHHOW MNpPOrpaMMbl M 3aTeEM
PacnpoCTPaHAOTCS, HasblBaOTCA haknoBbIMM.

HekoTopble BMpYCbl BHeApAlOTCS He B (ainbl, a B 3arpy304yHble
3anncK AUCKET, pasfenbl XXeCTKMX AMCKOB, a Takke MBR (Master
Boot Record) »ecTKmx AMCKOB. TakuMe BWMpYCbl Ha3blBalOTCH
3arpy3o4HbIMM, 3aHMMatOT HEGONbLION 06bEM NaMSATU M NPebbIBaOT B
COCTOSIHUM FOTOBHOCTM K NMPOAOJ/DKEHUIO BLIMNOSIHEHMSI CBOEM 3adauu
[0 BbIrpy3KK, rnepesarpy3ku unm BblKNIOYEHNS KOMMbIOTEPa.

MakpoBupycbl — 3TO BWPYChbl, 3apaxatowme @ainbl [OKYMEHTOB,
ucnonb3yemble  npunoxeHusamn  Microsoft  Office u  gpyrumm
nporpaMMamu, AOMycCKaloWMMN Hanune MakpokoMmaHa (Yalle Bcero
Ha 93blke Visual Basic). MakpokoMaHabl — 3TO BCTPOEHHbIE
nporpammbl  (MakKpocbl)  Ha  MOMHOMYHKUMOHANbHOM  Si3blke
nporpaMmmupoBaHus. Hanpumep, B Microsoft Word 3Tn Makpochl
MOryT aBTOMATMYeCKM 3anyckaTbCid NpU  OTKPbITUM  ntoboro
[JOKYMEHTA, €ro 3aKpbITU1, COXPaHEHUN U T. [.

BMDYCbI, KOTOpbIe CnocobHbI AKTMBU3NPOBATbCA W  BbINONHATb
3a[laHHblE BMpyconucaTtenem ,Cl,el\;ICTBWil, HanpuMmep, npu OOCTMXKEHUN
KOMMbIOTEPOM onpeaeneHHoro COCTOAHUA Ha3bIBalOTCA
PE3NAEHTHLIMWN.
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BONbWWHCTBO BUPYCOB 06MafaloT TOW MM MHOM  3aluuToi  OT
o6Hapy>xeHusi. Cnocobbl 3amTbl MOCTOSIHHO COBEPLUEHCTBYIOTCS U
BMECTE C HUMW pa3pabaTbIBAOTCS HOBbIE TEXHOMOMMN 60PLOLI.

Hanpumep, wndpoBaHHble BUPYCHI WXDPYIOT CBOW KOA NpU KaXaoM
HOBOM 3apaXXeHuUW AJisl 3aTpyaHEHUst ero obHapyxeHus B chaiine,
MaMmsT WM 3arpy304HOM cekTope. KaXablii 3K3eMnnsip Takoro
BUpYCa COAEPXWUT TONIbKO KOPOTKMIA 06wmii cdparmeHT (npoueaypy
pacLMdpoBKK), KOTOPLIA MOXHO BbIGpaTh B KaYecTBe CUrHaTypbl.

CyLLeCTBYIOT TaKXe MOAMMOpdHbIE BUPYChI, UCMONb3YHOLWME NMOMUMO
WwnbpoBaHUs  koda  CMeuManbHylo  Mpoueaypy  paclumdpoBKM,
M3MEHSIIOLLYI0 caMy cebsi B KaKAOM HOBOM 3K3EMMJisipe BMpYyca, YTo
BEAET K OTCYTCTBUIO Y TaKoro BUpyca 6aiToBbIX CUrHaTYp.

Ctenc Bupycbl (BMpYCbI-HEBMAMMKM) — BUPYCHbIE MPOrpaMMbl,
npeanpuHUMaiolLme cneumanbHble AEMCTBUS ANsi MacKUPOBKU CBOEM
[EeSTENbHOCTM € LENbl0  COKPLITUS  CBOEr0  MpUCYTCTBUS B
3apa)KeHHbIX o6bekTax. TakoW BMPYC CHUMAET Mepes 3apaXeHWeM
XapaKTEPUCTUKN UHUUMPYEMOI NporpaMMbl, a 3aTeM MOACOBbIBAET
CTapble AaHHbIE NPOrpaMMe, ULLyLLEN U3MEHEHHbIE (alisbl.

Bupycbl Takxe MOXHO KnaccuduumpoBaTb MO $3blKy, Ha KOTOpPOM
OHM  HamucaHbl  (BOMbLWKMHCTBO  MMWYTCA Ha  accembnepe,
BbICOKOYPOBHEBbIX S3blKaxX MPOrpaMMMPOBaHMs, CKPUMTOBbLIX SA3blKaxX
M T. 4.) 1 NO NMopa)kaeMbiM OnepaLnoHHbIM CUCTEMAM.

KoMnbroTepHble yepsu

B nocnenHee BpeMsi, YepBM CTanu ropasao 6onee pacnpocTpaHeHb,
UeM BMpYCbl M MpoYMe BpeAoHOCHbIE NporpaMMbl. Kak M BUPYCH,
Takue NporpaMMbl CMoCcOBHLI pasMHOXaTb CBOM KOMWM, HO OHWU He
MOTyT 3apaxaTb [ApYrMe KOMMbIOTEPHble MNporpaMMbl.  Yepsb
NPOHMKAET Ha KOMMbIOTEP U3 CeTM (Yalle BCEro Kak BJIOXEHME B
COOBLLEHMAX 3MEKTPOHHOM MOYTbI MM Yepe3 ceTb WHTepHeT) u
paccbiaeT CBOM (hYHKUMOHA/IbHbIE KOMUM B ApYrue KOMMblOTEPHbIE
cetTn. TMlpuyeM AN Hayana pacnpoCTpaHeHUs YepBU  MOTyT
MCMOJb30BaTh Kak AEWCTBMS MOMb30BaTeNs, Tak M aBTOMaTUYECKUi
peXuM BbIBOpa M aTaku KOMMboTepa.
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YepBu He BCeraa LIENMKOM COCTOST M3 oAHoro danna (Tena uyepss).
Y MHOrMX u4epBeil ecTb TaK Ha3biBaeMasi WMHQEKUMOHHas 4acTb
(wenn-kop), koTtopas 3arpyxaercsd B O3Y M «gorpyxaeTr» Mo cetu
HeMoCcpeaCTBEHHO CaMo Teno B BuAe ucronHsemoro danna. Moka B
CUCTEME HET TeNla YepBsl, OT HEero MOXHO M36aBUTLCS Nepe3arpy3koi
KoMnbloTepa (Mpu koTopol npoucxoaut cbpoc O3Y). Ecnm xe B
CUCTEME OKa3blBaeTCA TeNlo YepBs, TO CrpPaBUTbCA C HWUM MOXET
TOJIbKO aHTUBUPYC.

3a CYET UHTEHCMBHOMO PacnpoOCTPAHEHWs], YEPBM CMOCOBHbI BLIBECTM
U3 CTPOS Lenble CETH, AaXe €C/IM OHU HEe HECYT HUKAKOW MONE3HOM
Harpysku (He HaHOCAT NPsIMOI Bpes, CUCTEME).

TposiHCkue nporpaMMbl (TPOSIHCKUE KOHM, TPOSIHbI)

STOT TUN BPEAOHOCHBLIX NPOrpaMM He cnocobeH K camopenivkaumu.
TposiHbI NOAMEHSAOT KaKyo-1Mbo M3 4acTo 3anycKaeMblX MporpamMm u
BbINOMHAIOT ee  QyHKuuM (MM UMUTUPYIOT WUCMOSIHEHWE  3TUX
(yHKUMIA), OOHOBPEMEHHO NPOM3BOAS Kakue-nMbo BpeaoHOCHble
pnencteus  (nNoBpexaeHWe W yAaneHuWe  [aHHbIX,  Mepecbisika
KOHUAEHUMaNbHOM UHbOpMaumMu 1 T. 4.), Mbo aenas BO3MOXHbLIM
HeCaHKLUMOHMPOBAHHOE MCMONb30BaHWe KOMMbloTepa APYrUM NIMLOM,
HanpuMep AN HaHeceHWs Bpeaa TPETbeMyY nuLly.

TposiHe 06nagaeT CXOXMMM C  BUPYCOM MacKMpOBOYHBLIMUA U
BPEAOHOCHBIMM (PYHKLUMAMM U Aaxe MOXET 6biTb MoayneM BUpYCa,
HO B OCHOBHOM TPOSIHCKME NPOrpaMMbl PaCcrpoCTPaHSIOTCS, Kak
OTAENbHblE  WCMOJSIHsiEMble  chbalinbl  (BbIkNaabiBaloTCs  Ha  aiin-
CepBepa, 3aMuUCbIBAOTCS Ha  HOCMTENM  MHbOpMauunM — wam
nepecbialoTcsl B BUAE NPWIOXKEHUA K COOOLIEHWsIM), KOTOpble
3anyckatoTcss nmMbo camMuMm Mosb3oBaTeneM, Mbo onpeaeneHHbIM
MpOLIECCOM CUCTEMBI.
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PyTkut

3To BpedoOHOCHas MporpaMMa, npeAHasHayeHHasi Ans nepexBaTa
CUCTEMHBIX (PYHKUMIA OMEPALMOHHON CUCTEMbI C LIEMbID COKPbITUS
CBOEro npucyTcTBuMs B cucteme. Kpome TOro, PYyTKUT MOXeET
MacKkMpoBaTb MPOLECCHl APYrMX MporpaMM, pasfnyHble  KIIoum
peectpa, nanku, dalnbl.  PyTKUT  pacrnpocTpaHseTcs  Kak
caMocTosATeNlbHasi NPOrpaMMa MM Kak AOMOSIHUTESbHBIA KOMMOHEHT
B COCTaBe ApPYyrol BPeAOHOCHOM mporpamMel. Mo cyTy — 3To Habop
YTWUUT, KOTOpblE B3MOMLUMK YCTaHABMMBAET B CUCTEMY, K KOTOPOV
MoJy4nn nepBoHaYasbHbIA OCTY.

Mo npuHUMNY cBoei paboTbl PYTKUTbI YC/IOBHO pAsAensiioT Ha ABe
rpynnbl: User Mode Rootkits (UMR) — paboTaiowme B pexume
nonb3oBaTenst (nepexesat (yHKUMA BMONMOTEK MONb30BaTENLCKOro
pexxuma), n Kernel Mode Rootkits (KMR) — paboTatowume B pexume
aapa (nepexBaT yHKUMA Ha YpOBHE CUCTEMHOIO apa, 4TO
3HAUUTENBHO YCIIOXKHSET ero obHapyxeHue 1 obe3BpexunBaHue).

MporpamMmmbl B3/1I0Ma

K gaHHOMYy Tuny BpeAOHOCHLIX MPOrpaMM OTHOCATCA PasnnyHble
WHCTPYMEHTbI, KOTOPbIMW 3/10YMbILLIEHHWUKWN NONb3YIOTCA 4S9 B3/I0Ma
KOMMbIOTEPOB U ceTel. Hanbonee pacnpocTpaHeHHbIMU Cpeau HKX
SABNSAOTCA CKaHepbl MOPTOB, KOTOpble BbISABASIOT YA3BMMOCTU B
cucTeMe 3aluuTbl KOMMbloTepa. OMMMO B3MOMLUMKOB, NOAOGHBLIMM
nporpaMMamMuM  NOMb3YIOTCA  aAMMHWUCTPATOPbl AN KOHTPONs
6e3onacHoCTM cBoux ceTei. MHorga Kk nporpammaM  B3/IOMa
NPUYUCAAIOT pas3MYHOe pacnpocTpaHeHHoe [0, koTopoe MOXeT
MCNoNb30BaTbCa AN B3N0OMa, @ TaKXKe HEKOTOpble MporpamMmbl,
UCMONb3YIOLIME  MEeTOAbl  COLMAnbHOM  MHXeHepuu  (MonyyeHue
KOHUAEeHUManbHOM MHbOpPMaLnK Y Nonb3oBaTenen NyTeM BBEAEHMUS
ux B 3abnyxaeHue).
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LLinnoHCKue nporpamMMbl

OTOT TUN BPEAOHOCHLIX NMPOrpaMM, NpeaHasHauyeH AJisl CNEXEeHUs 3a
CUCTEMOMN M OTCbINKOM COBbpaHHON MHMOPMaUMM TPETbE CTOPOHE —
CO34aTeNto  WAM  3aKa3yuMKy TakoM MporpaMMbl. 3akasymKamu
LUMMOHCKMX MpOrpaMM MOryT ObiTb: PacnpoCTpPaHUTENM CraMa WU
peKfiaMbl, MapKETMHrOBbIE AreHTCTBA, CKaM-areHTCTBa, MPecTYMHble
rpynnNMPOBKM, AESTENM NMPOMBILNIEHHOIO LUMMOHAaXa.

Takve nporpaMmMbl TaHO 3aKauMBalOTCA Ha KOMMbLOTEP BMeCTe C
KaknM-nnbo nporpamMMHbIM - obecriedeHneM wMAM  Npu  NpoCMOTpe
onpeaeneHHblx HTML-CcTpaHuy 1 BCMNbIBAIOWMX PEKTAMHBIX OKOH U
CaMOyCTaHaB/IMBAOTCH 6e3 MHHOPMUPOBAHUSA 06 3TOM
nono3osatens. MoboyHble 3deKTbl OT NPUCYTCTBUS  LLIMMOHCKMX
nporpaMM Ha KoMmnbloTepe — HecTabunbHas pabota 6paysepa wu
3amepsieHne Npou3BOANTENBHOCTU CUCTEMBI.

PeknaMHble nporpaMmbl

Yalwe Bcero noa 3TUM TEPMMHOM MOHWMMAIOT MPOrpaMMHbIN Kof,
BCTPOEHHbIA B pa3/inyHoe 6ecniaTHOe MporpaMMHOE obecrneveHue,
NMpy  UCMOMb30BaHUM  KOTOPOro  MOJIb30BaTENO  MPUHYAUTENBHO
rokasblBaeTcs peknamMa. Ho wHorga TakoW KOA MOXET CKPbITHO
PacnpoCTpaHATbCA MOCPEACTBOM [PYrMX BPEOAOHOCHBLIX MporpaMM u
[IEMOHCTPMPOBaTb peKsiaMy, HanpuMep, B MWHTepeHeT-6pay3epax.
3auacTylo peksiamMHble NMporpaMMbl paboTaloT Ha OCHOBAHWM AaHHbIX,
COBpaHHbIX LUMMOHCKUMM NporpaMMamu.
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MporpaMMbI-LIYTKH

3TO TMN BPEOOHOCHBIX MPOrpaMM, KOTOPblE, KaK W peKnaMHble
MporpaMMbl, He HaHOCAT MPSMOro Bpeaa cucTeMe. Yalle BCEro OHu
reHEpUPYIOT COOBLIEHUS O HECYLLECTBYIOLIMX OWMBKAX U YrpoXaloT
NEACTBUAMM, KOTOPbIE MOFYT MPUBECTM K MOBPEXAEHUIO AaHHbIX. WX
OCHOBHOM (hyHKLMEN SIBNAETCA 3anyrvBaHue nosnb3osaTtens, mbo
HABA34YMBOE €ro pasgpaxkeHue.

MporpamMMmbl 4O3BOHa

OTO cneumanbHble KOMMbIOTEPHbIE NPOrpamMMbl, pa3paboTaHHble Ans
CKAHMPOBAHMSI HeEKOero JAuanasoHa TenedoHHbIX HOMepoB Ans
HaXOXAEHWSI TaKOro, Ha KOTOpbIA OTBETUT MoAeM. B panbHeiwem
3/10YMbILLIEHHWUKN MCMoNb3yoT HalAeHHble HOMepa ans
HaKpy4MBaHMs onnaTtbl 3a TenedoH >XepTBe WM AN HEe3aMEeTHOro
NOAK/IIOYEHNS MOMb30BaTeNs 4epe3 MoAeM K  [AOpPOroCTOSILLMM
nnaTHbIM TenedoHHbIM CrTy6am.

Bce BbllLENEPEYNCTIEHHDbIE TUNbI nporpamMm CHUTAKOTCA
BpPEAOHOCHbIMK, T. K. NPEACTaBnAlT  yrposy nmbo  AaHHbIM
nonb3oBaTend, nmbo  ero npaBaM Ha KOHd)M,CI,eHLI,MaJ'IbHOCTb
MHd)OpMaLI,MM. K BPEAOHOCHbLIM HE MPUHATO NPUYUCIATL NMPOrpamMmbl,
HE CKpbiBaloWne CBOEro BHeEAPEHUA B CUCTEMY, MpoOrpamMMmbl A4
PacCbl/IKh CnaMa W aHaln3aTopbl TpachKa, XOTA MNOTEHUMANIbHO U
OHM MOryT npun onpeaeneHHbIX obcTosTenbCTBax HaHeCTU Bpea
nonb30BaTeNHo.

Cpeav nporpaMMHbIX MPOAYKTOB TakXe BbiAENseTcs Uenbld Knacc
NoTeHUMasibHO OMacHbIX MpOorpaMM, KOTOpble He cOo3daBanucb Ans
HaHeceHWs Bpeda, HO B CWIy CBOMX OCOBeHHocTeln MoryT
NpeacTaBnsATb yrposy Ansa 6e30nacHoCcTU cuctembl. MpuyeM, 370 He
TONbKO MNpOrpamMMbl, KOTOpble MOMyT C/ly4yalHO MNOBpeauTb WU
yOanuTb AaHHble, HO U Te, KOTOpble MOTYT MUCIOIb30BaTLCH Xakepamu
WM ApyruMu nporpaMMmamun Ansi HaHeceHus Bpepa cucteme. K HuM
MOXHO OTHECTU pasfivyHble MNpPOrpaMmMbl yAaneHHoro oblieHns wu
aaMUHUCTpUpoBaHus, FTP-cepeepa u T. 4.
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Hwuxe npuBeaeHbl HEKOTOPbIE BUAbl XaKEPCKUX aTadK U
WHTEepHEeT-MOLUeHHHNn4YeCcTBa:

o Amaku memodom rnodbopa naporsss — cneumnanbHas TPOosHCKas
nporpaMMa BbIYUCNISIET HEOOXOAMMBIA A NMPOHWKHOBEHUS B
CeTb Naponb MeToAOM noabopa Ha OCHOBAaHUM 3aI0KEHHOro B
3Ty nporpaMMy CnoBapsi Naponen Wnu reHepvpysl ciyvaiHble
nocneposaTenbHOCTY CUMBOJIOB.

e DoS-amaku  (oTka3  obcnyxuBaHnd) W DDoS-amaku
(pacnpeneneHHbIn 0Tka3 0BCNY>XUBaHUA) — BUA CETEBbIX aTak,
rpaHuyaluMii ¢ Teppopu3MOM, 3aK/IUAIOWMIACA B MOCHIIKE
OFPOMHOr0 4YMcna 3anpocoB C TpeboBaHMeM ycnyru Ha
aTakyembli  cepep. [lpM  [OCTWXEHUM  OMpeaeneHHOro
KONMMYecTBa  3anpocoB  (OrpaHMYeHHOro  annapaTHbIMK
BO3MOXHOCTSIMWM ~ CepBepa), CepBep MnepecTtaeT C HUMU
CNpaBnsATbCS, YTO NPUBOAUT K OTKasy B obcnyxumsaHun. DDoS-
atakn otnnyarTca oT DoS-atak TeM, 4YTO OCyLEeCTBSOTCS
cpa3y ¢ 6onbloro konuyecTsa IP-agpecos.

e [loumosebie 60MbbI — OAVMH U3 MPOCTENWMX BUAOB CETEBbIX
aTak.  3M0yMblWIEHHWKOM  MOCHINIAeTCa  Ha  KoMMbloTep
nonb3oBaTeNss WM MOYTOBLIM  CepBEp KOMMaHWM  OAHO
OrpoOMHOe CoObLIeHMe, WM MHOXECTBO (AeCATKU ThbICSY)
MOYTOBbLIX COOBLUEHWI, YTO NMPUBOAUT K BbIBOAY CUCTEMbI U3

CTpos. B aHTMBMPYCHbIX NpoayKTax ANA NOYTOBbIX
CepBepoB NpeayCMOTPEH CrneumanbHbIl MeXaHu3M 3aliuTbl OT
TaKux aTak.

e CHUppuH2 — BWA CETEBOW aTaky, TaKXKe Ha3blBaeTCs

«MAcCMBHOE NPOC/yLWMBaHME CeTW». HecaHKLUMOHMPOBaHHOE
NpoCnyWwmMBaHNE CETU W HabntogeHWe 3a AaHHbIMKM, KOTOpoe
Npou3BOAATCS NpPWM  MOMOLWM CheunanbHOM  HEBPEAOHOCHOM
nporpaMMbl — MakeTHOrO CHuUddepa, KOTOpPbIA OCYLLECTBASET
nepexeaT BCEX CETEBbIX MAKETOB [JOMEHa, 3a KOTOpbIM MaeT
HabnoaeHue.

e CriychuHz — BUA, CETEBOW aTaKM, 3aKNOYAIOLLENCS B MONYUYEHUN
06MaHHbIM MyTeM [0CTyrMa B CETb MOCPEACTBOM WMMUTALMM
CoeauHeHus.
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e QuuwuHe (Phishing) — TEXHONOrMS WHTEPHET-MOLLEHHNYECTBa,
3aK/lo4valollascd B KpaXe  JIMYHbIX  KOH(UAEHUMaNbHbIX
[aHHbIX, TAaKMX KaK naponu AoCTyna, AaHHble 6aHKOBCKMX W
NAeHTUDMKAUMOHHBIX KapT M T. 4. lNpu nomowm cnamepckux
paccbIOK MW MOYTOBLIX 4YepBel MOTEHUMaNbHbIM JKepTBaM
pacchbifaloTcs  MOANOXHble  NUCbMa, SKOBbl  OT  MMEHM
neranbHbIX OpraHv3aumi, B KOTOPbIX WX MNPOCST 3alTU Ha
noanenaHHbIi  NPecTynHUKaMM  UMHTEPHET-CaWT  TaKoro
yupexaeHus u noareepauTb naponu, PIN-kogbl v apyryio
JMYHYO  MHdOpMauuilo, B MOCNEACTBUM  UCMONb3yeMyto
3M10YMbILWIEHHUKAMN AN KPaXXWU AEHEr CO CYETa XXepTBbl U B
APYrux NpectynneHusx.

e Buwure (Vishing) — TeXHONOrMs WHTEPHET-MOLUEHHUYECTBa,
Pa3HOBMAHOCTb ULIMHFA, OTAMYAOLWAACS WUCNONb30BaHUEM
BMECTO 3/1eKTPOHHOM nouThl war diallers (aBToHabupaTtenen) u
BO3MOXHOCTel UHTepHeT-TenedoHum (VoIP).

DeicrBua ansa o6e3BpexxnBaHua yrpos3

CyllecTByeT  MHOXECTBO  pa3fiMyHblX  MeToAoB  6opbbbl ¢
KOMMbIOTEPHbIMK Yrpo3aMu. [ns HaAeXHOW 3almTbl KOMMbIOTEPOB U
ceTen NpoayKThl 06beauHAIT B cebe 3TM MeToabl
npu MOMOWM MBKMX HACTPOEK W KOMIMJIEKCHOMO Moaxoja K
obecrieyeHunio  6e3onacHocTM.  OCHOBHbIMM  JEUCTBUAMWM  ONIS
06e3BpeXXMBaHNsl BPEAOHOCHBIX NPOrpaMM SIBAISILOTCS:

1. [leyeHue — pOeiCTBME, MPUMEHSIEMOE K BUpyCaM, YepBsSM U
TposiHaM. OHO nofpasyMeBaeT yaasneHne BPefOHOCHOro Koaa
U3 3apaxeHHbIx Gainos nvMbo ypaneHne QyHKUMOHANbHBIX
KOMWI BpeOHOCHBLIX MPOrpaMM, a TakXXe, Mo BO3MOXHOCTH,
BOCCTaHOB/IeHNe paboToCNOCOBHOCTM MOPaXXeHHbIX 0O6bLEKTOB
(T. e. BO3BpaLUeHWe CTPYKTYpbl 1 dyHKUMOHANa NporpamMmel K
COCTOSIHMIO, KOTOpoe 6bi10 A0 3apaxeHust). [laneko He Bce
BpeAOHOCHble MporpamMbl MOryT ObiTb Bblfi€YEHbl, OAHAKO
MMEHHO NPOAYKTbHI NpeaocTaBnAloT camble
3dEeKTUBHbIE ANrOPUTMbl  JIEYEHNS U BOCCTaHOB/IEHUS
(aiinos, noABepriIMXcs 3apaXkKeHuto.
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lMepemeweHue 6 kapaHmMuH — [eUCTBUE, NPU KOTOPOM
BPELIOHOCHbI 0OLEKT MOMeLLaeTcs B CrieuuanbHylo nanky,
roe M30MMpYeTcsl OT OCTanbHOM cUCTeMbl. [laHHOe AeicTBue
SIBNSIETCA NPEANOYTUTENbHLIM MPU HEBO3MOXHOCTU NEYeHus,
a Takxke Ans BCEX MoA03pUTENbHbIX 06BbEKTOB. Komuu Takux
(aiinoB xenaTtenbHO nepecbliaTh ANs aHanu3a B

YoaneHue - 3ddekTuBHOe pevctBue Ans  6opbbbl  C
KOMMbIOTEPHbIMM  yrpo3amMn. OHO nNpuMeHuMO Ans Noboro
TUMa BPeLOHOCHLIX 06bekToB. Cneayer OTMETUTb, UTO MHOMAA
yhaneHve OyaeT NpUMEHEHO K HeKOTopbiM hainam, ans
KOTOPbIX 6bI110 BbIGpaHO NeyeHre. 3TO NPOUCXOAUT B Crydae,
Koraa Becb alin LeMKOM COCTOUT U3 BPeAOHOCHOro Koaa U
He COAEpPXWT HUKAKOW MonesHon wuHdopMaumn. Tak,
Hanpumep, MNOA  JIeYEHMEM  KOMMbIOTEPHOrO  4YepBsi
rnoApasyMeBaeTCcs yAaNeHMe Bcex ero  QyHKUMOHANbHbIX
KOMnuiM.

Briokupoeka, repeumeHogaHue — 3TO Takxke [AeiicTeus,
no3BosisiloLIMe 06e3BpeanTb BPEAOHOCHBIE MPOrpamMMbl, Mpu
KOTOpbIX, OAHAaKo, B hallnoBOM CUCTEME OCTaloTCs  MX
MOJIHOLIEHHbIE KOMMK. B nepBoM cnydae 6nokupytotcs nobble
MonbITKM 06palleHnsi OT M K BPedoHOCHOMY 06bekTy. Bo
BTOPOM CJlyyae, paclumpeHmre daina U3MeHsIeTcs, Yto Aenaet
ero HepaboToCNOCO6HbIM.
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MpunoxeHue B. NpuHUKMNbI UMEHOBaAHUA
yrpos

Mpu  OBHAPYXXEHUM BUPYCHOTO  KOAA@  KOMIMOHEHTbI
CoobLLaloT NoMb30BaTEN0 CPEACTBaMM WHTepdelica U 3aHOCAT B
daln oTyeTa WMs BMPyCa, MPUCBOEHHOE €My CreuuanucTamm
OTM MMeHa CTpOATCA MO  OnpeaeneHHbIM
MpUHUMNAM U OTpaXKaloT KOHCTPYKLMIO BMPYCa, KNacChl yA3BUMbIX
06beKTOB, cpeay pacnpocTpaHeHusi (OC W npukiagHble NakeTbl) W
PS4 APYrMX OCOBEHHOCTEN. 3HaHWe 3TWX MPUHUMMOB MOXET 6biTh
MoNesHO AN BbISIBNEHWMS MPOrPaMMHbIX M OPraHM3aLMOHHbIX
yS3BMMOCTEM  3alUMLi@eMoii  CUCTEMbl. Hwbke paeTca  kpaTkoe
U3MI0XKEHWE MPUHLUMMNOB WMMEHOBaHWS BUpYCoB; 6ofiee MonHas U
MOCTOSIHHO OBGHOBISIEMAsi BEPCMSt OMMCaHUs AOCTyNHa Mo agpecy

JTa KJ'IaCCM(bMKaLI,Mﬂ B pane cnydYaeB YCNOBHA, TMOCKOJIbKY
KOHKpPETHbIE BUAblI BUPYCOB  MOryT obnagatb OAHOBpPEMEHHO
HECKOJIbKUMN MpUBEAEHHbLIMMN  NPU3HAKaMu. KpOMe TOro, OHa He
MOXET CHUTaTbCA MCHepﬂbIBalOLLI,eﬁ, MOCKOJIbKY MOCTOAHHO
NosABNAKTCA HOBbIE BMAblI BUPYCOB U, COOTBETCTBEHHO, UAET pa60Ta
MO YTOYHEHUIO KJ'IaCCMd)MKaLI,MM.

MonHoe wMA BMpyCa COCTOMT W3  HECKONbKUX  3NIEMEHTOB,
pasgeneHHbIX Toukamu. Npu 3TOM HEKOTOpbIE 3IEMEHTLI, CTOSLIME B
Hayane nofHOro uMeHn (npedukcbl) U B KoHue (cyddukcnl),
SIBNISIOTCS TUMOBBLIMU B COOTBETCTBUM C NPUHSATON Knaccudumkaumen.
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OcHoOBHbIe npeguKkcbl
Mpedukcbl onepaLMoHHOW CUCTEMbI

Hwkecnepyiowme npeduKcbl  NPUMEHSIOTCA  ANS HasblBaHUS
BMPYCOB, WHMULMPYIOLWMX UCNONHSIeMble  (aiinbl - onpeseneHHbIX
nnatcdopm (0C):

e Win - 16-pa3psgHble nporpammel OC Windows 3.1;

e Win95 - 32-pa3psgHble nporpammbl OC  Windows 95,
OC Windows 98, OC Windows Me;

e WinNT - 32-pa3psigHble nporpamMmbl OC  Windows NT,
OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32 - 32-pa3psgHble nporpaMmbl pasnnyHbix cpeg OC
Windows 95, OC Windows 98, OC Windows Me 1 OC Windows
NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32. NET - nporpammbl B OC Microsoft .NET Framework;
e 0S2 - nporpammbl OC 0S/2;

e Unix - nporpaMmbl pa3nnyHbix UNIX-cucrem;

e Linux - nporpammsl OC Linux;

e FreeBSD - nporpammbl OC FreeBSD;

e SunOS - nporpamMmbl OC SunOS (Solaris);

e Symbian - nporpammel OC Symbian OS (MobunbHas OC).

3aMeTuM, 4YTO HEKOTOpble BUPYCbl MOMyT 3apaxaTb MpOrpamMMbl
O[IHOW CUCTEMbI, XOTSl CaMu JENCTBYIOT B APYroOWl.

Bupycbl, nopaxatowme cainbl MS Office

lpynna npedunkcoB BUpPYcoB, nopaxaowmx obbektsl MS Office
(yKa3aH A3blk MaKpOCOB, NMOpPaXKaeMbIX AaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e X97M — VBAS (MS Excel 8.0), VBA6 (MS Excel 9.0);
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e A97M — 6a3bl aHHbIX MS Access'97/2000;
e PP97M — palnbl-npe3eHTaummn MS PowerPoint;

e 097M — VBA5 (MS Office'97), VBA6 (MS Office'2000), Bupyc
3apaxxaeT dainbl 6onee yeM ogHoro koMnoHeHTa MS Office.

Mpedunkcobl A3bika pa3paboTku

lpynna npedukcoB HLI, NpuUMeEHsieTCs AN UMEHOBaHUS BUPYCOB,
HanMucaHHbIX Ha A3blkax MNPOrpPaMMMPOBAHUS BbICOKOMO YPOBHS, TaKMX
kak C, C++, Pascal, Basic u apyrue. Mcnonb3yloTcs MoanduKaTopl,
yKasblBalole Ha 6a30Bbil  anroput™M  (YHKLUMOHMPOBaHWS, B
YaCTHOCTK:

e HLLW - YepBy;
e HLLM — NOYTOBbIE YEPBH;

e HLLO — BMWpYCbl, Mepe3anucbiBalowMe Kog MporpaMMbl
KepTBbl;

e HLLP — BMpYCbI-NapasuTbi;

e HLLC — BMPYCbI-CMYTHUKM.

K rpynne npebukcoB s3blka pa3paboTKi MOXHO TakXKe OTHECTU:
e Java — BUPYChbI ANS Cpeabl BUPTyasibHOM MalluHbl Java.

TpostHCKME KOHM

Trojan — obllee Ha3BaHWe AN PasnMuHbIX TPOSHCKMX KOHeN
(TposHUeB). Bo MHOrMx cnyyasx npeduKkchbl  3TOM  rpynmbl
MCNONb3YHTCA COBMECTHO C npedukcom Trojan.

e PWS — TPOSIHEL,, BOPYIOLLMI Naponu;

e Backdoor — TposHey ¢ RAT-dyHkumelr (Remote
Administration Tool - yTunuTa yAaneHHoro
AIMUHUCTPMPOBAHUSA);

e IRC - TposiHeU, UCMONb3YHOLMIA ans CBOEro

dyHkunoHmpoBaHus cpeay Internet Relayed Chat channels;
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DownLoader — TPOsSIHEL, CKPbITHO OT MONb30BaTenNs
3arpyXalolWwmii  pasnnuHble  BpeAoHOCHble  dainibl U3
NHTepHeTa;

MulDrop — TpOsHEW, CKPbITHO OT  Mofb30BaTens
3arpy>atoLmii pasfnuHble BUPYChl, cofepxalumecs
HeMnoCpeACTBEHHO B €ro Tene;

Proxy — TpOsiHeL, NO3BOJISIIOLWMIA 3M10YMBILLIEHHUKY paboTaTb
B MIHTepHeTe aHOHMMHO Yepe3 NMOopPaXXEHHbIN KOMMbIOTEP;
StartPage (CUHOHMM: Seeker) - TposiHeL,
HECaHKLMOHMPOBAHHO  MOAMEHSIOWMIA  afipeC  CTpaHwLpbl,
yKa3aHHOW bpay3epy B KayecTBe AoMallHeln (CTapToBOW);
Click — TposiHeW, OpraHu3yloWMii nepeHanpasnieHne
nonb30BaTeNIbCKMX 3anpocoB 6pay3epy Ha onpeseneHHbIN calT
(vnwn caiTb);

KeyLogger — TPOSHHEU-LUMWOH; OTCNEXMBAET W 3anucbiBaeT
HaXkaTus KNaBMLW Ha KNaBuaType; MOXET Nepuoandecku
nepecbinatb CobpaHHble AaHHbIE 3/10YMBbILLIEHHUKY;

AVKill — ocTaHaBnuBaeT paboTy MporpamMM aHTUMBUPYCHOW
3alUMTbl, CETEBbIE 3KPaHbl U T. M.; TaKXKe MOXET YAaNsiTb 3TK
nporpamMmbl C ANCKa;

KillFiles, KillDisk, DiskEraser - vygansawoTr
HEKOTOpoe MHOXecTBO ¢annoB (daitnbl B OnpeaeneHHbIX
KaTanorax, dannbl No Macke, Bce danbl Ha AUCKE U T. N.);
DelWin — yaanseT HeobxoauMble Ans paboTbl onepalnoHHOM
cuctemsl (Windows) dainbl;

FormatC — dopmatmpyeT amck C: (CMHOHMM: FormatAll —
opmMaTupyeT HECKONBKO WU BCE ANCKM);

Kil1MBR — MOPTUT WM CTUpaeT COAEPXUMOE T[NaBHOro
3arpy3oyHoro cektopa (MBR);

Ki11CMOS — nopTuT unun cTupaet cogepxnmoe CMOS.

CpeacTBo UCNOJIb30BaHUA YSA3BUMOCTEN

e Exploit — CpeacTBo, MUCMOSb3yloLlee NU3BECTHbIE YA3BMMOCTHU

HeKOTOpOﬁ OI'IepaLI,MOHHOﬁ CUCTEMbI NN NPUNOXEHUA ANnAa
BHEApPEHMA B CUCTEMY BPEAOHOCHOroO KoAa, BUpyCa WIun
BbIMOJIHEHNSA KakuX-nmbo HECaHKLUMOHMPOBAHHbIX LENCTBUN.
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CpeacrBa s ceTeBbIX aTak

e Nuke — cpeacTBa 419 CETEBbIX aTaK Ha HEKOTOPbIE U3BECTHbIE

YA3BMMOCTM  OMEPAUMOHHBbIX CUCTEM C LENblo  Bbi3BaTb
aBapuiiHoe 3aBepLueHne paboTbl aTakyeMon CUCTEMBI;

DDoS — nporpaMMma-areHT ANns npoBefeHus pacrnpeaeneHHbIX
CeTeBbIX aTak Tumna «oTka3 B obcnyxwueanun» (Distributed
Denial Of Service);

FDOS (cuHOHWMM: Flooder) — Flooder Denial Of Service —
nporpaMMmbl ANsi Pa3HOro poAa BPeAOHOCHbLIX AencTBui B CeTu,
TaK WIM MHaye MWCMonb3ylomne naeo aTaku Tuna «oTkas B
obcnyxuBaHum»; B oTanume ot DDOS, rae npoTuB OAHOM Lienu
OHOBPEMEHHO MCrosb3yeTcs MHOXXECTBO areHToB,
paboTalolwmx Ha pasHbiX KoMmbioTepax, FDOS-nporpamma
paboTaeT Kak oTAeNbHas, «CaMoAoCTaTOYHas» nporpamMma.

CKpUnNT-BMPYChbI

npeq)MKCbI BUPYCOB, HaNMUCaHHbIX Ha Pa3/in4HbIX A3blKaX CLLEHAPUEB:

VBS — Visual Basic Script;

JS - Java Script;

Wscript — Visual Basic Script n/vnu Java Script;
Perl — Perl;

PHP — PHP;

BAT — a3blK KOMaHAHOro uHTepnpetatopa OC MS-DOS

BpenoHocHbIe NPOorpaMMbl

Mpedukcbl 06bLEKTOB, SBNAIOWMXCA HE BMPYCaMW, a WHbIMM
BPEOHOCHbBIMI NMpOrpaMMamm:

Adware — pekJlaMHasi Nporpamma;

Dialer — nmporpamMMma A03BoOHa (MepeHanpaBnstowas 3BOHOK
MOAEMa Ha 3apaHee 3anporpamMMMPOBAaHHLIN MAATHbIA HOMEp
WM NNaTHbLIN pecypc);

Joke — nporpamMMa-LLyTKa;
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e Program — NoTeHUMasnbHO onacHas nporpamma (riskware);
e Tool — MporpamMMa-uHCTPyMeHT B3n1oMa (hacktool).

PasHoe

Mpedukc generic wucnonb3yeTca nocne Apyroro npedukca,
obo3Havatowwero cpegy wauM Metof paspaboTku, Ans 0bo3HaveHus
TUMWYHOTO MPeACTaBUTENst 3TOro TUMa BUMPYCOB. TaKoM BUPYC He
obnagaeT HUKaKMMM XapaKTepHbIMWM Mpu3Hakamu (Kak TEeKCTOBble
CTPOKMW, cneumnanbHble 3pdekTbl U T. 4.), KOTOpble Mo3BoAvAU 6ol
NpUCBOUTbL EMY Kakoe-TO 0cobeHHoe Ha3BaHue.

PaHee fand  WMEHOBaHWsI  MpPOCTENWMX  GE3NMKMX  BMPYCOB
ncrnonb3oBascs npedukc Silly ¢ pasfMyHbiMKU MoaMbUKaTOpaMM.

Cyddpukcbl

Cyd)d)MKCbl NCNONIb3YOTCA ana WMEHOBAHUA HEKOTOPbIX
cneu,mcbmqecmx BUPYCHbIX 06beKTOoB:

e generator — O6GbLEKT SBNSETCS HE BMPYCOM, @ BMPYCHbIM
reHepaTopoM;

e based - BMpyC paspaboTaH C MOMOLbBIO YyKa3aHHOro
BUPYCHOrO reHepaTopa Wau NyTeM BUAOUIMEHEHMUS! YKa3aHHOIO
BUpyca. B o6oux cnyyasx WMeHa 3TOro Tuna SIBASOTCA
pOAOBbLIMKA M MOTYT 0603Ha4YaTb COTHU U MHOTAQ Adxe ThbiCAum
BUPYCOB;

e dropper — YKasblBaeT, YTO O6BLEKT SIBNISIETCA He BUPYCOM, a
MHCTaNNATOPOM YKa3aHHOro Bupyca.
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MpunoxeHue I'. TexHnuyeckas
noaaepxka

CTpaHuua  cnybbl  TEXHUMUECKOW  MOAAEPXKKM  KOMMaHWM
HaxXoAMTCs Mo agpecy

Mpy BO3HWKHOBEHUM NPO6/EM C YCTaHOBKOW MM paboToi NpoayKTOB
KOMMaHuu, npexae 4em obpawaTtbCs 3a MoMoWbio B OTAen
TEXHUYECKOM noanepXKu, HaCTOSATENBHO peKoMeHzyeTcs
nonpo6oBaTb HANTU pPELEHWE OAHUM U3 ClieayIoLLMX Croco6oB:

e 03HAKOMUTLCS C NOCNEAHVMMMU BEPCUSIMU OMMUCAHMIA U PyKOBOACTB
no agpecy ’
e MpoyYMTaTb pasgen 4acTo 3ajaBaeMblX BOMPOCOB MO ajpecy
7
e MOMbITaTbCA HalTWM OTBET B 6a3e 3HaHWM no agpecy

I

e nocetuTb hopyMmbl rno aapecy

Ecnu nocne 3Toro BaM He yAanocCb pewnTb r|p06neMy, TO Bbl
MOXXETE 3alno/THUTb Be6-¢)opMy BOMpocCa B COOTBeTCTBy}OLLl,eﬁ cekuymm
pasaena

Haltn 6nmxaniuee K BaM MpPeacTaBUTENLCTBO u
BCIO KOHTaKTHYIO MHMOPMaLMio, HEOBXOAMMYIO MOMb30BATENIO, Bbl
MOXKETE Mo aapecy
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