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OOGHOBJICH KOMaH/IbI CIICHApHs, YTOOBI cCOOTBeTCTBOBaTh M3MeHeHusM B FortiClient v5.0 Ccplika
XML.
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Oo6noseno ms FortiClient v5.0 penu3sa marya 1. Y anenst XML rinase cm. B FortiClient v5.0
CrpaBounuk mo XML as1s moxy4eHust 1onoiHuTeNnpHoM nHpopmanuu. Y aanens! FortiClient
rinase cpeactBax cm. FortiClient

ITpuMeyaHus K BBITYCKY JJIS TOJYYEHHUS JOMOJHUTEILHON HH(POPMAIHH.

Beenenue

FortiClient 6pu1a TOTHOCTHIO 3aHOBO pa3paboTannslii Aist Bepeuu 5.0. FortiClient obecnieunBaet
BCECTOPOHHHI PEUICHUS CETEBOM O€30MMacCHOCTH JUIsi KOHEYHBIX TOYEK, B TO BPEMS KaK
yaydienne BuaguMocty u kKoutpoisi. FortiClient mosBousier yrpasisite 6€30macHOCTBIO
HECKOJIbKMX KOHEUHBIX ycTpoicTB FortiGate ot uaTepdeiica.

OT1oT noKymeHT coaepxkut 0630p FortiClient v5.0.

.HI/II_IGHSI/IpOBaHI/IG

JlunensupoBanus Ha FortiGate Ha OCHOBE KOJIMYECTBa 3aPETUCTPUPOBAHHBIX KIIMCHTOB.
FortiGate 40C u Bbime moaenu moaepxkuBatt 10 (necsatu) 6ecruiaTHO yIpaBisieMbIX
FortiClient nuuen3uit. J{ns moaydeHus TONOTHUTENBEHON YIPaBIIseMbIX

KIIMEHTOB, OOHOBJICHHAS JJOJDKHA OBITH TPHOOpETeHa JINIIeH3Us.. MaKCHMalbHOE KOJTHYECTBO
YIPABJISIEMBIX KIIMEHTOB U3MEHSETCA B 3aBUCUMOCTH OT MOJIEIN YCTPOUCTBA.

KiaueHnT nmpeaesbl

Orot gokymenT Obu1 Harmmcad uig FortiClient v5.0 TTata Release 1 s Windows. He Bce
GbyHKIIMM OnMcaHHOE B ATOM JokyMeHTe noaaepxkusarotcs nis FortiClient v5.0 ITaty Release 1
st Mac OS X.

Monens FortiGate

becmutatHas peructpanus

FortiClient nmunien3un Ha ooHOBNIeHUE SKU

FortiGate 40, 60, 80 cepun, VMO0

10

N/A

FortiGate 100, 200, 300, 600, 800

cepun, VMO01/VMO1-Xen,

VMO02/VMO02-Xen

10

1000 peructpanuii KIMEHTOB

FCC-C0103-LIC

FortiGate 1000, 3000, 5000 cepwuii,

VM04/VMO04-Xen, VMO08/VVM08-Xen

10

3000 peructpanuii KJIMEHTOB

FCC-C0105-LIC

B Boicokoii goctynHoct (HA) koHpuUrypanuii, Bcex 4ieHOB KiacTepa TpeOyeT JTULIeH3UOHHBIH
KITFOY /17151 OOHOBJICHUS.

st mosrydeHust TONMOJIHUTENbHON nHbopMaIuy, 3aiaute B www.forticlient.com.
Fortinet Texromorun MHK

FortiClient v5.0 PykoBoacTBO anMuHUCTpaTopa

HolmepmmaaeMbIe OnmepanmmoOHHbIC CUCTEMBI
OC Windows

Microsoft Windows 8 (32-paspsianas u 64-pa3psigHast BepCHst)
Microsoft Windows 7 (32-paspsinHast u 64-pa3psiiHas BEpCHsi)
Microsoft Windows Vista (32-pa3psiinas u 64-pa3psiiHas BEpCusi)



Microsoft Windows XP (32-pa3psianas Bepcus)
Mac OS X

Mac OS X v10.8 Mountain Lion

Mac OS X v10.7 Lion

Mac OS X 10.6 Snow Leopard

MunumajbHble CHCTEMHBIE TpeﬁﬂBaHHﬂ

OC Windows

Microsoft Internet Explorer 8.0 wiu 6onee mo3 e

OC Windows coBMECTUMBIN KOMITBIOTEP C TporieccopoM Pentium mim 3KBUBaJICHTHBIN
CoBMecTUMO# oniepallMOHHON cucTeMbl 1 MuHUManbHOoro O3VY: 512 Mb
600 M6 cBOOOTHOTO MeCTa Ha )KECTKOM JIMCKE

Poxnsie Microsoft TCP / IP mpotokon cBsizu

Ponnsie Microsoft mporpamma J03BOHA ISl KOMMYTHPYEMOTO COSTUHCHUS
Ethernet NIC 1151 ceTeBbIX COeIUHEHUN

becnipoBoaHOI amantep At 6ECIIPOBOIHOTO MOAKIIOUYEHUS K CETH

Adobe Acrobat Reader unu npyroiit PDF Reader nns uncrpykius

MSI Installer 3.0 unu 60s1€ee Mo3aHSASA BEpCUs]

Mac OS X

[Ipoueccop Intel

256 MO oriepaTUBHOM NaMsTH

20 Mb na xxectkom nucke (HDD) nmpoctpanctsa

TCP / IP mpoTokoJ1 cBsI3n

Ethernet NIC st ceTeBbIX coeTUHEHUIN

becripoBoaHo# agantep 115 6eCrpoOBOAHOTO MOAKIIOUEHUS K CETH.

Ioxkanyicra, o3HakombTech ¢ FortiClient v5.0 IlaTtu Release 1
(Windows) niu Bbinycke FortiClient

Patch v5.0 Release 1 (Mac OS X) 3ameTkn 0 BbIIyCKe mepesn
oOHOBJIeHHEeM. TekeT JOKyMeHTa 10CTyleH

Ha 00CJIy’)KNBaHUE KJIHEHTOB H MOJAEPKKA.

Yro nHosoro B Bepcuu 5.0 FortiClient

Pe3roMe ycoBepiieHCTBOBaHUS

Huxe npuseznen crucok ycoepieHctBoBanuii B FortiClient v5.0 (Bkitouas maty Beimyck 1):
3ammTa OT BUPYCOB M BPEIOHOCHBIX

3amuTy OT HOBEHIIIMX BUPYCOB M HEXEJIaTeIbHBIX MPOrpaMM (PEKJIaMHBIX / OTTACHOE) YTpo3.
AHTHUBHUPYCHBIN KJIMEHT, ABIsETCS OECIIaTHBIM U aBTOMAaTHYECKOe OOHOBJICHUE KaX/Ible TPU
yaca.

Application Firewall

B110K, TO3BOJIUT ¥ KOHTPOJIMPOBATH MPHIIOKEHHSI, OTIIPABIISATH TPAQHK HA CETH.

Bring Your Own Device (BYOD)

JlmarHoctTuuecknii ”HCTPYMEHT

YcosepmencrBoBanus konconu FortiClient

VYrpaneHrne KOHEUHBIMU TOYKaMH HCTIONb30BaHueM FortiGate, B ToM uucre:
ABTOMaTHYECKasi pErHCTpaLUsl KOHEYHBIX TOUYEK U HHUIIMUPOBAHHBIE TTOJIb30BaTENIEM
pEerucTpanuy KOHEYHbIX TOYEK.

PazBepteiBanue VPN (IPsec / SSL) kondurypamuu.

Bx1104nTh / OTKIIIOUNTH AHTUBUPYCHYIO 3alIUTY B PEAIbHOM BPEMEHHU.

VYnpasnenue / pa3BepTeiBaHus BeO-GrbTpanuu u HacTporku Application Firewall.



Perucrpanus o [Psec VPN unu SSL-VPN.

FortiGuard Analytics

ABTOMaTHYECKH OTIPABIIATH MOJ03pUTENbHBIE (aitnbl B cetu FortiGuard mist ananmsa.
[Tonneprkka JoKanIu3auu

Ponurensckuit koutpons / Web Filter

brnok, mo3BossIoT, NpeaynpexIaoT 1 MOHUTOPUHTa BeO-Tpadka Ha OCHOBE KaTErOpHiA.
[Tomuwnte, HEeckonbko FortiGates mis perucrpanuu Konrpoins pabodero mecra.

VY nanennsiii noctyn (IPsec u SSL VPN)

be3onacHeie BUupTyanbHble yacTHble cetu (VPN) noctyn k Baiei ceTu.

[Tonnepkka HECKOIBKUX LUTIO30B JJISl OJTHOTO TYHHEJIS.

Iloucka u ynajneHust pyTKUTOB

Single Sign-On arenTta MmobuabHOCTH ¢ moaaepkkoii FortiAuthenticator / FSSO Collector arent
[Tognepxka aBTOMaTUYECKOTO BBIMOTHEHUS MOJIb30BATEIBCKOTO CLIEHAPUS TAPTHUIO Yepe3
TyHHenb [Psec VPN

[Tonnepxkka Heckonbkux (Makcumym 10) nro3 IP / FQDN B onHoMm korduryparuu [Psec VPN
[Monnepxka XML-koudurypanuu

VPN u3 cucremMHoro tpes

OtoT nokymeHt O0bU1 HanucaH A FortiClient v5.0 Ilatu Release 1 nins Windows. He Bce
(GyHKIMU OMMCAaHHOE B 3TOM JIOKyMeHTe noaep:xkuBatorcs s FortiClient v5.0 Iatu Release 1
mist Mac OS X.

Fortinet Texaomoruun MHK

VPN aBroMaTh4eckoro IOoAKII0UeHNs / BCeraa

[TognepxuTte BO3MOKHOCTh ABTOMATHUECKOTO MOJIKJIIOUeHHS K TyHHE0 VPN 6e3
BMENIATEIhCTBA MOJIb30BATEIS.

[Tognepxute BO3MOKHOCTH HACTpOHku VPN, 4T00BI Bcerjja ObITh MOAKITIOYEHBI.

ITouck ys3BuMoOCTEN

OrnpeziesieHre CUCTEMBI U TIPUIOKEHUHN YSI3BUMOCTH.

YcranoBka FortiClient Ha komnbsioTepe OC Windows

Caenymomue MHCTPYKIMH MOMOryT BaM XoT# ycraHoBka FortiClient na OC
Windows komnbroTep.

Yro6sl yctanoBuTh FortiClient

1. ABaxxas1 menkHuTe Ha ucnonHsemsiit gaitn FortiClient s 3amycka mactepa yCTaHOBKH.
Macrep ycTaHOBKH

FortiClient ycTaHOBUTH Ha Balll KOMIIbIOTEP.

Pucynok 1: Dkpan npusercTBus.



Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Mext to continue
or Cancel to exit the Setup Wizard,

[] ¥es, I have read and accept the [Ucense .ﬁ.greement] Mext

2. [IpounTaiite NTUIIEH3MOHHOE COTaIeHne U Haxxmute Jlanee, yToObl Mpo1oKuTh. Y Bac ecTh
BO3MOKHOCTh pacriedarars JIIeH3noHHOe COTTalleHIe Ha 3TOM YKpaHe.
Pucynok 2: JINIIeH3MOHHOE COIJIAllIEHUE.
End-User License Agresment -
Flease read the following license agreement carefully =- =

Fortinet Product License Agreement / EULA and Warranty Terms s

Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and
other Fortinet names herein may also be trademarks, registered or otherwise, of
Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright € 2002-2011 Fortinet, Inc., All Rights reserved. Contents and terms
are subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United 5tates Copyright Act of 1976.

Product License Agreement i

[ Print ] [ Close

3. Beibepute M3mMeHUTH, 4TOOBI BEIOpATh allbTEPHATUBHBIN MANKy HA3HAYSHUS 711 YCTaHOBKHU.
Bri6epuTte Jlanee, 9T00BI MPOAOTKUTHCS.
Pucynok 3: Beibop manku Ha3HauYeHUS



Destination Folder o
Click Mext to install to the default folder or dick Change to choose another =- =

Install FortiClient to:

IC:\Prugram Files (x86)\Fortinet\FortiClient!,

| Bak || mNext | | cancel

4. Beibepute Y CTaHOBUTH, YTOOBI POIOJIKHTb.
Pucynok 4: Bee roroBo anist ycranoBku FortiClient.

o
Ready to install FortiClient

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Bak | sl | [ cancel

5. Beibepute ['oToBO /17151 BEIXO/1a M3 MacTepa ycTaHoBkH FortiClient.
Pucynok 5: YcranoBka 3aBepiieHa



Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.,

Back Finish Cance

6. I1pu HoBoit ycranoBke FortiClient, Bam He Hy)XKHO, iepe3arpyxuBatb cuctemy. [Ipu
obnosnennu FortiClient Bepcun, BbI JOIDKHBI IEpe3arpy3uTh CUCTEMY JUIS N3MEHEHHS
koH¢urypauuu FortiClient Bctynunu B cuity. Beibepure Jla, 4To0bI mepezarpy3uTh KOMIBIOTED
ceituac, wim Het, 4ToOBI BpyUHYIO TIepe3arpy3Ky Mmo3ixKe.

Pucynoxk 6: Ilepe3anyck cucTeMbl MOITBEPHKICHUS.

You must restart your system for the configuration
wy changes made to FortiClient to take effect. Clidk Yes to
= restart now or No if you plan to manually restart later.

7. st 3anmycka FortiClient, 1Ba) /bl ETKHUTE 3HAYOK HA pabo4eM CTOJIE SPIIBIK.
Pucynok 7: Beibepute FortiClient sipiibik ass 3amycka

FortiClient

YcranoBka FortiClient Ha komnbsioTrepe Mac OS X

Crnenyronue uHCTpYKIuK nomoryT Bam s ycranoBku FortiClient Ha Mac OS X
KOMITBIOTEP.

Uto6s! ycranoBuTh FortiClient

1. ABaxas! menkuute FortiClient, uto6s1 3amyctuTh yecranoBmuk FortiClient.

FortiClient Installer ycranoBut FortiClient Ha Bamem kommnbstotrepe. Boeioepure [1poaomkuts.
PucyHok 8: DkpaH npuBETCTBUS



e 00 ‘& Install FortiClient [} _‘

Welcome to the FortiClient Installer

@ Introduction FortiClient for Mac OS X is a unified security agent for computers
) that integrates antivirus, SSL and IPSec VPN remote access, web
® License filtering, firewall and vulnerability scan into a single software

package. FortiClient for Mac OS X has a user-friendly interface that

® Destination Select & : :
allows for quickly setting up protection for your computer.

® Installation Type
@ Installation

® Summary

Continue

2. [IpounTaiiTe TUIICH3NOHHOE coTJalieHue U BeiOepuTe [IpoomkuTh. Y Bac €CTh BO3MOXHOCTh
pacreyaTaTh UM COXPAaHUTH COTJIANIEHUE HA MTPOrpaMMHOE 0OecTieueHre Ha ATOM dKpaHe. Bam
OyIeT NpeasIoKeHO COrTIACUTHCS C YCIOBUSMU JEHCTBUS JIMLEH3MOHHOTO COTJIallleHusl.

Pucynok 9: JIMIIeH3MOHHOE COTJIAllIeHUE.



8006 ¢ Install FortiClient a

Software License Agreement

| English o

© Introduction

Fortinet Product License Agreement / EULA and Warranty
Terms

® License

@ Destination Select
Trademarks and Copyright Statement

Fortinet®, FortiGate®, and ForniGuard® are reqgistered trademarks of Fortinet, Inc.,
and other Fortinet names hereln may also be trademarks, registered or ctherwise, of
Fortinet. All other product or company names may be trademarks of thelr respective
owners. Copyright © 2002-2011 Fortinet, Inc., All Rights reserved. Contents and
terms are subject to change by Fortinet without prior notice. No part of this
publication may be reproduced in any form or by any means cr used t¢ make any
derivative such as transiation, transformaticn, or adaptation without permission from
Fortinet, Inc., as stipulated by the United States Copyright Act of 1976.

- . - Product License Agreement

CAHREFULLY HEAD THE FOLLOWING LEGAL AGREEMENT (THE OR THIS

. . “AGHEEMENT" OR "EULA"). USE OF FORTINET, INC. ("FORTINET")

PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE

- - ' APPLIANCE PHODUCT S SOFTWARE AND FIRMWARE INCLUDED THE,EENBY

® Installation Type
@ Installation

® Summary

3. BoibepuTe nanky i yCTAaHOBKH.
Pucynok 10: HanpaBnenue BeiGepute skpaH. }
806 & Install FortiClient a

Select a Destination

How do you want to install this software?
© Introduction

© License

[7] Install for all users of this computer

@ Destination Select
® Installation Type

® Installation

® Summary

Installing this software requires 19.4 MB of space.

You have chosen to install this software for all users of this
computer.




4. Boibepute Y CTaHOBUTH, YTOOBI BHIIIOJHUTH CTAHJAPTHYIO YCTAHOBKY Ha TOM KOMITBIOTEPE.
Bbl MOKeTe U3MEHUTh YCTAHOBKH MECTOIIOJI0KEHUE OT 3TOr0 FKpaHa.
Pucynok 11: DkpaH Tuna ycTaHOBKH.

8 00 '@ Install FortiClient [}

Standard Install on “Macintosh HD"

© Introduction
@ License This will take 19.4 MB of space on your computer.

© Destination Select Click Install to perform a standard installation of
this software for all users of this computer. All
users of this computer will be able to use this

@ [nstallation software.

@ Installation Type

@ Summary

| Change Install Location... ]

Install

5. B 3aBUCHMOCTH OT Ballleif CHCTEMBI, BAM MOXET OBITh MPEIJTIOKEHO BBECTH CHCTEMHBIN
aposb.
Pucynok 12: BeenuTe cuCTeMHBIH TapOIIb, YTOOBI IPOIOJIKHUTD
8 06 il Install EortiClient
\

n Installer is trying to install new software. Type

s your password to allow this.
O In llg
 Lic -

e Name: [Drew Shearman
@In

Password:
@ Ins

@S —~
q @ | Cancel | | Install Software |

6. YcTaHOBKa Mpoluia ycrnenHo. Beroepure 3akpbITh I BBIX01a U3 IPOTPaMMbl YCTAHOBKH.
Pucynok 13: YcranoBka nponuia yCremHo.



e 00 & Install FortiClient )

The installation was completed successfully.

© Introduction

© License

© Destination Select
© Installation Type

@ Installation The installation was successful.

& Summary

The software was installed.

Go Back

7. FortiClient 6511 coxpaneH B namnky Applications.
Pucynok 14: [Tanky [Tpunoxxenus.

Contacts Dashboard

e \/,\
entes

\

Dictionary Dropbox i i Font Book FortiClient

B

FortiClie...installer FortiExplorer Game Center i iMovie

8. ABaxapl menkuute FortiClient 3HauoK, YTOOBI 3ayCTUTh pUJIOKEeHUE. BriOepuTe 3Ha4OK
3aMKa B JIEBOM HIDKHEN 4acTu MpuOOpPHOI maHe u, YTOObl BHECTH U3MEHEHUS B

FortiClient konduryparmu.

Pucynox 15: Tlpubopnas nanens mo ymondanuto 3abmokuposana FortiClient.



800D FortiClient

FortiClient

F&EERTINET.

This computer is protected by FortiClient software.

AntiVirus
Realtime Protection Enabled

_ \// Realtime Protection Enabled

Parental Control
Parental Control Enabled

&’ Database is up-to-date

N

3 @ 0 Threat Quarantined

Application Firewall
Application Firewall Enabled

|@== Exclusion List

Remote Access @ Weekly Scan at 18:30 on Monday
§|ﬂ No VPN Connected

Vulnerability Scan Last Scan: Last Update: 11/6/2012
Vulnerabilty Scan Enabled ’ /Q Scan Now ,1 [ & Update Now ‘

L

[‘j Click the lock to make changes

Provisioning FortiClient

FortiClient konpurypauuu MSI uactpymeHT

FortiClient koHpUTypaTOp HUHCTPYMEHTOM SIBJISI€TCSI PEKOMEHIyEMbIM METOZOM CO3JJaHUs
UHIUBHIyaIbHON ycranoBku FortiClient.

Hcnonp3oBanne

FortiClientConfigurator.exe-m <path k FortiClient.msi file>

[HeoOs13aTenbHbIE MapaMeTpshl]

-M <path k FortiClient MSI ¢aiiny (o6s13aTensHO)

- REGISTRATIONKEY <key>

Hcnonw3yiiTe A 3apeTUTh MOAB30BaTENsIM U3MeHATh HacTpoiiku FortiClient.

- FGTIP <ip:port unu fqdn:port>

FortiClient nomnbITaercs 3aperucTpupyirech, 4Toosl noayuuTs 3Ty FortiGate. Eciu on He
MOYET, OH OY/I€T MBITaThCs 3aPETUCTPUPOBATHCS, YUTOOBI IO YMOTYAHUIO

ILTIO3.

[Tpumep ncnonab3oBaHUA

FortiClientConfigurator.exe-MC: \ Downloads \ forticlient.msi

- REGISTRATIONKEY sercretpassword

OTa KOMaH/1a BbIIIIE CO3/1a€T CIEAYIOIINE KaTaJoru, coaepxaiiue ¢paiibl TOTOBBIE [
pa3BepTHIBAHUS:

C: \ Downloads \ FortiClient_packaged \ ActiveDirectory \

C:\ Downloads \ FortiClient_packaged \ ManualDistribution \

FortiClient konpurypatop

Wuctpyment FortiClientConfiguratorGUI sto npunoxxenue, uarepdeiic k FortiClient
nepeynaKkoBKa HHCTPYMEHT KOMaHIHOM CTpoKU. MacTep nmpoBeeT Bac uepes Mmpoliecc
ompesieNieHus: apaMeTpoB, YToObI ObITh puMeHsieTcs K FortiClient daitn MSI.

Otot gokymeHT Obut HarmucaH s FortiClient v5.0 ITaty Release 1 st Windows. He Bce
(GyHKLINU OMMCAaHHOE B 3TOM JIoKyMeHTe nojaep:xkubatorcs ais FortiClient v5.0 Iaty Release 1



it Mac OS X.
Brikimroyaresns ¥ mapaMeTpoB UyBCTBUTEIBHBI K PETUCTPY.

Pucynox 16: FortiClient maTepdeiic npukiIagHOro KOHPUTYpaIuu.

Welcome to the FortiClient repackaging GUI. This is application is an interface to
the FortiClient repackaging command-ine tool.

The wizard pages will take you through the process of spedfying settings and
customizations to be applied to the FortiClientdd MSI of your choice.

FortiClientConfig...

| Mext > ||

Co3znanue nmoyb30BaTeNbCKOTO (haiina ycraHoBKM MSI

Bsl MokeTe co3naTh coOCTBEeHHBIN (haiin yctaHoBimka MSI 115 Bamiero crnenuaiu3upoBaHHOTO
npuinoxenue FortiClient:

1. Onpenenure napaMeTpbl KOMaHAHON CTPOKH, /1711 3TOTO HYXHO JUIsl yCTAHOBKH HACTPOEHHOM
FortiClient.

2. B nmanke, rae Bbl paCIIMPHIIM IPOrpamMMy YCTaHOBKH. ZIP makeTa, BBIITOJIHUTE CIETYIOLIYIO
KOMaH/y JINHUSA 3alUCh:

FortiClientConfigurator.exe-m <path x FortiClient.msi file>

<optional switches>

Hogerit nmonkaranor co3nan, kotopsiid cogepxut FortiClient daitn MSI.

PasBepteiBanue FortiClient ucnonszoBanuem Microsoft Active Directory (AD) cepsep

EcTp HECKOTBKO crtoco00B ycTanoBHUTH FortiClient kK KOHEUHOM TOUKE YCTPOMCTBAMU C
nomortpio Microsoft Active

Directory.

Hcnonb3oBanue Microsoft AD pa3septeiBanus FortiClient:

Ha koHTposmepe nomeHa, co3gaiTe TOUKY pacnpoCTpaHEHUSI.

1. Boiigure Ha cepBep ¢ yUE€THOM 3alMChIO aIMUHUCTPATOPA.

Jlns nmonydenus gononHuTenbHON nHpopMaun o koHpurypauuu FortiClient XML cwm. B
FortiClient v5.0 CripaBounuk mo XML

Fortinet Ha caiiTe TexHuueckon qokymeHTaruu, http://docs.fortinet.com.

Crnenyrome HHCTpYKIMK ocHOBaHBI 0T Microsoft Windows Server 2008. Ecnu BbI ucniosnb3yere
pasnuuHbie Bepcun cepBepa Microsoft, Bamm nimum MMC ocHacTKy B MecTax, MOTYT OBITh
Pa3IUYHBIMH.

2. Co3nanue obmeit cereBoit manke, riae FortiClient daiin ycranoBumka MSI OyayT
pacrpoCTpaHAThC C.

3. YcraHnoBute mpaBa ocTyna K (aiyiaM Ha marnky, pa3pemniaroniiue J0CTyl K JUCTPUOYTHBY.
Cxkonupyiite



FortiClient MSI maket ycTaHOBKH B 3Ty OOIIYIO MAMKYy.

4. Beibepure [Tyck> AnmunuctpupoBanue™> Active Directory mosb30BaTesid U KOMITbIOTEPHI.
5. Ilocne BeIOOpa JOMEHA, HIETKHUTE MPaBOM KHOMKOM MBIIIHN, YTOOBI BBIOpAaTh HOBYIO
opranuzaronnyto eaunuiry (OU).

6. IlepeMenieHre BcEX KOMIIBIOTEPOB, KOTOPbIE HEOOXOAMMO PACIIPOCTPAHSTH IPOTPaMMHOE
obecrieuenue st FortiClient BHOBB CO31aHHBIC MTOAPA3ICIICHUS.

7. Beibepute Ilyck> AnMuHucTprpoBaHue™> YIipaBjieHHUE IPYNIIOBON NOIUTUKON. ['pyrnnoBas
MOJINTUKA.

VYupasienue ocHacTKy oTkpoercs. Beioepure OU BbI TOBKO uTO co3nanu. [l{enkHauTe mpaBoit
KHONKOM MbItH, BeIOepuTe Co3aanue o0beKTa IpyInoBOi MOJIUTUKH B 3TOM JOMEHE U CBSI3aTh
ero 3xaechb. [aiite HoBomy GPO ums u naxmute OK.

8. Pa3zBepHUTE O0BEKT IPYNIIOBOM MOJUTUKH M HANTH KOHTEHHED IPYIIIOBOM MOJUTUKH,
KOTOPBII TOJIBKO uTO co3nanu. llenkuure npasoit kHomko# Ml GPO u BeiOepute I3MEeHUTD.
Penakrop yrnpasieHus rpynnoBoOi HOJTUTHUKON OCHACTKY OTKPOETCS.

9. Pazsepuute y3en Kondurypauus komnsrorepa> [lonmutuku> [Tapamerpsl mporpamm.
[[lenkHUTE MpaBoi KHOMKOM MbIU [IporpammHoe obecnieueHue

Hacrpotiiku u BeiOepute New> Package.

10.Beibepute Ha myTH K Baiieil Touke pacnpoctpanenus u FortiClient daiin yctaHoBKH, a 3aTeM
BeIOepuTe OTKPBITH. BH10OD 3amannbix u Beioepure OK. ITaker Oyzmer cozmaBaThes.

11.Ecnu BbI XOTUTE YCKOPHUTH MPOLIECC YCTAHOBKHU, KaK Ha CEPBEPE U KIIMEHTCKUX KOMIbIOTEpPax,
npuHyauteabHo ooHoBUTh GPO.

12.The nporpammHoe obecriedeHre OyeT YCTaHOBIICHO Ha CIIEYIONIEH repe3arpy3Ku
KIIMEHTCKOT0 KOMITbIOTepa. M0XKHO Takke 0KHM1aTh KIMEHTCKOM KOMITbIOTEpE JIJIS OIlpoca
KOHTpOJIIEpa JOMEHa JJI1 U3MEHEHHUs 00bEKTa TPYIIOBOM MOJIUTUKHA U YCTAHOBUTH
pOrpaMMHOE 0OecTieueHue.

VY namute FortiClient ncrionszoBannem Microsoft Active Server kaTaaoros

B arom paznene onucsiBaercs, kak ynanuth FortiClient ¢ KIMEHTCKMX KOMIIBIOTEPOB C
nomotisio Active Directory:

1. Ha xonTpoiiepe noMeHa, Beioepure Ilyck> AnmunuctpupoBanue™> YnpaieHHe IPyHIIoOBOI
ITOJIUTUKOM.

VYrpasieHue rpynnoBbIMU MOJIUTUKAMU OCHACTKY OTKpoeTcsl. Pa3BepHyTh 00BEKTOB IPYIIIOBOM
HOJUTUKUA KOHTEHHEP U LIETKHUTE NMPaBOi KHOMKOM MBIIIN 0OBEKT I'PYNIIOBOI MOJIUTHKH,
co3maHHbIN 15 yctaHoBKH U BeiOepute FortiClient MI3menuts. Penaktop ynpasieHust
TPYIIIOBOM IOJIUTUKOU OTKPOETCS.

2. Bo16op xoHdurypanuu kommnstorepa> [lonuruka> Hactpoliku nporpamMmbsl> Y cTaHOBKa
nporpaMMHoOro odecrieueHus. Bol Oynere Tenepb cMOTyT yBUJIETh NTAKET, KOTOPBIN ObLI
ucnoib3oBaH A ycranoBku FortiClient.

3. lllenkHuTe MMpaBOi KHOMKOM MBI MaKeT, BIOepuTe Bee 3amaun> Y nanuts. Beibepure
Hemennennoe ynaneHue nporpaMMHOe 0O€cIiedeHre OT M0JIb30BaTeIe U KOMIBIOTEPOB, WIH
pa3pemTh NOJIb30BATENSAM MPOIOJIKATH UCTIONB30BaTh IPOrpaMMHOE 0OeciedeHue, HO
npenoTBpalieHust HOBbIX ycTaHoBoK. Haxkmute kHonky OK. [Taker Gynet ynanes.

4. Ecnu BBl XOTUTE YCKOPUTB IIPOLECC YAAIEHUS, KaK HA CEPBEPE U KIIMEHTCKUX KOMIIBIOTEPAX,
3aCTaBUTh OOBEKT IPYNIOBOM MOTUTUKH OOHOBIIEHUS, KaK TOKa3aHO B MPEAbLAYIIEM pa3felie.
[TporpammMHoe oOecrieueHre OyAeT yaaleHa co cieIyomel nepesarpy3ku KomnboTepa. MosKHO
TaK)Ke O’KUAATh KOMITBIOTEP JIJIS OIpoca JOMEH KOHTpOJLIepa Uil H3MEHEHUs 00beKTa
IPYyNIIOBON NOJUTUKU U yIaJI€HHUs IPOrPaMMHOT0 00ecreueHmsl.

PaszBepTriBanue ¢ momorisio Microsoft System Center Configuration Manager 2007

Ecnu BB X0Tenu ObI Mcmonb3oBath cucteMbl 0T Microsoft Center Configuration Manager
(SCCM) nns passepteiBanus FortiClient, ucronb3yiTe ciaeayrOmmi METO;

OTH MHCTPYKLUU NPEANOararwT, y Bac yke ycraHoBieH u HacTpoeH SCCM. Ecnu y Bac Her,
noXkanyiicra, ooparurech K Microsoft oHIaifH-UCTOUYHUKH CIIPABKHU ISl TIOTYUCHUS
UH(OPMALIUHU O BBIITOJIHEHUH ATOH 3a/1a4H.



lar 1: co3mates maker

1. 3amyck Bameii koHconu Configuration Manager GUI u pactmputs cienytoniee: Komnbrorep
VYnpasnenue> [IporpaMMHbIe aKeThl JUCTPUOYTHBA>.

2. lllenkHuTe MIpaBOK KHOMKOM MBIIIHN U BeIOepuTe makeTbl Co3naTh> [lakeT U3 KOHTEKCTHOTO
MeHI0. MacTep OTKpBITb.

3. 3amoIHUTE aKEeTHl CBOMCTBAMH, KaK BBl XOTHTE Ha BKiIagke OOrue.

4. Ha Bxnajke VICTOUHUK JaHHBIX BBIOEPUTE DTOT MAKET COJEPKHUT UCXOAHBIE (Dailibl KOPOOKY,
a 3aTeM BeIOepuTE Y CTAaHOBUTH KHOMKY, 4T00BI yka3zaTh uctouHnk SCCM maker. SCCM
HOIIPOCUT BAC YKa3aTh MyTh K UCIIOJIHAEMBIN (aiin ycTaHoBKU. BeI60Op 3TOrO MyTH, @ 3aTEM
BbIOepuTe OK.

5. YcraHoBute (Guiaxkok psIoM ¢ OOHOBJIEHUE TOUEK PACHPEENICHHs 10 PACIUCAHUIO, a 3aTeEM
YCTaHOBUTE IJIAHUPOBATH, KaK YaCTO Bbl XOTUTE.

6. Hactpoutb nmapameTpsl JOCTyIA K IaHHBIM B Clly4ae HE0OXOAUMOCTH.

7. Ha Britanke [lapameTpsl pacripoCTpaHEHHs], yCTAHOBUTh PUOPUTET Nepenadn. Beicokas
pPEKOMEHyeTcsl.

8. Ilon Bknaaky OT4ETHOCTh, OCTaBbTE HACTPOUKH 10 YMOJTYAHHUIO.

9. Ilon Bkiaake bezonacHOCTh yCTaHOBUTH MpaBa JJisl Kjlacca IaKeTa U IpaB dK3eMIUIIPE.
10.Review Bam naket BeIOOpHI o BKIaAKy CBojiKa, 3aTeM BoiOepute lanee. Macrep
3aBEpPUIUTbD.

[ar 2: CO3IIaHI/IC IIporpaMmel I BaAICTO ITaKCTA.

1. CraproBas KoH(HUTypaIys Ballero MeHeKepa HHTepderc KOHCOIN U PaCKPOUTE
CJIeAYIOIINE:

VYnpasieHne KOMIbIOTEPOM > PacnipocTpaHeHue NporpaMMHOro 00ecredeHHs™ MaKeThl.
Bribepure Tonbko uto co3nannyro FortiClient makera. [llenkHuTe mpaBoit KHOMKOM MBIIIU 3TOT
naket u BeiOepure Coznath > [IporpamMmma 13 KOHTEKCTHOT'O MEHIO.

2. Ha Bxuagxe OG1ue, 3aoiHUTh COOTBETCTBYIOIIME OAPOOHOCTH. /{1151 aBTOMaTHYeCKOM
YCTaHOBKH, yO€IHUTECh, YTO BBl UCIIONIB30BaTh MS-TiepekirouaTels 1o/ mapaMeTpoB KOMaH/IHOM
CTPOKH.

3. Ha Bknanke TpeGoBaHusl ycTaHOBUTE (PJIaXKKU PSIIOM C KIIMEHTCKUX IUIaT(GOpMax Bbl XOTUTE
ycranoBuTh st (Windows Vista, Windows XP u T.1.).

4. YcraHOBUTE NTEpeMEHHbIE OKpYKeHUs. PekomenayeTcsi, 4ToObl BEIOpATh, 4TO Mporpamma
MorJia paboTars.

5. Be1 moxete octaButh Pacimpenssiii 1 Windows Installer Bkiaaku no ymonyaHuto.

6. Eciiu Bam TpeOyetcs yBenomiieHue, HanpaBieHHoe Microsoft Operations Manager (MOM),
BBIOEPUTE COOTBETCTBYIOIINE TapaMeTPhl Ha BKIIAJKE 00CTyKHBaHHUE.

7. Kak 1 Ha mpeapITyleM 3Tarne, pacCMOTpeTh Barie pe3tome, a 3aTeM co3/1aTh Ballly
IporpamMmy.

IIar 3: PEKIIaMa BallCTo MMaKETa Ha KIIMCHTCKHUEC KOMIIBIOTCPEI.

1. CtaproBas KOHpUrypalys Ballero MeHekepa HHTepheic KOHCOIN U PacKponTe
CIIEAYIOIINE:

VYnpasienue koMmnbioTepom> PacripocTpanenue nporpaMMHoro odecrnieueHust > OObIBICHHUS.
[enxHuTe MpaBoil KHONKOW MbIHU U BeiOepuTe O0bsaBIeHus HoBoe 00bsBICHNE > U3
KOHTEKCTHOTO MEHIO.

2. Ilpu 3ampoce HET pacnpeaeTuTeNbHBIX MyHKTOB, BhIOepuTe J[a. MBI Oy/eM 0OHOBIIATH
pacnpeziesieHus yKa3blBas II03Ke B ITPOLIECCE.

3. Ilo pacnycaHuIO BKJIaJKe YCTAHOBUTE JATy Bbl XOTUTE. Y CTAHOBUTE YPOBEHb IIPHUOPUTETA
(pexomenmyetcs yctanoBka "High"). BeiGepure Ha jxeITOM 3BE30YKOM IS YKa3aHUS
00s13aTeIbHBIX MTapaMETPOB.

4. Ha Bxnagke Touku pacripocTpaHeHus, BbIOepuTe "3arpy3uth COAepKUMOE ¢ TOUKH
pacIpoCTpaHEHUs U 3aIlyCTUTh JIOKAIbHO KaK JJIsl BCE HACTPOEK.

5. Ilpu B3auMOJeMCTBUY BKIIAJKE, BBl MOXKETE MCIIOJIb30BaTh 3TO, YTOOBI IPEAYIPEAUTH



3aperuCTPUPOBAHHBIM I10JIb30BATENSAM, YTO IporpaMma OyJIeT 3ayCTUTh U 00ECIICUUTh TaliMep
00paTHOro OTCYETA /10 3aBEPIICHUS UCIIOJIHEHHUS.

6. ITox Britaaxe be3onacHOCTh yCTaHOBHUTH IIPaBa AJIs Kjlacca I1aKeTa U IIPaB dK3EMILIIpE.

7. IlpocMoTpuTe BEIOpaHHBIE TapaMeTphl MakeTa noJ BKiIaaky CBojka, 3aTreM BelOepute [lanee.
Macrep 3aBepILIUTS.

[ar 4: Co3znanue 1 OOHOBJIATH TOUYKH PACIIPOCTPAHEHUS

1. CraproBas KOH(HUTypalys Baiero MeHexepa nHTepdenc KOHCOIN U PaCKPOUTe
CJIeAYIOIINE:

VYnpasieHue KoMIbloTepoM > PacnipocTpaHeHne mporpaMMHOT0 00ECTICYeHHS > MaKEeTHI.
Pacmmpen naker, co3/1aHHbBIN U IIETKHUTE IPaBOM KHONKOW MbIIM TOUKH pacipoCTpaHEHUs.
[lenkauTe npaBoi KHONMKOK MbIK ToYKH pacrpocTpaHeHus U BeioepuTe Co31aTh TOUKU
pacrpoCcTpaHeHUs U3 KOHTEKCTHOrO MeHI0. OTKpOETCsl OKHO MacTepa.

2. Beibepure SCCM cepBep U3 cmcka JOCTYIHBIX cepBepoB U BeiOepuTe [lanee. Bol yBuanTe
pes3toMe U MacTepa OyAeT 3aBeplIcHa.

3. Tenepb BaM HEOOXOAMMO OOHOBUTH TOUKH PACIIPOCTPAHEHUS, KOTOPBINA OBLT TOJIBKO YTO
co3zaH ¢ nakera. [llenkHuTe npaBoil KHONKOM MbIu ToYKM pacpocTpaHeHUs U Tenepb
BbIOpaTh pacpoCTpaHeHus: OOHOBJICHUN

Ouku U3 KOHTEKCTHOTO MEeHIO. BerpiBatomeM okHe nosiBuTcs. [loarBepante oOHOBIEHUE,
Ja BeIOODA.

HUcnoabn3zoBanmne Microsoft SCCM 2007 ynaauts FortiClient:

1. Otkpoiite koHcoabs Configuration Manager:

System Center Configuration Manager> ba3a nanusix caiita> YmpaBieHue KOMIbIOTEPOM™>
Pacrnipoctpanenue nporpammHoro ooecneuenus™> [laker> Pekiama.

2. Boibepure FortiClient nmaker, KOTOPBIN BBl XOTUTE yJAIUTh, 3aT€M BBIOCPUTE JUIS KAXKIOM
cucreMsbl ynanenus. ObecnieunBaTh

BbIOpaH MpaBUIIBLHBINA KOJJIEKIIUU TPAHUIIBL. YKaXHUTe, KOTJa pekiiama OyaeT Belarh
YJICHOB IEJIEBOM KOJUICKITUH.

3. 3aBepmmte paboTy MacTepa. YOeauTech, 4YTO Bl yAaIuTe HayanbHble PexigamMa yCTaHOBKE BBI
ucnosp3oBaiu s yecraHoBku FortiClient s npenorspamienust SCCM ot FortiClient
HepeyCTaHOBKH.

anaB.]IeHne KOHCYHBIMHU TOYKaAMH

Bsenenune

Llenbio 3TOTO pasaena sBiseTCs MpeaocTaBieHue 0a30BOH HHCTPYKIIMHU O HACTPOIKH,
passepthiBanus U FortiClient ynpasnare koHdurypamusmu ot FortiGate.

Hacrpoiika YnpaBieHue KOHEYHbIMA TOYKAMHU

B FortiOS v5.0, Hactpoiiky u ynpasienue FortiClient areHTOB KOHEYHOUW TOYKU TEMEePh MOKHO
oOpabarsiBatoTcs FortiGate. MoxxHo HacTpouTh ycTpoiicTBo FortiGate oTKpbITh 1151 ce0si HOBbIE
ycTpoiicTBa cetu, cobmonenue FortiClient perucrpanuu, ¥ pa3BepHyTh PEABAPUTEIHHO
CKOH(UTypHPOBAHHBIX KOHEYHOH TOUKE MPOQHIIS TOJKIIOUEHHBIMH ycTpolicTBaMu. KoHeuHas
TOUYKa MPOQUIIL MOTYT OBITH pPa3BEPHYTHI HAa YCTPOUCTBA B ceTH U Oosiee coequHeHne VPN.
YroObl HACTPOUTH YTIpaBlieHHe KOHEUHbIMU ToukaMu Ha FortiGate, BeImosHUTE AEHCTBUS,
NIePEYHCIICHHBIC HIDKE.

[IIar 1: Bxarounts yrpapieHde yCTpOMCTBAME M TPAHCIIALKMS COOOIIEHHH OOHApYKEHMUS

Jlns HacTpoiKu ycTpoiicTBa ynpasieHus, Beioepute Cucrema > CeteBoil nHTepdeiic>,
BbIOepHUTE HHTEpPeiic, a BbiOepuTe [IpaBka Ha maHenu UHCTpyMeHTOB. Ha crpanuiie
uHTepdeiica peJakTHPOBAHUS MOXHO 10 JKEJTaHHUIO BKIIOYUTh OOHApYKEHHE U HACHTH(PHUKAIUN
yCcTpoicTB. st BKITFOUEHUSI TPAHCIISAIUN COOOIICHUI 0OHapyKeHUs (OMIHsI) HEOOXOAMMO
cHavaisia BKIrounTh FCT-Access o npaBamu aamMunuctpaTopa. Haxxmure knonky IlpumeHuTs,
YTOOBI COXPAaHUTh HACTPOMKHU.

FortiOS IlepeBo3unk GA v5.0.0 unu 6onee no3aHel Bepcu.

YrnpaneHnrue KOHEUHBIMU TOUkaMmu 10cTyrmHO Ha FortiGate 40C u BbIIe yCTpOWCTB.



Tpancnsus cooOieHuii 0OHapyKeHUs SBJISAETCS TOTOJIHUTENbHONW KoHpUrypauuu. [Ipu
BKITIIOYCHUU 310l (hyHKIMu Oyzaet FortiGate pacchuiaTh COOOIIEHUS! KOMITBIOTEPHOW CETH,
MO3BOJISISI KIIMEHTCKUX MOAKIIOYeHU 00HapyxuTh FortiGate as

FortiClient peructpanuu. be3 ata dyHKIMS BKITIOUEHA, TI0Jb30BaTEIb MOXKET BBeCTH IP-anpec
i aapec FortiGate st 3aBepiieHus: perucTparum.

Pucynok 17: [lapameTpsl ycTpoiicTBa ynpaBieHus
Edit Interface

Name fmc1l/2 (00:09:0F:DB:F2:55)

Alias

Link Status Up

Addressing mode @ Manual ) DHCP ) Dedicate to FortiAP
IP/Network Mask: 187.28.154.2/255.255.255.0

Administrative Access H-l—rps PING H-l—rp FMG'ACCESS

[¥] 55H [¥] SMMP ] TELMET | [¥] FCT-Access

Enable DHCP Server ]
Security Mode Captive Portal ~
Customize Portal Messages [
User Groups Click to add...
Device Management
Detect and Identify Devices
Broadcast Discovery Messages
Enable Explicit Web Proxy O
Listen for RADIUS Accounting Messages [
Secondary IP Address [

Comments Write 3 comment...
0/256
Administrative Status @Up® O Down@
[ OK [ | Cancel [ | Apply [

IIIar 2: Hacrpoiite knuentckuii mpoduas Endpoint

Uto06s! HacTpouTh KiIMeHTcKkui mpoduias Endpoint, [lepelitu k monp3oBarento u ycrpoiicTpa>
VYerpoiictBo> Endpoint npoduis. PegaktupoBaTh kak Tpedyetcs. HaxxmuTe KHOTIKY
[TpuMeHUTH, YTOOBI COXPAHUTH HACTPOUKH.

Pucynox 18: koneunas Touka PenaktupoBats npoguib.



Edit Endpoint Profile

FortiClient Configuration Deployment

Windows and Mac
T AntiVirus Realtime Protection on Client (when installed)
7T Application Firewall client-reputation -

7T web Category Filtering client-reputaticn -
Disable Web Category Filtering when protected by this FortiGate

™ Endpoint Vulnerability Scan on Client

Schedule Scan Type: 7 Daily @ Weekly & Monthly
Initiate Scan After Client Registration
™ Client VPN Provisioning +
Name sunnyvale_California
Type @ IPsec VPN () SSL-VPN
Remote Gateway 12.2.43.1
Authentication Method Certificate -

orr  Upload Logs to FortiAnalyzer/FortiManager

IP Address: [Change]

| Apply

[IIar 3: Hacrpoiika nonutuk Gpanamayspa

Urto0bI HACTPOUTH MOJIUTUKY OpanaMayaspa it Endpoint yripasnenwus, neperiaure B [lonuruka >
[onmuTuka. [Tonutuka > u Bei6epute Co31aTh HOBYIO Ha IPABO MaHEeNIn HHCTPYMEHTOB. s
nonutuka Knacc, BbIOepuTe HIEHTUYHOCTh YCTPONCTBA.

Pucynok 19: Co3nanne HOBOM NOJUTHUKN UACHTUYHOCTH YCTPONCTBA.

New Policy

Policy Type @ Firewall ) VPN

Policy Subtype ) Address () User Identity @ Device Identity
Incoming Interface internal >
Source Address =] Click to add...

outgoing Interface wani i

Enable NAT
@ Use Destination Interface Address  [] Fixed Port
@) Use Dynamic IP Pool T e
Configure Authentication Rules

) Create New

Destination Address m Endpoint Compliance m Schedule UTM Security Traffic Shaping

No matching entries found

[7] Customize Authentication Messages

COmments Write a comment... o/255




Jo6asuts [IpumuTe ayreHTH(GHUKAIMN TpaBUIIO A7 Bcex coBmectumas ¢ Windows-I1K-
KJIIMEHTOB. DTO IIpaBuiIo 1mo3BoauT Windows, kKimeHThl, KoTopbie ycTaHoBUIM FortiClient
OBITH 3aperucTpupoBaHHbIME Ha naHHO# FortiGate k nepexaun Tpaduka.

Pucynox 20: npuHaTh npaBuia aisg ayreHTudukanuu copmectumas ¢ Windows-I1K-kimeHToB.

Destination Address
Device
Compliant with Endpoint Profile
Schedule
Service
Action
¥ Log Allowed Traffic

Generate Logs when Session
Starts

Capture Packets

=] all w
Ed windows PC W
W

1 always -

2 ALL '
v ACCEPT b

Job6asuts Captive Portal mpasuna ayrenrudukamnmm s Bcex He-coBmectuMmas ¢ Windows-TTK-
KIIMEHTOB. DTO MPaBUJIO NIepeHarpaBieHus Bcex kineHToB Windows (uepe3 Be6-Opaysep) Ha
CICIMANIBHBIN IMOPTa, TIe OHU MOTYT ckavarbh. [locne peructparnuu B FortiGate, koneunas

TouKa npoduiis OyJeT Ha3HauCHA.

Pucynok 21: [Inennuna npasuia ayrentudukanmm noptai 1t Windows-PC yerpoiicTs.

Destination Address
Device
Schedule
Service
Action
Device Detection Portal
@ Enforce FortiClient Compliance
Email Address Collection
Log Violation Traffic
Traffic Shaping

= all w
(g windows PC W
7 always -

2 ALL LY
) Captive Portal -

(HeoOGsi3arenbro) JloOaBbTe npaBmiio Accept ayTeHTU()UKALUHU, YTOOBI pa3pelnTh Tpaduk oT
BCEX JPYTHX YCTPOUCTB I mepenayu Tpaduka 6e3 coomoaenus FortiClient cooTBeTcTBUS.
Pucynox 22: [lpunsarte [IpaBuio npoBepku MOATUHHOCTH IS BCEX IPYTHX YCTPOUCTB.

Destination Address
Device
| Compliant with Endpoint Profile
Schedule
Service
Action
Log Allowed Traffic

=] all w
G All w
T always -
2 oAl L W
v ACCEFT -

Kak Tonbko 3Tu Tpu npaBuiia ayTeHTHUPHUKAMU HacTpoeH, Beidoepute OK, 4ToObI COXpaHUTD

HOBBIC HaCTpOﬁKH TIOJIMTHUKH.



Kouduryparuio kmmeHTa roToBO K pa3BepTHIBAHHIO.
Pucynok 23: [Tonutuka GpanamMayspa KOHQUTypauu.

New Policy
Policy Type @ Frewall © VPN
Policy Subtype Address (. User Identity @ Device Identity
Incoming Interface any v
Source Address = all v
Outgong Interface ports (Primary Internet) -
Enable NAT
Configure Authentication Rules
| & Creste New
Destination Address Endpoint Compliance Schcdule.u TM Security|Traffic Shaping|Logging] Action
all Windows PC V] ALL  always -] (% V] v ACCEPT
all Windows PC @ ALL  always - %} @ O Captive Portal - Enforce FortiChent Comoliz
all All (% ALL  always -} %) 9 v ACCEPT
‘ m ’
Customize Authentication Messages
Comments Wnte 3 comment o/2ss
' 0K 1 Cancel

[Tocne FortiGate kondurypanus Obuta 3aBepiieHa, Bl Moxkete npuctynuTh K FortiClient
koHurypauuu. Hacrpoiite Windows PC B kopnopaTuBHO# CeTH CO IIJTH030M [0 YMOTYaHHIO
ycranosinensl B [P u3 FortiGate.

FortiClient Endpoint Tormosoruu ceTu.

Crnenyronmuit mpodwmis FortiClient Endpoint Tononoruii mojiepKuBaroTCs:

Knuent Hanpsimyto csizano ¢ FortiGate, 1100 k puznyeckoMy nopTy, NOpTy KOMMYTaTOpa WK
WiFi SSID.1

OTa TONOJOrus perucTpalyu KIMeHTa, HaCTpOKa CHHXPOHHM3AUK M KOHEYHOH TOUKH mpoduiis
OpraHoB.

Knuent nogkimouen k FortiGate, Ho HaxonuTcs 3a mapuipytuzaropoM NAT nnu device.2

3Ta TOMOJOTHs PETUCTPAINY M HACTPONKH KIIMEHTA CHHXPOHHU3AIIHH.

Knuent nogxmtouen k FortiGate uepe3 VPN connection.3

OTa TOMOJOTHs PETUCTPALAN KIMEHTA, HACTPOHKa CHHXPOHHU3AIMHA U KOHEYHOH TOUYKH TTPOPHIIS
OpraHoB.

Pucynox 24: Tononoruu ceTu.

£ §
Internet

>

&G

Uro6s1 HacTpouts FortiClient Endpoint uis yripaBneHus, BEIIIOJIHUTE JeHCTBUS,
HepeyYrCICHHBIC HIXKE.



IIIar 1: 3arpysute u ycranosure FortiClient

OTkpoiiTe BeO-Opay3ep Ha paboueil CTaHIIMK U TONBITKA OTKPBITH BEO-CTPaHULIBI, KOTOpasi OyieT
HarpasjeHo Ha Captive Portal. CrienyiiTe HHCTpYKIHSM Ha TIOpPTaje, 4YTOOBI 3arpy3uTh U
ycranoButh FortiClient.

Pucynox 25: Captive Portal 6;10ke cTpaHuIipl 0OTOOpaskaeTcs.

Endpoint Security Required

The use of this security policy requires that the latest FortiClient Endpoint Security software is working properly. Please make sure

* FortiClient is installed and running,
+ Forticlient is registered with FortiGate and currently in "online" status, and
+ the "Disable configuration sync with FortiGate" option in FortiClient settings is turned off.

Installing FortiClient requires that you have administrator privileges on your computer. If you do not, please contact your network administrator to have
FortiClient installed.

The installer may be downloaded using the following link:
FortiClientInstaller-Windows-Enterprise-5.0.0.exe

Installation instructions:
+ For Internet Explorer:
1. Click the above link to download the installer
2. When Internet Explorer asks what action you would like to take, click "Run"
+ For Firefox:
1. Click the above link to download the installer

2. Save the installer and note the location it is saved to
3. Open the folder containing the installer and run it

FortiClient installation may take 3 few minutes. Thank you for your patience.

[IIar 2: FortiClient perucrparuu
[Tocne FortiClient 3aBepiiaer yctanoBky FortiClient 3amycTuTcst aBTOMaTHYECKH.

VYerpoiictBo FortiGate nnst peructpanuu. Ecte Tpu cioco6a, kotopsiMu FortiClient / FortiGate
CBSI3U UHULIUUPYETCS:

1. FortiClient monkirodaercs kK mpeanodTuTenbubiit [P-aapec (ecinu numeercs).

2. Ecim 1. ve ynaercs, FortiClient 6yzaer nbITarbes NOAKIIOUNThCS K [P-anpec numo3a no
YMOTYaHHIO.

3. Ecnu 2. e ynaercs, FortiClient 6ynet oxunars FortiGate cooOmienuit 6a30Boi CTaHIIUY.
Ha pucynxke 26 nmokazan npumep cooOiienus Bemanus npucian FortiGate u momydeHHbBIX
FortiClient. Bei6epute [IpuHATE, 4TOOBI 3aperucTpUpOBaTHCS B 3TOM ycTpoiicTBe FortiGate.
[Tocne peructpamuu FortiGate Haznauen Endpoint mpoduns FortiClient.

Pucynoxk 26: FortiGate mupokoBemaTeabHoe COO0IIeHne

FEEATINET.

A broadcast registration message received from FortiGate
FWF60C3G11011606.

Accept Ignore Ignore All

1103 M0 YyMOJTYaHMIO BaIlIero MepcoHaNIbHOro Kommnbiorepa IP 1omkHbI ObITh HacTpoeHbl Ha [P
Set

FortiGate unrepdeiic.

Pucynok 27 noka3zeiBaet noseaenue FortiClient Ha mepBonavansHoit HacTpoiike. FortiClient
BBITOJIHUT MOMCK JTOCTYITHBIX.



FERTINET,
FortiClient

This computer is protected by FortiClient software

<> | ¥

Searching for FortiGate..

Remote Access
No VPN Connected @ Weekly Scan at 18:30 on Monday
i5: Last Scan: Never Scanned Last Update: 24/12/2012
@ Vulnerability Scan
Vulnersbility Scan Enabled y S Scan Now = ¥ Update Now

VYerpoticta FortiGate miis 3aBeprienwust peructparuu. Beioepurte FortiGate 3Haqok Ha
nprOOPHOIL MaHeNn, YTOOBI TOBTOPUTH IOMCK.
Pucynok 27: FortiClient 6yznet uckats goctynssie FortiGate.

FiERATINET,
FortiClient

This computer is protected by FortiClient software
<> | ¥

Searching for FortiGate..

Cancel

Remote Access
No VPN Connected @ Weekly Scan at 18:30 on Monday

Last Scan: Never Scanned Last Update: 24/12/2012

Vulnerability Scan
Vulnerability Scan Enabled ‘ ,o Scan Now - '-i-j Update Now




Ecnu FortiClient He MoxxeT 0OHapyxuTh ycrpoiictBo FortiGate, BBeaure IP-anpec nmun URL
ycTpoiicTBa U BbiOepuTe KHONKY [I0BTOpUTH, Kak MOKa3aHO HA pUCYHKE 28.

Pucynok 28: Beenute FortiGate IP ninun URL
-~

FiERTINET,
FortiClient

This computer is protected by FortiClient software

z-8 FortiGate Not Found

FortiGate Not Found.
: _

Don’t Register

Remote Access
No VPN Connected @ Weekly Scan at 18:30 on Monday

Last Scan: Never Scanned Last Update: 24/12/2012

Vulnerability Scan

Vulnerability Scan Enabled \ /O Scan Now ol C‘j Update Now

E

Korna FortiClient HaxoauT FortiGate, Bam OyeT npeioKeHo MOATBEPANTh PETUCTPALUIO B KaK
nokaszaHo Ha pucyHke 29. Haxmure kHonky [loaTBepAnTh 1715 3aBEPIICHUST PErHCTPALINH.
Pucynok 29: [loaTBepxkaeHne perucTpaunuy OKHa.

Registering to FortiGate: 192.168.10.1(FWF60C3G11011606) FE:ZRTINET.
With following information

“ndpoint Use

Confirm Cancel

[Tocne ycnentHoii peructpanuu, FortiGate pazBepHeT KOHPUTypaIIii KOHEYHOW TOYKH.
Pucynoxk 30: Peructpanust 3aBepiieHa.



Registered to FortiGate: 192.168.10.1(FWF60C3G11011606) FI:RTINET.
With following information

Endpoint User: punky

Logged into Domain

Hostname: spirit

Registration Complete.

[lar 3: FortiGate pa3septeiBaetT Endpoint npoduis FortiGate passeprer Endpoint mocie
3aBepuieHus perucrparnun. [Ipoduas no3Bomut Tpaduk uepes FortiGate. 3nauék cucteMHOM
Tpee MOSBUTCSL.

Pucynok 31: Hactpoiika yBenomiieHuit 00 0OHOBICHHUAX COOOIIEHHE.

Configuration update was received from FortiGate.

5]

FortiClient koHcosn OyneT 0ToOpaxarbesi, YTO OHA YCHEIIHO 3apeructpupoBad B FortiGate.
Endpoint npoduns ycranaBnusaercs Ha FortiClient.
Pucynok 32: 3apeructpupoBansbie konconu FortiClient.

FiZRTINET,
FortiClient

Registered to FortiGate FW80CM3911603923

@ AdamYong & W

AntiVirus
Reaitime Protection Enabled \{/// Realtime Protection Enabled
| Database is up-to-date
Web Filter
X FXGiec Dy FOriosks @ 0 Threats Quarantined

Application Firewall

Application Firewsall Ensbled =T 2 :
i s Exclusion List

Remote Access
No VPN Connected @ Weekly Scan at 18:30 on Monday

. Last Scan: Never Scanned Last Update: 29/10/2012
Vulnerabmty Scan -
Found: 54 1 ,o Scan Now - (-‘—, Update Now

PasseptriBanme Endpoint npoduis ¢ kmuenramu uepe3 VPN

MosxHo pa3BepHyTh Endpoint npoduns kiuenTam uepes coequnenne VPN.

1. Ha mpuGopnoit manenu FortiGate, Beioepure Hactpoiiku> File. [Ipu peructparyu BiOepure
Vkazars FortiGate-aapec u BBeaute IP-aapec u Homep mopTa (eciu Heodxoaumo) B FortiGate



Buyrpennuii unrepdeiic.
Pucynok 33: [Ipennoururensusiii aapec FortiGate.
¥ Registration

2. Hactpoiika coequnenus [Psec VPN ot FortiClient k ynpasnenuto FortiGate. [l nonydenus
JOTIOTHUTENBHOM HH(popMarus o HacTpoiike IPsec VPN cm. pasnen «Coznanue HoBoro IPsec
VPN coennnenus".

3. INonkmrouenue k VPN.

4. Tenepb Bl MOkeTe uckaTh it FortiGate 3. Cum. "Iar 2: FortiClient peructparus” nis
MOJTyYEHUS! JTOTIOJIHUTEIIEHON HH(OPMAITHH.

5. Ilocne peructpanuu, KIMEHT UMEET BOZMOXKHOCTh Mony4unTh Endpoint mpodus.

Fortinet Texnonoruu Muk

FortiClient v5.0 I1aTu Release 1 no6aBniser BO3MOXHOCTh MOMHUTH Tipu nipunsituu FortiGate
TPAHCIUPOBATHCS COOOIIEHNE O PETUCTPAIIHH.

Pucynok 34: Bapuant nomuuts FortiGate.

&

A broadcast registration message received from FortiGate
172.17.61.169 (FGB8OCM3909613127).

emember this FortiGate

Ignore All

Bri6epute 3na4uok Peructparivs Ha mpuOOpHOI MaHEeN! Ui TPOCMOTpa HH(GOPMAIIUU O
TEKYIIEM 3apETUCTPUPOBAHHBIX

YCTPOMCTBA, BKJIKOYAs UMsI KOMIIbIOTEPA, IOMEH, CEpUiTHBIA HOMep U [P-anpeca.
Pucynok

35



( - FEERTINET

FortiClient

Registered to FortiGate FG80CM3909613127
- B Karen Hughes & W

AntiVirus ____ Registered (Onling)

Resl-time Protection Enablad B Hostname: Win7-84-PC
Domain: N/A
F :’»_ |PSe SN: FG80CHM3909613127 [ég 5
: ] IP: 172.17.61.169 [
) Web Filter y Remembered FortiGates
' 0 Protected by Fortigate
e i 1 Unregister
- 2 test
Application Firewall
Application Firewsll Ensbled
Remote Access
No VPN Ceonnected
Vulnerability Scan —_——
Vulnesability Scan Ensbled Connect

Ota QyHKIus OyneT yiydieHa B Oyaymux BelTyckax nard, yToos! FortiClient st
ABTOMATUYECKOT0 MEPEKIIIOUEHHS MEXKY Pa3IMUYHBIMU YCTPONCTBAMH 3aIIOMHHAIOIINNCS.
Bri6epute cicok ycrpoiicts FortiGate, uro mmeet FortiClient panee 3aperucTpupoBaHHBIX.
Bl Takke MOXKeTe U3MEHHUTD MOPAJOK YCTPOMCTB B 3TOM CIIMCKE C MOMOIIBI0 KOHTEKCTHOTO
MEHIO.

Pucynok 36: Iloka3ats ycTpOHCTB.



Remembered FortiGates Last Seen

*"% FW81CM3912600092

7 FW81CM3912600092:172.17.61.87 b R

,:::o FG200B3910601483

7" FG200B3910601483:172.17.61.14 St

,::'o FGB0CM3909613127

* 7 FGS0CM3909613127:172.17.61.169 2013-00-08 17:29:15

Save Close

[Tocmotpets FortiClient perucrparuu Ha BeO-FortiGate-aqmuuuctparopa

Bwr moxete nmpocmoTpeTtsh Bee FortiClient 3apeructpupoBannsix Ha FortiGate Be6-
aJIMUHUCTpaTOpa. B KaXkJOM HOBOM peructparus OyJeT aBTOMaTHUECKU 100aBIATHCS B
Tabmuie ycTpoicTs. st mpocMoTpa 3aperucTpupoOBaHHBIX YCTPOHCTB

[Tonb3oBarens & YcrpoiicTBa > Y CTpOUCTBO > ONpEAeIeHHE YCTPOUCTBRA.

Pucynok 37: Ycrpolictso FortiGate.

User Kostname 1P Address [Custom Group,  FortiClient State

11 AW etrnidy  chrs-S088335c¢0 $92.168.52.308 O VA
O va
Device 03 5499607 :cac5¢ WIN-CIWSGAD 72 O wva
os Wisdows /[ 7 (x64) QA
Hostnaose sprt Qwa
Username purky O va
IP Address 192 0 o Nva

Last Seen 1 tecond 300 [mternal) floe QA-PCS © Blecked/Cagtive Portal ¢
FortiChent ¥J Registered (defaul QA
State : Qwa
$72.17.61.42 Q wa
3 d4:be:dn:a3:de:s? Hong-FC-16) 492.168.50.30% . QWA

wha JENMATWINT-64 WA

Hactpouts IP npeanoururensusiM FortiGate na FortiClient st peructparu

FortiClient monp30Barens aAMUHUCTPATOP MOXKET yKa3aTh npeanoututensHbii FortiGate 1P
aJipec JUIsl peTUCTPallii M yIpaBieHne KoHurypanuu kmeHTa. Korjga HezaperucTpupoBaHHOM
FortiClient 3amyckaercsi, oH cHavyana umieT npeanourutaeMbiM FortiGate. Ecin
npeanodyTuTenbHeiid FortiGate HeocTymeH, oHa OyIeT BBITIISACTD IS TIOAKITFOUSHHS K
1UTI03 1o ymosrdanuto. Eciau 06a npeanourutensHeiM FortiGate v 11103 M0 yMOJTYaHUIO HE
noctymnbl, FortiClient Oyer mpuHUMaTh MIMPOKOBeareasHoe cooomenue ot FortiGate.
Urto0b1 HacTpouTh npeanoututensHblil FortiGate IP anpec na FortiClient, nepeiinute B MeHI0
®aiin > Hactpoiiku. BeiOupats

Perucrpanus pacmmputh Benagaoomiee MeHio. Beeaure IP-aapec u Homep nopTta (ecinu
Tpedyercsi) BHyTpeHHero nunrepderica FortiGate aBropa.

Pucynok 38: Hacrpoiika npeamouyrurensHoro FortiGate na FortiClient



¥ Registration

Specify FortiGate address

Brxumounts FortiClient Endpoint peructparnuu (ONMiuoHanbHO)

UYrtoO6w! BritounTh FortiClient Endpoint. Peructpanus na FortiClient, Beioepure Cuctema™>
Kondurypauus> JlonoIHUTENTBHO.

Bri6epute Brimrounts kimrou peructpanuu Ha FortiClient, BBeCTH perucTpaliiOHHBIN KI0Y U
BbIOepuTe [IpuMeHNUTS.

Pucynox 39: Bxmouuts FortiClient Endpoint Peructparus na FortiGate.

FortiClient Endpoint Registration

V| Enable Registration Key for FortiClient

Registration Key SRS N NS NN NNR NN NN

Apply -

FortiClient monp30BaTento HyXHO Oy€T BBECTH TOT K€ PETrHCTPALMOHHBIN KITIOY JUIS YCIICIIHOM
peructpauuu FortiClient k FortiGate.

AHTHBHPYC

FortiClient Antivirus

FortiClient v5.0 Bxitouaet B ce0st MOyJIb aHTUBUPYC JJIsi CKAHUPOBAHUS CUCTEMHBIX (haitios,
ucnonasembix (daitnos, DLL. FortiClient Takke moucka u ynajneHust pyTKUTOB.

B sTOM paznene onuchiBaeTcs, Kak BKJIOYUTh AHTUBUPYC U ITapaMeTPOB KOH(PUTypaIHH.
BxitounTh / OTKIIOYUTH aHTUBUPYC

UtoOb! BKITIOUNUTH Uik oTKIIOYUTH FortiClient 3amura B peaibHOM BPEMEHH, MEPEKITIOUNTE
[Enable / Disable] B mento FortiClient npubopHoii naHemu.

VYBenoMieHus

Bri6epute FortiClient mpuGopHoii manenu, 4ToObl IPOCMOTPETH Bee yBeaomiieHus. Koraa
BUpPYC OB 0OHApYKEH, BOCKIUIATEIbHBIN MOSIBUTCS 3HAUOK aHTUBHpPYCA B JIEPEBE MEHIO
BKJIQJIKU. 3HAYOK U3MEHUTCS C CEpOro Ha xenTolid. Beioepure Bee, 4ToOBI TpOCMOTPETH BCe
yBeIoMJIeHHs Antivirus cOOBITHS.

Pucynok 40: YBenomaeHus OKHA.



FEERTINET

FortiClient

This computer is protected by FortiClient software

- Notifications close |

AntiVirus 4 ‘ |
| & Thrests Quarantined &f" ReaHl _  antivirus: Malware:EICAR TEST_FILEi. |
Cl ~

. Databs 24/12/2012 3:19:16 PM
Parental Control
Parental Control Ensbled
@ 5 Threg
Application Firewall View All

Application Firewall Enabled i ExclusioiTIeT

Woeekly Scan at 18:30 on Monday

No VPN Connected

Remote Access @

Last Scan: Never Scanned Last Update: 24/12/2012

Vulnerability Scan —
Vulnesability Scan Enabled ,O Scan Now > Ef:, Update Now

Scan Now

JI71s1 BBIMOSTHEHUS CKAHUPOBAHMS TI0 TPEOOBAHUIO aHTUBHPYCA, BRIOEPUTE KHOMKY Scan Now Ha
FortiClient npu6opHoii nanenu. B packpriBaromemMcs MeHIO BHIOpaTh BapuanT BEIOOpOUYHas
npoBepka, [lomHas nmpoBepka, beicTpas mpoBepka.

[TpuGopHast maHenb 0OTMEYAET JaTy MOCIEAHEr0 CKAaHUPOBAHMS BbIIIE KHOIKH.

Bri6opouHoe ckaHupoBaHue paboTaeT ABUraTesb OOHAPYKEHUsI pyTKUTOB Uil OOHAPYKEHUS 1
yJlaleHus: pyTKUTOB. BEIOOpOUHOE CKaHMPOBaHUE MTO3BOJISIET BHIOPATh ONpEIeIEHHYIO MaMKYy,
¢aiin Ha BamieM JokalbHOM kecTkoM aucke (HDD) nist ckaHupoBaHusl Ha HATMYKUE YyTPO3.
[TonmHast mpoBepka 3ammycKaeTcs ABUraTesb OOHApYKEHUs PYTKUTOB AJIsl OOHAPYKEHUS U
ynaneHus: pyTkuToB. [lonHoe ckaHMpoBaHUE 3aTEM BBIIIOJIHAET MOJHYIO POBEPKY CUCTEMBI,
BKIItOUasi Bce Qailnibl, ucnonnasemblie Qaitnel, 6ubmuoreku DLL u npaiiBeps! 11 yrpos.
bricTpoe ckaHMpoBaHNE CUCTEMBI 3aIyCKAET ABUTaTelb OOHAPYKEHUS PYTKUTOB JJIsi
OOHapy>KeHHsI U yJalleHUs] pyTKUTOB.

bricTpoe ckaHmpoBaHMS MPOBEPSIET TOJIBKO HCTOTHsIeMbIe (aiinsl, DLL, npaiiBepbl, KOTOpBIC B
HacTosIee BpeMs paboTaroT Ha HAJIMYUE YTPO3.

Pucynok 41: AHTUBUPYCHBINM CKaHUPYIOIIUA BapUAHTHI.



FEERATINET

FortiClient

This computer is protected by FortiClient software

9| ¥

AntiVirus : : :
5 Thosts Olisantined f Real-time Protection Enabled [Disable

[

Database is up-to-date

Parental Control
Earenial Conteo) Enabled S 5 Threats Quarantined

Application Firewall

Applicstion Firewsll Ensbled

Exclusion List

Remote Access

No VPN Connected

AT\ _sttansaeeConn ot 1830 on Monday
Quick Scan

= Full Scan

= | LastUpdate: 24/12/2012
Vulnerability Scan ChetomeScan |

Vulnersbility Scan Ensbled ,o Scan Now 5 '—"-—1 Update Now

[IpoBepuTth ¢aiin nnu namnky.
YroOBI BBIMOIHUTE IPOBEPKY HA BUPYCHI ONpPEIEICHHOr0 (paiiina nin nanku, HeJKHUTe MpaBoi
KHOIIKOHM MBIIIH (paiisl KOTOPYIO0 HE0OX0JUMO MOBEPUTH U Haxkmute [IpoBepuTs.

Pucynok 42: CxkaHnpoBaHue ONpeesIeHHOro (aiia 1y Manku.

Open
Browse in Adobe Bridge C55.1

Share with

Magicl50
SVM Checkout...
TortoiseSVMN

Add to archive...
Add to "ss 2012 TBD ss.rar”
Compress and email...

FortiClient Compress to "+» 2012 TED =«.rar" and email

e
|
B
=
B
B
€

ZipGenius

Restore previous versions

F.

Combine supported files in Acrobat...

Create [50 image file
J' @ Scan with FortiClient AntiVirus



Scanning for wiruges and malware...

Action: Scan files... nDA0101
Location: CiUsershdshearmansDeskboph SWN UpdateshSYM FCT A1 1010001010 §
[teri: A delBs333603d5237 74 dc05a545efc? cB0036c3. svh-base 5

Scanned files: 24 Scanned boot blocks: 4

Infected files: 0 Infected boat blacks: 0O

[ ] [ Stop ] [ Shiow Details »»

OOHOBUTH ceiuac

Jlist BeIostHEHUS 110 TpeboBanuio oOHoBiieHue FortiClient Bepcuu, 1BUTaTENN, a TAKKE
noamnucu, Beidoepure OOHOBUTH ceifuac KHOMKY Ha naHenu coaepxkumoro. Conepkanue o0nactu
3aMETOK JaTe MOCIEAHETO OOHOBIICHUS BBIIIE KHOIKH.

s npocmotpa Tekymieit Bepcun FortiClient, nBuratens, 1 moanuch HHPOpPMAIIHIO, BHIOEpUTE
CrpaBka B IaHEIM HHCTPYMEHTOB Ha BBIMAJIAIOIIEE MEHIO.

Pucynok 43: FortiClient cTpaHuIsl.

| FortiClient

" 5.0.1.194 (latestversion) Quick Start Guide

Serial: FCT8001381786725

UiDz: BEGBTGC509DB4CF3ABCBO42AED206440
Engine Status Version
AntiVirus: v’-‘ p-to-date 5.035
Anti-Rootkit: W Up-to-date 2.025
Signatures Status Version
AntiVirus: gﬂ p-to-date 16.909
AntiVirus Extended: W Up-to-date 16.366
Anti-Rootkit: Vf‘ p-to-date 1.546
Application; Q;’/"‘] p-to-date 4 277
Vulnerability Scan: gﬂ p-to-date 1.292

Copyright Information

Close

Pacniucanue AHTHBUpPYCHas NpOBEPKA
YtoObl 3ar1aHUpPOBaTh AHTUBUPYCHOE CKAHUPOBAHHE, BHIOEPUTE €KEHEAECTBHOTO OCMOTpa Ha
MaHEeJH COEPKUMOro. B 3TOM MEHIO BBl MOXETE HACTPOUTH IMapaMeTphl, OIIMCaHHBIC B



CJEIYIOIIUX PUCYHKOB M TaOJUII.
Pucynox 44: Antivirus rmiaHupOBaHUSI.
File” Help

Configure the AntiVirus Scan Schedule

Schedule Type Weekly |E|

Scan On | Monday |E|

Start | 18 |E|: a0 |E| [HH:MM})
Scan Type | Full system scan |E|

OK Cancel

Tun pacrincanus
Bri6epute e:xxeTHEBHO, €KEHEIETbHO WIIM €KEMECSIYHO B BBINAJAIOLIEM MEHIO.
CkaHupoBaHHue.
Jlns exeHenenbHOr0 CKAaHUPOBAHMS 110 paCIMCaHUIO, BBIOEpUTE AEHb HEENN Ha
pacKpbIBAOLIErOCs MEHIO. EsxeMecssuHble IPOBEPKHU 10 PAaCUCaHUIO, IEHb MECALA, Ha
PAaCKpBIBAIOIIETOCS MEHIO.
Hauano
BriGepute Bpems Hadana Ha BbIagaromiee MeHo. @opMat BpeMeHH:
IpeJICTaBJICHbI B Yacax U MUHYTaX, 24-4yacoBoM (hopMmarte.
Tun ckaHupOBaHUS
Bribepute THII CKaHUPOBAHUS:
Bri6opouHoe ckaHnpoBaHue paboTaeT ABUTaTeIh OOHAPYKEHUSI PYTKUTOB Uil OOHAPYKEHUS 1
yJlaleHusl pyTKUTOB. BeIOOpoUHas mpoBepka MO3BOJISIET BBIOPATh OMPEISIEHHYIO Nanky ¢aitn
Ha BalleM JIOKaJIbHOM kecTkoM nucke (HDD) nnst ckanupoBanus Ha HATMYUE yrpo3.
[TonHast mpoBepka 3aryckaeTcst ABUraTeilb 0OHapyKeHUs! pYyTKUTOB AJIsi OOHAPYKEHUS U
yaaJeHus pyTKATOB. [loHas mpoBepka BBIMOIHAET MOJIHOE CKAHUPOBAHUE CUCTEMBI, BKITFOUYast
Bce (paiiisl, ucnonusemsle (aiinsl, DLL, u npaiiBepamu 11s yrpos.
bricTpoe ckaHMpoBaHNE CUCTEMBI 3aIlyCKaeT ABUTaTeNlb OOHAPYKEHUS PYTKUTOB AJIs
OoOHapy>KeHHsI U yJaJleHUs] pyTKUTOB. BbICTpoe CKaHMPOBAaHNE CUCTEMBI TOJIBKO TPOBEPSIET
ucnonasemeie Qaitnel, DLL, npaiiBepsl, KOTOpbIC B HacTOsIIEe BpeMs paboTal0T Ha HATUYNE
yIpos.
ITocMOTpeTh KapaHTHUH YIPO3bI
Jliis mpocMOTpa KapaHTHH yrpo3, BeIOepuTe pasaen Yrposs! kapanture Ha FortiClient
npubopHoii manenu. Ha 3Toit cTpaHuiie Bbl MOKETE IPOCMOTPETh, BOCCTAHOBUTH MITH YIAJIUTh



(aiin u3 kapanTuHa. Bel Takke MokeTe oTnpaBuTh ¢aiin B FortiGuard.
Pucynok 45: Yrpo3bl KapaHTHH CTPAHUIIBI

File Name Date Quarantined
J e3dcnariy.com.part 201212124 15.18:32

juh3vugh.com.part 201212124 15.18:32
bsgzdhta.com.part 20121224 15:18:33
t:eSsze.n:nrp.Dart 201212424 15:18:33 .
uavbtna3.co| Submit virus

Sending file ...

Infected file:

C:%Program Files [«B6)\ForinetyFortiClientquarantinetQuarantFile22335e 6

F .
Criginal Stop |

O

A, ")

Submitted Mot Submitted

Status Cuarantined
Virus Mame EICAR_TEST_FILE

Cuarantined File Mame CuarantFile22835e0f

Logs Refresh Submit Restore Delete Close

Nwms daitna.

Jaty u Bpemsi, koraa ¢aiin Obl1 momenieH Ha kapantul FortiClient.

WNndopmanus o daiine. Beibepure ¢aiin u3 cnucka, 4To0b61 IpPOCMOTPETH MOJPOOHYIO
UH(OPMaLINIO, BKJIIOYasi KapaHTHH, CTaTyC, UMs BUPYCa U MIOMEIEHHBIX B KAPAHTUH MM
daiina.

XKypnansl. Beibepute mis npocmotpa FortiClient aHHBIX *KypHaa.

O6noBneHue. Beibepure, 4T00b OOHOBUTH CITUCOK.

ITpencraBisats. BeiOepute npencraButs (aitn Ha kapanTuse FortiGuard.

Boccranosnenue. Boioepure, uToObl 100aBUTH BEIOpaHHBIN (hailil / Manky B CIIMCOK
UCKIIFOYCHU.

Vnanare. Beibepute 11 ynanenus ¢aiia B KapaHTHHE.

bnuszko. Beibepure, uToObI 3aKpbITh CTpaHUIly U BepHyThes K FortiClient mpubopHoii nanenu.
s noGaBneHus ¢ailyioB / mamnok B CIUCOK UCKIIOYEHUN aHTUBUpYca, BbioepuTe Crincox
UCKJIIOUEHHH Ha MaHenu cojepxumoro. Ha cnenytomue crpanuiibl KOHGUTypanuu, BEIOepuTe
CUMBOJI '+, 4TOOBI 100aBUTH (Pailyibl WU MANKKU B CIIUCOK. JIt0ObIe (paiiibl

WJIY TIANKHU Ha 3TOM CITUCOK UCKJIIOUEHHH He OyJIeT MPOBEPSTHCS.

Pucynok 46: Criicok UCKJIIOYEHHU aHTUBHpYCa



File Help

Exclusion List

;] Add fileffolder to the exclusion list

Ef] CAlsersidshearman\Desktop\Technical Documentation &

0K Cancel

Antivirus npeaynpexacHue

Korga FortiClient anTHBHpYC 00HapyXHBaeT BUPYC IIPU MOMBITKE cKayaTh (paiin yepe3 BeO-
Opay3zep, Bl monyunte coobiienne npeaynpexaaronui Juaior kak Ha pucyake 47. [lepeianre
B KapaHTHUH YTpO3bl Ha MPUOOPHOI MaHenu, YTOObI MPOCMOTPETh CBEICHUS 00 0OHAPYKEHUHU

YIPO3BI.
Pucynoxk 47: IlpuMep BUpyca IpeayipexIcHmue

Frocess: C:%Program Files [«86]4Mozilla Firefouxtfirefox. exe
[kem: chuzershdshearmanhappdatatlocalhternp' 1 bwzg+gg. com. part

Yirus: EICAR_TEST_FILE

Statuz: [uarantined

Do ot showw me this alert for nexst 24 hours

Cloge

7 Wiew recently detected virug(es)

Antivirus peructpauuu
YroObl HACTPOUTH AHTUBUPYCHYIO JIECO3ar0TOBKH, BbIOepHuTe Daiin Ha MaHeIu HHCTPYMEHTOB U
HACTPOWKH Ha BBIMAAaroIIee MeHIO. BriOepuTe BX0, 9TOOBI TOCMOTPETH B BBINAIAIOIIEM MEHIO.



B 3TOM M€HIO BBl MOXETE HACTPOUTH BAPUAHTOB, U3JI0)KEHHBIX Ha CJIEIYIOLEM PUCYHKE.
Pucynok 48: Bxoa BapuaHTBhI.

* Logging
Enable logaing for these features: WEN Application Firewall
| Antivirus Parental Control
Llpu:late Wulnerability Scan
Log Level Infarmation |E|
Log file Export logs Clear logs

AxTuBupyiiTe QyHKIMIO BECHUS 3TH (PyHKIMH

Bribepute aHTUBHPYCHYIO BKIIIOYHTD BEACHUE JKypHAJIa sl 3TOU (QyHKIINU.
VYposens XKyphnana

BribepuTe ypoBeHb perucTpanuu:

ABapus: cucTeMa CTaHOBUTCSI HECTAOUIIBHOIA.

Alert: TpeOyrOTCSI He3aMEITTUTEIIBHBIC ICHCTBUSI.

Kpurnyeckue: @yHKIIMOHANBHOCTD BIMSET.

Ommbka: ommobKa CymecTByeT u (PyHKIIHOHAIBHOCTh MOXET OBITh 3aTPOHYTO.
[Tpenynpexnenue: GyHKIHMOHATBHOCTh MOXKET OBITh 3aTPOHYTO.

[Tpumedanue: MudopMarust 0 HOpMaIbHBIX COOBITHIA.

Nudopmanus: Ob1ire cBeAeHNs O CUCTEME OIepaLuil.

Debug: Debug FortiClient.

Jlor-daiin

DKCHopT )KypHAJIOB. BeiOepute /1s 3KCIOpTa )KypHAJIOB Ha JIOKAJIbHOM kecTkoM jaucke (HDD)
XKypnan gpopmar.

Ouunctuth KypHainsl. Beioepure, uToObl OUMCTUTH BCE JKYpHAJIbl. BBl yBUINTE OKHO
NOATBEpXKIeHUs, BbiOepuTe Jla, 4TOOBI MPOIOIKUTS.

IHapameTpsl aHTUBHpYCa
YToObl HACTPOUTH MapaMeTpbl aHTUBUPYCa, BeIOepuTe Daiin Ha MaHeIn UHCTPYMEHTOB, U
HACTPOIKHU Ha BbINajaroliee MeHIo. Boibepute napameTpsl aHTUBHPYCA, YTOOBI IOCMOTPETH B
BBINIAJAIOIIEM MEHIO. B 3TOM MEHIO BbI MOKETE HACTPOUTH IMAPAMETPhI U3JT0KEHHBIM B
CJIEIYIOIIUX PUCYHKOB M TaOJHII.
Pucynok 49: napameTpsl aHTUBUpYCA.

* AntiVirus Options

Grayware Options
| Adware || Riskware
| Alert when viruszes are detected
| Pause background scanning an battery power

+|Enable FortiGuard Analytics

[TapameTpsl aHTHBHpYCa

Onuuu HexeNnaTeNbHBIX POrpaMM

HesxenarenbHBIX POTpaMM 3TO 30HTHYHBIA TEPMHUH MPAUMEHSETCS K ITUPOKOMY KPYT'Y
BpenonocHble mporpaMmel, Takke Kak MIMHOHCKOE, pekinaMHoe [10 u kitoueBble
Jecopy00B, KOTOPBIE YaCTO TalfHO YCTAaHOBJIEHHBIX Ha KOMITBIOTEPE MOJIH30BATENS, YTOOBI
OTCIICKUBATH U / WIIH COOOIIATh OMpeeIeHHYI0 HHPOpMAaIHio 00paTHO HA BHEITHEE
MCTOYHMKA 0€3 pa3peIIeHNs TOIb30BaTeNs WIN 3HAHUH.

Bri6epure, uTOOB! BKIIOUUTH OOHAPYKEHHUE PEKJIAMHOTO M KapaHTHHA B TEUEHUE
AQHTUBUPYCHOE CKAHUPOBAHHUE.



[NorenmansHO onacHbie MporpaMMsel. BeiOepuTe, 4TOOBI BKIIOUNTH OOHAPYKEHUE
HNOTEHIUAIBHO OMACHBIX IPOTPaMM B TEUEHUE aHTHBUPYCHOE CKaHWPOBAHHE.

Curnan TpeBora Korja BUpyChl 00HApYKEHBI.

Bri6epute ns FortiClient HanpaBiiaTh yBeIOMIICHHE, KOTIa

OoOHapy>KEHUH YTPpO3bl HA BAIlIEM MIEPCOHATIEHOM KOMITBIOTEPE.

[Tay3a ¢oHe ckaHUpOBaHUS OT OaTapew.

Bri6epure, uT0OBI IPUOCTAHOBUTH (POHOBOE CKAHMPOBAHKE, KOTa BAIIM JTUYHBIE

KOMITbIOTEP paboTaeT oT O6arapewu.

Brxumrounts FortiGuard Analytics BeiGepuTe 111 aBTOMaTHUECKOM OTIIPABKH MOA03PUTEIBHBIX
¢aiinoB B FortiGuard

FortiClient Pogurenbckuii KOHTPOJIb / BeO-pUJIbTPAIUU
Ponurenbckuii KoHTpoJb / BeO-prutbTpanius mo3BosisieT 6JI0KMpOBaTh, MTO3BOJISIOT,
NpeaynpexaaoT 1 MOHUTOpUHTa BeO-Tpaduka Ha ocHoBe URL Ha kareropuro. URL
kareropuzanuu oopadatsiBaercs FortiGuard Ceru.

Brxurounts / oTKIIIOYATE POTUTENBCKII KOHTPOITB / BEO-(PHIIBTpauu

UToOb! BKIIOYUTH WU OTKIIOUUTH PomuTenbckuii kouTpoib FortiClient / Be6-dunbrparus,
nepexirounte [Enable / Disable]

KHOMNKU Ha npubopHoii nanenu FortiClient. Pogutenbckuii KOHTPOIIb BKJIIOUEH IO YMOJIYAHUIO.
Pucynok 50: moaysnbs PoauTenbckuii KOHTPOIIb.

Fi3ERTINET.
FortiClient

This computer is protected by FortiClient software

< | ¥

AntiVirus

5 Threats Quarantined

\{/ Parental Control Enabled

L &/ 0 Violations (In the Last 7 Days)

Parental Control
Parental Control Enabled
= Parental Control Profile:
—¥
1 @ Drug Abuse
Application Firewall @ Alternative Beliefs
Application Firewsll Ensbled @ Hacking
b @ lllegal or Unethical
@ Discrimination
Remote Access @ Explicit Violence
No VPN C ected 0
ke @ Abortion
-
|
Vulnerability Scan -
Vulnerability Scan Enabled Disable Settings

Korna FortiClient 3apeructpuposan B FortiGate, Moaynb Pogurenbckuii KOHTpoib Oyer
oTpakaTh BeO- puibTparus. Bel MoxkeTe oTkiItOunTh BeO-punbTpanmu Ha FortiClient ot
FortiGate. YcrpoiictBo Haxoautcs 3a FortiGate, KITHEHTCKOE YCTPOWCTBO OYAET UCIIOIB30BATh
Web Filter npoduns Ha FortiGate.

Bxitouuts / BeikiounTh

[NepexirounTe U1 BKIIOYSHUS WITH OTKIIIOUEHHS (YHKIIMH POIUTEIHCKOTO KOHTPOJIS.
Hactpoiiku.



Bribepurte BapuaHT HaCTpOMKH Mpopuiist PonuTenbCckoro KOHTPOJIS.

Poautenbckuit kouTpoas / Web napameTpoB puiibTpanuu
Bb1 MOkeTe HaCTPOHUTDH MPOHIIb pa3peliaTh, OJIOKUPOBATh, TPEAYIPEIUTh WIK MOHUTOPHHTA
BeO-Tpaduka Ha ocHOBe kareropun [Ipoduis. Mcnonb3yliTe MEHIO IPaBO KHOMKOM MBIIIIH,
YTOOBI YCTAaHOBUTH MEPHI JUIsI IOJIHOI'O KaTErOPUI0 WX IIOIKATErOPHIO.
Bb1 MoxeTe 100aBIsATh CAlThl B CIIMCOK UCKIIFOUEHUI U YCTAHOBUTH pa3pelleHue, pa3peinTh
WX 3a1peTUTh. ECIM caliT sIBIIsieTCs YacThio 3a0JIOKUPOBAHHOTO KATETOPHUHU, TIO3BOJISIONIIE
pa3peleHue B CIIUCKE UCKIIIOUEHUHN TTO3BOJIUT
IIOJIB30BATENIO NIOJIYYUTh TOCTYI K KOHKpeTHbIM URL.
Pucynox 51: [Ipoduias U CHUCOK UCKITFOYCHUM.

File” Help

r 3 r .

l Profile | l Exclusion List !

E[C] @ AdulyMature Content — The following web sites are explicitly blocked or
. allowed
~[[] @ abortion
~[C] @ Advocacy Organizations Permission | URL
www.facebook. com
~[C] @ Mcohol ?
-] @ Altemative 2rliné-
@
) allow
-0 @ Dating
block

-] @ Gambling
warn

m

www. fortinet.com

www. penthouse.com

~[[1 @ Lingerie a monitor
-] @ Marijuana

~[C] @ Nudity and Risque
~[T] @ other Adult Materials

~[C] @ Pomography

[¥]Log all URLs

OK Cancel

[TocmoTtpeTs mpoduinb HapyIeHHH
Jmst mpocMoTpa npoduis HapyIeHUH, BEIOEpUTE TPaBOHAPYIICHUIX (B T€UCHUE TTOCIECTHUX 7
nueii) Ha FortiClient mpubopHoii nanenu.
Pucynoxk 52: Hapymenust npaBui JOpOKHOTO JBUKEHUS.
Website Category Time User

ffupdate. conduit-services.com Malicious VWebsites 2oM02012 9:53.3F AM dshearman

Application Firewall
FortiClient [IpumeHeHrEe MEXKCETEBOTO PKpaHa



FortiClient v5.0 moxxeT pacnio3HaBaTh TpapuK, TeHEPUPYEMbIil 0OJIBIIOE KOJTHYECTBO
NpUIOKEeHNUH. Bl MOXeTe co3aBaTh paBuia Uit OJIOKUPOBKHU HITH pa3pelieHUs ITOT0 Tpauka
B K10 KaTeropuu, UM MPHUI0KEHHE.

B sTom paszzaene onuchiBaeTcsl, Kak BKIIOYUTHh HaCTpoiiku Application Firewall.

Brxumrouenne / Beikimouenue Application Firewall

UYtoOsl BKITIOUNTS WM oTKIIOUKMTH FortiClient 3amuTa B peaibHOM BpeMeHH, BeiOepuTe [Enable /
Disable] na mynere FortiClient mpuGopHO¥ naHeu.

Pucynok 53: Monyns Application Firewall.

FiERTINET,
FortiClient

This computer is protected by FortiClient software

AntiVirus
A e of Application Firewall Enabled

J &, 0 Applications Blocked (In the Last 7 Days)

<> | W

Parental Control

Parental Control Ensbled - 2
Eatrataiank e == Application Profile:

@ Botnet
Application Firewall @ Social Networking

Apeplication Firewsall Enabled

T — 1

Remote Access
No VPN Connected

@ Vulnerability Scan
Vulnerability Scan Enabled Disable Settings

[TocMmoTpeTs biiokupoBka npunoxeHun

Jist mpocMoTpa OJIOKUPOBAaHHBIX MPHIIOKEHHU, BHIOEpUTE BIOKMPOBKA MPHUIIOKEHUI Ha
npubopHoii manenu FortiClient ctpanuiie nepedncaeHbl Bce MPUIIOKEHUSI 3a0JI0KUPOBAHbI B
HIOCJIETHUE CEMb JHEH, B TOM YHCJIe KOJUYECTBO U BPEMsI ITOCIIEAHEr0 3aITyCKa.

[TpaBuia Application Firewall

Jns mpocmotpa npasuit Application Firewall, Bei6epute Hactpoiiku Ha FortiClient mpuGopHoit
HaHEIH.

Pucynox 54: [IpaBuna Application Firewall.




File Help

Add Rule
Application/Category Action
FortiClient (Other @
Botnet @
iTunes (Apple @
OK Cancel

YUto0bI 100aBUTH HOBOE TIPABUIIO
1. Haxxmute kHonky J[06aBUTh IpaBUIIO.
Pucynok 55: OxHo no0aBieHus npaBuia.

| Category @ Application

| Facebook (Facebook) G
Action: @ Block
T Allow

Placement. @ Atthe top
) Atthe bottom

0K Cancel

Fortinet Texnomoruu NaK

2. BriGepuTe m000# U3 3THX KaTETOPHA WK PHIIOKEHUs. JIJI1 KaTeropuu, HCTIOIb3YHTe
BBITIQIAIONIUI CIIMCOK IS BBRIOOpa KaTeropuu. J{Jist mpuiiosKkeHui, TUIla TOCTaBbTE MOJIHOE UMS



NPUII0KEHUS WU TIEPBYIO OYKBY JUISI TOKCKA.

Bce npunoxxenus, HaunHas ¢ BBIOPAaHHOTO MUChMa.

3. BriOepuTe neiicTBre, OJIOKMPOBAThH WM Pa3pelIaTh KaTETOPUIO HITH MPHIIOKEHHS.

4. Beibepute pa3MelieHre MpaBujIo B BEpXHEH WU B HUKHEH YacTH.

5. Haxxmure OK, 94T0OBI COXpaHUTh HACTPOHKH.

Yr1oObl H3MEHUTH IIPABUIIO

1. Ha cTpanuiie HacTpoeK, Ipy HaBeIECHHH Kypcopa MBIIIN Ha MPABHIIO, CKPHITOE MEHIO 3HAYOK
JOCTYITHBI.

2. BeiOepuTe 3HaUOK peIaKTUPOBAHUS, YTOOBI N3MEHUTH JCHCTBUE /1Tl IPABUJIA.

3. BriGepuTe 3HaYOK yaneHus, YTOOb! YAAIUTh IIPABUIIO.

4. BeibepuTe 3HA4YOK MIEpeMEICHUS U TIEPETAIINTE U MaJCHNE PABUIIO B HOBOE IOJIOKEHHUE B
CIIHCKE.

5. Haxxmure OK a5 coxpanenust HacTpoek U Bo3Bpara B FortiClient nmpubopHoii naHem.
Logging Application Firewall

s HacTpoiiku Bepenus xxypHana Application Firewall, Beioepute @aiin Ha nanenn
UHCTPYMEHTOB, U HACTPOMKM Ha pPacKpbIBAIOILErocsi MeHI0. BeibepuTe BX0J1, 4TOOBI HOCMOTPETh
B BhITIaaroieM MeHio. Beibepure Application Firewall Bxo1 MeHIO TI03BOJISIET BKIFOYUTH
BEJICHUE JKypHaJIa JUIsl 3TOr0 MOJYJISL.

FortiClient Firewall npunoxenne Mo>xeT OJI0KHPOBATh MPUIIOKEHUS, UII KOTOPBIX UMEET
FortiGuard

[Tpunoxenne moanuck. Bel MOXkeTe OTIPaBUTH 3aIpoC Ha 100aBICHNE PUIIOKEHUH Ha TOIHChH
FortiGuard caiita.

[Psec VPN u SSL-VPN

FortiClient ynanennoro nocryna (VPN)

FortiClient v5.0 mogaep>xuaet kak IPsec u SSL VPN-noaktoueHus K ceTu sl yIaIeHHOTO
JIOCTyTA.

B sTOM paznerne onuckiBaeTCs, Kak HACTPOUTH YAAJIECHHBIH TOCTYII.

Jlo6aBUTh HOBOE MOJKIIIOYEHUE

Bri6epute nynkt Hactpoiika VPN Ha npubopHoii nanenu, 4yro6st FortiClient no0aBneHus
HOBOH KoH(urypamun VPN.

Pucynoxk 56: Hactpoiika HoBoro nmoakimtouenust VPN.



£ERATINET.

FortiClient

This computer is protected by FortiClient software

<> | ¥

AntiVirus

A 8 Threats Quarantined

Parental Control

Parental Control Enabled

Application Firewall
Application Firewsall Enabled Configure VPN

Remote Access

@ Vulnerability Scan
Vulnerability Scan Enabled

Cospnaiite HOBBIM SSL-VPN coennnenue

Jns coznanus HoBoro SSL-VPN coenunenue, Beidepute Hactpoitka VPN unu ucnonb3oBath
BBITIJIAIONIEE MEHIO Ha MPUOOPHOI aHe . B 3TOM MeHIO BBl MOXKETE HACTPOUTD MapaMeTphl,
OTHCAHHBIE B CIEAYIOUINX PUCYHKOB U TaOIHII.

Pucynox 57: SSL-VPN napameTpbl KOHOUTYpaIIH.




Create new VPN Connection

Connection Name ssl_S0_1
Type (@ SSL-VPN () IPsec VPN
Description
Remote Gateway 10.10.90.1;ssldemo.fortinet.com
[¥] Customize port 443
Authentication () Prompt on login

@ Save login

Username test

Client Certificate ||

Certificate | [Prompt on connect] B4
Do not Warn Invalid Server 7
Certificate ~
0K Cancel

Nwms coenmmaeHNs

BBenure ums 11 COEqUHEHUS.

Tun

Bri6epure SSL-VPN.

Onucanue

Beenure onucanue 11 coeauneHus. (ONIMOHAIBHO)

[nr03 ynaneHHbIX

Beenute IP agpec / ums xocra ynaneHHoro 1uro3a. Heckonbko yaaneHHbIX
1110361 MOTYT OBITH HACTPOEHBI, pa3Iesisl 3aIIMCH TOUYKOU C 3aIsTOM.
Ecnu nutro3 He goctynes, VPN OynyT NOIKIIOYATECS K CIEAYIOILEMY
HaCTPOUTH IILJIIO3.

ITopt

Bri6epute 15 usmenenus nopta. [1o ymonuanuio ucnonb3yercs nopt 443.
Unentuduxanms

Bri6epuTe 17151 BBOIa IPU BXOJI€ B CUCTEMY, MJIU 3alIOMHHTb.

Wms nonbp3oBarens

Ecnu BbI BBIOpaiy 17151 COXpaHEHUs BX0/1a, BBEAUTE UM TIOJIb30BATENS B TUAIOTOBOM OKHE.
Ceprudukar xiveHTa

Bri6epute, 4TOOBI BKIIIOUNUThH KITUEHTCKUE CEPTU(HUKATEI.

Ceprudukar

Bri6epute cepTrduUKaT ONIIKIO BHIIAAAIOIIET0 MEHIO.

He npenynpexnars HeepHblit

Cepruduxar cepsepa

Bribepurte, eciu BbI HE XOTUTE, YTOOBI IPEAYIPEANT, UTO €CIH CEPBEP MPEACTABIIET
HEJICUCTBUTEILHBIM

cepTuduKar.



Cosnaiite HOBEIM [Psec VPN coenunenns

s cozpanus HoBoro IPsec VPN coenunenue, Beioepute Hacrpoiika VPN win ucnons30Bath
Bhinaatomiee MmeHto Ha GUIL. B 3ToM MeHI0 Bbl MOXETE HACTPOUTH MapaMeTpPbl, OIMCAHHBIC B
CJICIYIOIINX PUCYHKOB M TaOJIHII.

Pucynok 58: IPsec VPN napameTpoB KoH(pUTYypaluu.

Create new VPN Connection

Connection Name psk_90_1

Type SSL-VPN @ IPsec VPN
Description
Remote Gateway  10.10.90.1;ipsecdemo.fortinet.com
Authentication Method | Pre-Shared Key [=]

Pre-Shared Key esseese

Authentication (XAuth) Prompt on login

Username  test

0K Cancel

Nms coenmmaeHNS

BBenure ums 1 COEqUHEHUS.

Tun

Bri6epure [Psec VPN.

Onucanue

Beenute onucanue 1 coeauHenus. (ONIMOHAIBHO)

[1[1r03 ynaneHHbIX

Beenute IP agpec / ums xocta yaaneHHoro 1muio3a. Heckonbko ynaneHHbIX
110361 MOTYT OBITH HACTPOEHBI, pa3JIesisl 3aIMCH TOUYKOU C 3aIsTOM.
Ecnu nutio3 e goctynex, VPN OyayT HOJKIIOUATHCS K CAETYIOLEMY
HaCTPOWTH IILJTIO3.

Unentuduxanms

Meron

Bri6epure 6o ceptuduxaroB X.509 uau oOMiA K04 Ha paCKPHIBAIOILUICS
MEHIO.

Ceprudukar X.509,

IIpenBapuTenbHBINA KIIFOY

Bri6epure Ceprudukar X.509 Ha BbInaaroliee MEHIO, UM BBEIUTE
IpeBapUTENbHBIN KIII0Y B 1MAIOr0BOM OkHe. CM. cepTu(duUKatr ynpaBiaeHus 1Jis
uHopmanus o HacTpolike [lapamerpsl cepTudukara.

Nnentndukanus

(XAuth)



BriGepute ai1st BBOAA P BXOJE B CUCTEMY, 3alIOMHUTb, UM OTKIIOYHTD.

Hms mionip3oBaTesis

Ecnu BbI BBIOpanu CoXpaHUTh JIOTHUH, BBEAUTE UM TIOJB30BATEINS B TUAIOTOBOM OKHE.
IMonxnrouenue k VPN

s mopxrouenus kK VPN, BeiOepute ums VPN u3 Beimafaromiero MeHio. Beenure
UM TIOJIb30BATENSL, IApOJb U BbIOepUTE KHONKY [1oAKIIOUNTS.

Pucynok 59: BapuanTtsl

MO IKJTFOYCHHS.

FEERTINET

| ¥

AntiVirus

. 5 Threats Quarantined

Parental Control Add a ew connection
Parentsl Control Enabled
> fost Edit the selected connection
L = LES
L Delete the selected connection
Application Firewall
Application Firewzll Enabled
Remote Access
No VPN Connected
@ Vulnerability Scan —
Vulnerability Scan Enabled Connect

Brl MoskeTe Taxoke BEIOpATh mapaMeTphl A cyliecTByromero coequuenuss VPN u ynanute
cyuiecTBymomiee coeauHenre VPN ¢ moMonib0 BeINAAa0Iero MEHIo.

[Ipu moaxmroueHun, npuOopHas maHelb OyAeT OTOOPaKaTh COCTOSIHHUE MOAKIIOYCHUS,
MPOJOKUTEIBLHOCTD U IPYTUE COOTBETCTBYIOLINE HHPopMauu. Tenepb Bbl MOKETE
MPOCMATPUBAThH BaIlTH OTJAJIEHHBIE ceTH. BriOepute kHONMKY OTKIIIOUUTH, KOTJa BB

roToBbI 3aBepmuTh ceanc VPN.

Pucynok 60: SSL-VPN coennHeHne, ycTaHOBIIEHHOE.



FEERTINET

FortiClient

This computer is protected by FortiClient software

AntiVirus
Realtime Protection Enablad Q VPN Name

demo site

2R

Parental Control
1 Violation Status 0 Up

Duration (= 00:00:24
Application Firewall
Application Firewall Enabled Bytes Received [Q_., 4331

E Remote Access
\ VPN Connected
Y
@ Vulnerability Scan .
Vulnerability Scan Enabled Disconnect

Pacmmpennsie ¢pynkuun (Windows)

Coenunenne VPN nepen Bxoznom B cucremy (AD cpenax)
VPN <options> Ter cogepkuT riodansHyr0 nHpopMaruio yrnpasieaus VPN rocymrapcts. VPN
OyZIeT MOAKITIOUEHHUS, a 3aTeM BX0J1 B cuctemy k AD / nomeH.
<forticlient_configuration>

<vpn>

<options>

<show_vpn_before_logon> 1 </ show_vpn_before_logon>
<use_windows_credentials> 1 </ use_windows_credentials>
</ ®yuKIUIE>

</ VPN>

</ Forticlient_configuration>

Craryc

Cocrosaue coenunenus: VPN.

IIponomkuTenbHOCTD

IIponomxurensHOCTh coequueHuss VPN.

[Tomyueno Oait

baiit nonmyudeno uepes coequnenne VPN.

OtmpaBneHo OalT

baiitsl, nocianusle yepes coequnenne VPN.

Fortinet Texnonoruu Muk

Cosznanus n3osirounoro [Psec VPN

st ucnonb3oBanust VPN 0TKa30ycTOMYHBOCTH / pe3epBUPOBAHUS, Bl Oy/1€TE€ HACTPOUTD
criucok cepBepoB FortiGate IP / FQDN,

BMECTO OJIHOTO:

<forticlient_configuration>

<vpn>

Bytes Sent <] 8279




<ipsecvpn>
<options>

</ OyHKIHKT>

<connections>

<connection>

<name> psk_90 1 </ Name>

<type> pykoBojctsa </ Type>

<ike_settings>

<prompt_certificate> 0 </ prompt_certificate>
<server>10.10.90.1; ipsecdemo.fortinet.com; 172.17.61
0,143 </ cepBep>

<redundantsortmethod> 1 </ redundantsortmethod>

</ Ike_settings>

</ CBs13p>

</ llonxiroueHus>

</ Ipsecvpn>

</ VPN>

</ Forticlient_configuration>

Oto cbanancupoBanHast, Ho HenoiaHoe XML dparmenT konpurypamuu. Bee 3akppiBaromye Teru
BKJIIOUEHBI, HO HEKOTOPbIE BaYKHBIC AJIEMEHTHI [ 3aBepiieHust konburypauuu [Psec VPN,
OITYILICHBI.

RedundantSortMethod = 1

Ortot Ter XML ycranaBnuaet coenuHeHue [Psec VPN, kak nuHr-otset, ocHoBaHHbIA. VPN
Oyayt nonkiovarbes K FortiGate KOTOphIN 0TBEYAaET CaMbIM OBICTPBIM.
RedundantSortMethod = 0

[To ymomuanuto RedundantSortMethod = 0, u coenunenue [Psec VPN siBisieTcs mpuopuTer,
ocHOBaHHBIN. [Iproputer KoHpUTypali Ha OCHOBE OYET MbITAThCS MOAKIIOUNUTHCS K
FortiGate HaunHasi ¢ mepBOM B CIIUCKE.

[Tpuopurer, ocHoBanHbI SSL-VPN coenunenmit

SSL-VPN noanepxuBaeT KOHGUTypaluyu Ha OCHOBE MPUOPHUTETA JUIs H30BITOUHOCTH.
<forticlient_configuration>

<vpn>

<sslvpn>

<options>

<enabled> 1 </ Bxitouen>

</ OyHKIUU>

<connections>

<connection>

Fortinet Texunoxoruu Muk
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<name> ssl_90 1 </ Name>

<server>10.10.90.1; ssldemo.fortinet.com; 172.17.61.143:44
3 </ cepBep>

</ CBs3p>

</ [loakIrOYeHUST>
</ SSLVPN>

</ VPN>



</ Forticlient_configuration>

OT10 cOalancupoBaHHas, HO HenosiHoe XML ¢parmMent kordurypamuu. Bee 3akppiBaroiye Teru
BKJIIOYEHBI, HO HEKOTOPbIE BaKHbIE 1eMeHTHI 171st 3aBepiuenust SSL VPN xondurypanumu,
onymensl. J[ins SSL-VPN, Bce FortiGates 1ompKHBI BCTIONIb30BaTh TOT ke opT TCP.
Bxirouenne VPN aBrocoennHeHust

VPN Auto Connect ucnionb3yet caeayromue XML Ter:

<autoconnect_tunnel> ipsecdemo.fortinet.com </ autoconnect_tunnel>

Buytpu:

<vpn>

<options>

3aroOMHHUTH MAPOJb TAKXKe HE0OXO0AUMO, TOTOMY UTO 3TO aBTOCOSAMHEHUS:
<save_password> 1 </ save_password>

Bxirouenne VPN Bcerna VPN Bcerna ncnonssyrores cienyrone XML ter:
<keep_running> 1 </ keep_running>

Bnytpu:

<vpn>

<connection>

Pactmmmpennsie ¢pynkiuu (Mac OS X)

Coznanus n3dsitounoro [Psec VPN

s ucnionb3oBanus VPN 0Tka30ycTOMUMBOCTH / pe3epBUPOBAHUS, BBl Oy1€TE HACTPOUTH
crircok cepBepoB FortiGate IP / FQDN, Bmecto ogHOTO:

<forticlient_configuration>

<vpn>

<ipsecvpn>

<options>

</ OyHKIHIT>

<connections>

<connection>

<name> psk_90_1 </ Name>

<type> pykoBojuctsa </ Type>

<ike_settings>

<prompt_certificate> 0 </ prompt_certificate>
<server>10.10.90.1; ipsecdemo.fortinet.com; 172.17.61
0,143 </ cepBep>

<redundantsortmethod> 1 </ redundantsortmethod>

</ Ike_settings>

</ CBs13p>

</ ToaxnroueHus>

</ Ipsecvpn>

</ VPN>

</ Forticlient_configuration>

Oto cbanancupoBanHast, HOo HenoiHoe XML dparment kondurypamuu. Bee 3akpbiBaromuye Teru
BKJTFOYEHBI, HO HEKOTOPHIE BAXKHBIC AJIEMEHTHI JIJIs 3aBepiieHus konpurypamuu [Psec VPN,
OITYIIICHBI.

RedundantSortMethod = 1

Ortot Ter XML ycranaBnusaet coeauHenue [Psec VPN, kak nuHr-orset, ocHoBaHHbI. VPN
OynyT moaktodatbest K FortiGate KOTOpBIN OTBEYAET CaMbIM OBICTPHIM.
RedundantSortMethod = 0

ITo ymonuannio RedundantSortMethod = 0, u coequnenue [Psec VPN sBisiercst mpuopwurer,
ocHoBaHHBIN. [Iproputer KoH(UTYpaIii HA OCHOBE OYET MBITAThCS MOAKITIOUYUTHCS K



FortiGate HaunHast ¢ IEpBOIi B CIHCKE.

[Ipuoputer, ocHoBanHbii SSL-VPN coenunenuit

SSL-VPN nognepkuBaeT KOH(PUTYpaIIui HA OCHOBE IPHOPHUTETA AJI U30BITOYHOCTH.
<forticlient_configuration>

<vpn>

<sslvpn>

<options>

<enabled> 1 </ Bkiouen>

</ OyHKIUI>

<connections>

<connection>

<name> ssl_90_1 </ Name>

<server>10.10.90.1; ssldemo.fortinet.com; 172.17.61.143:44
3 </ cepBep>

</ CBsi3p>

</ llopkmroueHus>

</ SSLVPN>

</ VPN>

</ Forticlient_configuration>

Oto cbanaHcupoBaHHas, HO HenoHoe XML ¢parmenT koHpurypauuu. Bee 3akpbiBatoiiye Teru
BKJTIOYEHBI, HO HEKOTOPbIE BaKHbIE 1eMeHTHI 11st 3aBepiieHust SSL VPN kondurypanumy,
OITYILICHBI.

s SSL-VPN, Bce FortiGates nomxHbl ucnionab3oBaTh TOT ke mopt TCP.

Bxatouenune VPN aBrocoeannenus

VPN Auto Connect ucnonssyet caeayrouiie XML Ter:

<autoconnect_tunnel> SSL 198 ne CERT </ autoconnect_tunnel>

Bxmroyenne VPN Bcerna

VPN Bcerna ucnons3yrores cienyronme XML rer:

<keep_running> 1 </ keep_running>

VPN Ttynuens u cuerapuit (Windows)

00630p GyHKIIMIHA

Ota QyHKIUSA MOAJIEPKUBAECT aBTOMATHUECKHI 3aITyCK MOJIb30BaTEIbCKOTO CLIEHAPUs MOCTe
HacTpoeHO VPN TyHHeIb NOAKIIIOYEHB! WM OTKIIOUeHbl. ClleHapuu MaKETHBIX CLIEHAPHUEB B
OKHax M CKpUNTHI B Mac

OS X. Onu OynyT onpenenensl kak 4acTb koHpuryparnuu VPN tynneneit Ha XML dopmar
FortiGate aBropa Endpoint npoduis. IIpoduns 6yaer Tonkuy:n BHu3, urodsl FortiClient ot
FortiGate. Korna VPN Ttynnens FortiClient B moak/IFou€HUH WM OTKIIIOUEHUH,
COOTBETCTBYIOIIIME CLIEHAPHUIO, YTO ONPEAEIIEHO B

Tynnens Oyaet BoimoHeH. VPN mepen BXO0M B HACTOSAIIEE BPEMs HE TTOIICPKUBACTCS B
FortiClient v5.0 ITatu Release 1 (Mac OS X).

[Toak/IF0YnTh CETEBOM AUCK MOCIIE TYHHEIbHOE COCTUHEHUE

Cuenapuit OyaeT MOAKIIOYUTh CETEBOM UCK M CKOIMMPOBATh HEKOTOPHIE (hailyibl mociae TyHHENs
CBS3aHO.

<on_connect>

<script>

<OS> okna </ OS>

<script>

<script>

<I[CDATA [

NET USE X:\\192.168.10.3 \ ftpshare / mone3oBarens: Men by-by



MD C: \ Test

Komust X: \PDF \* * C:. \ Test

11>

</ SCRIPT>

</ SCRIPT>

</ SCRIPT>

</ On_connect>

Y,HaHeHI/Ie CECTEBOI'0 JUCKA IMOCJIC TYHHEIISA OTKIIOYCH
Cuenapuii OyeT yJanuTh CETEBOUM TUCK MOCIIE TYHHES] OTKITFOYCH.
<on_disconnect>

<script>

<0S> okna </ OS>

<script>

<script>

<I[CDATA[

Yucras x ucnons3osanus. /| DELETE

11>

</ SCRIPT>

</ SCRIPT>

</ SCRIPT>

</ On_disconnect>

VPN tynnens u cuenapuii (Mac OS X)

[ToakJIr0UnTh CETEBOM AUCK MOCIIE TYHHEIBHOE COCTMHEHNE
CHeHapI/Iﬁ 6yz[eT IIOAKIIFOYUTDH ceTeBou JAUCK U CKOIIMPOBATHh HCKOTOPBIC Q)aﬁﬂbl IMMOCJIC TYHHCIIA
CBs3aHO.

<on_connect>

<script>

<0S> Mac </ OS>

<script>

/ BIN / MKDir / Volumes / uncrasnnsitopo

/ Sbin / muar-C 4 192.168.1.147>

/ Users / Admin / Desktop / Dropbox / p.txt

/ Sbin / Mount-T SMBFS

/ I Kimberly: RigUpTown@ssldemo.fortinet.com / ycranoBku
Fortinet Texnonornu Nuk
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S/ Volumes / ctpoureneii />

/ Users / Admin / Desktop / Dropbox / m.txt

/ BIN / MkDir / Users / Admin / Desktop / Dropbox / katanor
/ BIN / CP / Volumes / ctpouteneii / *. XKypnan

/ Users / Admin / Desktop / Dropbox / karasor /.

</ SCRIPT>

</ SCRIPT>

</ On_connect>

y,[[aJ'ICHI/IC CCTCBOI'0 JUCKaA IMOCJIC TYHHCIISI OTKJIFOUCH
Cuenapuii OyIeT yAQIUTh CETEBOM UCK MOCTIE TYHHEIS OTKITIOUEH.
<on_disconnect>

<script>

<0S> Mac </ OS>

<script>

/ Sbin / paamontuposanue / Volumes / uHcTamisiTopo



/ BIN / RM-FR / Users / Admin / Desktop / Dropbox / *

</ SCRIPT>

</ SCRIPT>

</ On_disconnect>

s monydenus nononauTenbHoi nHpopmanuu cM. FortiClient v5.0 CnipaBounnk mo XML B
Fortinet Texanueckue JlokymeHntanus cai, http://docs.fortinet.com.
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IToucku ys13BUMOCTH

FortiClient v5.0 BkirouaeT B ceds MOy b IIOMCKA YSI3BUMOCTEH M TPOBEPHUTDH NMEPCOHATBHBIH
KOMITBIOTEP VISl U3BECTHBIC YSI3BUMOCTH CHCTEMBI.

B sTOM paznerne onuckiBaeTCs, Kak BKIIOYUTH MOUCK YSI3BUMOCTEH, U ITapaMeTphI
KOH(UTYpalHHu.

Scan Now

J1J1s1 BBINOJTHEHUSI TOUCKA yA3BUMOCTEH, BbiOepuTe kHONKY Scan Now Ha FortiClient mpu6opHoit
HaHeI!.

FortiClient Oyzner ckaHHpOBaTh Balll IEPCOHANILHBIA KOMIIBIOTEP HA HAJIMUUE U3BECTHBIX
ys3BumocTeit. [IpubopHas naHens OTMeUaeT JaTy MOCIeAHEr0 CKAHMPOBAHUS BBIIIE KHOTIKH.
Pucynok 61: Ilouck ys3BUMOCTEMN B Iporpecce.

FiERTINET.
FortiClient

This computer is protected by FortiClient software
<> | ¥

AntiVirus

Scanning for Vulnerabilities
5 Threats Quarantined

Parental Control 0. _.,._»bm."7

Parental Control Enabled

Application Firewall All Vulnerabilities u

Application Firewsll Enabled

Remote Access
No VPN Connected Duration 00:00:05

3 Vulnerabilities Scanned 33%
Vulnerabilities Detected 0

Vulnerability Scan

Vulnerability Scan Enabled

OOHOBUTH ceiyac

Bri6epute kHonky O6HOBUTH Ha maHenu FortiClient aiist oOHOBICHUSI.

Korna nposepka 3aBepmmres, FortiClient 6yaet oroOpakaTb KOJIMYECTBO YA3BUMOCTEH,
0OHapy>XCHHBIX Ha IPUOOPHOM MaHenu. BeiOepurte HalijieHa CChIJIKa Ha MPOCMOTP CITHCKa
ySI3BUMOCTEH, 00HApY>KEHHBIX B Balllel CUCTEME.

Pucynok 62: Ysa3Bumoctu, 00HapyKEHHBIC CTPAHHITBI.



Vulnerabilities Detected in the Last 30 Days

Vulnerability Name Severity Details Time

Most Recent Scan

1 Adobe Flash.Player. and AR Multiple Vulnerabiltiezs APSBE12-24 Critical 33877 24M212012 2:35:21 PM
2 M5 V5 Active Template. Library. Remote. Code Execution Critical 20531 24M 22012 23521 PM
3 Oracle.Java.SE Critical. Patch.Update October 2012 Critical 33716 24M212012 2:35:21 PM
4 Qracle.Java.SE.Critical Patch. Update Advisory February 2012 Critical 32669 24M 22012 23521 PM
5 Oracle.Java.SE Critical Patch.Update February 2011 Critical 27928 24M212012 2:35:21 PM
& Oracle.Java.SE Critical Patch. Update. June. 2011 Critical 30859 24M 22012 23521 PM
T Oracle. Java.Runtime. True Type.Font. IDEF.Opcode Buffer. Ove. .. Critical 31444 24M212012 2:35:21 PM
& Oracle.Java.Runtime. Environment. Memony. Corruption. Vulnera... Critical 33599 24M 22012 23521 PM
5 Oracle.Java. MxerSequence Array.Index. Remote.Code.Execut. .. Critical 30551 24M212012 2:35:21 PM
10 Oracle.Java.FieDialog.Show Buffer. Owerflow Critical 28761 24M 22012 23521 PM
11 Oracle.Java.SE Critical Patch Update. June 2012 Critical 32430 24M212012 2:35:21 PM
12 Microsoft. XML.Core. Services. Remote. Code. Execution. Vulner... Critical 32958 24MNA2012 23521 PM
13 M5 Windows. Unauthorized . Digital. Certificates. Spoofing. KB2... Critical 32685 24M212012 2:35:21 PM
14 Apple. Safari Multiple Vulnerabilties. APPLE-5A-2012-11-01-2 Critical 33927 24M272012 2:35:21 PM
15 Adobe. Flash.Player.and AIR. Multiple. Wulnerabilities APSB12-14 Critical 32255 24M 22012 2:35:21 PM
16 Adobe Flash.Player.and AR Multiple Vulnerabilities APSB12-19 Critical 33028 24M 22012 23521 PM
17 Adobe Flash. Player.and AR Multiple Wulnerabilities APSB12-22 Critical 33532 24M 202012 2:35:21 PM

Close Clear

Bri6epute Homep Details ID u3 cincka, 4To0bl TPOCMOTPETh HH(POPMALIUIO O BBIOpaHHOM
ys:3BuMocTh FortiGuard caifra. Ha caiite monpo6HO naTe BbITycKa, CTENEHb TSKECTH,,
OlKcaHue, NOCTPAZABIIUM MIPOJYKTOB, U PEKOMEHTyeMble JIeHCTBUS.

Vaszsumocts M ysI3BUMOCTH

CypoBocTb. CTeneHb cepbe3HOCTH Ha3HAUEH Ha ySI3BUMOCTH, KpDUTUYECKHE, BBICOKHH, CpeaHU,
Huskuit, undopmanus.

Heranu. FortiClient moucka ysi3Bumocrteit nepeuncinser Bugtraq (BID) Homep, o

nosipoOHee KoJoHKU. Bl Mokere BbIOpaTh BID 1mu1st npocMoTpa cBefieHuit 0 ya3BUMOCTH
FortiGuard Ha caiite, niau uckath B IHTEepHETE ¢ OMOIIBIO 3TOM CTAaBKU YUCIIA.

Bpewmsi. Jlata u BpeMms, 4TO yA3BUMOCTbH Obljla OOHapyKeHa.

bausko. 3akpeiTh 0kHO ¥ BepHYThCs K FortiClient npuGopHoit manenu.

Ounctuth. OUUCTUTH PE3YIBTATHI IOUCKA YSI3BUMOCTEH.

Pucynok 63: [logpo6nocTu FortiGuard caiite.

Threat Research
and Response

Oracle_Java.SE.Critical_Patch.Update June.2012

Release Date

Jun 29, 2012

Severity

critical

Impact

The exploitation of these vulnerabilities could result in arbitrary code execution or lead to denial of service.



[Ionck ysI3BUMOCTEN PETUCTPALIMH.

Jlnst HaCTpOHKM BeACHUS )KypHaIa IMorcKa ysa3BUMOCTeH, BbioepuTe Daiin Ha maHeIu
MHCTPYMEHTOB, M HACTPOWKH Ha pacKpbIBarolieMcsi MEHI0. BpiOepuTe BXo1, 4TOObI MOCMOTPETh
B BbINAa/IalolleM MeHI0. BpiOepuTe mouck ysa3BUMOCTEN Ha BXOJ MEHIO IO3BOJISIET BKIFOUUTH
BEJICHUE JKypHaa JUIsl 3TOr0 MOIYJIS.

Pe3epBHOro KONUPOBAHUSA UM BOCCTAHOBJICHUS MOJHOM

KOH(pUrypauumu
Jl1s pe3epBHOTO KOMMPOBAHUS WM BOCCTAHOBIICHUS TOMHOTO (aitna koHpurypanuu Daiin
BHIOEpUTE HA TTAHETM HHCTPYMEHTOB U HACTPOIMKHU Ha pacKphIBaroieMcs MeHo0. Beibepure
Cucrema, 4T0OBI IOCMOTPETH B BBHIMAAAIOIIEM MEHIO. B 3TOM MEHIO Bbl MOXETE BBHIIIOJIHUTH
pPE3epBHOrO KOMUPOBAHUS WIIM BOCCTAHOBJICHUS (aiia KoHUrypamnuu.
Pucynok 64: Pe3epBHOE KONMPOBAaHUE U BOCCTAHOBJICHUS TAHHBIX.

* System

Backup or restore full configuration Backup Restore

Software update: ___ﬁutDl'l'lEtiEa”'f download and install updates

1 Alert when updates are awvailable

[Tpu BBINOJIIHEHUH PE3EPBHOIO KOMMPOBAHUS MOKHO BHIOpATh KOHEUHBIN (hailyl U COXpaHUTh
¢aiin B HE3aMMPPOBAHHOM WJIH 3aITU(PPOBAHHOM BHJIE.
Pucynoxk 65: ITapameTpsl pe3epBHOro KOnupoBaHus (ailyios.

File Help
¥ System
Backup or restore full configuration Backup Restore

Software update: @ Automatically download and install updates

) Alert when updates are available

>
M Backup Configuration &
Select Destination
Password
Confirm
[ | No Password
¥ R¢
OK Cancel
. y

YToObl HACTPOUTH BEJIEHUE JKypHasa, BbiOepuTe daiin Ha MaHea UHCTPYMEHTOB U HACTPOUKH
Ha BBINAJAloNIee MEH0. BXo 11 mpocMoTpa BEIIAAAOLIETO MEHIO. B 3TOM MEHIO BBl MOXKETE
HACTPOMUTH BEICHUE )KyPHAJIA IS CIECLYIOIINX

OcobeHHocCTH:

VPN

AHTUBHpPYC

OOHoBIIEHHE



Application Firewall

PonurtenbCckuii KOHTPOJIb

ITouck ys3BUMOCTEM.

Bbl MoXkeTe 3a1aTh ypOBEHb BEICHHUS KypHalla U BIOepUTe AJis SKcropTa OpeBeH mwid OYUCTUTh
JKYpHAJIBI.

Pucynok 66: Bxoa BapuaHTBhI.

* Logging
Enable logaing for these features; W] vEN [¥] Application Firewall
[¥] Antivirus Parental Control
[¥] Update [¥]wulnerability Scan
Log Level Inforrmation |E|
Log file Export logs Clear logs
OO6HOBIEHUSA

Jnis HacTpoiiku 0OHOBJICHUH, BRIOepUTE Daii Ha TaHEIN HHCTPYMEHTOB U HACTPOIKH Ha
BbIMaarolee MeHro. BeiOparh B cucteme, 4TOOBI IOCMOTPETh B pacKphIBaoIIeMcs: MeHi0. B
3TOM MEHIO BBl MOKETe HACTpouTh moBeaeHue FortiClient, koria HoBast BEpCusi pOrpaMMHOTO
obecreueHus goctynHa Ha cepBepax FortiGuard Pacnipenenenue (FDS).

YpoBeHb perucrpanuu

Onucanue

ABapuitHbIl

Cucrema CTAaHOBUTCSI HEYCTOMYHMBOIA.

OnosereHue

TpebyroTcst He3aMeATUTeNbHbIE 1eHCTBHSL.

Kpurnuecknii

OYHKIMOHATBHOCTH BIHSET.

OmmOka

Ommbka cymecTByeT U (yHKIIMOHAIBHOCTh MOXKET OBbITh 3aTPOHYTO.

IIpenynpexnenue

OYHKIMOHATBHOCTh MOXKET OBITH 3aTPOHYTO.

3ameuaThb

WNHudopmanys o HOpMaJIbHBIX COOBITHH.

WNndpopmanus

O6mast nH(popMaIHs O CUCTEME OTlepaLnii.

OtnaxxuBaTh

Ornanka FortiClient.

Pucynok 67: OGHOBIIEHHE BapUAHTHI.

¥ System

Backup or restore full configuration Backup Restore

Software update: @ Automatically download and install updates

1 Alert when updates are available

VPN BapuaHThI

Hns mactporiku VPN napameTpoB BeiOepuTe Daiinn Ha maHe I HHCTPYMEHTOB U HACTPOMKHU Ha
BhINajaoniee MeHio. Beidbepute VPN GyHKIMN A7151 IpOCMOTpa BBINMAJAIOIIEro MeH0. B aTom
MEHIO Bbl MOYKETE HACTPOUTH JJisl mpeaoctaBieHus VPN nepen BX0JI0M B CUCTEMY.

Pucynok 68: VPN BapuaHTHI.



* ¥PN Options
Enable VPN before logon

VYnpasienue ceprupukaramu
s mactporiku VPN ceptudukaros, BeiOepuTe Daiinn Ha TaHEIM HHCTPYMEHTOB U HACTPOUKH
Ha BbITIaIatomiee MeHo. Beibop cepTudukara, 4ro0bl MPOCMATPUBATH BBINAAAIONMIETO MEHIO. B
3TOM MEHIO BBl MOkeTe HacTpouTh [IPsec VPN ucnosb30BaTh TOKaJIbHBIC CEPTUHUKATHI U
cepruduxarsl as umnopta FortiClient.
Pucynok 69: [Tapamerpsl ceprudukara.

w Certificate Management

[¥] Uze local certificate uploads (IPSec only)

" certfcate | Type | VaiidTo | Adion

Import

ITapamMeTpsl aHTUBHUPYCA
YtoObl HACTPOUTH MapaMeTPhbl aHTUBUPYCA, BbIOepuTe Daiinl Ha MaHeTu HHCTPYMEHTOB, U
HACTPOWKHM Ha BBIMAJIAI0IIEee MEHIO. B 3TOM MEHIO BBl MOXKETE HACTPOUTh
He)KenaTelbHble BapuaHThl U ioBeneHue FortiClient mpu oOHapykeHUU BUpYyca.
Pucynoxk 70: mapaMmeTpsl aHTUBUpPYCA.

* AntiVirus Options

Grayware Options
[V] adware Rizlkware
[¥] alert when viruses are detected
Pause background scanning on battery power

Enable FortiGuard Analytics

JlononHuTeNbHBIE TApAMETPBI

UToObI HACTPOUTH AOTIOJTHHUTEIBHBIC TapaMeTphl, BEIOepuTe Daiisl Ha MaHeT! HHCTPYMEHTOB, U
HACTPOWKHU Ha BBINAJAl0IIee MEHIO.

Bri6epute JlomomHUTENBEHO, 9TOOBI TOCMOTPETH B BBHINAIAIOIIEM MEHIO. B 3TOM MeHI0 BB
MoskeTe HacTpouTtb WAN.

Ontumu3anus, eAMHOTO BX0a, HACTPOWKH cHHXpoHu3anuu ¢ FortiGate, oTKIIIOYHUTE TPOKCH, a
no ymonqanuto FortiClient BKkiaaky rmpu 3amycke.

Pucynok 71: YcoBepiieHcTBOBaHHbIE (QYHKIUH.



* Advanced

| Enable WAN Optimization
Maximum Disk Cache Size: 512 [=|mB
| Enable Single Sign-0n mobility agent
Server address
Customize port 2001
Pre-Shared Key

¥ | Disable configuration sync with FortiGate

Default tab | AntiVirus |E|

Ol'l]_[l/ll/l HEKEJIATCIbHBIX IIPOTrpamMm

HesxenaTtenbHbIX IPOrpamMm 3TO 30HTUYHBIN TEPMUH IPUMEHSAETCA K IIUPOKOMY KPYTy
BpenoHocHble porpaMMel, TaKUe Kak IIIHOHCKOE, pekiiaMHoe [10, koTopsle 4acTo TaliHO
YCTAHOBJICHHBIX Ha KOMITBIOTEPE TOJIB30BATEINSA, YTOOBI OTCICKUBATH U COOOIIATH
OIpeieIeHHY0 HH(POPMALIHIO HAa BHELTHUE UCTOYHUKU 0€3 pa3peleHns M0Ib30BaTesl.
Bribepure, uT0OBI BKIIOUUTH OOHAPYKEHHUE CKAHUPOBAHHUE B PEATbHOM BPEMEHHU.

IHoTeHUMAJBLHO ONACHBIE TPOTPAMMbI
Bri6epuTte, uTOOBI BKIIIOUNTH OOHAPYXKEHUE MOTEHIMAIBHO OMACHBIX MIPOrPaMM M KapaHTHHA B
TE€YECHHE aHTUBUPYCHOE CKAHUPOBAHMUE.

CursaJ TpeBora Korjaa BUPyChbl 00HAPYKeHHbIN
BribepuTte a1 oToOpakeHUs: OKHA YBEJAOMIICHHE KOTJ]a BUPYC OOHApYXKEHO.

Ilay3a ¢poHe ckaHUpOBaHMSA OT DaTapen

Bribepure, yTOOBI NPHOCTAaHOBUTH (POHOBOE CKAHUPOBAHHUE MIPU MUTAHUM OT AKKYMYJISATOPA.
Bxmrounts FortiGuard Analytics BeiGepure At aBToMaTuuecKoil OTIPAaBKU MOJ03PUTEIBHBIX
¢aitnos B FortiGuard.

CeTb 11 aHaJIN3A.

Single Sign-On arenta MOOMJILHOCTH

FortiClient Single Sign-On MoOHIBHOCT areHT BBICTYNAET B KAUECTBE KJIMEHTA, KOTOPBIH C
obnoBnenusimu FortiAuthenticator ¢ BXxoa mosib30BaTelisi B CHCTEMY U HHPOPMAIIMOHHYIO CETh.
FortiAuthenticator mpocnymuBaet koHpurypupyemsix nopta TCP. FortiClient moakioyaercs k
FortiAuthenticator ucnons3oBanuiem TLS / SSL ¢ nBycTopoHHe# npoBepKH MOIMHHOCTH
ceprudukata. FortiClient mocsutaer Bxon B cucremy naket FortiAuthenticator, koTopas
OTBEYAET C MAKEeT IMOATBEPIKICHHUS.

FortiClient / FortiAuthenticator cBsi3u TpebyeTcs cienyromiee:

IP-anpec nomxeH ObITh YHUKAJIbHBIM B IIpeJieax BCeil ceTu.

FortiAuthenticator qomkHa OBITH JOCTYIHA C KIIMEHTaMU BO BCEX PETHOHAX.

FortiAuthenticator qomkHBI OBITE JOCTYIHBI 17151 Beex FortiGates.

Bxumrounts Single Sign-On arenta moounsHOcTH Ha FortiClient

1. Beibepute Qaiin Ha maHea HHCTPYMEHTOB M HACTPOMKH Ha BBINAJIAIOIIEE MEHIO.

2. BeiGepute J[onosHUTENBHO, YTOOBI TOCMOTPETH B BBINAAAIOIEM MEHIO.

3. BeiGepute, uTo0bI BKIIFOUHTH Single Sign-On areHTa MOOMIBHOCTH.

Brumrounts WAN Onrumusanus

Bei0epure, yTOOB! BKIIOUNTh ONTUMHU3ALUY IT100aIbHON ceTH. BbI 10IKHBI BKIIOUUTH, TOJIBKO
ecnu BB FortiGate ckondurypuposan s WAN

OnTumnzanms.



MakcumanbHasg qucka

Pa3smep xomr-namstu

Bribepure, uT0OBI HACTPOUTH MAKCUMAIIBHBINA pa3Mep JUCKOBOTO K3IIa. 3HAUYCHHE 1O
ymoirdanuto 512 M6.

Bxumrounts Single Sign-On arenta MoOuIsHOCTH

Bri6epuTe, uToOb1 BKIIIOUNTH Single Sign-On AreHT 11si MOOUITEHBIX

FortiAuthenticator. J{is ucrions3oBanus 3Toi GyHKIUN HeoOxoauMo npuMeHuTh FortiClient
SSO mob6unpHOCTH JUIieH3uK arenTa FortiAuthenticator Bamero yctporncrsa.

Anipec cepBepa

Beeaute anpec FortiAuthenticator IP.

Hacrpouts nopr

Beenure nomep noprta. [1o ymomuanuto ucnosb3yercs nopt 8001.

Pre-Shared Key

Beenure o0mmii kitou. [IpeaBapurenbHbIN KITHOY TOJKEH COBIAAATH C KIIFOYOM
HacTpoeHHbIH Ha FortiAuthenticator.

OTKITI0YUTH KOH(DUTYpAIUIO

cuaxponmsammu ¢ FortiGate

Bri6epute, 4TOOBI OTKIIOUUTH CHHXPOHM3AIMIO ¢ KoHpuryparueii FortiGate.

OTKITIOYUTH IPOKCU

(JImarHocTuKa TOJIBKO)

Bribepure, uT0OBI OTKIIIOUNTH TpoKcH nipu ycrpaneHnn FortiClient.

3aKiaaKy Mo yMOJIYaHUIO

Bribepure 3akianky 1Mo yMoI4aHUIO, KOTOPBIA OyaeT oroOpaxkarbes npu oTkpeitud FortiClient.
FortiClient Single Sign-On arenTta mo6unbHOoCcTH TpeOyeT FortiAuthenticator padoraer v2.0.0
GA cbopku

0006 unu Gonee no3aneit Bepcun. Beenute FortiAuthenticator (cepsep) IP-aapec, Homep nmopra,
U C TIPEIBAPUTEILHBIM OOIINM

HacTpoeH ko4 Ha FortiAuthenticator.

Fortinet Texanonmorun Muk

4. Beenute aapec FortiAuthenticator cepepa 1 npeaBapUTEIbHBIN KITIOU.

Bxutounts FortiClient SSO Mo6uibsHOCTE AreHT cityx05b1 110 FortiAuthenticator

1. Beibepute SSO n aunamuueckoi noautukn> SSO> [TapameTpsl.

2. Beibepute Brurounts FortiClient SSO MooOunsHocTh Service Agent u 3nauenue TCP nopt
JUTSI TIPOCTTYIITUBAHUS

OPT.

3. BriGepute BimounTh ayTeHTU(PHUKAIMIO U BBECTH CEKPETHBIN KITI0Y 3HAUEHUE.

Pucynok 72: Kondurypanus FortiAuthenticator.



FortiAuthenticator Lo e ZERTINET

Edit FSSO Configuration

uventcation
& % SSO Login expiry (minutes): 480

T

« Login Portal Enable authentication

» SSO Groups Secretkey: ssssssce

« Domain Controllers Log level Info =l

= Radius Accounting

« ot Group Fiering
- [Z] Dynamic Policy [ Enable Windows Active Directory domain controllers
-3 Accounting Proxy [J Enable Radius Accounting SSO clients

= Rule Sets

S SOMUTEES [C] Use remote LDAP server for SSO groups lookup

« Destinations | LDAP server: Please Select] v|

\;Enable FortiClient SSO Mobility Agent Service
Listening port: 8001
Enable authentication

Monitor Secretkey: escscsse

Certificate Management

4. YroOwr Bkmtounth FortiClient FSSO ycnyr va untepdeiice Beidepute Crucrema > Cetp >
uHTepdeiic.
Bri6epure M3MenuTs ai1s n3MeHeHus ceTeBoro uatTepdetica, Beioepure FortiClient FSSO
BKJTFOUUTb.
Pucynox 73: Brirouenue ciryxo0.

FortiAuthenticator Logged in as admin

iQ
1%

FERTINET

=-@© Dashboard Interface Status
= Status Interface: portl
i) Network
E‘ = Status: [+]

.

« DNS 1P Address / Netmask

=« Static Routing 1Pv4: 172.16.68.48/255.255.255.0
@&} Maintenance
@[ Messages

| :
3

Access Rights

Admin access: Telnet
SSH
HTTPS
HTTP

Services: RADIUS Auth
RADIUS Accounting
LDAP
Authentication LDAPS
2 los. FortiGate FSSO
’ ocsp
Monitor FortiClient FSSO
Certificate Management
Logging History OK | | Cancel |

Uto0b1 BrIt0ounTh SSO MobunsHocTh FortiClient Arent cimyx0s1 o FortiAuthenticator, Bb
JIOJDKHBI CHavana npuMensiercs coorsercTyromtas nurensus FortiClient st FortiAuthenticator.
st monmydenust nonostHATENbHON nH(MopMmaruu cMm. FortiAuthenticator v2.0 PykoBoacTBo
aaMuHucTpaTopa Ha http://docs.fortinet.com. Inis monaydenuss HHGOpMaLuu o

npuobperenue nureH3un Ha FortiClient FortiAuthenticator, moxaiyiicta, oOpaTUTeCh K CBOEMY
ynonHomoueHHoMy Fortinet peceniepa.

Konpurypauusi 0,I0KMpOBKH

st mpenoTBpanieHus HeCaHKIIMOHUPOBaHHBIX n3MeHeHu# B FortiClient konurypanmu,
BHIOEPUTE 3HAYOK 3aMKa PACIIOJIOKEHBI B JICBOM HWKHEM YTITy CTPAHUIIBI HACTPOHKH. Bam
OyzeT IpeasoKEHO BBECTH U MOATBEPAUTH MAPOJIb.

Koraa kondurypanus 3a0610kupoBaHa, U3MEHEHHS KOH(DUTYpallUi OTPAHUYCH U HE MOXKET
FortiClient 6bITb 3aKpBITHI WM yIaJICHBIL.

Pucynoxk 74: Hactpoiika OJOKHPOBKH.
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£2f Please Provide Password £2
* Lg
Password
Confirm
OK Cancel
- Ry
. [TSpecify FortiGate addre=z= .
* VPN Options
E"'":Z ck: the lock to protect configuration changes OK Cancel

Korna kon¢urypamus 3a010kupoBaHa Bbl MOXKETE BBIITOJIHATh CIEAYIOIUE 1eHCTBUS:
AHTUBHpPYC

BBINOSIHUTE aHTUBUPYCHOE CKAaHUPOBAHUE, BUJ YTPO3 HAWJEH, U IIPOCMOTP >KYPHAJIOB
Bri6epure OOHOBHUTD, 4TOOBI OOHOBIICHHS CUTHATYP

Ponurensckuii KOHTPOIIb

ITocmoTpeTs HapylIeHHH

Application Firewall

ITocmoTtpeTs biiokupoBKa NpHIIOKEHUI

VY ianeHHsbli JOCTYII

Hacrpoiika, usmenenue n ynanenue [Psec VPN wim SSL VPN-coenuneHus
IToaxmrouenue k VPN-coennHenus

ITouck ys3BUMOCTEN

BBINOIHUTE TOUCK YyA3BUMOCTEN CUCTEMBI

[TocmoTpeTh ys3BUMOCTEMN

Perucrpanuu u ormensl peructparuu FortiClient muis KOHTpOIIsSt KOHEYHBIX TOUEK
Hactpoiiku

Okcnopt FortiClient xypHaib

PesepBHoe konupoBanue koHpurypamuu FortiClient

Jnis BBIOSTHEHUSI M3MEHEHUH KOH(Urypanuuu uiu 3akpbITh FortiClient, BeIOepuTe 3Ha4OK 3aMKa
u BBeauTe [lapoms, ucnonb3yeMsblil 151 OJOKMPOBKH KOH(UTYpaITHH.

FortiTray

Korga FortiClient paboTtaer Ha Baiiei cucreme, Bbl MoxeTe BoiOpaTh FortiTray 3Hauok Ha OKHax
CUCTEMHBIHN Tpel AJIs BBIMOJIHEHUsI pa3anuHbIX JAeiicTBuil. 3Hayok FortiTray nocryneH B
CHCTEMHOM Tpee Jaxe, koraa naHens FortiClient 3akphiT.

BapuaHTBI MEHIO IO YMOJIYAHUIO

Otxkpsitoe FortiClient koHcomM

Shutdown FortiClient

JluHamuueckue nmapaMeTpbl MEHIO B 3aBUCUMOCTH OT KOHQUTYpaluu

[Tonxmouenue k HacTpoeHo [Psec VPN unu SSL VPN-coenunenu

OTKpoiTEe OKHO aHTHBUPYCHOMN TPOBEPKH (€CIIM MPOBEPKA IO PACTIMCAHHIO B JAHHBI MOMEHT)
OTKpoiiTe OKHO MOKCKA YA3BUMOCTEH (€CITH TOUCK YSI3BUMOCTEH paboTaer)

[Tpu HaBeneHnu Kypcopa Mblu Ha 3Ha40K FortiTray, Bel Oynere moiaydaTs pa3andHbIe
yYBEIOMJIEHMSI BKJIIO4ast Bepcuto, A.B. nmoanuce, A. B. aBurarens.



Pucynox 75: 3Ha4oK B CHCTEMHOMN MaHENH.

= P &

o G

Cpen ForiClient Console

e

Connect to "IPsec VPM connection”

c - - U
“¢  Shutdown MortiClient ™ & Y

Custormize...
Ilil::l ﬂ
221 PM

Thursday
03/01,/2013

Customize...

Korna xondurypanus 3abaokuposana, onus s 3akpeitus FortiClient ot FortiTray HeakTuBHA
BHE.

ITonxnrouenue k VPN-coennHeHN

Jns noaxnrouenust K VPN-coenunenus ot FortiTray BeiOepute 3amaa Windows u IeTKHUTE
npaBoi KHONKOM Ha UKOHKY FortiTray. BeiOepute coennnenue, KOTOpoe Bbl XOTUTE
MOJKITFOUYNTHCS, BBEIUTE UM ITOJIB30BATENS M ITapoJib B OKHO ayTeHTU(uKauu u Beioepute OK
JUTSI TIOAKJTFOUEHUS.

Pucynok 76: OxHo ayTeHTU(UKALINH.
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